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512 bit 4exa 22l 5 IS Block V) audi 512 bit (s ST Led sk cilS 13 Al )1 (2) JS&N 8 (e LS
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1bit “ancass A 448bit A Wase Jai o)) iy Block Ledaas S @lllM 16bit Leana cliball o Jaadl
Alalud) 4les () jta 45ed 431 bit s 2l 5 4iedd

_lga%PEQRP_q;}E%PEE:1DDDDDDD 00000000 00000000 00000000 00000000 00000000 Q0000000 00000000 Q0000000 :
00000000 00000000 00000000 00000000 00000000 00000000 00000000 Q0000000 00000000 00000000 00000000 :
Q0000000 00000000 Q0000000 00000000 00000000 00000000 00000000 Q0000000 00000000 00000000 00000000 |
00000000 00000000 O0000COO00 00000000 00000000 00000000 00000000 0OOO0OOQO0 O0000COO00 00000000 0O0O00O000OD !
00000000 00000000 Q00000000 00000000 00000000 _00000000 00000000_00000000 00000000 00000000 00000000 J

00000000| 00000000 00000000 00000000 00000000 00000000 00000000 00000000 0O0l0000

(bit 16 Lelsha 2 5) Lot Lgind LeTaa AU oLl Atgemy Ainl ALl U5k B3 2501 64bit
(0000000000000000000000000000000000000000000000000000000000010000)
512bit S bl J sk sy i,

w g .
00000000000000000000000000000000000000000000000000000000000

01101000 01101001 10000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
oooooo00 00OOOOOO OOOOOOODO OOOOOOOO OOOOOOOO OOOOOOOOD OOOOQOOOO OOOOOOOO OOOOOOOO OOOOOOOO OOOOOOOOD
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000 000000CO 00000000 00000000
00000000 00000000 00000000 OOOOOOOO OOOOOOOO QOOOOOOD OOOOQO0000 00000000 OOOOQOOO OOOOQOOOO OOOOOOO0O0
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00010000
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(1) Js& wla M CV1 N CV re Jsisi HMDS 13 ¢ (A,B,C,D) e JS sl i) 5 AL )
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Ll ol b ) 3 32 bit 4neaa 2305 S 128 bit <) aaa REGISTER i 4 (A,B,C,D)
oo i Ledie 5 IS ROUND ) Jiiy ROUND bl laaxy 53 e 16 2l sl ROUND (paa aai g
@i Gudlall pUailly A0 Y il s2a il HMDS () iy des Y]

A = 67452301
B = EFCDABS89
C = 98BADCFE
D = 10325476

AUl Ualadll 33y pant 5adal) agatl a0l (ol Hlb ad & T
iI=1:64; x= abs(sin(i))* 2732

IS Gan Hex alai () clildl o3 Jgas Cun, odlef Alaladd) (385 64N 1 (e 12 T3 shemn o 555
L s 3 2L ROUND
-l T

T[1—16] o= L Js¥ ROUND1 =

T[17—32] & 3L S8 ROUND2 =

T[33—48] i 3L &J&l ROUND3 =

T[49—64] (» 33L &) ROUND4 =

(b) Table T, constructed from the sine function

T(l] = DTEAam47B T[17] = FELlE2562 T[33] = FFFA3942 T[43] = F4£252244
T[2] = EBCTBT7L6 T[18] = c040B340 T[34) = 87T71r6BL T[S50] = 432AFF37
T[3] = 242070DpB T[19] = 265E5a51 T[35) = 699%D6122 T[51] = ABI423n7

?[4] = ClEDCEEE T[20] = ESBECTAA m[36] = FDECIR0C T[52] = FCIIADIY
T[S] = FSTCOFAF T[2l] = DE2F105D Tr37] = A4BEEA44 T[53] = 655B59c3
T[6] = 4787célAa T[22] = 01441453 T[38] = 4BDECFA? T[54] = 8rilcccs®2

T[7] = AB3046l3 T[23] = DEALEGEL T[32] = FGBE4BED T[55] = FFEIrr4ip

T[B] = rD469501 T[24] = ZTp3zpch T[40] = pEBIBCTY T[56] - 858450oDl
T[9] = &98098DB T[25] = 21EL1CDEG Ti4l) = 28B9ETECE T[57] = GFABTE4F
Tr10] = BB44FTAF T[26] = C33707D T[42] = EAAl2TEA  T[5B8] = FEICEGED

Trll] = TFEFSBEL  T[27] = F4DS0ODET  T[43] = D4EF3083  T[53] = A30L4314
T[12] = 895CDTBE  T[28] = 455A14ED  T[44] = 04BELDOS  T[60] = 4E0811al
T[13] = 6B901112 T[29] = ASE3IEJDS T[45] = D9D4D033 T[6l] = F7537TER2
T[l4] = FDSETLIY3  T[30] = FCEFA3FE T[46] = EGDEYSE5S T[62] = BDIAFZ3S
Tr15] = A679438E  T[3l] = 676F02D T[47] = LFA27CES T[63] = 2ADTD2BE
Trl6] = 49840811 T[32] = BD2A4CBA T[4B] = C4ACS665 T[6d] = EBEGD3F1
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(4) Jsa
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F(b, ¢, d) (bac)v(lbad)
2 G(b, ¢, d) (bad)v(catd)
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JS 16 block o)) s 512 bit Ll (s sins S 531 block JS) &l ity s X[K]
32 bit ax= aal

ROUND1 e Gt JUu) JaSal : Ja
32 bit s> 2l 5 JS 16 block Y Jsai 512 bit one Block casal 1 (hi) Al ) <l

x[1]= 01101000 01101001 10000000 00000000
x[2]= 00000000 00000000 00000000 00000000
x[31= 00000000 00000000 00000000 00000000
x[4]=00000000 00000000 00000000 00000000
x[5]= 00000000 00000000 00000000 00000000
x[6]= 00000000 00000000 00000000 00000000
| X[7]= 00000000 00000000 00000000 00000000
" x[8]= 00000000 00000000 00000000 00000000
x[9]= 00000000 00000000 00000000 00000000
x[10]=00000000 00000000 00000000 00000000
x[11]=00000000 00000000 00000000 00000000
x[12]=00000000 00000000 00000000 00000000
x[13]=00000000 00000000 00000000 00000000
x[14]=00000000 00000000 00000000 00000000
x[15]=00000000 00000000 00000000 00000000
x[16]=00000000 00000000 00000000 00010000
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Nizk=1 Laae
T[i]=T[1]= DF6AA478
T s e dall oda Lin jaial

x[k]=x[1]= 01101000 01101001 00000000 00010000

x[k]=x[1]=68690010 hex

(A,B,C,D) yaall gl
A0 55900 Jiae ()58

x[1]=68690010

- b

C | D | 1 Flb,c,d) (bac)v(bad)
2 6(b, ¢, d) (bad)v(cad)
£ 3w  Hb,gd) b®c®d
4@” I(b, ¢, d) c®(bvld)
K a2t

S Tl 4% NG 21 Y e il and Ay
32 G daaldl) o T s e s
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17 Ll 0 4l Ly
B iy ga (K B

T[1]= DF6AA478 y MD5 Operation (single step)

355016 e 550 ST, X ad ae el A5l a8 L) (A,B,C, D)) s 3230 5552 8 ROUND1 J8&
o635 ) 2235 ROUND (i (o 40801 5550l iU e€ 02225550 I (A, B, C,D) b il il
Go 51 135 S ROUND Jl cdiase ey (A,B,C,D) 0= JS) il ROUND JSU5 550 16
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VB.NET 4y 4 ddal

g9 e OIS (5585 A gen JSH Gl | ASal) 038 ana 2 ualill ilae ) ) A aaes VBLNET 44w A
Ly yi by (¥ bl aad s dima bl daa )l 4

VB.NET CODE
| mports System Security. Cryptography

YICON|IPXTY WBJP}A\QQAJJ‘)&QA;);D&

4 System.Security.Cryptography

b CngProperty Structure
I CngPropertyCollection Class

CngPropertyOptions Enumeration

I CngProvider Class

P CngUIPolicy Class

CngUIProtectionLevels Enumeration

I CryptoAPITransform Class

b CryptoConfig Class

I CryptographicAttributeObject Class

I CryptographicAttributeObjectCollectiq

Class

I CryptographicAttributeObjectEnumer;

Class

I CryptographicException Class
I CryptographicUnexpectedOperationEs

Class

I CryptoStream Class

CryptoStreamMode Enumeration

I CspKeyContainerInfo Class
I CspParameters Class

CspProviderFlags Enumeration
DataProtectionScope Enumeration

I DataProtector Class

¢ DeriveBytes Class

I DES Class

I DESCryptoServiceProvider Class
I DpapiDataProtector Class

I DSA Class

I DSACryptoServiceProvider Class
P DsAParameters Structure

I DsAsignatureDeformatter Class
I DSASignatureFormatter Class

I Ags Class

I ApsCryptoServiceProvider Class

b AesManaged Class

b AsnEncodedData Class

b AsnEncodedDataCollection Class
I AsnEncodedDataEnumerator Class
b AsymmetricAlgorithm Class

I AsymmetricKeyExchangeDeformatter

Class

I AsymmetricKeyExchangeFormatter

Class

ymmetricSignatureDeformatter
Class

b AgymmetricSignatureFormatter Class

CipherMode Enumeration

b CngAlgerithm Class
» CngAlgerithmGroup Class

CngExportPalicies Enumeration

I CngKey Class
b CngKeyBlobFormat Class

CngKeyCreationOptions Enumeration

I CngKeyCreationParameters Class

CngKeyHandleOpenOptions
Enumeration

CngKeyOpenOptions Enumeration
CngKeyUsages Enumeration

¥ CngProperty Structure
I CngPropertyCollection Class

CngPropertyOptions Enumeration

b RSAPKCS1SignatureDeformatter

Class

b RSAPKCS1SignatureFormatter Class
¥ SHAL Class

b SHA1Cng Class

I SHA1CryptoServiceProvider Class

b SHA1Managed Class

b SHA256 Class

b SHA256Cng Class

b SHAZ56CryptoServiceProvider Class
b SHA256Managed Class

b SHA3B4 Class

b SHA384Cng Class

b SHA384CryptoServiceProvider Class
b SHA3BAManaged Class

? SHAS12 Class

¥ SHA512Cng Class

b SHA312CrypteServiceProvider Class
¥ SHA512Managed Class

b SignatureDescription Class

SignatureVerificationResult
Enumeration

b StrongMameSignaturelnformation

Class

b SymmetricAlgorithm Class

' ToBaseb4Transform Class

b TripleDES Class

b TripleDESCryptoServiceProvider Class
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MD5 hash algorithm ( Message-Digest Algorithm ) 4wl sa

Ciga 5l b ) gea ) Cila 5l Gai gl il Jull JUa, (16 byte ) 128 bit 41 sh Zlite 40a ) ) sall o2a i
MD5 e ) s (lilall e Al g 53 gl 5) 92 adaiia )

E | |
4% MDS 8 SHA |= B %

hi # |49
f6
Ba
aC

a3
ec
2C
ob
f4
89

1c

(o= P s il

MD5 v |3

49f68a5c8493ec2cbf489821c21fc3b »

= A

IS paill 13g p=aldll MD5 Hash W aat s Byte daas o paldi o jall caldl) gl (il Jugins dlla s 4l
<llall ComputeHash Jaxi saxs g 435855 man MD5 g 58 (e saie Alall a8 JAka 8 jad Cua A gen
HEX 4aua J Byte o Slin Al L sai ey 5 Ld Hash clual dalivll

VB.NET CODE

Publi ¢ Function Get MD5Data(ByVal data As Byte()) As String
‘create new instance of nd5
Dim nd5a As MD5 = MD5. Create()

‘convert the input text to array of bytes
Di m hashData As Byte() = ndba. Conput eHash(dat a)

‘create new i nstance of StringBuilder to save hashed data
Di mreturnVal ue As New StringBuilder()

"l oop for each byte and add it to StringBuil der
For i As Integer = 0 To hashData.lLength - 1
r et ur nVal ue. Append( hashDat a(i). ToString("x2"))
Next

return hexadeci mal string
Return returnVal ue. ToString()

End Function
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AHash W ys3 S A ) 4l i Byte ) 455 3 paill Jsai (FIND MD5) L3
ListBox Jals Laayl cilibd) (2 yai 5 S Gailly Lt (i yxial

VB.NET CODE

Text Box2. Text = Get MD5Dat a( Encodi ng. [ Def aul t] . Get Byt es( Text Box1. Text))
Li st Box1. ltens. Cl ear ()
For i = 0 To Len(TextBox2.Text) - 2 Step 2
Li st Box1. | tens. Add( Text Box2. Text (i) & Text Box2.Text (i + 1))
Next

23 ST W Leba i Byte oV Ll sas lany s Ranlall (pe cilibe Conati (ilibe i) 5 by
! Hash

VB.NET CODE
"read file and find it nmd5
Dim op As New OpenFil ebh al og
op. Showhi al og()
DimfData As Byte() = File.ReadAl | Bytes(op. Fi | eNane)
Text Box2. Text = Cet MD5Dat a( f Dat a)

Li st Box1. I tens. Cl ear ()

For i = 0 To Len(TextBox2.Text) - 2 Step 2
Li st Box1. It ens. Add( Text Box2. Text (i) & TextBox2.Text(i + 1))
Next

S gl Uikl &5 jlias 3 5 Juo yal dnsdi 5 aliveall aill o SEU alisall e 20 A p2dios
Aabiveal) Al 5l (pe ) ikl e

VB.NET CODE

Functi on Val i dat eMD5Dat a( ByVal inputData As Byte(), ByVal
storedHashData As String) As Bool ean

"hash input text and save it string variable

Di m get Hashl nput Data As String = CGet MD5Dat a(i nput Dat a)

I f String. Equal s(get Hashl nput Data, storedHashData) Then
Return True

El se

Return Fal se

End If

End Function




s daa) Cpa VB.NET (2 Hash &MAC _:di i)yl sd

Secure Hash Algorithm(SHA) 4w s

Lesa gl il B2e 2a 53 Cala ol ai (51 (e A0 Al Al 585 Hash <le ) sa s3a) (o

(20 byte ) 160 bit 41k Ui daa ) sall 238 i :SHAL

sk (S Lage cale 5 ALy 5l 10 (64 byte ) 512 bit 41 sh #lite i ) sall 028z :SHA512
£ 5 S aali s JiuYL (4) J8all e i LS AN SHA g 59 (e 22

SHA-1 SHA-224 SHA-256 SHA-384 SHA-512
Message 160 224 256 384 512
Digest Size
. Message Size <264 =6 = 2% ) S
(4) ds“ Block Size 512 512 512 1024 1024
‘Word Size 32 32 32 64 64
Number of Steps 80 64 64 80 80

Note: All sizes are measured in bits.

(5) JS&ll Apall SHAS12 Jas A8yl Jaadilly 7 4 G guu

124 bits

M |

o o) o) 4 1 o)y

BREE _Ilv_rfl:_{ TT

o A A, o e L e
M A NN

o 9 i 4

T : . { E | D |
- i3 Lo TAIRGNIRGST « e

H, . ¢ Figure 1110 Elementary SHA-S12 Operation {singhe round)
Figure 110 SHAS12 Processingof a Sngle 1024-Bit Block.~~ = R x bbb A ks R o L P e Sz

(5) Jsa

JS 7 80 gy Lgagd Jg IS 2 30 By 1 ) Lgaansiiy Caad g SHAB 12 e 4y yha @ll cpay (5)JSa 3
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(1) pbu 52

(6) Jsé 8512 bit dsh HASH 4 235 bl e J sk (sl Jiins SHAS12 o)) s

Jdshl saae 055 Block a2 128 bit Jals 1024 bit 4eas 2a) 5 IS Block () Al ) vy
&) Bit <l 5 27128 Led shal aa sl il HASH 2235 ¢)) 33l 530 038 audaiad (5l 2l bl
Jax sl padding & Jess binary ) el sas s Ala 0 dgaall cliladl 5 128 bit JA) o de Jlé (43
DAL LS Y 896 bit kié JduBlock a5 Ae W bits (slei (ia Jlial) (e dae 4xsys aal s 8l
(S U Aapay Adal) Al Jshal 3 e o585 Block LA 4 128 bit

N 1024 bits

128 hits

= Lhits = -k
Message Immﬂ..d L
' ' ' ' '
] 1 1 ] ]
[ ] 1 [ ] | ] [ ]
] 1 1 ] ]
[ ] [ ] 1 [ ] [ ]
| ] [ ] [ ] n | ]
] 1 1 | ] 1
] 1 1 [ ] 1
] ] 1 ] ]
| | n [ ] n | ]
1 1 1 [ ]
1024 hits Sl 1024 hits —a be—— 1024 hils —»
. R |
L] L ] -
——

[v=m| | 1, }—

—————
512 hits 512 hits 512 hits

hash code

4 = wonkby-word addition mod 25

Message Digest Generation Using SHA-512
(6) Jsa

512 s age sena 64 Dit 4ana 2315 IS (A, B,C,D,E,F,G,H) 4:lill Registers Jie; iv=HO cua
Registers Jdals 433l 4 31 all o3 5, Alu b (alalHash el 8 Jiars 53 bit

a = 6A09EGG6eTVTF3IBCCS0S8 e = 510ESZ2TVTFADE6S82DI1
b = BB67AES584CANT3IB f = 9B0568288CZB3EGCI1F
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g
d = ASA4AFF532A5FID36F1 h = 5BEOCDI913TE2179
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Figure 11.9  SHA-512 Processing of a Single 1024-Bit Block

(7) Jsa



e sl

VB.NET (% Hash &MAC _:idd & jylsd

64 bit (e 0580 A ad A5 (KO-KT79) 0n 0nme K dad adle J23 80 o« Round JS (7) Js&
Sl Jsaall e 2l

KO k
428a2f98d728ae2?2

7137449123ef65cd Db5cO0fbefecdadib2f e9b5dba58189dbbc
3956¢c25bf348b538 59f111f1b605d019 923f82a4af194f9b ablc5edsda6ds8118
d807a2a98a3030242 12835b0145706fhe 243185bedeedb28c 550c7dc3dsffbde2
72bebd74£27L8961E 80deblfe3bl696bl 9bdc06a725c71235 cl19bf174cf692694
e49b69cl9efldad2 efbed786384f25e3 0fc19dc68b8cd5bs 240calec77ac9ck5
2def92c6£592b0275 4a37484aabeabedB83 5cb0af9dcbd41fbd4 76£988da831153bb
983ebh1l52eehbdfab aB31c66d2db43210 b00327c898fb213F bf597fc7becflececd
c6e00b£f33da8Bfc2 d5a79147930aa725 06ca6351e003826f 142929670a0e6270
27b70a8546d22ffc 2el1b21385c26c926 4d2c6dfcbac4dZaed 53380d139d95b3df
650a73548bat63de 766a0abb3c77b2a8 8lc2c92e47edaceb 92722c851482353b
a2bfeB8al4cfi0n3s4 aBla664bbc423001 c24b8b70d4d0£89791 c76c51a30654be30
dl192e819d6ef5218 d69906245565a910 f40e35855771202a 106aa07032bbd1b8
19a4c116b8d2d0c8 1e376c085141ab53 2748774cdf8eeb99 34b0bcb5e19b48a8
391c0cb3c5c55a63 4edB8aadae34lBach 5b9ccadf7763e373 682e6ff3dfb2bBa3l
748f82eehdefbifc 78a5636£43172f60 84cB87814al1f0ab72 8ccT702081a6439%ec
90befffa23631e28 a4506cebdeB2bde9 bef9a3f7b2c67915 c67178£2e372532b
ca273eceea26619c d186b8cT721c0c207 eada7dd6cdeleble £57d4f7fec6edl?8
06f067aa72176fba 0a637dc5a2c898a6 113f9804bef90dae 1b710b35131c471b
28db77£523047d84 32caab7b40c72493 3c9ebelal5c9bebe 431d67c49c100d4c
4dcc5d4bech3e42b6 597f299cfc657e2a 5Sfcbéefab3ladéfaec 6c44198c4a475817



s daa) Cpa VB.NET (2 Hash &MAC _:di i)yl sd

(3) i 2320

Block Jsk o)) 64 bit b Block <lily (e 4ed 4de Jay Round JS (7) Jsd & o) Badb LS
(WO-W15) dieaB4 bit 4eas 3al5 IS 16 Block o) (1024) s X 1024 bit s sl
16 Round Js e Jaxns

- 1024 bits =W, W, Wy Wy Wi Weois Weq W Wes Wes Woy Wog
M;
@)@ @|@
A y

Wﬂ “’1 s s = s = W W‘ﬂ]
-

64 bits
Figure 11.11  Creation of 80-word Input Sequence for SHA-512 Processing of Single Block
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W= Uﬁlz(wr—z)_fwr—?‘l'o'(sllz(wr—15)+Wr—16
where
o3%(x) = ROTR!(x) @ ROTR®(x) @ SHR'(x)
o1?(x) = ROTRY(x) @ ROTR®(x) @ SHR®(x)
ROTR"(x) = circular right shift (rotation) of the 64-bit argeument x by #n bits
SHR"(x) = left shift of the 64-bit argument x by n bits with padding by

zeros on the right
+ = addition modulo 2%
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Ty =h + Chie.f.g) + (D] %) + W, + K,
15 = ( glza) + Maj(a, b, ¢)
h=g
g=1
fee
e =d + Tl
d=rc
c=>b
b=a
d = Tl + Tz
where
t = step number;0 =t = 79
Ch(e. f.g) = (e AND f) @ (NOT e AND g)

the conditional function: If e then [ else g

Maj(a.b,c) = (a AND b) @ (a AND ¢) @ (b AND ¢)
the function is true only of the majority (itwo or three) of the
arguments are true

(3:%) = ROTR®(a) ® ROTR*(a) @ ROTR*(a)

(23%) = ROTR™(e) ® ROTR™(e) @ ROTR*(e)

ROTR"(x) = circular right shift (rotation) of the 64-bit arcument x by n bits
W, = a 64-bit word derived from the current 512-bit input block

K, = a 64-bit additive constant

+ = addition modulo 2%*
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VB.NET CODE

Function Cet SHAlData(ByVal data As Byte()) As String
‘create new instance of nd5

Dim sha As SHA1 = SHAL. Create()

‘convert the input text to array of bytes
Di m hashData As Byte() = sha. Conmput eHash(dat a)

"create new instance of StringBuilder to save hashed data
Dimreturns As New StringBuil der()

"l oop for each byte and add it to StringBuil der
For i As Integer = 0 To hashData.lLength - 1
returns. Append(hashData(i). ToString("x2"))

Next

" return hexadeci nmal string

Return returns. ToString()

End Function
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VB.NET CODE
Function Get SHA512Dat a( ByVal
'create new i nstance of nd5
Di m sha As SHA512 = SHA512. Create()

data As Byte()) As String

‘convert the input text to array of bytes
Di m hashData As Byte() = sha. Comput eHash(dat a)

"create new instance of StringBuilder to save hashed data
Dimreturns As New StringBuil der()

"l oop for each byte and add it to StringBuil der
For i As Integer = 0 To hashData.lLength - 1
returns. Append(hashData(i). ToString("x2"))

Next

" return hexadeci nal string

Return returns. ToString()

End Function
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VB.NET CODE

Functi on Get HVACDat a( By Val
String

‘create new i nstance of nd5
Di m sha As HVAC = HVAC. Create()

")yl srdl odgn plaldl sLide Lidsds

sha. Key = key

" SHA512 Lisu> Lia HVAC U315 Lygodsiudw 3JI
sha. HashNanme = " SHA512"

‘convert the input text to array of bytes
Di m hashData As Byte() = sha. Conmput eHash(dat a)

data As Byte(), ByVal

Dimreturns As New StringBuil der()

"l oop for each byte and add it to StringBuil der
For i As Integer = 0 To hashData.Length - 1
returns. Append(hashData(i). ToString("x2"))

Next

" return hexadeci nmal string

Return returns. ToString()

End Function

key As Byte()) As

Hashdiso),yl o5 axxd

"create new instance of StringBuilder to save hashed data

i)y Al L) J s A ple ind) ic

VB.NET CODE

Text Box2. Text =

Get HVACDat a( Encodi ng. [ Def aul t] . Get Byt es( Text Box1. Text),

| Encoding. [Defaul t]. GetBytes("1234"))
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