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Introduction to the Internet of Things — Part (2)
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Home Wireless Local Area Network (WLAN)

Internet Service Provider
(ISP)

Router
Smartphone ]
Smart TV
LD Entertainment System ]
Gaming Console
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An Interconnection of ISPs
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Data Center .
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Gateway Router
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Consumer and Industrial loT
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As the loT evolves, individual networks will be connected together and will include security, analytics, and management
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Six Pillars of the loT System

Applications
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Network Fog Computing Security (Cyber Data Analytics Management Application
Connectivity and Physical) and Enablement
Automation Platform
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Internet of Things
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Industrial Ethernet Routers

Cisco 1000 Series Connected Grid Router Cisco 829 Industrial Router
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Industrial Ethernet Switches

Cisco Industrial Ethernet 2000 Series Switches Cisco Industrial Ethernet 5000 Series Switch
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Cisco Industrial Wireless 3700 Series Access
Point

Cisco Aironet 1550 Series Outdoor Access
Point
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Embedded Network Cards

Cisco Embedded Service 2020 Series Switches Cisco 5915 Embedded Services Router
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Client-Server Model

File Client and Server

File Client

The File Server stores the file. Clients
access the file with client software,
such as Windows Explorer,

File Server

Email Client Web Server
Email Server
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Cloud Computing Model

Mobile Notebook

Network Server

PC Database

A gall dgiatl) Ayl Uy g £ L) i ik gald i sad s (fog computing): dutual) dswsal) zigal o
Aol gl ) B NATY dolaa gral o asdiad ol 48 hal) 3 3gad acy g2 9 ASpdll ciph ) Gl (S Al
il ) g Alaall €l paead) (i Jand) g 65 4B o)) (o) (Gl (B) Bl A Lo poad) JI8) Laa
A el (8 Al g) B gacay Lgindlona Ll g el (1) 3 yiba Juu Y (raw data) aldd) clibad) oY Sasmal)
L) Cul ) CilSud 3 Y ey Laa o) 8 o) <l 8 ) ) (dalad) die) guilidl) JEiE A5 dtaal)
il oy ARl 4ia) (e ja LaS Basd) coaad) pa Jlad¥) gl Alla 8 s Ldaca Jaadl B ) et
-dalald) 3 SAl) g g 0Lid) B gaall g el caaad) )l AN e Lgdla ) e g Apdaal) ASLAN) (8 Al




Fog Computing Model

Data Center

Cloud Computing

Internet
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Management and Automation Pillar
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Activity - Identify the loT Pillars

Pillar Description

5 Enables end devices to connect to a local integrated computing, networking, and storage
Fog Computing system

Security Cyber and Enables an organization to quickly and effectively discover, contain, and remediate an attack to
Physical minimize damage
o Deta i Consrs}s of distributed network infrastructure components and loT-specific, application-
Y specific interfaces

o Management and Includes management tools such as the Cisco loT Field Network Director

" Identifies devices that can be used to provide loT connectivity to various industries
Network Connectivity
Application Enablement | Provides the infrastructure for application hosting and application mobility between Cloud and
1 0 Platform Fog computing

Tl cud iy Ayl § jeay)

AL e L) Jiiad g e g3 L) un e glaall Baa ) T j0aa 1585 A 4 5 340 (e ¢Sy i AN O alad
Wil Ol £V (IP) J) podiud LglS g W 1 5 dsa slll g 482 8 gV g cilaglal) g iy g3 g und ) Lgilia) (ha g
G819 Al e Lo g i) and (Al Baad) B 3gaV) (e Sl a6l gl (Sl g lSuld) e Juailg

s Aaild 45l 53¢ oda (IEEE 802.15 and NFC). JsSsigue Jia (Not 1P) 4dlide & ¢S gi g 3 aladiudy
i) A i) el ) (e Laga T ¢ s A0 5 gaall (B Cpsal) alanall Jia (1P) ) & gis Gulad




Non-IP-Enabled Pneumatic Valves
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Oll, Gas, Mining Chties Transportation

Oil, Gas, Mining

Sensors detect chemical levels such as
carbon monoxide, carbon dioxide,
oxygen, methane, hydrogen, ammonia,
and hydrogen sulfide

Utilities Agriculture
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Internet Protocol Version 4 (TCP/IPv4) Properties

| General |

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
@ Uge the following TP address:|

IP address:

Subnet mask:

Default gateway:

Obtain DNS server address automatically
@ Use the following DNS server addresses:
Preferred DNS server: 172 .

Alternate DNS server: 172 .

| Validate settings upon exit
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Internet Protocol Version 4 (TCP/IPvE) Properties 9

You can get IP settings assigned automatically if your network supports
this capabiity. Otherwise, you need to ask your network administrator

for the appropriate IP settings.
S This property will set the device
© Qbtan an IP address automaticaly| <& to obtain an IP address
Uge the following IP address: automatically.

© Obtan DNS server address automatically
Usg the following DNS server addresses:

——

Valdate settings upon &xit Adyanced. J
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Cisco 819 ISR Cisco 500 Series Wireless WPAN Cisco CRS Multichassis System
Industrial Routers

Cisco 819 ISR

The Cisco 819 ISR (Integrated Services Router) gateway
provides a rapidly deployable, highly available, reliable,
and secure solution designed specifically for M2M
applications

Cisco 2000 Series Connected Grid
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If/Then

If
" password=12345"

7True

Then
Display "password
correct”

|

End

Loop runs once

For/Do
False
For
"count<=10"
True
Do

Display “not 10 yet!”

e

count=count+ 1

% End

-

Loop runs until
“count” equails 10

While/Do

False While
e
temperature sensor > 80

True

Do
Display “temperature too
high!”

- e End
Loop runs as long as

temperature sensor has a
value greater than 80

-
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(BIOS: Basic Input Output System).
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(flow chart): st

Activity - Identify Programming Terms

if while
* password=12345" temperature sensor >
‘

80
. I a
< - I

then display do display

* password correct” " temperature too high!"
do display
*not 10 yet"

. -
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Sunlight Sensors

Temperature P
Sensors %
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if (temp < 77) {
document.getElementById("logArea") .innerHTML =
"WARNING: Field temperature dropped below 77F.";

}

If the temperature drops below 77 degrees, then trigger an alert.

if (sun > 17000) {
document .getElementById ("logArea") .innerHTML =
"WARNING: There's too much sunlight on the coffee plants.";

If the sunlight is greater than 17000 lux, then trigger an alert

if (if ((moist < 5) || (moist > 20)) {
document .getElementById ("logArea"”) .innerHTML =
"WARNING: Field moisture level is out of the optimal range.";

If the moisture is less than 5 or greater than 20, then trigger an alert.
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Converged IT and OT
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Machine to Machine connection M2M

O g Loy i Al il 5 cleSaiall 5 S ol s losniall o ) S Jady Tl i Waa3 LS s
aSaill 5 48 pall bl D) aeaall (e bl o),

it Bns g ga ) Letbilmnl s ) iy B8 8 Dl s (50 138 il )

KA il ans claiall (f8 2 LY dlee e Te o 0585 Cpa ) 53 yagudl

smart products

alainy Lpmmyy Joai Lgale ) ) jualall € )1 Lpmasy SN Jlai) dn) 58 3 A 1) A0Sl

G A Syl adde Jaxi () g Le 58 5 4a gide gl daalle (ulie G 5 LS 01 4S slae Y S35
)5V S (pa g ailiaall () A0 a2y 35 e 2l 335 clly I Aalal) oY <

Machine-to-Machine Connections

I il e Liall o3 Lgaliag i) cila sill 5§ VLAY (e g il 108 il e 4BeY) ey
IT and OT



M2M in Retail

Connections Impacts

Shelf sensors
Parking-space sensaors
Infrared motion sensors
Weight mats

Environmental sensors(light,
temperature)

Door sensors

Mobile payments

Energy meters

Automated Ordering

Flexible Payment Energy Optimization
Options

Claall Jlas



M2M in Manufacturing

Connections Impacts

Converged IP factory network
Sensors (vibration, HVAC, lighting)
Actuators

Sensor-to-ERP connectivity
Input/Output machines

Process operation controls
Product packaging

Remote Asset
Maonitoring

V

Predictive
Maintenance




M2M in the Public Sector

Connections Impacts

Smart buildings

Smart lighting

Smart payments
Intelligent public transit
Smart grid

Improved Citizen / Improved Asset
Employee / Student Utilization
Experience

New Revenue Streams Energy Optimization
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M2M in Service Providers

Connections

Car sensors
Appliance sensors
RFID

Digital billboards
Unused inventory
Office facilities
Trucks

Impacts

Remote Site
Monitoring Service

Intelligent Diagnostics

M2M Commerce

Targeted Advertising

-
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Machine to People M2P connections

Machine-to-People Connections
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M2P in Retail

Connections Impacts

Digital signage
Connected shopping carts
Video cameras [/ analytics
Wi-Fi badges
Point-of-sale

Kiosks

Understand Shop Personalized Content
Behavior

Endless Aisle Omnichannel Optimized Retail
Operations

M2P in Manufacturing

Connections

Video analysis of control systems
Operations dashboards

Safety tags and signage
Fleet/logistics systems
Partner/supplier supply-chain data
Distribution locations

IT assets and endpoints




Connections

Video surveillance
Smart parking
Disaster response
In-patient monitoring

M2P in the Public Sector

Impacts

Enhanced Security, Safer Increased Revenue /
Communities Compliance

e

-

Smart Public Safety Fleets




M2P in Service Providers

Connections Impacts

Intelligent GPS

Home security devices

Home energy devices

Automated customer notifications
Auto-translation

Sponsored data

Connected Life

Personalized Traffic Report

Vo

.

Health Order Refills Home Security Energy
Control
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People to People P2P communications
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People-to-People Connections
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P2P in Retail

Connections

Store associate mobile devices
Immersive video

Social media

Contact center

On-Demand Expert On-Demand Training
Advice

Collaborative Product
Development

P2P in Manufacturing

P2P in the Public Sector

Connections

Telework
Bring Your Own Device (BYOD)
Connected learning

l i -

Employee Productivity Distance Learning

Lower Costs




P2P in Service Providers

Connections Impacts

Video cameras
Television
Digital signage
Social media
Contact center

Collaboration as a Smart Health
Service

TelePresence as a
Service
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Step 1

Customers talk to companies through
purchase habits and online feedback.
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Examining and analyzing received data
Collaborative solutions that leverage new and existing network infrastructure

Used to track physical assets

Used to optimize operations through sensor data and monitoring systems

Determining how to present information to decision-makers

Support online collaboration through web and vedio conferencing
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IT and OT
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Standardization

Data Storage and

Equipmen
Access P ]

Technical
Requirements
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Scalability

Network
Management

_).\AEMJSA.\Q\}L;]\ sl QAdS@a'aﬂoUJ\@j:

Standardization

O Il g e sheall el dalaily JuaiVl ddlal) dadaidl Ll 4 slhaall Ll oo Lo 2aa Lgy duaiy
i V) J S 58 g g0 adad () Al e,

Equipment

Aadiiosall 5 3¢ Y] (8 Las o slaall aii] Ciluswnial) zUling Ja 5 &y sllaall Chlanall & Lo 20a3 a3 Uia
e laall 3 1) sae Lsall ULl el

Network Scalability




eslllaia s saaall @l ae il Alall dgiall Al & ki o) ling S aaad S,

Security
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Culture Legacy Systems

Potential
Constraints

Policies Technical Expertise
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Requirement Criteria

Data Storage and It is necessary to forward data to the Cloud for processing, and data must be
P processed close to the source.

Security measures must be implemented on IT systems, OT systems, and end
Security devices.

New services and applications must be installed to simplify the management of
Network Management updated systems.

Current systems must communicate with IT, or the current systems must be
Standardization converted to use the IP protocol.

) The existing infrastructure must be modified to support the new technical
Network Scalability requirements and data load.
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Potential Constraint Description

o The design must take into account the customer's existing policies regarding
Policies protocols, standards, vendors, and applications.

Businesses may have large capital investments in existing systems that are not
Legacy Systems yet at end-of-life.

The change to digitization requires a collaborative environment with open
Culture communications between traditionally segmented departments.

Limited resources may require some compromises in design due to the costs of
equipment, software, or other components.

There is a lack of trained personnel to manage the digital transformation.

Technical Expertise
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Application Layer
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Platform Layer
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Infrastructure Layer
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Cloud Computing
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Software as a Service SaaS

Platform as a Service PaaS

Infrastructure as a Service [aaS
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Infrastructure Layer
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(Cloud computing and mobile computing)
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Yesterday

er

Innovation

. Employee Productivity |

Asset Utilization

Anonymous mass-marketing and "one
size fits all” customer service.

Real-time, micro-targeted, location
and context-aware offers; omnichannel
customer service.

! Supply Chain
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Yesterday

ﬂ

Customer Experience
Innovation

Employee Productivity

Asset Utilization J

Static merchandising decisions based
on historical sales and intuition about
customer wants.

Adaptive merchandising decisions
based on predictive analytics applied to
customer behavior data (e.g., sales,
trends).

| Supply Chain J
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Yesterday

Customer Experience
e

Innovation

Asset Utilization

Scheduling and assignment of store
staffing based on limited, historical
information.

Dynamic optimization of store staffing
based on in-store customer traffic
patterns and behaviors.

Supply Chain
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Yesterday

Customer Experience

Innovation

|

! Employee Productiuity_ J

Adaptable energy consumption in
stores based on shopper traffic and
operational needs.

Inefficient consumption of energy (e.g.,
lighting, cooling) in stores.

PRSI REL VS JEH I LN PRI JER I+ I E e S VO PRVEA g P B PIPE Ve REL PO IPRAY
el clalgial g ol 3 AS ja e Tl jaliall d 28Ul



St ddudes Jlaa b

Yesterday

. Customer Experience |

| Employee Productivity J
Asset Utilization - ;

- 2 Limited range of merchandise and

frequent out-of-stocks based on

| UPPY Chain | available shelf space.

“Unlimited” range of merchandise
available for purchase by extending in-
store inventory with online and mobile
shopping (i.e., Endless Aisle).
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Six Pillars of the loT System

Applications

Network Fog Computing Security (Cyber Data Analytics Management Application
Connectivity and Physical) and Enablement
Automation Platform

00000600006

Internet of Things
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Interoperability
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Moore’s Law

Microprocessor Transistor Counts 1971-2011 & Moore's Law
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Metcalfe’s Law
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= 12 computers;

For example, if n

12(12-1)/2 = 66 possible connections
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Reed’s Law

S

Many-to-Many Connection
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https://www.youtube.com/watch?v=3D6jxBDy8k8
https://www.youtube.com/watch?v=3D6jxBDy8k8
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Firewall Operation

* Allow traffic from any external » Deny all inbound traffic with network
address to the web server. addresses matching internal-registered IP
addresses.
* Allow return traffic to internal * Deny all inbound traffic to internal
addresses. addresses from external addresses.
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Intrusion Prevention System Operation

C.)

The IPS Sensor drops any data that it
determines is malicious.

The IPS Sensor compares the traffic to
known malicious signatures.

IPS Sensc-:-r-

The management console
logs the events.
. Bit Bucket
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Management Console
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Categories of Personal Data

Observed Data

Observed data is captured by
recording the actions of individuals,
such as location data when using cell
phones.

Volunteered Data

Inferred Data
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