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Why 618509
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Interoperability: For Easy Interoperability between Systems from different vendors.

Avoid System Configuration Issues
Standard Configuration Mechanism
Use of TCP / IP — Ethernet Network.

-lIEC 61850 and MMS: Between Station Level SCADA and Bay Level IEDs
— |IEC GOOSE: Between Bay Level IEDs

— |IEC SMV (Sampled Value): From Process Level Devices to Bay Level IEDs.

IEC GOOSE- Facilitates High Speed end to end Data Transfer within 4 milliseconds

- Multicast Addressing allows One Source and any Number of Destinations within a Network
-Uses Virtual LAN addressing and Priority Tagging for dedicated and faster Packet delivery
-Uses only 3 Layers of the (OSl) (Application — DatalLink — Physical).

GOOSE messages exchanged between
IED's replace wires
- Fast transmission of status information as

multicast
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The configuration files:

SCL: system configuration Language (XML)

SSD = Substation Specification Description : like SLD single line Diagram ) Aia) b Jaw cay js
system configuration tool Sl —aldl Ja=1SCD

ICD = IED Capability Description : s Loa) Js5 (3 uadi o€ s ANl a3 ) LW &g Ja 50 Ul Jia
communication capability

SCD = Substation Configuration Description

CID = Configured IED Description

System
Specification

7 || Configuration ?5
— !!

| IED Configuration Tool
SSD = Substation Specification
Substation ﬁ )

Description .
Device ” : . ',E —
Ca pability SCD = Substation Configuration A

ICD = IED Cappbility
‘ ; 1 system configuration Tool

.. a communication protocol

Information axchange
IEC 61850-7-2
il °d| GOOSE Client | Server
Application IS0 9506
Presartation ASN.1
T Session
Transpart TCP
Network IP
Data Lirk Ethernet, ...
Physical Physical




Process Level consists of:

— Transducers like CTs & VTs which are connected to Electrical Network to measure
Current. CB, Isolators.

— (IED)

— Types of IEDs are

* Relays, RTU, Bay Controller Unit (BCU).
Station Level consists of

— SCADA ,Operators to Monitor.
Protocols of station Bus and process hus:

Station Mappings (8-1)
» Layered Mapping (TCP!/IP)

» GOOSE/GSSE (Link)
Substation « Time Sync (SNTP)
Host
Station Bus

G @

Process Bus
Gl VT

Process Bus Mappings (9-1, 9-2)
* Sampled Values Protocol (Link)

- GOOSE/GSSE (Link)
Substation » Time Sync (SNTP)
Host
Station Bus

K/ B2 [

Process Bus
CT VT

Logical node :1EC 61850 describes each function within a substation equipment
(transformer, circuit breaker, protection function...) by a logical node (LN).

Logical device :Each physical device (called an IED) can perform functions that was formerly
performedby different protection or control devices.
Those former devices are represented by Logical Devices within the physical device




Logical node classes: data classes : the type of the data if it is measurement or status (position).
X : for Switchgears

P: for protection function

C: for control

M: metering and measurements.

Logical node DATA ohjects:

Data Name |Type [Explanation

Mode ENC enable / disable &2
Loc SPS Local / remote control M
EEHealth ENS ok/warning/alarm O
EEName DPL Name plate @]
OpCnt INS Operation counter O

Pos DPC position

BlkOpn SPC block opening /m

BIkCls SPC block closing .~ M

SwTyp ENS load break, dis; earth.. O
7 J

Optional/

Mandatory
Data model — Logical Node
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Physical Device
(network address)
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Data Model: standard to represent the function of an equipment, the data attributes and location
. for example XCBR.POS. St Val ( circuit breaker position) . And (MMXU.A.PhsA ( the current
value of Phase A).




DATA Objects & DATA Attributes:

Pos = Position (DPC — Double Point Control)
Data Attr  |Type

Status origin Originator v intermediate-siate |
attributes ctNum  INT8U P o | on | bacsstate

stval CODED ENUM “
q Quality
t TimeStamp FC=ST

stSeld BOOLEAN
pulseConfig PulseConfig

Conﬁgu(arfon and | ctiModel CtiModels
d;*‘%”f:"“” sboTimeout INT32U
il operTimeoutINT32U )
d VISIBLE STRING255 FE=ER DG
subVal CODED ENUM
Substitution and SubEna_ SubQ‘ sublD FC=SV, BL
bfacked blkEna
Gate way:

An important part of the SAS (Substation Automation System), because is a central piece that
translates all this data from both sides, between IEC-61850 devices to the Control Center, usually
communicating with DNP3 or IEC-60870-5-101/104.

Summary of IECTR 61850 -1
Definitions:
1-ACSI: abstract communication services interface, virtual comm. Interface independent than the actual interface.
2-Bay: subpart of S/S like switchgear, busbar, buscoupler, transformer...etc.
3-Data object: part of logical node object carry information like “status measurements..etc”
4-Logical Node “LN”: smallest part of function that exchange data
5-physical deice: PD, equivalent to IED.
6-interoperabilty: ability of two or more devices from one vendor or different vendor to exchange data.
7-PICOM: Piece of Information for COMmunication.
1-many functions supported by 61850 in communications as following:
sampled value exchange for CTs and VTs (1),
— fast exchange of I/O data for protection and control (2),
— control and trip signals (3),
— engineering and configuration (4),
— monitoring and supervision (5),
— control-center communication (6),
— time-synchronisation,
— etc.

Able to communicate between many different IEDs even they have many functions.

Client /Server (client request) and server response and this happening in the un-critical time data reporting. Itis
called MMS protocol .Publisher / subscribers : multi-cast : the publisher send to all subscribers a multicasting data
(like the status of CB) it is used in GOOSE and SV.




Control types:

Direct Control - Normal Security

Client Server
A g SBO Control - Enhanced Security
SBO Control - Normal Security Client ST Server
ﬁ Point selected
Client Server Sel res

Point selected —
Oper _re
Action initiated
Oper _res
Action initiated h Action completed

CmdTerm_reg

Reporting Tynes:

Unbuffered Reporting Model
1-unbuffered:

Data Objects

Formatted in Data Set
i Formatting logic: turns the sequence of chances in data into a sequence of messages,
these messages can contain one or more data set of an event.
Data, Quality,
Paramelars ’ & Freeze
AT o R Filtering logic: removing the repeated messages and unuseful messages.
Gel, Sct Res Control

uffered Reporting Model

ua m @ Dala Cbjects

Formatted InD Sel
eperts 2-The main difference between unbuffered and buffered report: that the in buffer
e, e s report the data after filtering and formatting stored in a buffer so it can be transmitted

B Cpange et to client later if the network went down.

Log Model

3- In log model: it is almost the same of buffered report but the only difference that the

report messages do not send unless the client request that

Query Req
Query Res Data Objects
g in Data Sct
Loy Entrics
Fameters
Data, Quality,

& Freeze
Cansl Changa Events




GOOSE Model Goose Link Layer Protocol

B Time to expect next retransmission

Fast Multicast Reports Dafa Objucts
-p in Data Set B Messages sent as multicast link layer packet containing:
® |dentification data
- ,_‘__‘_Ill‘ ® DataSet name, configuration ID and member values

Data, Quality,
Parameters & Freeze

Change Events
GOOSE

®m Test Mode Bit
W Security
m 61850 Part 8-1 maps to VLAN/Ethernet

Control

Goose is like layer packet uses Vlan/ ethernet
ID: name of the source
Time of the next packet : gl Jally Juai¥) ) agdy Jiiusall (iiale 5b Glile 4 Ul CSL 48 ata ) il

Security: 355 s s (e ala S o) 28U el Glile J jall Lgia 28 1

in GSSE it is the same like GOOE except of sending a fixed

status bits rather than sending arbitrary data sets This
protocol forward from UCA.2 to 61850.

Fixed Status

Fast Milticast Reports Bits

Parameters

Data, Change
Events

Sampled Measured Values Model

In SMV : same as GOOSE but instead of even driven it is
Sampled here, this used in Process level to retrieve the

Bailotdic Rebork Data Objects
w = in Data Set samples from CT, VT to the merging unit.
<o LN
<axra ]
Parameters Synchronous
Get, Set Req Samples

P Cet, Set res NP
Get, Set Res con'roi




Goose Vs R-Goose(routahle —Goose) R-GOOSE (IEC 61850-90-5)

Sl e sl alall uggall 03Ky DA (e i gl g g pall o cSL iy i)l e (N d s ) salsd)

Firewall Concept

R-GOOSE:

Routable GOOSE




GOOSE and the Router

R-GOOSE SHESEE
Router "

GOOSE UDP/IP

No UDP/IP |
? GOOSE

ailal 4 e 2 1S glile ()5Sl AlSie LWL Lk 1o Gaisily (s ) (2 ) o 53 L Sl 5550 JBA Jild o 7l

Led o) OIS 555 5l g SIS (5
IGMP.V3

router selects the best path for the packet going to the subscribers

Additionally the IGMP filtering the source of information to make sure that the packet is coming from the intended

source.

IGMP work between the subscriber and the local router.

S —
Internet Gateway Management Protocol v3 (IGMP v3)

Al (A J S g 5 Ldie (paey
PIM

158 Juat¥) daaty e (o e 4l 4l Juyall o) 28 make sure the subscriber is a live if not responded the PIM
breakdown the connection link
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PIM - Protocol Independent Multicast

L2 Switch Router 1

Local Multicasting
Router

11




Security of R-GOOSE:

8o sall (& Gk Y iy

Security Definition 90-5

Secure Hash Algorithm

Key Management

R-goose Security:

KDC Server : key distribution center

CA Server: certificate Authority server :
The Steps:

1ol ome ] (a e2ine o3l Callay 3 51 S

Each device request a certificate from CA server

Secure Key Exchange

KoC
Server

Server

SCEP Server
OCSP Server

12




2- CA server sends a sign certificate for all devices.

Secure Key Exchange

KDC
Server
.
r g
A
CA/RA
Server
SCEP Server
QOCSP Server

3- All devices send their certificate to KDC server and request the KDC certificate so KDC and devices verify each
other certificate.

KDC I

Server -\

3. Venfy Certificate I

ol

CAJRA i

Server

SCEP Server |

OCSF Server

KDC ' E
Server -
Publishe
3. Verify Certificate
|
CA/RA l
Server

SCEP Server bl |

QOC5P Server

13




4-then each device end the other Certificate to the Registriation authority server to check if it is OK or not?

Y Ghled Jupm w62 S LS agd Loy aninia Dlad Ll XU lile Jiadll 2 31 o 62 (SN gl salelll Cinn e JS iy
e U Glile

The RA response to each one to validate the certification

Subseriber
KDC
Server
4. Verify Revacation [OCSE -
v
CA/RA
Server

SCEP Server
OCSP Server | <&

KDC
Server

A 4. Verify Revocation (OC5F) Publish
*ublisher

CA /RA
Server
SCEP Server
QC5P Server




5-Then every device request symmetric key from KDC server , this key used for signing encrypted R-GOOSE message

authentication and renewed each 2 days.
&, Conettto KDC [GDOI) - Request Symmetric Key

KDC

Server

AAT

CA /RA

Server
SCEP Server
OCSP Server

Secure Key Exchange

—_
KDC

Server

Subscriber
CA/RA
Server
SCEP Server
QCSP Server

15




R- GOOSE (IEC61850-90-5) : using encapsulated data packet (SPDU)

Session Protocol Data Unit (SPDU) - Data Model

Session ldentifier

SPDU Length

SPOU Mumber
Version
TimeofCurrentKey

limetoNextKey

SecurityAlgorithms

PaylLoad

Signature

Identification for session. ke R-GOOSE, R-5V, etc|

16




HSR & PRP:

HSR has double data and PRP has double everything.

HSR and PRP advantage that RSTP protocol (rapid spanning tree protocol) that HSR & PRP has zero time recovery in
case of failure.

HSR & PRP were originally designed for substation automation.

HSR & PRP: are un-visible to IP layer

HSR: High availability Seamless Redundancy Protocol

HSR implemented in a ring topology, each node in HSR has an internal Ethernet switch.
In HSR the frames are duplicated by the source/ transmitter and sending it through two paths to the receiver.
The distination accepts the first packet and discards the other packets.
more complicated
To solve this issue there is many ways:
1-gouadbox: 2 Quad Boxes are need.
Divide the main Ring into 2 small rings to remove the repeated packets .

But in this solution 2 extra devices are needed, extra cost on the network.

Quadbox

(=] - Q (& - =R q aJ
@ - l_ E Quadbm -
4 Ly
. ¢ Ring 2 : x.
B & lg
1] I

2- Virtual quad box:

Virtual Quadbox

e I Wirtual v
@w B
2 ) :'_'_% Rll"lg 2 |§.

" Wirtual

E’i_ 3 _________ L. B -

17




3-Shortcut box

ShortCut Box

E ShortcutBox

| DANH | DANH | | DANH | DANH DANH DANK DANH | DANK
+*

5- Virtual shortcut box:

Virtual ShortBox

| CANH | OANH | DANH l | DANH | | DANH | DANH

g .
DANH | DANH | DANH l | DANH | | | DANH

6- New Quick removing nodes developed to eliminate the packet duplication: QR nodes.

m-----__
=<
3
s i

jmmmm————————

This new node not allows the same packet to path through the network more than one time.

QR Node

18




Normal H5R Quick Remove HSR

A B

ﬂ:‘ SRR j
TR

HSR Protocol Message

14 bytes
f—?by(es—:‘Byl—Gbylea—/—Gbﬂes—f-2B+4B+2B/ A= 4B~
Hon reamble t'F\S destination| source | HSR HSR | PT data payload CRC
frame P D address address PT pay
- - e S, -~ - e
- -
o s - =
path ID LSDU size Sequence number
A 4 bits - 12 bits > 16 bits

The most important in HSR frame message is the sequence number because HSR is compare packets and discard the
duplicated based on it. 1> sl e leliy o jSall Caday g leliy aiSL ol J S5 5l (Y jaed (ai S D) ail dll (A ¢ 3a pal

Path ID: tells from which LAN this packet belong to. 4% 4da A <) gl (il CSU & g ) aial addian LS o

Path ID used by the Red Boxes to prevent forwarding the packet to the original LAN.

PRP: Parallel Redundancy Protocol :

PRP implemented in a double star topology, in double star each DAN connected to
different network.

iy liA (Sl daally 3555 S o seall B il 5 sale JWDAN
Log Alaiall (it e DS ) @S Gl Jo s
Cla slaal) il Alais (5 ) Al (5) Cata cpans <SG J gl i Jiinedl

sond g ESLEN aaly Jeati 1o J S 68yl Lple Jrda (e 2553 ke (SeSAN single attached Node.
19




¥ 5 il daiidl J) e jea¥) Ja st a8 Laln PRP SAN device can connected directly to the
network without RED Box that used in HSR because PRP protocol uses trailer and trailer is
ignored by them. In the other hand HSR uses Header and Header in the front of the packet
so the SAN devices do not understand it. Gl (pdd iy Jay Jus ) Ao (10

Introduction: Parallel Redundacy Protocol (PRP)

* PRP nodes (Dual Attached Nodes-
DANSs), are connected to two independent
Ethernet networks (LAN A and LAN B)

+ DAN nodes send the same frames over
both networks

* Fault-free state: Destination nodes
consume the first received frame and
discard the duplicates

Fault state: the frames will still be
transmitted and received through the
other

+ Non-PRP nodes can be attached to a
single Network

Network Supervision

« Monitor the status of each node and LANs Each DAN sends periodically a
Supervision Frame

« Supervision Frame Format:
» Multicast by each DANP over both ports every LifeCheckInterval
« VLAN tag optional
+ MAC addresses
« Protocol version
« Mode of operation supported
« Supervision frames sequence number

PRP Frame Format

Redundancy Control Trailer (RCT):
* 16bit sequence number
+ 4bit LAN identifier
« 12bit Frame Size (additional check)
* 16 bit PRP suffix 0x88FB (new in Ed. 2)

Duplicate Discard Algorithm
+ Open to different implementations
* Occasional acceptance of a duplicate is tolerated
RCT

0 6 12 14 — e —

quence |La.n|sir.e | PRP sufx

20




PTP: Precision Time Protocol (lEEE 1588 or IEC6 1588) : this protocol synchronize

the network clock by sending packet over the network , the other clocks automatically synchronized to the most
accurate clock in the network .

ada guna dcbi Jumdl (g g 5 0al » Jeal) JS A0 6 jeal S gl i ) Jaiday oldle 8L Gy
aclull by Gu o8 4508l eday 5l 4e s e e 2 S5k

PTP sends to types of Messages : 1- Event messages 2- General Messages.

PTP - Node Types
PTP - Messages
* Grandmaster

* Source of time information
* Master

* Sends Announce and Sync messages, responds to
Delay_req messages with Delay_resp

* Event messages:
= Sync, Delay_Req,
Pdelay_Req, Pdelay_Resp
= General messages:

* Announce

« Follow_Up = Slave

=Delay_Resp = Selects master using Announce messages and BMC

* Pdelay_Resp_Follow_Up = Receives Sync messages: adjust clock

* Management »Sends Delay_req and receives Delay_resp messages:
* Signaling calculate path delay

=1 ="l

Clock types: Boundary clock, transparent clock, ordinary clock.

Ordinary clock (Master — Slaves).

Master Slave
pani t1 t2 | paw
t4 t3 ;O;
Sync
Delay_Req
Delay Resp

Oz 5 20 Lgpandy dima o i 2ay il wie Joa gy 10 Jall C8 gl b () 5K Ju 5 oy
Lulally oS i g vie Juin) 4 Jifieall e 3 g 40 Gl gl die il die Jia g a6 (630 el 3 die Al il Jl o Jusid)
43 2 1 Gy il dle el 5
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Master Slave

i ] Timestamps
Time fime known by slave
tl . Delay+0ffset—t, - t;
Ve 1 t-ms Delay-Offset=1, - t;
e IO t
- F?‘:lup r_ 2
T 5E
: - LA
ue\l‘}' _feq 3 17273
f-sm Dela'.'=“:_t‘}:{t‘_ti}
t,
i oy
- 9. reg
e P (=14} =(ts—1a)
‘ﬁ“'m. OITS&t-f
g t: iz 13 t.;
1 v

Boundary clock:

PTP - Boundary Clock

= Boundary Clock (BC)

=Located between two or more network
segments

=Slave in one segment, master in others
=Forwards clock information

L -

Boundary clock must be used if the PTP modes changes from peer to peer into end to end

Transparent clock:

PTP - Transparent Clock End to End O Jadss 48 Ju W) i (gl ey ny

o oy Jitsall in il J gl e Jsall Jsba e pualdl)
* Transparent clock (TC) Gkl T

=Integrated into devices forwarding packets,

e.g. Ethernet switches

=Removes the effect of the node’s own packet
forwarding and queuing delays

B =
| e |
7  EEpE—S . /

=1 =il

Peer to peer: oaa sl 3558 0l JS G a8 JS sy 0 3Y
Juas ¥ (e ) (e da sl (pang g Al il panys

In HSR peer to peer TC has to been to used because
there are many routes the packet could use and the
delay will be more accurate with it.
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Fiber Optic media:

2 different types of fiber optic: single mode and multi mode

Multi mode: 2 Km distance

Multi-Mode

Wavelengths of Light 62.5/125 m

820 nm 1300 nm 1550 nm

Multi Multi Single
Single Single

J

)
125um 625 ui';(

Single mode: less in attenuation

Single-Mode
9/125 m

But practically what is the max distance using FO: Must be calculating the attenuation between TX and Rx:

10 /100 Base F

Fiber Optic Cable

TRANSMITTER _/ RECEIVER

Intensity is Attenuated

Attenuation imeasured in decibels)

Decrease of signal strength as it travels
through the light path or medium

23




If the light is not strong enough the receiver cannot detect the signal.

10 /100 Base F

Fiber Optic Cable

s M aximum Distance sl

Power Budget
e )

Sensitivity — Rated Power

| RECEIVER
|

Power budget= sensitivity of Rx- rated power of Tx(criu 58 J (1o e 7 game 48 S 2

Fiber Optic Cable

s Maximum Distance sl

Power Budget Total Expected Attenuation

Cable rated loss per km X Cable length
{-0.35 to -3 db per km)

— Total Cable Loss

+ Cable Termination Loss
(-1 db per termination point)

TRANSMITTER RECEIVER

+ Cable Splices Loss

+ Cable Aging (-3 db)

+ Safety Operating Margin (-2 db)

Total attenuations = (cable loss per Km * cable length + terminations (-1db for one termination) + splices loss (0.2
per one connection+ Aging + safety margin.

oar aa (V) (G Gl (pasg

If Power budget > attenuation sl 1S Ay
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