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Introduction

| offer this explanation to anyone who loves
networks and wants to learn the basics and know
them practically, to help him at the beginning of
your path, | wish success to all.

| dedicate this book to everyone who helped me in
my educational career and at the end invited me to
succeed in my educational career.
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what is the network?

allowing a group of computers to access
internet and share set of files stored on a
computer designated as a file server , with contact
high-speed, highly redundant .

Types Networks Geography?

B Local-area network (LAN)

Local Area

Network I

LAN1

B Wide-area network (WAN)
B

Y /I.AN\~
‘e / * \ G
A N / N
% @ WAN % wun &

\~/ \~/
: \/5\/ :

R N
\~ 7
B Campus-area network (CAN)
:: Campus Area Network ; :E

B Metropolitan-area network (MAN)
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Metropolitan Area Networks (MANs)

=

Branch Office Central Office

80 km 60 km

==

Branch Office

Factory

B Personal-area network (PAN)

\: o
PDA

= Topology

Physical Topology
Logical Topology

Topology Types
= Bus Topology

= Ring Topology
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= Hub-and-spoke Topology

HUB & SPOKETOPOLOGY .

= Full-Mesh Topology

FULL-MESH TOPOLOGY 3
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= Models

o OSI Model
o Tcp/lp Model

TCP/IP model Protocols and services 0S|I model
a A o ==
HTTP, FTTP, ppiication
Application Telnel, NTP, Presentalion
DHCP, PING —
\. R —— el
Transport TCP, UDP Transport
Nefwork IP, ARP, ICMP, IGMP Nefwork
Inferface Eihemet Physical
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Cabling
= Twisted pair Cable Types
= UTP(Unshieled Twisted pair)

\\Twiste(l Pair Cable ,
~ \\\.\ //

R -
= STP (Shielded Twisted pair) ==
o 4Pairs (8 wires)

= RJ-45 connector

" wall plates

5
Data 1 Data 2
5 B

= Wiring Standards
o Straight through vs. cross-over
o 568A vs. 568B

T568A T568B
123456738 1234561738

N
_—S_

K |
A;;::.»;V
8P8C(RJ45)

By:En.Fatma Eldeib



Basic Theory:

PC  STRAIGHT-THRU HUB PC CROSSOVER  PC
X1 L 1 Rxe TXe1 L :

TX- 2 ) 2 Ry TX-2

R(+3 1§ — )3 TXs RX+3 ) 3 RX+
4 I 4 4 4
58 e )5 51 )5

RX- 6 I 6§ TX- RX- 6 6 RX-
76 —— )7 70 — 7
§ S § § E=———=———§

- Console

= Fiber Optic
o Benefits
e use light instead electricity
® more secure
e very fast

e long distances
o Drawbacks
o difficult to install and maintenance
o More Expensive
= Fiber Optic cable types
o Multimde fiber (MMF)
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o Single-mode fiber (SMF)

e
o | =

ST ~_.‘ LCI

SR

= Device
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- How Share Works

Steps to create a network for two devices
and share files and printers

= step one: link between pcs

1. control panel > Network and Internet > Network and Sharing Center.

Network and Sharing Center
« v 4 :,,: » Control Panel » Network and Internet » Network and Sharing Center
View your basic network information and set up connections

Contrel Panel Home
View your active networks

Change adapter settings

> % Access type Internet

Change advanced sharing Network 2 = G ;

s€ omeGroup: ones

settings Private network P
Connections: |§ Et

Change your networking settings

o
Wh# Set up 2 new connection or network
-

Set up a broadband, dial-up, or VPN connection; or set up a router or access point.

= Troubleshoot problems
-

Diagnose and repair network problems, or get troubleshooting information.

HomeGroup
Internet Options

Windows Firewall

2. cickon adapter settings > Local Area Connection
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@0 - -
Worskens Nebwrk Conaction ™ Lacd Aves Connecton ;.

proge Jnzereing vetmect
e ITLALLE Winems LA K. 36 A e 00 iy Gt

sloialg

click on Local Area Connection put ip address and
subnet mask > Then press OK

=[w]l=]
[ A sl ooy | [0 ]+ Sl el 4 vl Sl ¢ Sl dagl 4 @vU@
@ B\ -3 Jlasd] 38 Slalas] i Jladl 3a s e Jadl 152 dytus faleL TP TRE "EX] A€ Gl aie tlewll 138 Liest Ly
[=] Local Area Connection yeibes [ [
Wireless Networl
Ly | Bl
Realtek RTLBLOISE Wi |
=) Internet Protocol Version 4 (TCP/IPv) jeilias

e

B3R St S IS 1] THIED dmall P SISAE| oS sl HKn
Al 3 i o e i 1P 212125 ) 7 i 1] 5 Bl

LR P ylas ol sl )
o P 3 slasia @)

192.168. 1 . 2 e
255.255.255. O o LS
Rl 5] &gl

LIEEDNS ol ylsm ol Jpeny
ALl DNS pol sl plasial @
L2kl DNS pols
sl DNS st

£ 20 slaml e st ]
S
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click on list start > CMD > Then we write an
order ping for host 192.168.1.3

Int1:2 - Word

Reply from 192.168.1.3: hytes=32 time<ims

Ping statistics for 192.168.1.3
Packets: Sent = 4, Received 4, Lost

Auproximate round trip tines in nilli-seconds:
inimum - Bms, Maximum - Bns, Average - Bns

C:\Users\FI>ping 192.168.1.2

Pinging 192.168.1.2 with 32 bytes of data:
Reply from 192.168.1.27 bytes=32 time<ins ITL=128
[Reply from 192_168.1.2: hyte i TIL=128
Reply from 192 .168.1.2: hyte i TIL-128
Reply from 192.168.1.2: bytes-32 time<ins ITL-128

Ping statictics for 192.168.1.2
Packets: Sent - 4, Received

ipproximate round trip tines in milli-
inimum = Bms, Maximum = Bns, Auerage = Bms

C:\Users\FI>

=8 (Bx loss).

hat you want to do

L-E‘I E D [ View Side by Side

Mew Armange Split
Window Al
Window

80 1400 1120 i 46 1480

5 Share ]

(|
B B
Switch  Macros Properties
Windows~ -
Macros | SharePoint -~

() gol,d
cmd B
(0 <l
CCNA Security 210-260 Official Cert Guide new T
cena ios commands survival guide 200-120 T
How to Master CCNA 200-120 T
CCNA Study Guide - Lammle, Todd T
Photoshop CS5 Read Me T
CCNA Routing and Switching Review Guide - Lammle, Todd T

Bl e e o B

[ o] gy | [ x emd |

LIE]

[EENENENE & b G O O

= step Two : share file between pcs

=

1: Go to the computer where the files or folders are
being shared from or shared to.
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2: Get into the Windows "Control Panel".
3: Get into the "Network and Sharing Center".

Network and Sharing Center
= « T % » ControlPanel » Network and Internet » Network and Sharing Center
d - View your basic network information and set up connections
Control Panel Home

Tew your active networks

b Access type Internet
Change advanced sharing Network 2 %
Y HomeGroup
ttings P t: ork
Connec tions
Changey tworking setting
.
™ cor or ne
-
Set up a broadband, dial-up, PN t et up t point.
— :
-
Diagnose and repair network problems, or get troubleshooting information.
fomeGroup
met Optio
indows Fire

4.Click on "Changed advanced sharing
settings".

5: An "Advanced sharing settings" box will be
displayed

6: For the "Private (current profile)" section:
Select the "Turn on network discovery"
option, if it is not already selected.
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7: For the "Private (current profile)" section:
Put in a checkmark for "Turn on automatic
setup of network connected devices", if no
checkmark is already their.

8: For the "Private (current profile)" section:
Select the "Turn on file and printer sharing"
option, if it is not already selected.
9: Click on the "Save changes" button in the
lower right-hand corner, if it is not grayed
out.

10: Close the "Network and Sharing Center"
window.

11: Perform Steps 1 through 10 for all other
"Windows" computer with which you wish to
do conventional file sharing.
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o Advanced sharing settings - a

(€ v 1 o « Al Control Panel ltems » Network and Sharing Center » Advanced sharing settings v ¢ Search Control Panel

Change sharing options for different network profiles

Wind: creates a sep rk profile for each network you use. You can choose specific options for
each profile.

Private (current profile) @
Network discovery

When network discovery is on, this computer can see other network computers and devices and is
visible to other network computers.

@ Turn on network discovery
[¥] Turn on automatic setup of network connected devices.
() Tum off network discovery

File and printer sharing

When file and printer sharing 15 on, files and printers that you have shared from this computer can
be accessed by people on the network.

(® Turn on file and printer sharing

() Turn off file and printer sharing

HomeGroup connections

Typically, Windows manages the connections to other homegroup computers. But if you have the
same user accounts and passwords on all of your computers, you can have HomeGroup use your
account instead.

(@ Allow Windows to manage homegroup connéctions (recommended)
() Use user accounts and passwords to connect to other computers

Guest o Public @
Al Netunrke ()
' Save changes \ Camd—l

12. Click on the left file you want to share and then choose Share with Specific
people .

PhE g mrrmesaees m e

Add to Winamp's Bookmark list
Enqueue in Winamp
Play in Winamp

S¥iare vith v S Nebody
Restore previous versions Homegraup (Read)
Include in libracy ’ Homegroup (Read/Write)
Add to archive..,
Add to "For Share rar”
Compress and email...

§pegﬁic people,..

Compress to "For Shareror’ and email

Send to »
Cut

Copy

Create shorteut

Delete
Rename

) P _ % _ TR

By:En.Fatma Eldeib



13. As it is clear in this picture, we are close to knowing how to share files. We choose everyone - then
click Add, it is best if you want to preserve your file from editing anyone, choose Read, or if you want to
read the file and modify it, choose Read / Write

Choose people to share with

Typea name and then click Add, or click the arow to find sormeone.

Bl

Narnzs Permission Level
2, Everyone Read ¥
2 Ramez Owrner

I'm having trouble sharng

®/share | | Conee!
»

14. Rightclick on the file you want to share, select Properties, click the Share tab, click Advanced Share, and
select Share this folder on click ok.

pe e ee——
Metwark Fils and Folder Shanng F, T d S ‘| . ‘l;’;‘_

For Shars

Network Path: ‘

WPER LUsars Rarez \Degaop'For Shae N
Shara nams:

| Shae.. o

add || REmbvs |

Acvanced Sharng i ) | A w3
Set custom permissions. creste multiple shares, and sat other Limit the number of smultanaous Lsers &
advanced shanng options. :

Comments:

Fessword Frotection

People must have 3 Lser acoount ard password forthis e
computer 1o access shared folders: | Permissons | | Cadiing |

To changathia asting, use the Netword and Sharing Cantee.
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15. The shared folder(s) in the target computer will be displayed:

List start — Run _ example write ip address pc \\192.168.117.1

Organize ~  Network and Sharing Center  View remote printers D SN

X Favokes Shared from ‘Windows XP Home
Bl Desizcp - Share

& Downioads
. Recent Places

~ Ubraries
=] Documents
J" Music
e Pictures
B videos

) Homegroup

™ Computer

% Network
M 192,168.117.141
1M EazE0T

M WINTHP32BIT
M WINBPRESETAGYET

.‘! | 1item

Step three : share printer

1- Make sure a printer you want to share is properly set up, connected to
your computer, and powered on.

2- Go to the Control Panel and select ‘View devices and printers’. Right-

click the printer you’d like to share and choose ‘Printer properties’ from
the context menu.
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i A_<
Open -

Open in new window

QT [\@r

See what's printing fosc
L

Set as default printer

Printing preferences

Printer properties

Create shortcut

P Photc & Remove device

Troubleshoot Py

Properties LA

3- Head to the Sharing tab and enable the option 'Share this printer’ there.
You can also change the name for the printer you're going to share, if
necessary. After that, simply click ‘Apply’ and make your printer
available for access on your network. So, these are the simple steps to
share printer on Windows

I I —
’ ¥S) HP Deskjet F2400 series Properties

Securnty Device Settings About
General Sharing Ponts Advanced Color Management

If you share this printer, only users on your network with a username
% and password for this computer can print to it. The printer will not
be available when the computer sleeps. To change these settings,

use the Network and Sharing Center,

4 Share this printer
Share name: HP Deskjet F2400 series

EA Render print jobs on client computers

Drivers
If this printer is shared with users running different versions of
Windows, you may want to install additional drivers, so that the
users do not have to find the print driver when they connect to the
shared printer.

| Additiona Drivers... |

oK . Concel | | Aoely
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Now, when the USB printer attached to your computer is shared, it’s time to consider the way of
connecting to it from other network devices.

Here’s one of the simplest methods. To access a shared printer, on a remote machine go to ‘Devices and
Printers’ and hit the ‘Add Printer’ button. Then click the link ‘The printer that | want isn’t listed’. After
that, enable the ‘Select a shared printer by name’ option and browse to the printer on your network.
Click open. As a result, you will be prompted to install the driver. Hit ‘Next’ to finish the installation.
Now, the printer will be recognized as a local device and displayed in ‘Devices and printers’.

Read the directions for the USB server. Follow the proper order for plugging in power,
network and USB connections.

@& » Control Panel » All Control Panelltems » Devices and Printers »

Adda device Add a printer

|

Windews can display enhanced device d information from the Intemet, Click to change...

« Devices (6)

€
=y

What type of printer do you want to install?

OTSOFT Virtual HD-PNTU3
CdRom Device
4 Printers and Faxes (5) < Add a local printer

Use this option only if you don’t have 2 USB printer. (Windows automatically installs USB printers
when you plug them in.)

\q‘ij{ g = Add a network, wireless or Bluetooth printer
Fax

Foiit Reader POF Make sure that your computer is connected to the netwerk, or that your Bluetooth or wireless
Printer printer is turned on,

[ Cancel

Go to each computer to add the printer. Navigate to the printers folder. Right click "add
printer" and select "printer

Allow Windows to search the network for printers. If a printer is not found, select "the printer
I want is not listed." Select "browse for printers" and find the USB server that is attached to the
USB printer. Click the plus sign to expand it, and then select the printer. Follow the prompts to
install the printer.
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inel dtems b Devices and P,

nternet. Chckto chenge..

Select a printer

Printer Name Address
EOHO Deskjet 1510 series

e Sercne]

< The printer that Iwant isn't listed

Find a printer by name or TCP/IP address

© Beowse for 3 pinter

i) Select & shaved printer by

€ T AL ® et € o1

P

http:// computemames printers/ printername/ printer

) Add & printer using & TCP/IP sddress or hostneme
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What is Packet Tracer?

Program Packet Tracer supplements physical equipment in the
classroom by allowing students to create a network with an
almost unlimited number of devices, encouraging practice,
discovery, and troubleshooting. The simulation-based learning
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Basic configuration & Verification Lab

e Make basic commands on the router.

Logical [Root] New Cluster  Move O bject Set Tiled Background Viewport

AW Al R
1 =
O
RE & -
=
PC-PT :
PCO “
Ees
=
< it ] » r\\,—)
Time: 00:15:05 | Power Cycle Devices Fast Forward Time Realtime
= = P Fire Last Status So Destinatior
_— - ) ) 1l b Scenario 0 -
S e 0= | | (=) >
s 7 ) B — = =
: Mo Delete
=28 aF = < * | [Toggle POU List window I
p—— e SR | S le e =

Router> enable
Router#configure terminal
Router(config)#
Router(config)#exit
Router#disable

Router>

- Initial configurations:
Hostname Command :

Router (config)# hostname R1
R1(config)#

Or

R1(config)#No hostname
Router (config)#

Enable password command :
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R1(config)#enable password Cisco
Or
R1(config)#enable secret Cisco

Line password command :

R1(config)#line Console 0
R1(config-line)#password Cisco
R1(config-line)#login

Saving configuration :
R1#copy running-configure startup-configure - R1#Write

Verifving commands:

R1# Show running-configure

R1#Show version

R1# Show flash

R1# Show ip interface brief

R1# Show interface gigabitethernet 0/0

At the end of our practical lesson, we take the same orders on the
switch .
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- Make a remote connectionto the network

Right now we can connect to it Remotely using telnet or ssh :

- Enable Telnet Command :

Let’s Configure telnet so that we can access the Device remotely:

= =2 EIEI0n] 00 SlEk;

Logica| [Root] New Cluster Move Object Set Tiled Background Viewport

0.

Lab Telnet =
FaO/O_'u‘
2o
192.168.1.0/24 Routerd
S 01
20 Fa0/2 /
P 2950-24
PC-PT Switch0

PC3

« | m |

:,[ X

Time: 00:59:02 I Power Cycle Devices Fast Forward Time

Realtime

Fire Last Status

- o - m -—; ‘; ‘ / \ / "‘ 1) Scenario 0 v
| e |

AfeFe Lo * | [ Toggle PDU List Window
Copper Straight-Through < [ M

Source Destination

Router>en

Router#configure

Router(config)#interface fastEthernet 0/0
Router(config-if)#ip address 192.168.1.1 255.255.255.0
Router(config-if)#no shutdown

Router(config)#enable secret Cisco

Router(config)#line vty 0 15 OR line vty 0 4
Router(config-line)#password 123
Router(config-line)#login
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Physical \ Config Desktop Software/Services

ST R e - " g——! - .

Command Prompt

BPC>
PC>telnet 152.168.1.1
Trying 192.168.1.1 .. _Open

User Access Verification

Password:

Router>en

Router>enable

Password:

Password:

Router$

Routergconf

Routergconfigure

Configuring from terminal, memory, or network [terminal]?
Enter configuration commands, cne per line. End with CNTL/Z.
Router(config)

Router (config) £ho

Router (config) §hostname cisce
cisco(config) §no se
cisco(config) §no sec
cisco(config) #no ena
cisceo(config)$no enable se
cisce(config)$no enable secret
cisco(config) gexi

cisco(confiqg) g¢exit

cisco$~2

m

- Enable SSH commands

Here is how configure SSH :

Router(config)#hostname R1
R1(config)#username fatma password cisco

R1(config)#ip domain-name cisco.com
R1(config)#crypto key generate rsa modulus [512]: 1024
R1(config)#ip ssh version 2

R1(config)#line vty 0 4
Router(config)#login local
R1(config-line)#transport input ssh
R1(config-line)#exit
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& pCs = |18

Physical | Conf'igr Desktop Software/Services

T (| e ——| r—;;iii:j‘ P Y

Packet Tracer PC Command Line 1.0
PC>ping 192.168.1.1

Pinging 182.168.1.1 with 32 bytes of data:

Reply from 192.168.1.1: bytes=32 time=2ms TTL=255
Reply from 192.168.1.1: bytes=32 time=0ms TTL=255
Reply from 152.168.1. bytes=32 time=0ms TTL=255
Reply from 192.168.1.1: bytes=32 time=3ms TTL=255

Ping statistics for 15%2.168.1.1:
Packets: Sent = 4, Received 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = 3ms, Average = lms

PC>ssh -1 fatma 192.168.1.1
Cpen

Password:

Rl>en

Rl>enable

% No password set.
R1>

m
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- Login Banner command :

Welcome message to anyone who logs in to the device

R1(config)#tbanner motd # Do NoT LOGIN #

& Router8
l Phys;t?al Config ] CLI ]

I0S Command Line Interface

Rl con0 is now available

Press RETURN toc get started.

m

Do NeT LOGIN

R1>
Copy ] [ Paste ]
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- Virtual LAN(VLAN) :
Configure Vlans on Switches :

192.168.10.0/24 Fa61'2124
Net Fa0/3A
ViLan :10

' Fa0 vian: 10
PC-PT
PC2
4 Fal
PC-PT PC-PT
Web PC3 PCS Web 192.168.20.0/24
ViLan :20 Vian:20

Create VLANSs :

BEN-SW(config)#vlan 10
BEN-SW(config-vlan)#name net
BEN-SW(config)#vlan 20
BEN-SW(config-vlan)#name web

TRI-SW(config)#vlan 10
TRI-SW(config-vlan)#name net
TRI-SW(config)#vlan 20
TRI-SW(config-vlan)#name web

VLAN ports Assigcnments:

BEN-SW(config)#interface range fastEthernet 0/1 - 10
BEN-SW(config-if-range)#switchport mode access
BEN-SW(config-if-range)#switchport access vlan 10
BEN-SW(config)#interface range fastEthernet 0/11 - 20
BEN-SW(config-if-range)#switchport mode access
BEN-SW(config-if-range)#switchport access vlan 20

TRI-SW(config)#interface range fastEthernet 0/1 - 10
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TRI-SW(config-if-range)#switchport mode access
TRI-SW(config-if-range)#switchport access vlan 10
TRI-SW(config)#interface range fastEthernet 0/11 - 20
TRI-SW(config-if-range)#switchport mode access
TRI-SW(config-if-range)#switchport access vlan 20

Trunking port between Switchs

BEN-SW(config)#interface fastEthernet 0/24
BEN-SW(config-if)#switchport mode trunk

TRI-SW(config)#interface fastEthernet 0/24
TRI-SW(config-if)#switchport mode trunk
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- Inter-VLAN Routing

Let’s do Lab VLANs with router

192.168.0.0/24

1441

Ro] Gig0/0

iGigO/’l

2980 Fa0/2

/ Fa0/1)
VLANs 10 \ Fal

L0 N ° VLANs 20

Create VLANSs :

BEN-SW(config)#vlan 10
BEN-SW(config-vlan)#name net
BEN-SW(config)#vlan 20
BEN-SW(config-vlan)#name web

VLAN ports Assignments:

BEN-SW(config)#interface range fastEthernet 0/1 - 10
BEN-SW(config-if-range)#switchport mode access
BEN-SW(config-if-range)#switchport access vlan 10

BEN-SW(config)#interface range fastEthernet 0/11 - 20
BEN-SW(config-if-range)#switchport mode access
BEN-SW(config-if-range)#switchport access vlan 20

BEN-SWishow vlan brief
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BEN-SWitshow vlan
BEN-SW#show interface trunk

Trunking port on BEN-SW

BEN-SW(config)#interface gigaehternet 0/1
BEN-SW(config-if)#switchport mode trunk

Configure Router on R1

R1(config)#interface gigaehternet 0/0
R1(config-if)#no ip address

R1(config-if)#no shutdown

R1(config)#interface gig0/0.10
R1(config-if)#encapsulation dotlq 10
R1(config-if)# ip address 192.168.10.1 255.255.255.0

R1(config)#interface gig0/0.20
R1(config-if)#encapsulation dotlq 20
R1(config-if)# ip address 192.168.20.1 255.255.255.0
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- VTP(VLAN Trunking Protocol)

Our VTP Transparent will forward advertisements but will not
synchronize itself.

You can create VLANSs locally though which is impossible on the VTP
client. Let"s say you create VLAN 20 on our VTP server, this is what
will happen:

1. You create VLAN 20 on the VTP server.

2. The revision number will increase.

3. The VTP server will forward the latest advertisement which will
reach the VTP transparent switch.

4. The VTP transparent will not synchronize itself but will forward the
advertisement tothe VTP client.

5. The VTP client will synchronize itself with the latest information

VTP SERVER

2450X Fa0/2

/< a0/t K
/ \
/ \
/ \
/
/ \
/ :
“‘/ \ Fa0/2
¢ Fa0/1 N
2950-24 '2950-2’4

VTP Transparent VTP Client

Commands VTP :
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configure ports mode trunking

server(config)#interface range fastEthernet 0/1 - 2
server(config-if-range)#switchport mode trunk

Client(config)#interface fastEthernet 0/2
Client(config-if)#switchport mode trunk

Transparent(config)# #interface fastEthernet 0/1

Transparent (config-if-range)#switchport mode trunk

We specify the type of vtp on switch

Transparent(config)#vtp mode transparent

Client(config)#vtp mode client

Configure on Server

server (config)#vlan 10

server (config-vlan)#name net
server (config)#vlan 20

server (config-vlan)#name web

server(config)#vtp domain Fatma.com
server(config)#vtp password 1234

Configure On Client

Client(config)#vtp domain Fatma.com
Client (config)#vtp password 1234

Server# show vtp status
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Physical | Config | CLI |

I0S Command Line Interface

server(coniig)fvilan <0

server (coenfig-vlan) §na

server (config-vlan) §name WEB

server (config-vlan)§

server (config-vlan)$~2Z

servers

%SYS-5-CONFIG_I: Configured from conscle by console

servers

serverfsh

server§show vt
serverfshow vtp st
servergshow vtp status

VTP Versicn 2
Cenfiguration Revisicn 4
Maximum VLANs supported locally 255
Number of existing VLANs 7
VIP Cperating Mode

VIP Domain Name

VIP Pruning Mcde Disabled
VIP V2 Mode Diszabled
VTP Traps Generation Disabled

I L L LR LR R )
7]
m
d
m
L

MDS digest OxXES 0x85 0x57 0Ox7C OxB8 OxCD Oxal 0x32
Configuration last modified by 0.0.0.0 at 3-1-53 00:52:21

Local updater ID is 0.0.0.0 (nc walid interface found)

servers

server§00:52:38 $DTP-5-DOMAINMISMATCH: Unable tc perform trunk negotiation on pert
I Fa0/2 because of VIP domain mismatch.

-

I [ Copy ][ Paste ]

¢

ime

Destination

—
N

= : — = T ——— e ——
| Copper Cross-Over | J [« B "

By:En.Fatma Eldeib



- link between different networks:

>
_-/.._\

172.16.0.0/16 1 el / 192.168.1.0/24

Router( g
\ Fa0/1

172.16.0.10 192.168.1.1

Configure Router :

Router(config)#interface fastEthernet 0/0
Router(config-if)#ip address 172.16.0.1 255.255.0.0
Router(config-if)#no shutdown

Router(config)#interface fastEthernet 0/1
Router(config-if)#ip address 192.168.1.1 255.255.255.0
Router(config-if)#no shutdown

Router#show running-config

Router##show ip interface brief
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- We put Addresses And Default-gateway for devices:

= oy "]

N
File- Edit  Options: View' Tools- Extensions Help 2
e Edit  Options: View: Tools: Extensions ~Help~ ) [bCcC AaBbCcDt ab ¢
= s y | - Y| wac
S HBEIERR s S gl frve  subtieEm.. 5|
Logical [Root] New Cluster Move Object Set Tiled Background Viewport sl Ec

4 =

m

172.16.0.0/16 : G0N 192.168.1.0/24 X
&

r - \

& 17216010 - =] = |

Physical Desktop | Software/Services

IP Configuration
IP Configuration

) DHCP @ Static
' IP Address 172.16.0.10
7 Subnet Mask 255.255.0.0
PC-PT
172.16.0.10 Default Gateway 172.16.0.1

DNS Server

m

IPv6 Configuration
< i J ) DHCP () Auto Config @ Static

=1

Time: 02:13:29 I Power Cycle Devices Fast Forwardj IPv6 Address

et 5| @ 4]

Connections ] IPv6 Gateway

|
g & s & | i IPv6 DNS Server

Copper Straight-ThrOLﬂ

Link Local Address FE80::20A:F3FF:FE41:4B0E

S——
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File  Edit

“S
A=

Options  View

Tools ~Extensions Help

New Cluster

=188 00| 0 pplm

Move Object

bCcC AaBbCc

title  Subtle Err

6 7

Set Tiled Background Viewport

172.16.0.0/16

7

& 192.168.1.1

Desktop | Software/Services
IP Configuration

IP Configuration
() DHCP

Physical

@ Static

IP Address 192.168.1.10

Subnet Mask 255.255.255.0

Default Gateway 192.168.1.1

DNS Server

IPv6 Configuration
) DHCP () Auto Config @ Static

IPv6 Address

Link Local Address FE80::205:5EFF:FEB5:3859

IPv6 Gateway

IPv6 DNS Server

Fal
—
PC-PT PC-PT
172.16.0.10 192.168.1.1
< | 1 |
Time: 02:14:07 I Power Cycle Devices Fast Forward Time
- i
% e 0> [f‘m(/”'l( 1) Scenario 0 A
.
[ Connections [ & & & Y [ News | wubelete
g &) s e | [T » [Toggle PDU List Window
; Copper Straight-Through 1

|

CE

We then process the connection between the devices and the verification process
will be successfully connected to the ping method .
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Port Security:

= H I = e B e N . M :
ogical | Back | [Root] i;w Ousterl Moue Cbject

i
Time: 00:05:00 I [power Cyde Devices| [Fest Forward Time|

>AmTwe | 9 (2 = EE A7

Switch(config)#interface fastEthernet 0/1
Switch(config-if)#switchport mode access
Switch(config-if)#switchport port-security maximum 1
Switch(config-if)#switchport port-security mac-address sticky
Switch(config-if)#switchport port-security violation shutdown
Switch(config-if)#switchport port-security

Switch(config)#interface fastEthernet 0/2
Switch(config-if)#switchport mode access
Switch(config-if)#switchport port-security maximum 1
Switch(config-if)#switchport port-security mac-address sticky
Switch(config-if)#switchport port-security violation shutdown
Switch(config-if)#switchport port-security

Shutting the interface after a security violation is a good idea (security-wise) but the
problem is that the interface will stay in err-disable state. This probably means another
call to the helpdesk and you bringing the interface back to the land of the living! Let"s
activate it again:
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Switch(config)#interface fa0/1-2
Switch(config-if)#shutdown
Switch(config-ify#no shutdown

Switch#Show port-security
Switch#Show port-security interface fa0/1

Switch#Show interface faO/1

Let it be your logo :

Every Day it New Day
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Conclusion

In the end, I would like to thank all the readers of
this scientific book and wish the content to be
clear.
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