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- wireless devices

1 - Wireless Router

o

2 — Access point
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- How to make AD Hoc network :
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LAB 2 :- Make Wireless LAN Network

Access point Linksys alaiiuly 4y A<l o L)

< U g5 (e Ol aaall (o maadl g (o2 ASLLOU 4S80 8 jead £ 153 2ad 58 1 Access point Linksys
C).‘ﬂlﬁdh‘;‘s uﬁmﬁdgafgu;ﬁﬁjﬁjp\ﬁdﬂm“ym;wﬁ\ (R
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2 Cigau g 88 glall Jualy) dedi daild (e ¥l Lgw Jual¥) Lsle iy Access point @il o Jgdall
904 4l i 94 Linksys 2l Access point al

Currently connected to: ¢

S Unidentified network
T No network access

Dial-up and VPN -
WCDMA g
Wireless Network Connection -~
aan -8
dianpurba -8

linksys o

@ Information sent over this network might
be visible to others.

[_| Connect automatically

Bl Jualiall Jlgadl IP (S O Ble) e g

Rename this connection Change settings of this connecti

" VMware Network Adapter VMnetl
Unidentified network
VMware Virtual Ethernet Adapter ...

Conned using
&¥ Marvel Yukon 88E2072 PCI-E Gigabtt Ethemet Co

General .'Lthan Configuration |

Thiz connection uses the following tems:

¥ " Client for Microsoft Networks

W B VMware Bridge Protocol

W S8 vitusl Machine Network Services

¥ BqoS Packet Scheduler

W S} File and Panter Shanng for Microsoft Networks
M1 - Intemet Protocal Version & (TCP/IPVE)

4 Intemet Protocal Version 4 (TCP/IPv4)

You can get IP settings assigned automaticaly if your network supports
this capabiiity, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

© Obtain an IP address automatcally
") Use the following IP address:

KR" .

[ ] , Unraal Defaut gateway
Descrption | © Obtain DNS server address automatically
Tranamigsion Cortrol Protocol/Intemet Protocol. The de
wide ares ek protocol that provides communicatio Use the following DNS server addresses:

across dverss nterconnacted networks.

Proferred DNS server

Aternate DNS serve

[ vaidate settngs upon exit
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Access point = =l [P Jai s mivaiall Caadi 43 Juail a5 Ladic
192.168.0.1 s 192.168.1.1 0sS: e lide
allat 3280 W] e lai,

user name

Password

L ADMIN (& sSin dacal yidy) A 4

X A ©®19216811

5 Video Game Cheats,... @! Yahoo! ([ YouTube - Broadcas... ) craigslist: SF bay are.. Newegg.com - Com... 4% Welcome, Sarkis! | T... )y Guitar Lessons : Stev K

Authentication Required

The server 192.168.1.1:80 requires a username and password
The server says: Linksys E4200

User Name:  admin

Password: ™|

| Login [ Concel
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Access point <lalae) ui:— JAL 3 ghadl olga”g

gl Jaantl) (S (A ) (g 25 gl sl oda

: Internet Setup

Lot el Slgad) 1P AU dliSey el ) 1 J g sl) ASuilly Auaial) 5 3gaY) aran 48 g o 1 elal S 13)
. DHCP (&b ¢

: Network Setup

. ol (Sarg Access point (2 ueldll P A

: DHCP Server Setting

(s 1ai Liasl g DHCP (wIP ADDRESS (s Jgwaal) Juii o) i Jmii oy 4 g
) Ly Jlia Alaiall 3 3gaY) I ABY Lgildae) o 3l |P ADDRESS
192.168.1.150 ! 192.168.1.100 (»
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SEtup Setup Wireless Security Access Applications Administration Status

Restrictio B Gaming
Basic Setup DDMS b lone Advanced Routing

Internet Setup

[Autcmatic Configuration - DHCP -

Internet

Connection type

Optional Settings Host Name:
{required by some

i X Domain MName:
internet service

providers) MTU: - Size: [1500
Network Setup
IP Address: 192 . 168 . 1 -1
Router IP
Subnet Mask: |255.255.255.0 - |
DHCP Server
Settings
DHCP | & Enabled @ Disabled LR
Server: Reservation
Start IP Address: 192.168.1. 100

Maximum number

50
of Users:

IP Address Range:  192.168.1.100 - 149

Client Lease Time: | minutes (0 means one day)
Static DNS 1: 1] . 0 . 0 . 0
Static DNS 2: 0 . |0 . |0 . |0
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s Al adl g 33e Ly Wireless (48 4ll) daildl) o

: Basic Wireless Settings

Access point ) sxal Aailll) a2 (e gobiied

daaal) 3 34230 Access point awl g Y Cusy broadcast dmald slad) Loy adind g

LINKSYS

A Division of Ciszo Sysiems, Inc.

Firmnware Version: v0.93.3
Wireless-N Broadband Router WRT300

Wireless Se i Security Access Applications Administration  Status

Restrictions B Gaming

Basic Wireless
Settings

Network Mode: [M'Lxed v]

Metwork Name (SSID): |M-ALGilany

Radio Band: [Autn ']
Wide Channel:

Standard Channel: |1-2.412GHz |

SSID Broadcast: @ Enabled ) Disabled

Save Settings Cancel Changes
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:  Wireless Security

4 goan sl JAal) (e Sl dilen L g L abl) Lile Gy (Al £ L) ab (e
Crbgiga Galll 31k o J A (58 Cuny Alaally bl aUsi LA

A g6 (e

WEP

WPA Personal

WPA Enterprise

WPA 2 Personal

WPA 2 Enterprise

WPA 2 Personal _LEab agdiug

LINKBSYS®

A Division of Ciszo Bysiems, Inc.

Firmmware Version: v0.93.3

Wireless-N Broadband Router WRT300N

Access Applications

Restrictions P — Administration Status

Wireless Setup  Wireless Security
Wireless Security

Wireless _
oyl —ecurity Mode: [WPAE Personal -

Encryption:

Passphrase: 11111111

Key Renewal: 3600 | seconds
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- Wireless MAC Filter

Mac Address Sda ai Al 3 jga¥l Jadh mand Eua B g g dlaald) £) 631 JiST (pa lind

Access point &= Ma address ¢sts Biad duay AQAIL Juaiy) g Jsaall L zlewdly Ly oaldl)
Jsash (Sar ¥l 46 Al pladly a gl ga 50 S 13) i aally 588 J sl Alla b S

¢ macaddress s

O Ol siad) 13 (98 o Jailgll Jgua g aSal ol si=) Media Access Control address 4 Juaiil s g
Oihsall (e 3a) g B LS 2l g o(C 48 Ll sh) A4 12

MM-MM-MM-SS-SS-SS s MM:MM:MM:SS:SS:SS

Wireless-N Broadba
Access Applications

Wireless Setup | Wireless —— Admi

Wireless
MAC Filter () Ensbled (@) Disabled

Restrictions B Gaming
Wirgless MAC Filter

AcCcess _
. () Prevent PCs listed below from accessing the wireless network
Resolution -
Permit PCs listed below to scceds wirgléss network
MAC AddrEEE Wireless Client List
filker list

MAC D1: 00:00:00:00:00:00 MALC 2&: 00:00:00:00:00:00

MaC 02: 00:00:00:00:00:00 ML 27: 00:00:00:00:00:00

MaLC 03: 00:00:00:00:00:00 MAC 2E: 00:00:00:00:00:00
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- Administration

admin password xS UiSa WA ey Management Wil s adl ¢ A

Ll Lad ) caldlaey) judd 5 Jsdal) sl Ay Y s

Wireless-N Broadband Router WRT300N
dminstration setup Wireless Security /085S Applications

Restrichions & Gaming Administration Status

Mansgement Leg Diagnostics

Router Access|| Router Password: T L]
Re-enter to Confirm: seeee
Web Access| web Utility Access: HTTP HTTPS

Web Utility Access via

- @ Enabled Disabled
Wireless: -
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Status Aald a5 Al Uidd La (o5l Agl) i Sl (pa slgil¥) ng ail 811 Al

wireless network s Local network 5 Router 4la Ul (i i b

Wireless-N Broadband Router WRT300
Access Applications
Rectrirtinns B Gaminn
Local Network

Status Setup Wireless Security

Administration Status

Local Network
Local MAC Address: 0060.5C65.00EC
Router IP Address: 192.168.1.1
Subnet Mask: 255.255.255.0

DHCP Server
DHCP Server: Enabled
Start IP Address: 192.168.1.100
End IP Address: 192.168.1.149
DHCP Client Table
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Access point (= Juai) J& A

Laptop-FT Laptop-FT
Laptopl Laptop3

:““::-;:J
Linksys-WRT3I00MN
Wireless Router(

Laptop-FT
Laptopd LE;’EEI;ZT

JSEN 13 JuaiVl 3 3gaY) afic Joy )l ayg

g-"’ﬁﬂ ‘u“@
iy

Laptop-PT "'I"f-"'.-",.f . ﬁﬁ‘.,‘-.“ﬁ Laptop-PT
Laptopl ”j"f“f""-’fl,.- \‘g"-"-\“ﬁ Laptop3
-"'.-",."l,.' 3
Ay R '-,I".,"-."'-
Ly |
fi oy
i e
aw“f L_:' ‘h\‘“
S
) \W" -H,r
SR Linksvs-WRTSDéHU;; ;
s Wireless RouterDd fip
x‘ﬁmm H“f“f“’f’f,f
".I"I.lll\\"l'lll\"'lllll -'".-",-"l,.'ll,-lli,llf
W Wiy
'If-"ll."l_,-"
Laptop-FT
Laptop0 Laptop-PT
Laptop2

dlaal) g cBhaeil) (any d8Li) 5 Wireless ASad Jary Liad ab &) ghdl) o3¢,
el (58 40y
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- Connect between 2 Access point with bridge AP

Bridge-F

Bridgel
Q00000
AcceesPoint-PT AccessPotht-PT
\@Ecem Fointl Accels Po'rﬁgj?
\\\\ = S /“//
o = - ,
o = = ~,
a = = ~,
O = = s
N = = 2
3 = = o
\\\\ = f,’?
Laptop-PT Laptop-PT
- Laptop-PT
LE:;SE::ET Laptop2 Laptopl Laptop3
192.168.1.3 192.163.1.2 192.168.1.4
192.163.1.1 . 1.

What's a bridge AP ?

Ll Jgea ) Haady Al SN LS Leday 5o 0 68y ST (30iSad oy p a5y e o

By — ENG - Mohamed Algilany



Higher Institute of Computer Technology \ Benghazi

Bridge AP Gk o ASLaY (Sl Joy 5l Lealiaties 5 jeaY)

Access point 2 2 1
O gl zjﬁi 4 2 )

Bridge AP > 3

Bridge-PT
Bridgel

AccessPoint-PT AcceszPoint-PT
Access Points Access Pointe
Laptop-FT
Laptop4

Laptop-PT
Laptop?

Laptop-PT

Laptop5s Cpton.ET
aptop-
Laptopt
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&s¥) Access point laely las &

(1) pn Ao ey o5

[ - (5 T B —l )
| Physical I Config I.Rttributes |
GLOBAL Fs Port 1
Port Status on
s 1
Portd Channel [3 =
Port 1 Authentication
@) Disabled ) WEP WEP Key
) WPA-PSK ) WPA2-PSK PSK Pass Phrase
Encryption Type Disabled -
|
|
Rk . ey 3
4l Access point () Jais o
2 < " - b3
(2) a8 lehaudaglig
4
B Access Pointf - - == g
| Physical | _confia _{| Atiributes
|
GLOBAL | = Port 1
Port Status on
INTERFACE 551D 2
Part 0 Channel [3 =
Authentication
@ Disabled ) wep WEP Key
) WPA-PSK ) WPA2-PSK PSK Pass Phrase
Encryption Type Disabled
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Gsulall 3 36al [P slhac) 55 3eaY) ae leha o Access point 3eal o Jhanty L (o)) 22y

Bridge-FT
Bridgel
mm:mmmuum@ muuuunun@
pigeiad) \\WCssPoint-PT AccessPol Laptop-BT
\\\\\\\\\ 1 2 7, iy , Laptop3
\‘\\‘\ ///
e /!”f//,
“
Laptop-FT
Laptop2 Lf:t?p—;'T
ptop
Pl oslac) 3yl Sleall Llo il o ks 3ea [P slley
® Laptop2 L= E

Physical | Config | Desktop | Attributes | Software/Services |

IP Configuration

IF Configuration

i DHCP @ Static
Subnet Mask 255.255.255.0
Default Gateway

DN5 Server

T o e Dl
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3 ) palld Lo Jia 4503 .“\étkswﬁgojﬁo\sb\f@

IP 53¢y 8L slacly g

Bridge-PT
Bridged

= =27
- = = ~,
>3 S Z
o B = “
s = = =,
o = = Z
-~ = = .
N = = “
g\ : )
g Laptop-PT Laptop-PT
Laptop-PT Laptop-FT
Laptop0 Laptop2 Laptopl Laptop3
I 192.168.1.1 192.168.1.3 192.168.1.2 192.168.1.4
. .o A . - “. o,
LSLs Access point 3¢>Y Bridge AP Juasiy a3 & (4 g
ridge-
Bridgel
A =+ cce@g -PT
=2 2 7
N = = e
= = = “,
= = 2
= = -,
S = = “Z,
= = = ~,
W — — ’
o = = .
'\\ — g
Laptop-PT Laptop-FT
Laptop-PT Laptop-PT
Laptop0 Laptop2 Laptopl Laptop3
152.168.1.2 152.168.1.4
192.158‘.1.1 192-16‘8-1-3
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10mbps s» Bandwidth &) Access point 3¢l (e 2SU Jua sill a2y

Fesw W)

Physical Attributes

| GloBaL | -
| Settings | Fort Status

¥ 0On
INTERFACE Bandwidth 100 Mbpsi@ 10 Mbpd Auto
Duplex BN
| |

@ Half Duplex Auto
| Port1 |

Port 0

43 o Ping @egﬂ\@)kdsM\M\Jms\Mwﬁd\j

@AY A0l 2 sa sall 192.168.1.4 el ) ip 192.168.1.1
Packet Tracer PC Command Line 1.0

from 192

from time=14ms TTL=

time=9m= TTL
time=13m=s TTL

from
from

~ 192.168.

4!’

trip times in milli-=seconds:
Maximum = 40m=,

Received = 4,

e = l19ms=
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- Configure Router with 2 access point :

sl e Ailite S0 Y (S0 Jay g o gins S pumlaall a5 5l a3 S

192.168.1.1 o
e ‘.._

192,158.2.1
___...-"' 2311 ~—
-‘_..- RouterQ "'"'-.._b
-"" \‘h‘-‘
-
e "ﬁ.‘-‘
S

AcemasPgint-PT AccessPoi

2 =,

o - — //

S = = %,
T o = //
\\\ o = ///
\;\\\ _:.:- _i: ////
o = = i,
\\\ _:_: = A
z
N =
= = :
. Laptop-PT
T
Laptop-FT Lf:;'gfp? 192.168.2.3 192.168.2.2
192,168.1.2
192,168.1.3

aill g 4aliag e

gl 5 3eal 4 22e -1

access point (il -2
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Sl Clalae) (any Jasy 25838 jeaY) aua g 22

Router>

Router>enable

Mie JSU P elac)

Router#configure terminal

Router(config)#interface FastEthernet0/1

Router(config-if)#ip address 192.168.1.1 255.255.255.0

Router(config-if)#exit

Router(config)#interface FastEthernet0/0

Router(config-if)#ip add

Router(config-if)#exit

ress 192.168.2.1 255.255.255.0

fa 0/1 . f20/0
192.188.1.1 y '4"“"' 192.168.2.1
p - T
¥ Routerd E=R(ECR|*>x=
| Physical | Config | CLI | Attributes |
%m""" 105 C d Line Interf
" ammand Line INterrace

AcgelsPin

SR -

- =

= -

N =

Bouters
BEouter»enable
Router§
Routerfconfigure terminal
Enter configuration commands, one per line. End with CHTL/Z._
HOULEE (ConLfig) F1NLeELace FasStELhernecd; L
Router (config-if) #ip address 192 _168_.1.1 255_255_255.0
Fouter (config-if) §
Bouter ({config-if) fexit
Bouter (config) #interface FastEthernst0/0
Bouter (config-if) #ip address 132 _168.2.1 255_255_255.0
Fouter (config-if)#
Bouter (config-if) fexit
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Print:

\Q-Q 1=

N =

) =

\'\ ——

\ -—

- =

.\\. —

\ —

Y =

"\‘ -

w =

o =

& =

- =

o =

Laptop-PT Laptop-PT

oo Laptop2
192,168.1.2

192,158.1.3

GAY) A e Calida [P ASad JS elacly Liad <ol ghall o3y

4,3 JS) Default get way g IP 3 3¢aY) slhcls a5

A ASAl B S Sleadl

? Laptopl
fa 0f1
192,168.1.1 j Physical | Config | Desktop | Programmi
.--""'#. 2
- F [F Configuration
IP Configuration
(™) DHCP i@ Static
IF Address 192.168.1.2
Subnet Mask 255,255,255.0
Default Gateway 192,168, 1.1
DMS Server 0.0.0.0
IPv& Configuration
@ DHCP 7 Auto Config () Stath
IPvé& Address
Link Local Address FEB0::260:2
IPve Gateway
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L Aal A JgY) Sl

= LapTops
C‘_‘ faofo Physical I Config Desktop Frogramming
[ ‘ 192.168.2.1
1 ~a - [P Configuration
terd - IP Configuration
—
~~
~oe ") DHCP @ Static
L.
- IF Address 192,168.2.3
Access
o
__-:"l‘ Subnet Mask 255,255.255.0
—
= Default Gateway 192.168.2.1
=
=
= DMS Server 0.0.0.0
=~
== IPv& Configuration
@ DHCP () Auto Config () Static
Laptop-FT IPvE Address
Laptop3
Link Local Address FEZ0::201:43FF:
192.168.2.3
IPvE Gateway
IPv5 DMS Server

gl a s AS0EI0 palall gl P ol sie L S5 Cusy Default gateway slae) g
s AY) ASal deun 5y
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A0l (e Juaty) Hladl s el o liadl elae) ol ghad alad) 2z
192.168.2.1 i<l 1 192.168.1.1

¥ Laptop?

Physical Config Desktop Programming Attributes

Command Prompt
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Configure Cisco router with wireless router, access point, http server

http server 4eai andi 5 gl paSuli ¢ 68 o SIS Jay o o 81 A0 Jall 228 (&

152.168.1.6

V[ o#”||||||||IIIII|||I|||I|||I|I|I||||||||I|||I|||I||
ServerPT
Http -DNS server

TN
L u
Iy \\\ﬁ‘écﬁsbirt-w
s W acedpainto
Laptop-PT \\\\\\\\\ !
Laptop2 aa
\\\\\\\\
s
\\\.\\
L=ptop-PT
fa0/0
192,168, 1.5 Laptop3 fadf1 )
4 152.168.1.1 132.165.10.1
— L-. IJ
- . P =T
LA |
B WET00N
Reuterd ¥ ela';s Rcl.terfﬁ’/
= %
= e
i 2
= “
= e
= .
; P
Laptop-PT Laptop-PT
popr sy
Lzptopd
192,168, 10,100 iERAVEHTO (TR

—

PC-PT
PC1 T
PC-PT
192.168.1.3 FOD
192.168.1.2
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Fa0/0 3iiall i 5l Aisgls o 58

Router>enable

Router#configure terminal

Router(config)#interface FastEthernet0/0
Router(config-if)#ip address 192.168.10.1 255.255.255.0

fa0/L A diial 5

Router>enable

Router#configure terminal

Router(config)#interface FastEthernet0/1
Router(config-if)#ip address 192.168.1.1 255.255.255.0

default Gateway ot ade pa 4S0d JS8 [P 3 3¢aY) slasly a gli afl (e g

A3 s e 3 el (Bl ae il shall Gudl ol ae 192,168.1.1 ASaAlL 83 g gall 3 Y sl

¥ Laptop3
Physical I Config | Desktop | Programming | Attributes |
1P Configuration
DHCP @ Static
IP Address 192,168.1.5
Subnet Mask 255.255,255.0
Default Gateway 192, 168,1.1
DNS Server 0.0.0.0
IPvE Configuration
@ DHCP Auto Config Static
IPv6 Address
Link Local Address FEB0::210: 11FF:FEG4:EE3C
IPva Gateway
IPva DNS Server
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Ay Al Uilke Y wireless router g gl Jua g a gl ALliall dgall b 4

Internet Setup

192.168.10.1 s wireless router J4a: Jeaiall diial)

S wireless router 4

Hetwork Setup

Router TP IP Address:

Internet [5131]': i M

Connection type
Internet IP Address: 0 .o i i
Subnet Mask: a . 0 0 0
Default Gateway: 152 168 10 1
DMS 1 i} . |0 i a
DMS 2 {Optional): |0 i 0 0
DNS 3 (Optional): |0 ] 0 0

Dpﬁu_::nal Settings Host Name:

(STHSDTME o e
providers) . Size: | 1500

DHCP
Server:

DHCP Server
Settings

i@ Enabled

DHCP

() Disabled | Reservation

ool 1) AKus e amy j ol yig) )l jaldlljp s Cusy default gateway 192.168.10.1 slacls Lid
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A3 e 4 dleaial) 3 5ea S0 GG [P slacls Wireless router asiss o (s

= o
= “,
— //"
: P
laptop-PT Lfféf;';iw
L=ptopd
192.168.10.102

1%2,168.10.100

Http — DNS 42 Lal asiil Server Jlea 48l a gl U Leany (o leazes 4S8N Jaea 5 2ay

II|||I|||II||Il||IlIlII|l|I|I|||||l|l|||||||||||||
Server-PT
Hitp -DMNS server

192.168.1.6

i
|||I||||||||||||I|||I|| |
\"L\'ﬁ."mas int-PT
\ Ao sqPaintd
-,..1‘\..":""\"
e
\‘v."n"ﬁ
|II"|:'|'1\.III
faﬂfl f_mfn
192.168.1.1 192,168.10.1
—
.—. T ?_-
2811
Routand
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(192.168.1.1 Sl SLuY dlaie Server ) ddaadle ) dgill clalae) el sy A) Jpaall o 586

152.168.1.6
H:\".\“:“

fadf1 fa0f0
152.168.1.1 192.168.10.1
— -
- ;—1 —
2E11
Routerd Vi
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Glaadll Juesil seryer lalacls e\:\m ‘;_'1'1_1
e S dlaely 58

Server ip and gateway , DNS

B Http -DNS server

Physical Config I Services Desktop Programming Attributes

[P Configuration

IP Configuration

i) DHCP @ Static

IP Address 192,168, 1.6
Subnet Mask 255,255,255.0
Default Gateway 192.168.1.1
DMNS Server 192.168. 1.6

IPv6 Configuration

i@ DHCP (7 Auto Config

Link Local Address FE&0::290: 2BFF:FEDT:ATCS

IPvo Gateway

IPvE DNS Server
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http & O«
B Http -DMS server =R |!
| Physical | Config | Services Desktop Programming Attributes
SERVICES I HTTR
HTTP
HTTP
DHCPwE @ On o Off ) Off
TFTP
DNS File Manager
SYSLOG File Mame Edit Delete
1 copyrights. html (edit) (delete)
EMAIL 2 cecoptiogo177x111.jpg (delete)
3 helloworld.html (edit) (delete)
IoT
LKA B mmem e + [ £ I B

? Http -DNS server

| Physical I Canfig I Services I Desktop

Gl zslsllip e Yay O sic ailacY DNS (M Ja5 5 (e g

Programming

Attributes

E=N [Eol =)

SERVICES
T
DHCP
DHCPv6
FT
DNS

= e
o o

-~

DMNS

DMS Service

O Off

esource Records

ame

www, dowwa, com

Type IA Record hd ]

SYSLOG

1

NTP

ddress 192.168.1.6

I Save

Remaove J

EMAIL

IaT

WM Management

[

vw.dowwa.com A Record

DNS Cache

[] Top
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192.168.1.6 ip eslac) s Server il ol aay

e il Jleall (e 4aa il 4 Euny DNS SERVER 43A 8 40 e 3 3ea ) mend socidacly o
alead N Lies Server Al

3)\9443\‘5,51.45

¥ | aptop3

Physical | Config | Desktop | Programming Attributes

[P Configuration

E IP Configuration
La - —
L= () DHCP @ Static
IF Address 192.168.1.5
Subret Mask 255,255,255.0
Default Gateway 192.168.1.1
DMS Server 192.168.1.6

IPvE Configuration
@ DHCP ) Auto Config e ¢
IPv6 Address

Link Local Address FE&0::210: 11FF:FEG+EE3C

IPve Gateway

Al e 5 3eaY) aea o Lgr ot < shadll oda i
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s ip server i o) ol web browser b oo 8eaY) aal e Joaal o s e Y e sleiY) 2
DNS Jal ailacly Liad (sl () gic

Attributes

Physical | Config | Desktop

Physical | Config | Desktop | Programming | Attributes |

Programming

Web Browser

URL | http:/fwww.dowwa.com

Cisco Packet Tracer

Welcome to Cisco Packet Tracer. Opening doors to new opportunities. Mind Wide Open.

Quick Links:
A small page
Copyrights

Image page
Image

cladl cldlaey) ddae 4
Bl (sl
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- Configure Nano Station Loco M2 ( outdoor — ptp )

. point to point ( 4k I ddadi (e ) & 58 e el nl g (IS0l day g a 685 A0 3al) 028 A

ol 1 A A e e Cuny (e 2y olad) b 4gn e Jiai¥) (i len 48 (058 Qi sl (a5 13
CJasa 5 Lay) e W) adis Y

©jlea Jsl Adigd Gl ghad

. .
NanoStation Loco M2
http://www.ubnt.com/nanostationm
(Any M Series Device Will Work)
0 © 0 t
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Nano A Nano B

A, A,

e ) alasi 5 POE Jades csulall Slea o aluasiyasiiglan Jase 33U J5Y) Jleall Jua sy o 58
Acess point s OsSss s3) J5Y) Nano station
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Nano A

Connect the Power Cord to the
PoE Adapter and a power outiet

LAN or Computer to
Ethernet Port labeled
LAN on PoE Adapter

o

Ethernet Port on Ubiquiti
. Device to Ethernet Port labeled
n— POE on PoE Adapter

SR | -

>
&

Access Point

IP s asii O Lile aagy G 192,168.1.20 055 36y o3¢l (ol Y [P ) alad ) sy e il 2ie
Aeill 5 Jua gill LiSay Cuny (3laill udi A dmaal g adle Jualall jleall

Nano station ip 192.168.1.20 Lk
192.168.1.42 «sulall Jlea

Internet Protocol Version 4 (TCP/TPw) Properties @

General

‘You can get IP settings assigned automatically if your netwoark supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IF settings.

() Obtain an IP address automatically
i@ Use the following IP address:

IP address: 192 . 168 . 1 . 42
Subnet mask: 255,255 .255. 0
Default gateway:

Obtain DMS server address automatically
(@) Use the following DMS server addresses:

Preferred DMS server:

Alternate DNS server:

[] validate settings upon exit

[ oK J[ Cancel l

By — ENG - Mohamed Algilany



Higher Institute of Computer Technology \ Benghazi

192.168.1.20 iSi 5 méuaiall ) Jais &3 e

Username : Ubnt password : Ubnt

) 192.168.1.20/login.cgi?uri=/

Nano station loco m2 4w il dgal 4l

Wireless <lalae) A Jain

€« cC|® 1‘9_2.163.1420,/”1dex cgi

? Deseja que o CGoogle Chrome salve a sua senha? Nunca para este site \

nanootation i<

Signal Srength

Wieless Mode:  Station Horizontal / Vertical  0/0 dBm
SSID:  ubnt Noise Floor: -
Securty: none Tranasmtt CCQ
Verson: v533 TX/RX Rato
Uptime:  00:01:10 AirMax

Date: 2011-07-26 11:43.07

ChannedFrequency. 6/2437 MHz
Channel Width:  Auto 20 / 40 MH2
ACK/Distance: 35/0.7 mies (1.2 km)
TXRX Chains: 222

WLAN MAC: 00:158D 9E 1969
LAN MAC: 00:158D:9F: 1969
LAN:  100Mbps-Full

Monitor
Throughput | AP information | ARP Table | Bridge Table | Routes | Log
LAN WLAN

“| m RX Obps *| = RX Obps
ES 0

B TX Obps o | ER TX Obps
& [
>, 0
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Access point ! wireless mode _s o s

SSID (3 ASuill ausl s

Wireless Security (s 4Suill (5 o8 ) puial

Nanootation OCD < ‘m 1) US

Basic Wircless Sottings
]
WS Poors

S50 | ubni-bridge Hida SSID

Country Code: | United States
|EEE 802 11 Moda:  8/C/N mixed
Chanmed Width:[7] | 40 MMz
Channal Shifting:[7] | Disabled
Freguency, MHz: | 2462
Extension Channal  Lows

Fraquency List. MHz Erablod
Aulo Adpust to ENRP Limit

Outpul Power | | 3 B

bax TX Rate, Mbpa: | MCS 15 - 300 i | & Automatic

Wireless Security

Securty: | WPAZ-AES

WA Austhenticaton PSE =

WPA Preshared Kiy: | - I |
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oy o) aaY S Y G baaa cililae ) I Al 381 (e 4030 cilalae ) Jaaedl Network o) s o (g
192.168.1.159 1 192.168.1.20 (=) &Y (1 lgile
A wiseusiy Lidd 53 Nano station e JsY
Apply e baall Calac Y Laday o 585 &5 (0

nanootation <

|. Test || Apply || Discard |

Notwork Mode: | Bridge

Disable Network: | None
Network Settings

Bricge IP Address DHCP (s)Stanic

IP Addressil 182 168.1.158

Notmask: 255 2552550 ;
Ensure these settings match

your existing network configuration!

Gateway IP: 18216811

Primary DNS 1P ]

Secondary DNS IP:
MTU: 1500
Spanning Tree Protocol
Auto IP Alasing: ™

IP Allases: | Configure...
VLAN Network Settings

Enable VLAN

Firewall Settings
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B 4fweniy Liad (sl Nano station S8 Jlead) A Jais &3 (e

Nano B

Connect the Power Cord to the
PoE Adapter and a power outlet

LAN or Computer to
Ethernet Port labeled
LAN on Pof Adapter

Ethernet Port on Ubiquiti
> Device to Ethernet Port labeled
S— POE on PoE Adapter

o a | .

N
»

Station —
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AN Gla A maadd 192.168.1.43 AU sl Sleall [P clacls o

Internet Protocol Version 4 (TCP/IPvé) Properties =

General

You can get IP settings assigned automatically it yvour network supports
this capahility, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(7 Obtain an IP address automatically
i@ Use the following IP address:

IP address: 192 . 188, 1 . 43
Subnet mask: 255,255,255, 0
Default gateway:

Obtain DMS server address automatically
(@) Use the following DMS server addresses:

Preferred DMS server;
Alternate DMS server;
[ validate settings upon exit

o) Lo

Nano A & bl (uds Jaxi g miatiall I Jai 5

Username : Ubnt password : Ubnt

) 192.168.1.20/login.cgi?uri=/
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Wireless (e Jaiii o5 (e

€« Cc® 15—2.163.1‘201"1(]91 cgi

? Deseja que o CGoogle Chrome salve a sua senha? Nunca par; este siit'eﬁk.

Nanootation i< ‘s OS

AP MAC: Not Associated

Device Name: UBNT

Network Mode: Bridge Signal Srength: -
Wieless Mode  Station Horizontal / Vertical  0/0 dBm
SSID:  ubnt Noise Floor: -
Securty: none Transmit CCQ
Verson: v533 TXRX Rate: -/
Uptime:  00:01:10 AirMax

Date: 2011-07-26 11:43.07

ChannedFrequency. 6/2437 MHz
Channel Width:  Auto 20 / 40 MH2
ACK/Distance: 35/0.7 mies (1.2 km)
TXRX Chains: 2X2

WLAN MAC: 001580 9E 1969
LAN MAC: 00:158D:9F: 1969
LAN:  100Mbps-Full

Monitor
Throughput | AP information | ARP Table | Bridge Table | Routes | Log
LAN WLAN
“| W RX Obps 1 B RX Obps
a0 0
B TX Obps o | ER TX Obps
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ail station LaY)s Access point JsY! Jleall cuss station Y Wireless mode Jza asii lia (s
aa) 5 olai) 8 allEie 8 3eaY) (5 () Cna s pein Lad Jaa 5l

Ladlacl d )l 43l HLaiY Select JBas SSID (s

vanootaton i<

Basic Wireless Settings 1

Wiroless Mode:(7] | Station WDS g
SSID:  ubet I Select... I 2
Lock %0 AP MAC

Courtry Code: . United States :

IEEE 802 11 Mode:  8/C/N mixed
Channol Wisth (7] | Auto 20/40 MH2 :
Charnol Shilfting (7] | Disabled 3

Frequency Scan List, MMz Enablod
Auto Adust 10 EIRP Lme: v/
Output Power ¢:=_] 2 “Bm

Max TX Raso, Mbps: | MCS 15 - 130 (300]  : | ¥ Ausomatic

Wireless Security

Securty. | none

Change

Jaasill Lock to AP e Jaaally a5 Leale aaat 5 30 Lgie HUE85 5380 W jelis

% 192.168.1.20/survey.cgitifacewath0
Site Survey

Scarnod Frequencios

2412GHz 2417GHz 2 422GHz 2 427GHz 2432GH2 2 437GHZ 2.442GHz 2 447GHz 2 452GH2 2457GHz 2.462GHz

MAC Addross SS10 Dovice Namoe  Encryption  Sgnal/ Noae, cBm Froguorcy, GHz Chanrel
E8.7F T4 A1IABF VFHNO1-guest NONE 92198 2412 1
28B.CFDAAEIDSF  HIGLEY-VERIZON-OTHER WPA2 29/-97 2432 5

I'S“ 00:15.60:5€:19:69 wbnt-bridge UBNT WPAZ 57/.97 2482 n |
ESTFTAATIABE  VEHNOL WPA 91/-98 2412 1

Selectable SSID's must be visdie and have compatiblo channel bandwidth and securlly sotiings
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Nano station A (2 el Liad (g2l (5 puall 28 )l auia g3 0 683

INanoatation s

ozt | mam [ wineiess | werwomk, | aovanceo | semwices | svsTem,

Basic Wirekess Settings

Wiroless Mode:[7] | Station WDS

S5I0: | ubnt-bridge Select....

Lock to AP MAC: | 00-15:60-9€:19:68

Courdry Code: | United States

IEEE B02.11 Mode: | 8/C/N mixed

Charnel Widshc[7] | Auto 20/40 MHZ

Charnel Shifing:[7] | Disabled
Freguency Scan List, MHEz: Enabled

Auno Adjust 1o EIRP Lim: '
Output Powpr, === (33 | &Bm

Max TX Fiate, Mbps: | MCS 15 - 130 (3001 = | @ Ausomaic
Wireless Security
Socurty: | WPRAZ-AES

WPA Authenticaton: | PSK 3

WPA Proshared

Change
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S Jleall G P et & 83 Netwotk () J85 &5 e
Nano A : 192.168.1.159
Nano B:192.168.1.160
192.168.1.42 Js¥) o gulall 5 3al
192.168.1.43 A4l csulall Sleally
SlalaeY) Jaial Apply e Tially o i &5 gy

INanoaldalion i<

Air@sS

Configuration containg changes. Apply these changes? [ Test ||| appty || Discard |

Matwork Rols

Hetwork Mode: | Bridige

Disably Notwork: | None

Natwaork Seftings

Bejgge IP Addross: DHCP (=) Saatic

IIF‘ﬁmms: | 182.168.1.160 ] I

Motmask: 255255 255.0

Ensure these settings match
your existing network configuration!

Cipsewry BP; | 182.168.1.1

Primary DNE IP
Secondary DNS IP: |
MmTu: (1500
Sparning Tred Prooco
Auto 1P Alasing:
1P Adases: | Configure...

VLAN Network Sattings

Enabie VILAN

Firewall Sottings

By — ENG - Mohamed Algilany



Higher Institute of Computer Technology \ Benghazi

b &3 8 Jua ll o 53 LEY) 358 (5o (sl Apnt )yl Aadiall ) JEES o5 e

Nanootaton

Security
Version
Uptime
Dato

CharmnelFroguenrcy
Charnol Wieth
ACK/Datarco
TX/RX Crairs

WUAN MAC
LAN MAC
LAN

wi<

UBNT AP MAC
Brigge Signal Strength
Station WOS Horizontal / Vocticat
ubnt-bridgo Nose Floor
WPAZ-AES Transerk CCQ
v533 TXRX Rate
00:35:38 ArMax
2011.07-28 121832 ArMax Qualty
1172482 MMz ArMax Capacty

Ao 40 MMz (Lower)
33706 mios (0.9 km)
22

00 1560:9€:17.:68
00.158D.6F 1768
100MDps - Full

001580 5E19.69
LB

-57 1 .84 dBm

-85 dBm

100 %

THANEe .57 dBm

300 0 Mbgss / 300 0 Mops

Enabled
-
mn

Throuahput | AP information | ARP Table | Bridge Table | Routes | Log

WLAN

nENEs 08 %
RN 155 %

B RX: Otps
B TX Obps

we D

N
1 W RX: Obps
®
w1 IR TX Obps
p
»
:Ct‘
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