cuuaall72iaall «lalall o T
Extended File System

ExtSIDisk§ifsiiout

yﬂﬂ@s&”éﬁﬂgw&b@g& 53

2019 /3 55315/ 3y / JsH s3ler

C
dilzgs

& & ®®®@@.mm! W] amy


http://www.alkarama.org/
http://www.rachad.org/
https://en.wikipedia.org/wiki/Anti-Police_state
https://en.wikipedia.org/wiki/antimilitary
https://en.wikipedia.org/wiki/Anti-Monarchy
https://en.wikipedia.org/wiki/Anti-Zionism
https://en.wikipedia.org/wiki/Anti-Spy_(NSA...)
https://en.wikipedia.org/wiki/Anti-State_terrorism
https://en.wikipedia.org/wiki/Anti-Gay
https://en.wikipedia.org/wiki/anti-sufism




006. ISI 11
005. sl 1.2
006. 185,41 JSI Olegase 1.3
007. Jdogl JiSI Olegase 1.4
007. 10sSJ) de gomall do3bl digdl 1.5
007. Lolsdl duygdll Ol 530 1.6
008. Ayl O B39 IS modgs dulew 17
008. g oemhl 335 1.8
008. 8,uSI Uil panass 1.9
009. dall bl 1.10
009 Gaal) 8591 1.10.1

009 (z720) il U 111
009. 85l Bazell (ailasdl 08 112
010, (Ol plal) ddoy GULy) Ll dL:S))
015. J5SJ1 de gozma (ols) Caross Jgd
016. SBLI SIS 5 duw gl Ol 50l A5LS Ol gdias
017. o431 Ol 550 Sz
019. duppdll fi5e g 5.1
020. duypdll 3o dlzal 52
020, du gl S5 & duesll eixYl 53
021. inode.i_block dLS ) gauira
021 & OMos / dyyey OMos 6.1
021. JSU 8 rile 5elly 8 LU Sl 62
022, Skl 8,25 6.3
023. Laall ObLI 6.4
023 RURURCHERN
023 dasd) (Lugdadl) DoVl 7.1
024. Sl 8, Aol 72
026, Buzebl aslasdl
027 ilasd) sbewl wylgd 8.1
027. (05352 Hlme) Sl oSt 03153 8.2
028. Jogll sus3 o Olalhl plss dleo
029. (&g wdy 3930 S 3laz) Solg=dl 48 pllas
029 sl 10.1
029. Gl Eolsadl 08 10.2
029 ASY) dusss 103
030. (&31sdl a8 §) Ll ALY 104
031 Ciogdl dS 105
031 Sl dS 106
032. (woads / sl3)])) JU¥l LS 10.7
032 Jaw) S 10.8
034 Slase
064 &zl

10

11

12






Layout Tdass

 [133] 6,59 Sl el 5sde Cile dls ol BY1 e CLLLI831s] § EXT dble oo shio] ,oT pasias Wl 551 dalaily (uSid s Ol o3 plase [135] 8,8 8,0 Siliks dobi 5525 62
sz Ol saze @ dihie IS ddlie ) Time Sl &y o3 0 A wis &ylas) 83 9eome dihatay 103 EXT § dolukl UBS/EES oS3y Olale pllss guanad (3o 8l stune &1 Lo off SULL)
1181 o058l A sl bacasly Jas 5 Y EXT § JaSU1 oS0 UES/FES Olile pllss 3 ilahul) Ole gambl o Lo e Sl gzl oo SBONBRRE] - ity JiSU] sus udss ellas

(bl g8 ol 3 1) Gl T Sl Bun (e Julilly ol adind e gonbl gudi ot LT US o Blisdl sl JSUI mame

Ot de gazme JS CobelS 4 o Sul) AU e OYs block_size_in_bytes * 8 JWS wlus oSeo gl s_blocks_per_group Ji> § superblock[112] L)l AUl & duow JiSI) de gomme paner
dsgaze 120 éi 119.265472412 = 32768 + 3908091:lis (JiSI ds gommn oz o 32l gz dowd Jolo (58w JiSII Ols gazmn 3us (4096 X 32768) Cubliws 128 Johu (4096 x 8) 4LS 32.768
B3 S ds gaze slitwly CobolS 32 pamoy Susly US

llsio Of 08 . ext2/3 LU dalail e By puaad) uds Loges mS (ard (a3 I (1bd2) Golamdl 08 Jshor sbiziuly . po §oa (sl 0,8l U] (3 Usodl gz EXT4 Olake alis §

[103] _e2fsprogs-1.43 de3o-9 Linux 4.12 (S SlylioY dysleme 0553 O cazy UL Sk Sliy =3 . djwong Ca3hl GllasMa ) Tolizul s LayT [104]extd Ol s guaz 0o Yo padl

Partition

-t o
-

Boot sector Block Group 0 I _ Unused sectors

Super Block Group Descriptors Block Bitmap Inode Bitmap Inode Table Data Blocks

W1 ISy O5Sw JiSU1 de sazmall 6 lembl bkt Ly 55 BBLINUES & 035 UL Osans (guadl)) SUaLL plss dyly & SHPEHIBIOOR L)) ASU1 G 0355 Aol UL plss Coloslna

0 degambl dily U3/ § i L=l LS Olegantl Glivoss | Olegaml] Cauogill 83gmme J55 | S I L35 d8shan | dupdll Ol 35k L5L3 dsdans | du,gdll Ol b5 Joder bl JiS
Group 0 Padding - Group Descriptors = Reserved GDT Blocks [50] Block Bitmap Inode Bitmap Inode Table Data Blocks
Cob 1024 as 1 &S &S as1 sl &S 3,8 JS

ol 1024 ASY pzme OIS 13 (S (&SI gz OIS L) 1024 Coll do13] wis Tos superblock LS 1ig)s x86 & 38) Ol ks el Carekty Lol 83 2mma 0 JiSU1 ds gamma Ji3 of § ol 1024 U
28,2 IS Olegaza § az g3 Y (0 STl de gazma sliuly) Coly 1024 S5 .1 ALY § sSiw superblock

diclas oSy ddae Widitun OlalLl el muwgn -Lowd) block bitmaps &luy J85 group descriptors J=; "reserve GDT block” JsS Jol e dolus ppasiw mkfs 3101 & 50 Jsl pladl dags wie By
1501850 1024 jlaay SUELL plis woer

sb.s_inodes_per_group * sb.s_inode_size dasd ¢lgi>Y 4S5 Ul iU oo Jolgze Bl 9o Ul .inode table @8se susi. grp.bg_inode_table_* Jsi> Group Descriptors Gilesazdl Ciiogs &
O3S Jasls Ol gi & 053 Ol 35w inode table g bitmaps S Lol . JiSU) de gace dols & 058w «Duzs O] group descriptor table JiS' super block dlis Ol 95 ol olimll s 7 deutlly
indirect block (8) ils yll JSII by dile data blocks Olalll Gly IS o oo O5Siw &bzl dolull (flex_bg 83w gel) dilie Olegame § 055 LadS sf dnode table asy bitmaps (3G
.extended attributes [121] duiebl paslasdly extent tree [120]babl 8,2 JiS ol amaps

) gl JiS degame US § uol9 Jguz Jlas inode table § miyg Coll goxo ellay I [01][116][115] (4w 1pd rb3e) Inode oy cile Jzew 8 0555 (o) o 5 cilo JSJ dbogll SULI

inode number ALl du g8 3s A ] bes (Al gl Goits dncuy bl JSka ge Bole SN O¥tas LG Gl Y1 LIal) daasd] JiSU1 G @5 ol [117] LI Ao e & O pbnse

(inode number + file name) JJul &Msue
Inodes

file1.txt |\ Slalbl Sbls S
[&aos by |

[ iletopd [y ol |

blocks JiSJlg dnode du ,48)l 4509 Directory entry JJul dsue G &M=


https://en.wiktionary.org/wiki/pointer
https://en.wikipedia.org/wiki/Filename
https://en.wiktionary.org/wiki/Parent_directory
https://en.wiktionary.org/wiki/Parent_directory
https://en.wikipedia.org/wiki/Directory_entry
https://en.wikipedia.org/wiki/Inode
https://en.wikipedia.org/wiki/Directory_(file_systems)
https://en.wikipedia.org/wiki/Computer_file
https://en.wikipedia.org/wiki/Metadata
https://en.wikipedia.org/wiki/File_system
https://en.wiktionary.org/wiki/Group_Descriptor_Table
https://en.wikipedia.org/wiki/Data_(computing)
https://en.wikipedia.org/wiki/Partition_(computing)
https://en.wikipedia.org/wiki/E2fsprogs
https://en.wikipedia.org/wiki/E2fsprogs
https://en.wikipedia.org/wiki/E2fsprogs
https://en.wikipedia.org/wiki/E2fsprogs
https://en.wikipedia.org/wiki/Linux_kernel
https://en.wikipedia.org/wiki/Linux_kernel
https://en.wikipedia.org/wiki/Linux_kernel
https://en.wikipedia.org/wiki/Linux_kernel
https://en.wikipedia.org/wiki/Big-endian
https://en.wikipedia.org/wiki/Journaling_file_system
https://en.wikipedia.org/wiki/Little-endian
https://en.wikipedia.org/wiki/Kibibyte
https://en.wikipedia.org/wiki/Mebibyte
https://en.wikipedia.org/wiki/Kibibyte
https://en.wikipedia.org/wiki/Hard_disk_drive#Seek_time
https://en.wikipedia.org/wiki/File_system_fragmentation
https://en.wiktionary.org/wiki/block_allocator
https://en.wikipedia.org/wiki/Unix_File_System
https://en.wiktionary.org/wiki/cylinder_groups
https://en.wikipedia.org/wiki/Block_(data_storage)
https://en.wikipedia.org/wiki/Unix_File_System
https://en.wikipedia.org/wiki/File_system#Metadata
https://en.wikipedia.org/wiki/Ext4
https://en.wikipedia.org/wiki/GNU
https://en.wikipedia.org/wiki/Linux_distribution
https://en.wikipedia.org/wiki/File_system

Blocks I

Olasg § oz S5 1o y9s 063 ol g e 0655 OF s Glelhall sus (LobilS 64 5 1 o [41]Oleld degoma (o 85k AUy SIS (o Slamg o 5ol dolus ¢35 extd Olile pllas
doball poe o ;ST ALY gz OIS 13] QL plsS hog § USLis delgew pasal] 3T Lols . CulislS 4 &3abl dogdlly ankfs (o3 § Sasw [62] ASII oz block groups JiSUl Ols sazes a3 ST

A 2% ey O Sy UALLI plas '64bit' 8300 (5503 Ulor §9 $ALS 27 ety OF (Say OlaLL] pls Bolell § (CybiskS 4 Glorio Jai elley 1 1386 plias hs CalislsS 64 Yao) &SI

el Syadll Slalll el sgue
Cu-64  Cu-32 CobslsS 64 Cobsls 4 Cobsls 2 CobelS 1 pais
N 2 2 P 2%
Blocks S
\/ P 264 264 264
v v 2% 2% 2% 2% Inodes (Icale Bude «ile Jorw) du ypd Ol 50
v v Coblis 256 Callys 16 ol 8 Cobl,s 4
File System Size Sl s e
v Coblig 1 Cobly) 64 Cablyj 32 Coblw) 16
v v 524,288 32,768 16,384 8,192 Blocks Per Block Group de game JSI USUI dus
v v 524,288 32,768 16,384 8,192 Inodes Per Block Group dogaze JSI dujqdll Ol 50 dus
v v Coblows 32 Cobliwe 128 Cobliwe 32 Coblis 8 Block Group Size NEUREIVESPer
v v 2% 2% 2% 2% Blocks Per File, Extents O « cale JSI S sus
v v *4,398,314,962,956  1,074,791,436 134,480,396 = 16,843,020  Blocks Per File, Block Maps (S ) IS )y e JSI JSU1 sue
v v bl 256 ol 16 ol 8 Cobl,s 4 File Size, Extents CObae (alll gz
v v Caolil 5 256 Coblys 4 Coblous 256 Coblows 16 File Size, Block Maps (U o) IS gy et oner

(59aombl Jiodl s apus 22 (35 Ll o)) *

SY S dalssl ge Sas O oSes Lo udls pedds Ol pllas e AL 2% Jgl pad o 55 OLabl pusiias G15.ALS 2% Usl ged @053 Of ey (SU1 by (6T) Sball paseas ¥ Gl Slall)

Flexible Block Groups V&5, IS Ole gasa

3o S degaze Jsl § inode table 5 [32] bitmaps o JS Ololus Cusy Busly didhiie degaze § (16 O g8 L3use) 8)slxie SIS Oilegasme Sue &A?ji by o extd Olale plas G 8usus 8300

:[55] (L0 Olegaze 8 éi) IS degaze 120 go 16 poxon flex_bg JS JWI JL) § flex_bg & &Y U Ole gama Fuez (o= bitmaps s inode tables Joiid sa0%5 flex_bg & 0 degaza JS

120 Block Groups inside Flexible Block Groups

Flexible Block Groups 0 1 2 3 4 5 6 7 8 9 10 | 11 12 |13 | 14 15

0 0

1

2

Primary superblock, Group descriptorsc GDT/GDG. dutuo gJl SULI auas 0 JiSU) de gazs .Block Group JiS ds gase juxs duds JS 9 Flexible Block Group &6 JiS de gase iz 2o JS
814927 259 7 53 d Olegazhl § ks (55w group descriptors s Superblock . Jas>M LS9 .Block bitmap. Inode bitmap. Inode table, Data blocks

& ,b) de gaskl J51o JiSUI Olegaze @ass (3o inode Tables s inode Bitmaps 5 Block Bitmaps :ddo ol SUL) gedas &y JS degame JS & JoVI IsSUl de gamme

112 S RERAREE - =5 <\ 5oz 8 bt (oius (3,591 1) 8 & 41 JiS)) desazma OF ooy . BT 55w Colesaceld 42y

5 superblock g Aoz g Ledls Jis (55uws .08l e 88U lall) Lol bl o35l J) &LaYl (debogl] SULI) feand g s s ) Lo ll SUL dlows 3 O35 i 356 1,36

- sb.s_log_groups_per_flex A 2 1750 (sSuw flex_bg JSis 2l JSUI Olegame duss flex_bg 8540 08e3 Al § 1o (sparse_super [86]85.0l) 8 5) (LUl Ole gz & group descriptors
Ol usll gl flex_bg & b1 JiSUl Ole gazs a3 OIS 13] Bt 1is .metadata dioy SUlo L §as baid Obls JS lgelame JiS Olegase dis @ sparse_super &3 9 flex_bg 83 (0 mezdl
I B gl JSU1 de gzme 955w block group 0 ds sazebl il (§3,3 3us ). .7 35 3 susll ol sparse_super Olegamay (flex_bg § Ul Ol gama dus e dowdll duy 1 /293 2a5)
.group descriptor table 5 superblock giiw block group 1 de gambl sparse_super 8310 (awos inode tables s bitmaps s GDT s group descriptor table 5 « Primary superblock :g gio3
& JsSUl Ole saze 4 .inode table s bitmaps (s gi5 (oMel dblasd) i) Buyiz & pe S ds saze Tud Of 5Say block group 16 ds sazdl « flex_bg & LI JiSUl Ols sama gz e Iolazels o5 oo

.sparse_super &3 o group descriptor table g superblock (e gud et I JiSI) Oolegazme eliwl catd OUlo S5 §gSaw &,b) degasxl]


https://en.wikipedia.org/wiki/Backup
https://en.wiktionary.org/wiki/continuous
https://en.wiktionary.org/wiki/loading
https://en.wiktionary.org/wiki/metadata_locality
https://en.wiktionary.org/wiki/Grp_Desc_Growth
https://en.wiktionary.org/wiki/Reserved_Group_Descriptor_Table
https://en.wiktionary.org/wiki/inode
https://en.wiktionary.org/wiki/inode
https://en.wikipedia.org/wiki/Bitmap
https://en.wiktionary.org/wiki/logical
https://en.wiktionary.org/wiki/block_maps
https://en.wikipedia.org/wiki/Extent_(file_systems)
https://en.wikipedia.org/wiki/Computer_file
https://en.wikipedia.org/wiki/Extent_(file_systems)
https://en.wikipedia.org/wiki/Extent_(file_systems)
https://en.wikipedia.org/wiki/Computer_file
https://en.wikipedia.org/wiki/Gibibyte
https://en.wikipedia.org/wiki/Mebibyte
https://en.wikipedia.org/wiki/Yobibyte
https://en.wikipedia.org/wiki/Zebibyte
https://en.wikipedia.org/wiki/Pebibyte
https://en.wikipedia.org/wiki/Tebibyte
https://en.wikipedia.org/wiki/File_system
https://en.wikipedia.org/wiki/Inode
https://en.wikipedia.org/wiki/Block_(data_storage)
https://en.wikipedia.org/wiki/64-bit_computing
https://en.wikipedia.org/wiki/32-bit
https://en.wikipedia.org/wiki/Kibibyte
https://en.wiktionary.org/wiki/Item
https://en.wikipedia.org/wiki/Block_(data_storage)
https://en.wikipedia.org/wiki/Page_(computer_memory)
https://en.wikipedia.org/wiki/Intel_386
https://en.wikipedia.org/wiki/Page_(computer_memory)
https://en.wikipedia.org/wiki/File_system
https://en.wikipedia.org/wiki/Mount_(computing)
https://en.wikipedia.org/wiki/Mkfs
https://en.wikipedia.org/wiki/Kibibyte
https://en.wikipedia.org/wiki/Disk_sector
https://en.wikipedia.org/wiki/Block_(data_storage)
https://en.wiktionary.org/wiki/units

Meta Block Groups ! ddio gl S Ole gasa

oy (Cob 27) Cobliw 128 ubl i) degame gaxo ) Shatlly S degama Jsl & group descriptors JS Ole gama Choo gl fud paes i on el OlylaeY [95] META_BG )Ll 9o
o153 256 51 cob2® = 27 x 27 ] Glalll pls LolS e (pe doxpes 1 LS ds gazo 27'= 64 + 27 ellial LI § exta Olale pllal) oSy «lul-64 Olegazd

o Sl Il (S Olegama (30 dakie o yle Basly IS 8,88 dibog S Olegame J] extd guds (g (2.6 uSad) ext3 § Loyl 83525kl META_BG 85 plaseiuly ol | dlSall 1is Jo
oo Coblouz 8 o1 (IS ds gaze 64 Gadipw umlgll diiog)l iUl desazs (gud) Lo (LobolS 4 AS)l oo Cabsy sl extd lals pllss § oo 8l s busly AS § 0555 OF oSy Wil saze
L didog IS degaza JS o S degame sl J] Cilalll el JolS WSl oY1 JSUI de gazma (po group descriptors le seodhl Cioogs 90 d,58 Bgw META_BG 810 .04l doline

Coblis 512 Olale plas esus gross g1 27 I LS Ologazmoll 028V usd) @859 1 didog S de game IS 3 8y5-Yls &l e gamll § QoS dbliml gy

degaze dlay § group descriptor du=ly dlS = superblock wo g3 .group descriptors (o Jolall 8 ysito LSS LS superblock disS Coo Jlodl labascdl Slalbl el dco (3o Yo iz 5u33 &9
5@ group descriptor &y ez Ol Lass .group descriptor dusly dliS daulgy lyios (S G IS Ole ez gasd §sSaw metablock group g didogll xS desaze & 8,5 Yls dslls (JoY) JsSUI
izl badasall plascialy o] ST dabil elid) (Says . CubishS 4 AS Slale dalsil § de gama 128 o o (CobalS 1 AkS Slake Lokl § ds game 32 jad Bgw meta-block ds gams ol 32
izl sl e pasaus JiS degame Jsl JI ey G superblock § s_first_meta_bg Ja>s Bsg>ohbl Olall delasl date e Sole] Joasy sl group descriptor lis
«e2fsprogs-1.44.0/tests/m_meta_bg ale (o JW Jsuazdl GULy .block and inode bitmaps GULI JS 9 du 144l Ol &30l 3L Ol saall 8,48 § BLOCK_UNINIT Js= dolg)! daoMLl g2l

128 block groups inside metablock groups

metablock groups | 0 1 2 3 4 5 6 7 8 9 10 | 11 12 | 13 | 14 | 15 | 16 | 17 | 18 | 19 | 20 | 21 | 22 | 23 | 24 | 25 | 26 | 27 | 28 | 29 | 30 | 31
0 0
1 32
2 64
3 96

SPATSEISHDRT 5 meta_bg 00 subl plasial U JaoY e gazs 128 ¢ sazas d gz 32 (adis de gazea S (S 1024 de gazs S (131072 LUl sde «Cly 1024 OIS &SI oo Jlak i

Group descriptor, Block bitmap, Inode bitmap, (1 4SUl @) Primary superblock (a5 [0 JiSUl degass . JiS degamme s 4> SS9 Meta Block Group duos JS de gz yum o JS
125814927 2597 53 Olegambl § haid (sSiw group descriptors 5 Superblock (e . JInode table, data blocks
et pocs [EBI] <.\s sl &5 Block bitmap, Inode bitmap, Inode table, data blocks _le- J] Group descriptor ge 145 duios IS dssazes US 3 By Sls dniils JsS1 Sl e gz

.Block bitmap, Inode bitmap, Inode table

Lazy Block Group Initialization ! Sl de gamxd dle5h1 dig!

el dogas. JSUl ds goml Lo oll UL 5o 6,51 ol32Y1 Zgs hss o mkfs OLalLl alss sly 8151 (Sa3 I EXT4 § Sugazdl Oliull uo] o JiSI) ds gacme Cioly § &L aYeYl
(oas Y éi) Lead o o 0,8 (e bitmap S JWbs lplus Sy de gazd) elld inode and block bitmaps 45! &l saaoll ol &5 Il BLOCK_UNINIT 9 INODE_UNINIT
fixed-location block group metadata Colill g8oll IS S degazd dibog GllLy s peds U JSJ) degamme sl empty block group 8 ,elill JxSJl de gaze Jlo 9o 1o Logas
47).4415)) § inode tables digs & 3ladl e daizdy elsd) lin (pasd biw mKfs 3151 ¢ diigs o3 48 inode table Jsue o Lizs INODE_ZEROED
Ao 3 Lt ¢ € mXis Liup @5 48 Inode =
el jasd wie e2fsck @ s Olalbl plls elis] sie mkfs NS &3 (A= bitmaps g inode table Jyuz J] Hlao¥l LS g

bl guds ) g "uninit_bg" 4k dumpe2fs z,> § ;SI RO_COMPAT_GDT_CSUM g superblock § 85.bl odn ole ol sy

Special inodes Lol duw 48 Ol Ji5e

QW szl & gl ) Lokl sl Ol b3 s baitoy EXT4 Olile pliss

o il 53 Sl &l 5,8
0 139] (pasiiag ¥ / Mol azsy Y 13) 0 duyadll 30
1 EXT4_BAD_INO (385 JsS) el S da &b 550
2 EXT4_ROOT_INO ol LISl G g3 550
3 EXT4_USR_QUOTA_INO tJéchU das duwpd B30
[13] (0,8l deesaid] )
4 EXT4_GRP_QUOTA_INO degamll da> du ygd 50
5 EXT4_BOOT_LOADER_INO (£Y8Y1 5,45) £Y8YI Losxo dugd S350
6 EXT4_UNDEL_DIR_INO B gdonkl WAL gl sl LIS duygd b5e
7 EXT4_RESIZE_INO [96] [50] ("resize inode®) GIALLI pliss guma Bale] / 8392enbl Ol goorl Slisogs duyd 250
8 EXT4_JOURNAL_INO [113] Eolsodl 4B duvygd 550
9 EXT4_EXCLUDE_INO () (pladl / SLalll Dlrld o) izl 5l duezs 890) snapshot dSWESYI dae )l ygall sl Cexclude” du 3 S50
10 EXT4_REPLICA_INO $ duny o] Ol amy o pitany Aoz gt s ygd B30

11 EXT4_GOOD_OLD_FIRST_INO 105] (superblock g s_first_ino Ji=> ?l 1) dost+found JJWl OS5 8ale . jgmone jue @x:l.ii duy48 ;350 J 5T


https://en.wikipedia.org/wiki/Lost_and_found#Computing
https://en.wiktionary.org/wiki/upstream
https://en.wikipedia.org/wiki/Replica
https://en.wikipedia.org/wiki/Boot_loader
https://en.wiktionary.org/wiki/group_quota_file
https://en.wikipedia.org/wiki/Disk_quota
https://en.wiktionary.org/wiki/user_quota_file
https://en.wikipedia.org/wiki/Root_directory
https://en.wiktionary.org/wiki/defective_blocks
https://en.wikipedia.org/wiki/inode
https://en.wikipedia.org/wiki/dumpe2fs
https://en.wiktionary.org/wiki/output
https://en.wikipedia.org/wiki/Background_process
https://en.wiktionary.org/wiki/initialize
https://en.wikipedia.org/wiki/Linux_kernel
https://en.wiktionary.org/wiki/unset
https://en.wikipedia.org/wiki/Mkfs
https://en.wiktionary.org/wiki/initialized
https://en.wikipedia.org/wiki/inode
https://en.wikipedia.org/wiki/inode
https://en.wiktionary.org/wiki/fixed-location
https://en.wiktionary.org/wiki/empty
https://en.wiktionary.org/wiki/is_not_zeroed
https://en.wiktionary.org/wiki/on-disk
https://en.wiktionary.org/wiki/on-disk
https://en.wikipedia.org/wiki/Bitmap
https://en.wikipedia.org/wiki/Bitmap
https://en.wikipedia.org/wiki/Metadata
https://en.wiktionary.org/wiki/initializing
https://en.wikipedia.org/wiki/Mkfs
https://en.wiktionary.org/wiki/enable
https://en.wikipedia.org/wiki/Ext4
https://en.wiktionary.org/wiki/feature
https://en.wiktionary.org/wiki/block_group_descriptor
https://en.wikipedia.org/wiki/Flag_(computing)
https://en.wiktionary.org/wiki/features
https://en.wikipedia.org/wiki/Data_(computing)
https://en.wiktionary.org/wiki/block_group
https://en.wiktionary.org/wiki/existing
https://en.wiktionary.org/wiki/on-line
https://en.wiktionary.org/wiki/resize
https://en.wikipedia.org/wiki/Kibibyte
https://en.wiktionary.org/wiki/block_groups
https://en.wikipedia.org/wiki/Byte
https://en.wiktionary.org/wiki/collection
https://en.wiktionary.org/wiki/variable-length
https://en.wiktionary.org/wiki/set
https://en.wiktionary.org/wiki/scheme
https://en.wiktionary.org/wiki/format
https://en.wikipedia.org/wiki/Pebibyte
https://en.wikipedia.org/wiki/backup
https://en.wiktionary.org/wiki/congested
https://en.wikipedia.org/wiki/Gibibyte
https://en.wiktionary.org/wiki/partition
https://en.wikipedia.org/wiki/Kibibyte
https://en.wiktionary.org/wiki/block_size
https://en.wikipedia.org/wiki/Block_(data_storage)
https://en.wiktionary.org/wiki/group_descriptor
https://en.wiktionary.org/wiki/group_descriptor
https://en.wiktionary.org/wiki/structures
https://en.wiktionary.org/wiki/block_groups
https://en.wiktionary.org/wiki/cluster
https://en.wiktionary.org/wiki/partitioned
https://en.wikipedia.org/wiki/Linux_kernel
https://en.wikipedia.org/wiki/Tebibyte
https://en.wikipedia.org/wiki/Byte
https://en.wiktionary.org/wiki/block_groups
https://en.wikipedia.org/wiki/Byte
https://en.wiktionary.org/wiki/group_descriptors
https://en.wiktionary.org/wiki/group_descriptors
https://en.wiktionary.org/wiki/group_descriptors
https://en.wikipedia.org/wiki/Mebibyte
https://en.wiktionary.org/wiki/copies

Block and Inode Allocation Policy du gl O B30 IS @395 duwlw

Jl Jsosl dsiilly oo 8l 8 0 o i ((Colt] o ,8) Hlsll oo a1 e il pamy O3 dlall OIs JSUIL blassYl . lals plis § Taz dglhe 8500 GUL ddoxs O extd & O shbl &of ua)
SURY Jlozl sasdl s ge Sl BB lb JS pamor § w353 OF oS dulonll o809 S soxia 132 az-3 Y SSD ol 31 e s disk 1O 0,81 72l g Jos] Slazg @ e JWlg (LI LS
O] Cumr Ak S B3ell ks 63 oy gmmle Sy Ol LS Sslel ¢ s OF oSy L) cerase block Busly rawe &S e S GLLSII L5 Lal Ly 058 OF oSy duleell 0d

e Gl (ol dolus (o CulislS 8 paasy B0 Jsl Ll 2Las] wis Y1 1ia mballoc[126] dousall JSUI (pams 535 Bioill e 4,5 § extd Olabs pllss lyossiiy I JsY1 815Y1 of &SV
S susmte sae & AL GBLy 0995 diie (6 kall Olalel) dlalSI) GLESH § L) oo pmosedll OIS 13] oS0 dousiians sl ppasdl p o3 o3 il 3o wies L3 ulS et doludl o1 (21781
LS o1 i wo,l)l e el gosbl 8 Je gy S s walll LS Olrgwd Sl ge w3kl J] Gl zloy bauss chlbsll e § delayed allocation [28] JSU 5kl pavasal sl &JY)
O dal s (8,511 8lsall ellgrus o ssync() elesul o ol duditll dlao (o (i) bad b9 pal) 55w bl @bl U] il . 0,1 J) diirty buffer[26][125] (‘dlase) Bkl Ol gall Sy 435
okl olay dadh w8 Clall) pllss dsa

g Ol &é,v.LinodeilgTleﬁouﬂle%&@;eumﬂémQnubép'nﬁal.i.m 116][115].inode 4z 53 Cuo JiSII de gazme puds (o aLbI JIS e el Jglow Olalbl el a1 4491
1O Sldas sy o oo Calll Sl IS I Gl 03 QL Sy &S
e 58 lgelazz) JWbs dlo OIS JJWI & Ll gaez OF ol 581 JecolSal O] ddwl az gy G JiSUI ds gazeo s § Julull § inodes gaez mdss :dsyl I &IV

LI & s el wie - Buasio 38U du st Bime s (oSI . OULl dulows e Bolisl) 5 2all Glslod] 0 tCabline 128 JSUI o Slegozs ] go,dll e 35l o g 25505 o2 rdumslid] &3

s blobs [36] g 55 e oY1/ OaLL) O Ly £50,80) 58 DY 15 § wslag M Loz O ooy (A 2V dlaoebl JsSU1 ds garma § Il IS g JiSUI Ole sozme pamins inodes (pass ydodl
58 A8l5)) AoVl g eloYl uds ey CIUN Ol by (SISl sazs o easl] 15y Jagasedl N 5. I 501 de gazme ) dbluy Jitipw paiasd] dasls JiS ds gaze Ji3 deV] (gotull
(Bahyol ISI mame diolss il gly) loll ol dulgs

Ol B3o5 elal) 3 eddefrag 31T plasial Ladls eliSiay LYl sdn guaz il 13] dads

Checksum ¢ gozcbl 333
(2012 15655 50 1yLiel) 3SJ csuperblock AL L) yadiiw &glall | 5855 din))lgs 9 .metadata_csum go 85.bl ole 2012 Jie [48]- jbd2 5 extd SUL Sla e.mi § 29790 gonmdhl (3305

Wy UL Lty gon @8 s 64bit 830 S isntl] o 16 Jaid 0355 W) 2032 £ sz 38 JalS elsiod A5 doluns ellas Y SULI JSka (s .cre32e o dose bl buogll duny ol

Aol QL dabsl Guresize2fs g8 1 plascial O9uy pudd J3YI e 64bit Jass Jlamial g5y ¥ 8552 bl C-32 debsl (o & e 8,85 Clly JSLa e Lo-32 meoloedl 335 JalS (355 0Say

SaoleY e2fsck -D Juas pastuck! (o b g gazehl (3805 B3LoY 3L dolue elles ¥ Lo JiS tune2fs Bslo 13 .waL«uS” Slasdl s tune2fs -O metadata_csum Judiy ¢ geze 3345 Lo oSy
Esazbl B3 Lame 0553 o) DYl Bshazdl oda pasudl dales 13][25 L htree (uylgd Ols5 hadm B3lels Sl Olale (oo Aol & soll A13] § 8431 & Lal i gualnll (8845 e oY 5Ly

oM § Lo slizuly (2013 539557 dus ere32c osSiws) superblock Lasuss ¢ sacbl (3845 U1 g semma 335 00 g9 IS § U535 I (SbSall 5l) Gl ol

Loy Obls g5/ gz oy
Lle s _le32 4 superblock dLS J&15 § §95uw UUID G ymse ¢ gazxbl 3845 Jio> i superblock dbS JalS
Logll 5as3 (e diles _le32 4 ¢ gkl 3845 Jdo > MMP dlS LIS + UUID
Sutas ailas _le32 4 (o OsSuw ¢ gaockl 385 Jis) Buall paslasd! AS JalS + UUID
sl oMo _le32 4 £ gaml 385 Ui s ohs I Al Aeall i JJull &S + inode Mg 63, + inode 3, + UUID
HTREE 3,025 sie _le32 4 (a0 OsSsw g sazeb] 385 Jam) HTREE L + dodlall Sball geez + inode wJsi o3, + inode (3, + UUID
Obae _le32 4 g gozxbl 3845 Jio o gkl dlS JalS + inode uJs3 @3, + inode o3, + UUID
LSl Olshas  le32 o] lel6  4/2 (64bit/ ﬂ‘;i) Cob 32 degandd Chnogd oo OIS Al § mhitieg group descriptor § 035w meeloxhl 3855 .[32] d5L d8saall JolS + UUID
il O 85 _le32 4 ol g sazme 3805 Alley inode JS (yio (sSuw ¢ sazbl 3345 Ji>) inode JalS + inode 13 63, + inode ¢35 + UUID & =l
Olegazdl irogs _lel6 2 dadsil] Co 16 haid 0358 Ol mees § crel6(inogi JolS+de gazll (3,+UUID)gdt_csum dl> 35 (vogd) JolS+ds gamxll ¢3,+UUID).metadata_csum dl> &

Bigalloc 35Sl ISJ) panasss

4 Y extd 5,5 OV sl G 3o ity MMU 3 SI1 8)15) bus o slisd] ahame hs pssubly @Slidl dxball oo 3815y M (Lol 4096) CobiolS 4 9o extd § 4 Jsashl AU gz Y1 i
UL [15] &3 o5 ol i duiz 88U SUALI pusiias U gl @ slhas (IS s (o Olizs aaromy 00,8l IS parass Jl &1 e & S doxivall e sty ) WS oo e ol
Blin)) st JSU 5L O ghall (S us (superblock § s_log cluster_size Ji> § (35bl) mkfs oo JiSUI dofiie poxo (s uatun plad) pus bigalloc 83 Lo ,8 65 8,ua)l oda . ddooll

AV 2o i A s 5l preato 30V pavasall Busg Wl & s (hadd Coblin 128 o Yoy) Coblove Sus pzon 0555 Ol oSy JSU Olssazee o sy 1 83,8040 LU Gudds

" e Cses G128 el Caad ol gdly e 45T g extent[120] Lkl 8,25 § "JESII e Yoy 98l (o Ola g plusiial §" gusd g Olegeme TaoBao slisl s Ol ladl 1s §

2015 gole din ka3 o) 8,44)1 ell5 "extent tree v2


https://en.wikipedia.org/wiki/Extent_(file_systems)
https://en.wiktionary.org/wiki/patchset
https://en.wikipedia.org/wiki/Directory_(computing)
https://en.wiktionary.org/wiki/minimum
https://en.wiktionary.org/wiki/allocation_unit
https://en.wikipedia.org/wiki/Mebibyte
https://en.wikipedia.org/wiki/Gibibyte
https://en.wikipedia.org/wiki/Block_(data_storage)
https://en.wikipedia.org/wiki/Data_cluster
https://en.wiktionary.org/wiki/track
https://en.wikipedia.org/wiki/Bitmap
https://en.wikipedia.org/wiki/mkfs
https://en.wikipedia.org/wiki/Block_(data_storage)
https://en.wikipedia.org/wiki/Data_cluster
https://en.wikipedia.org/wiki/System_administrator
https://ext4.wiki.kernel.org/index.php/Bigalloc
https://en.wiktionary.org/wiki/feature
https://en.wikipedia.org/wiki/Metadata
https://en.wikipedia.org/wiki/Metadata
https://en.wikipedia.org/wiki/Overhead_(computing)
https://en.wikipedia.org/wiki/File_system_fragmentation
https://en.wiktionary.org/wiki/huge_files
https://en.wikipedia.org/wiki/Block_(data_storage)
https://en.wiktionary.org/wiki/units
https://en.wikipedia.org/wiki/Page_(computer_memory)
https://en.wikipedia.org/wiki/Block_(data_storage)
https://en.wiktionary.org/wiki/code
https://en.wikipedia.org/wiki/Memory_management_unit
https://en.wikipedia.org/wiki/Computer_hardware
https://en.wikipedia.org/wiki/Page_(computer_memory)
https://en.wikipedia.org/wiki/Byte
https://en.wikipedia.org/wiki/Kibibyte
https://en.wiktionary.org/wiki/Group_Descriptors
https://en.wiktionary.org/wiki/lower
https://en.wikipedia.org/wiki/Bit
https://en.wikipedia.org/wiki/Inode
https://en.wikipedia.org/wiki/Bitmap
https://en.wikipedia.org/wiki/Byte
https://en.wikipedia.org/wiki/Extent_(file_systems)
https://en.wikipedia.org/wiki/Extent_(file_systems)
https://en.wikipedia.org/wiki/Node_(computer_science)
https://en.wiktionary.org/wiki/tail
https://en.wiktionary.org/wiki/valid
https://en.wikipedia.org/wiki/Extent_(file_systems)
https://en.wikipedia.org/wiki/Directory_entry
https://en.wiktionary.org/wiki/fake_entry
https://en.wiktionary.org/wiki/generation
https://en.wikipedia.org/wiki/Extended_file_attributes
https://en.wiktionary.org/wiki/Multiple_mount_protection
https://en.wiktionary.org/wiki/Multiple_mount_protection
https://en.wiktionary.org/wiki/Superblock
https://en.wikipedia.org/wiki/Universally_unique_identifier
https://en.wikipedia.org/wiki/Metadata
https://en.wikipedia.org/wiki/Cyclic_redundancy_check
https://en.wikipedia.org/wiki/Checksum_algorithm
https://en.wiktionary.org/wiki/Ingredients
https://en.wiktionary.org/wiki/data_elements
https://en.wikipedia.org/wiki/Slack_space
https://en.wikipedia.org/wiki/Checksums
https://en.wikipedia.org/wiki/Directory_(computing)
https://en.wikipedia.org/wiki/tune2fs
https://en.wiktionary.org/wiki/underlying_device
https://en.wikipedia.org/wiki/resize2fs
https://en.wiktionary.org/wiki/patches
https://en.wikipedia.org/wiki/Bit
https://en.wiktionary.org/wiki/lower
https://en.wikipedia.org/wiki/Bit
https://en.wikipedia.org/wiki/Bit
https://en.wikipedia.org/wiki/Cyclic_redundancy_check
https://en.wikipedia.org/wiki/Algorithm
https://en.wikipedia.org/wiki/Checksum_algorithm
https://en.wikipedia.org/wiki/Journaling_block_device
https://en.wikipedia.org/wiki/Ext4
https://en.wikipedia.org/wiki/Data_structures
https://en.wikipedia.org/wiki/Checksum
https://en.wiktionary.org/wiki/defragment
https://en.wikipedia.org/wiki/e4defrag
https://en.wiktionary.org/wiki/mechanisms
https://en.wikipedia.org/wiki/Orlov_block_allocator
https://en.wikipedia.org/wiki/Orlov_block_allocator
https://en.wiktionary.org/wiki/loading
https://en.wiktionary.org/wiki/top-level
https://en.wikipedia.org/wiki/Binary_large_object
https://en.wiktionary.org/wiki/loaded
https://en.wiktionary.org/wiki/scan
https://en.wiktionary.org/wiki/allocator
https://en.wikipedia.org/wiki/Root_directory
https://en.wikipedia.org/wiki/Root_directory
https://en.wiktionary.org/wiki/data_locality
https://en.wikipedia.org/wiki/Volume_(computing)
https://en.wiktionary.org/wiki/related
https://en.wikipedia.org/wiki/Directory_(computing)
https://en.wikipedia.org/wiki/Input/output
https://en.wiktionary.org/wiki/seek
https://en.wikipedia.org/wiki/Inode
https://en.wikipedia.org/wiki/Linux_kernel
https://en.wiktionary.org/wiki/timeout
https://en.wiktionary.org/wiki/committing
https://en.wikipedia.org/wiki/File_system
https://en.wiktionary.org/wiki/scheme
https://en.wiktionary.org/wiki/multi-block
https://en.wikipedia.org/wiki/Extent_(file_systems)
https://en.wiktionary.org/wiki/speculation
https://en.wiktionary.org/wiki/allocations
https://en.wiktionary.org/wiki/freed
https://en.wikipedia.org/wiki/Kibibyte
https://en.wiktionary.org/wiki/allocate
https://en.wikipedia.org/wiki/Computer_file
https://en.wiktionary.org/wiki/multi-block_allocator
https://en.wikipedia.org/wiki/File_system_fragmentation
https://en.wikipedia.org/wiki/Ext4
https://en.wikipedia.org/wiki/File_system
https://en.wiktionary.org/wiki/rewrites
https://en.wiktionary.org/wiki/transfer
https://en.wiktionary.org/wiki/request
https://en.wikipedia.org/wiki/Solid-state_drive
https://en.wikipedia.org/wiki/Input/output
https://en.wikipedia.org/wiki/Data_(computing)
https://en.wiktionary.org/wiki/data_locality

Inline Data 8 L) OULI / disall SbL!

& Lss SBLJI 0355 2ol 60 s ol AL O 18] amad] (03 50 2S5 0,8 IS gl (a g 13 (1,5 cinode 515 &g canlidl] o 1z 8 piall (AL Lo 585 836kl 012

A1 Bazall oilasl] daS (o donew mis s (ibody EA") L padl] 30 3t (ot "system.data” Suies deolsS aslou] oSay Bl duolodl dolue U515 conliss LI ddy IS Os.inode.i_block
L] Sotondl Jatnys dyalael AsS jamss d_block + ibody EA 35led bl ez 13] . i)l bhas lydlod] oSy

156 3o aod) OIS S U .(Coly 28 ooy i_extra_isize Jio OIS (x2015 555 die) Tl 256 duvjad e § SULl o Col 160 ] oy Lo 53555 59u8kL O3S Suzab) paslasdl pusius of 0]

. inode dlub Jlsd ;) platu¥) o ol

.yaall Jshy attribute value duolsl dod CSlS Ols i "system.data” Jo oo extended attribute duiss duols dolgs il inline data disabl SBLI 350

Inline Directories 85U AoV / duaall DoY)

Ot § 8592 9e "system.data” duols SIS 13] (struct extd_dir_entry g=ly) <[117] LI SMSde o dohas JoT e cob-56 dolus 3 & .ﬁ‘m LJull inode ¢3) §gSw i_block (o Cub 4 Jsl
OLSW LYl lgiSas ¥ Jdul OMsue ¢ dirent dladie JiSS Jolss EA g i_block dolus disall dsY JoY oY struct extd_dir_entry (o d8ghas U3S 3555 EA dod dnode

dnline data dwall ULl Obgioe gz asuw inode g gome (3845 OY dgs gamme 335 e Baol on Y dall JJal OMsse

Orphan File (z58e) esidl / Jgy=hl alkl
Uaimbl Lot Ol S50l dacud! dhattl &) Jluul Bisdl Slles U5 locking contention[37]5 1 bl £33 JW| jass (I Bugs 834kl 0de 2015 ple Lluy Jan Kara LIS Ol (e 2 tde OIS 13

B 48] O 50 o A3 e ALS JS.JWBI (g orphan list &Y s ekl dosY Coded (Sws 4 o e dolsd] 4y dlall e 508 555 O sy CPU S .S 3us ean iles (lock Jaalls)
458%) ] 8,LaW rocompat flag 850 ol 2o vub 33ukl 0do gddx) yaall ,.& inodes (=l§j o ol orphan file Jgj=bl Calbl SIS mass 5SS e gobi 318 7Y forphaned inodes [132]d) 5=l

:JWE OsSaw orphan file Jgj=bl Calll dS dsvo .orphaned inode records dlgjme du 548 Ol b5e OMizud oty @Bloll § Jgj=bl Calll O JI i sl compat flag eleg Jojmbl Calll pluasil

Ja> g5/ pz= oy

inodes | _le32[] 4 L 286 AN g 92 Bl Jsb.8,8L Al OF i 0 doghll Agsell du pdll O Bia o d3Y

magic _le32 4 0x0B10CA04 Joymbl ALl iU g ol 63 I
checksum =~ __le32 4 (4wl 9393 08 ol i dagzd) AiSU + inode uJ g3 635 + inode (3, + UUID (e JS g gnmme (3845

#9 gl 5o ol 2 duns o] 5,01 2015 sols (a Dlite] s dtygd o2 o s U35kl AL b 550 655

Large Extended Attribute Values 858Ul azad! pallasdl o8

il S § dal 235 puane 3l EA_INODE 83,41 putduias inode deiay ioald) azedl gailasdl dS @ sf inode § conlis Y (2 [121] Busall wilasl] 08 50355 o extd Olile pllss Sad
[117] LIl dsue § 545 Y extended attribute name index suzekl paSlasd) clowl oo y88 dao o [40]Jad8 o 5 "EA inode"s s « solaeyl calll inode

Ls ) inodes s ¢ 8 Sl Xattr 0.8 &S )Liay pros N «Z-64 gl b 01 [38] (0355 § i_ctime / i_version Jas ¢ xattr dod g some (§8u3 (2355 § i_atime Ji> pustiwy Bsw dnode §
inode 3u=Ig)l 4l i_generation ¢ inode o3, (] (Al 2> 10 (32355 i_mtime / i_generation Ji> § (Sey S35kl 0do (e 2831 SlyluoYl ze [99] Lals (3816l s (pailasdl uids § &Las Olall)

4] 3l o2 Il gumall s BA inode dusgd 550 Of oo ST (inodes Sus 30 BA inode ] lad goz5)l o ¥ il OV § )


https://en.wikipedia.org/wiki/Inode
https://en.wiktionary.org/wiki/back-reference
https://en.wikipedia.org/wiki/Backward_compatibility
https://en.wikipedia.org/wiki/extended_attributes
https://en.wiktionary.org/wiki/reference_count
https://en.wikipedia.org/wiki/extended_attributes
https://en.wikipedia.org/wiki/Checksum
https://en.wikipedia.org/wiki/Inode
https://en.wikipedia.org/wiki/directory_entry
https://en.wiktionary.org/wiki/linked
https://en.wikipedia.org/wiki/Computer_file
https://en.wikipedia.org/wiki/Data_(computing)
https://en.wikipedia.org/wiki/Block_(data_storage)
https://en.wiktionary.org/wiki/Value
https://en.wikipedia.org/wiki/Inode
https://en.wikipedia.org/wiki/Extended_attribute
https://en.wikipedia.org/wiki/Ext4
https://en.wiktionary.org/wiki/footer
https://en.wikipedia.org/wiki/Checksum
https://en.wikipedia.org/wiki/Magic_number_(programming)
https://en.wiktionary.org/wiki/tail
https://en.wiktionary.org/wiki/array
https://en.wiktionary.org/wiki/orphaned_inodes
https://en.wiktionary.org/wiki/iterating
https://en.wiktionary.org/wiki/locklessly
https://en.wikipedia.org/wiki/Lock_(computer_science)
https://en.wiktionary.org/wiki/orphan
https://en.wikipedia.org/wiki/inode
https://en.wikipedia.org/wiki/Singly_linked_list
https://en.wikipedia.org/wiki/locking_contention
https://en.wikipedia.org/wiki/locking_contention
https://en.wikipedia.org/wiki/Checksum
https://en.wiktionary.org/wiki/array
https://en.wikipedia.org/wiki/Inode
https://en.wiktionary.org/wiki/body
https://en.wiktionary.org/wiki/directory_entries
https://en.wiktionary.org/wiki/array
https://en.wikipedia.org/wiki/Byte
https://en.wiktionary.org/wiki/parent_directory
https://en.wikipedia.org/wiki/Inode
https://en.wikipedia.org/wiki/Byte
https://en.wikipedia.org/wiki/Inode
https://en.wikipedia.org/wiki/Block_(data_storage)
https://en.wikipedia.org/wiki/Inode
https://en.wikipedia.org/wiki/Extended_file_attributes
https://en.wikipedia.org/wiki/Inode
https://en.wiktionary.org/wiki/body
https://en.wikipedia.org/wiki/Extended_file_attributes
https://en.wiktionary.org/wiki/inline
https://en.wikipedia.org/wiki/Byte
https://en.wikipedia.org/wiki/Hard_disk_drive#Seek_time
https://en.wikipedia.org/wiki/Inode
https://en.wikipedia.org/wiki/Computer_file
https://en.wikipedia.org/wiki/Data_(computing)

Boot sector

(£3BY1 § Sl AU5) oS § 3B ¢S

Super block

{GPT 5 MBR S gzl)) MBR g3 § L3Il £ 351 8,4 b (ose pasetads -lotll Cile ] (3] ucrg) AL alls (§ £ 38] 8,8 ellas Y e Olavios buals

Mgt Slly oS By @usid Y giS) x86 £I8YI £ U8 8,48 Jorl o 8357emme 05K csuper block Llsl SR pllss ALS Gy Jud 1023 ol J10 oy (e (Sab 1024 1) cpusllad Jof S o2

(g8 62 gl CobiskS 31 J8YI e 0555

PMBR / Hybrid MBR § ¢ 361 6,44

2

8sle) MBR u=y Olelhad +0 g38Y) glad 6,48

BBP + GRUB 2

ESP + £3589 a0

il 35
BIOS-MBR
UEFI-MBR
BIOS-GPT

UEFI-GPT

EE ] gladl] oz
Cob 512 x 27
Colly52.2
[23] <ol 512x 2
Coblu) 9.4

Ll LSl

Bas lyie doss U uSa plls Y8Y &y b Sloslae (yastis (NTES (§ MET 4255 UES 5 uSiae i debiil § Ll 535250 ALiSJI 018) VCB (36l sy § oSl o i [112] 455U o
g plad] Blos plasiol paall powd A 0da Gloglee .¢MBYI § pasudy (w3l Bazg) G alls Log wis lyisl 3 o2 Block Group 0 g dLS Jsi & hadd UVl dscucd] S, Al frus
S Olesamme menz § OsSiiu 85,54 prud] sparse_super [86][52] 8iun Jdasi Al § oS 0,51 J] 27 25.9.7 5 3 susll sl s 0 degamtl § his ysSaw group descriptors g superblock e
ol .Olalbl plas & 8 Yl de gacdl L] 855315 block group #1 de gambl &l § lolas] 5583 dsle .group descriptors g superblock (e Jadd (yuiseud 39292 prow sparse_super2 85l oSl Lo

(flex_bg 3500 Ll zl) (OLakel) 1)l o dlazhl ULl IS dws 83b 30 praceds 8 ,Y) 33k

o |

| 63 degome |

T T B
0 0 | 0 |
Cob 1024 1
1023 Caby i 2047 ol 4095 ol

855U de sandl elittuly LS 32768 oo de saze IS (Cals 4096 OIS ASII e ia) de sazs 63 ellay Clals plas e super block Llsll Sl g e : Jlis

:3 52 Olelha)l J2ass [51]LBA 2 ksl we Tug «ub 512 glad dl> § (A oo O Loge) Cob 1024 Cob e 0553 Ledlog o3l Sumg diluy (re 1024 Cob s Ldls @45 superblock dlis

(032 pllas § Jbio) (0 JsSUI de gozme &yl § 2047 ol ] 1024 ol () struct ext4_super_block (5Siw Super block L=l ALl 4y

dd if=/dev/sdal bs=1024 count=1 s

00 01

0000
0010
0020
0030
0040
0050
0060
0070
0080
0490
00a0
00b0
00cO
00d0
00e0 08
00£0 1f
0100
0110 04
0120 00
0130 00
0140 00
0150
0160 01
0170 00
0180 00
0190 00
01a0 00
01b0 00
01cO0 00
01d0 00
0le0 00
01£0 00
0200 00
0210 00
0220 00
0230 00
0240
0250 00
0260 00
0270
[Removed]
03£0 00 00

00 01

02 03 04 05 06 07 08 09 OA OB OC OD OE OF

e6 2d O0b 00

00 00 00
00 80 00 00 00
04 01 00

02 00

1 | hexdump -Cv
01234567

00 00

00 00

0123456789ABCDEF



https://en.wikipedia.org/wiki/Logical_block_addressing
https://en.wikipedia.org/wiki/Logical_block_addressing
https://en.wiktionary.org/wiki/block_size
https://en.wikipedia.org/wiki/Byte
https://en.wikipedia.org/wiki/Volume_(computing)
https://en.wiktionary.org/wiki/feature
https://en.wiktionary.org/wiki/disable
https://en.wikipedia.org/wiki/System_administrator
https://en.wikipedia.org/wiki/Volume_(computing)
https://en.wikipedia.org/wiki/File_system
https://en.wikipedia.org/wiki/Mount_(computing)
https://en.wikipedia.org/wiki/Backup
https://en.wikipedia.org/wiki/Linux
https://en.wikipedia.org/wiki/Operating_system
https://en.wikipedia.org/wiki/NTFS
https://en.wikipedia.org/wiki/NTFS#Master_File_Table
https://en.wikipedia.org/wiki/Unix_File_System
https://en.wikipedia.org/wiki/MINIX_file_system
https://en.wikipedia.org/wiki/Volume_control_block
https://en.wikipedia.org/wiki/Volume_(computing)
https://en.wikipedia.org/wiki/EFI_System_partition
https://en.wikipedia.org/wiki/Zebibyte
https://en.wikipedia.org/wiki/GRUB_2
https://en.wikipedia.org/wiki/GRUB_2
https://en.wikipedia.org/wiki/BIOS_boot_partition
https://en.wikipedia.org/wiki/BIOS_boot_partition
https://en.wikipedia.org/wiki/Disk_sector
https://en.wikipedia.org/wiki/Kibibyte
https://en.wikipedia.org/wiki/Master_Boot_Record
https://en.wikipedia.org/wiki/Tebibyte
https://en.wikipedia.org/wiki/Byte
https://en.wikipedia.org/wiki/Boot_sector
https://en.wikipedia.org/wiki/Byte
https://en.wikipedia.org/wiki/Disk_sector
https://en.wikipedia.org/wiki/Master_Boot_Record
https://en.wikipedia.org/wiki/Boot_loader
https://en.wikipedia.org/wiki/Linux_kernel
https://en.wikipedia.org/wiki/Volume_(computing)
https://en.wikipedia.org/wiki/File_system
https://en.wikipedia.org/wiki/Booting
https://en.wikipedia.org/wiki/Linux_distribution
https://en.wikipedia.org/wiki/Boot_control_block

)

s_first_data_block

s_log_cluster_size

s_clusters_per_group

s_inodes_per_group

s_max_mnt_count

s_magic

s_state

s_minor_rev_level

s_def_resuid

s_def_resgid

)
0x00 (00)
0x04 (04)
0x08 (08)
0x0C (12)
0x10 (16)
0x14 (20)
0x18 (24)
0x1C (28)
0x20 (32)
0x24 (36)
0x28 (40)
0x2C (44)
0x30 (48)
0x34 (52)
0x36 (54)

0x38 (56)

0x3C (60)

0x3E (62)
0x40 (64)

0x44 (68)

0x4C (76)

0x50 (80)

0x52 (82)

gy

_le32

_le32

_le32

__le32

__le32

__le32

_le32

_le32

_le32

__le32

_le32

__le32

_le32

__lel6

__lel6

__lel6

__lel6

__lel6

__le32

_le32

_le32

__lel6

__lel6
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[56] [01] lall) plss & JloYl inodes sae

[57] Slall plis § Jlaz¥) JSU) sus

(0x50 ol ) (Uil SlirMaall 55 £ ol paituel] s (s 5Sm) (diadisabl o 32) [58] AL pllss Jies il 85kl S5 ste
(avais 2[59] 3,201 S 36

160] (daass ) §,501 inodes sus

161] (J3Y o 1 9583 O Gy A ColisS 1 ALS sliszaly Sl plono| monsd daidly 0 (5w) (Super Block (i) ©ly 4L Js
[62] LSV o

s_log_block_size golus Of o s_log_cluster_size .3 lus Lo bigalloc &3a Se3 Al $ Mo .(s_log_cluster_size A 2) JxSl susy  [02] dsisl] o

2 A (10 + s_log_block_size)

[63] de somme JSI ISUI S0

s_blocks_per_group gslu Ol s_clusters_per_group <3 lus Lo bigalloc 3 e (3503 Al § degame JSU u3lisll sue
164] ds gacme JSJ inodes sas

(590 Cedss) ilstl dams B0 5T (3ol Bug) lalL) pllsi (Lo 3o

(SS9 CuBe) ot sy 8y 45T OlaLk] pllss J) LS o3

diaj pliz] - =
(LA s LS / ks aord Bl plastal o) fick (s ,51 dia (5550 o) GUAL pllss Lo Ol pe sde
(AL pliss elules o) fick pand U3 dysliabl Gl pllss Luos Ol o sas
0xEF53 EXT2_SUPER_MAGIC (3501 g s EXT2/3/4 Ol ol 525 45W) [03] g yorw 53
1055w dedlall oudll [65] Clalt) el Al (pMs])
0x0001 EXT4_VALID_FS Unmounted cleanly (Sl g20 e Joaio) adas Olall) (’UQ
0x0002  EXT4_ERROR_FS Errors detected Sl el § elhs
0x0004 ~EXT4 ORPHAN_FS Orphans being recovered (Ug3=bl)dect inodes Sslwiul

I B 0] $a] 955t [66] Uasdl denllsee d b

1 EXT4_ERRORS_CONTINUE

Continue execution

(sl Jales) ez

2 EXT4_ERRORS_RO

Remount fs read-only

b8 8l Al dmiy § Ol pllss Log Sole)

3 EXT4_ERRORS_PANIC Panic (Panic dms § pliadl 815) Jols @36 Las
(Olaz b o Sotll ol Lyl z2l)) dmel bl otus J515 (Co 16 doB) g3 dnzl o Gotun
) (SS9 Cuds5) sl sy Yl ] a3

din) plis q
Glsdl vusy (sl o (sa8YI S AL
- ol Bamg e LAkl pllas slis] 63 diy b (e gl et el dyso / Ll pllss
0 | EXT4_OS_LINUX Linux Sl
1 EXT4_OS_HURD Hurd (3l53) 3 o> g
2 | EXT4_OS_MASIX Masix Rémy Card ,oh3 (o JiseidsS plaS ol
3 EXT4 OS_FREEBSD FreeBSD FreeBSD (g5 ] (g%
4 | EXT4_OS_LITES Lites BSD4.4-Lite jluoYl e dautl ol

1008 o] JeSiw Azl bl (G gtun

0 | EXT4.GOOD_OLD REV  The good old (original) format ol dio

1 EXT4 DYNAMIC REV | V2 format w/ dynamic inode sizes 0,51 ). 8hian pallasg [19] 4Skslus inode flgwi &0 2 i

0 EXT4_DEF_RESUID $23e)) pasikl 1] sy UID : Biell gob 8 35zenbl JiSUl plusitl mabatug Il cpxiul Shme
83 szeonbl JiSUl plaseial gebiins Gl s gaml] B)me

EXT4_DYNAMIC_REV superblocks JoT ;s Jas I Jgasd!

0 | EXT4 DEF_RESGID &yl degazhl il iy GID : S)=ll g5

ez Blodl dadlgne yull Olbl § Bl Jsgome Co s Al § WS O Suw incompatible feature set daslgze yuills compatible feature set[104] [27] d881gzll Ol5ubl degamme (o SN

0x54 (84)

0x58 (88)

0x5A (90)

0x5C (92)

_le32

__lel6

__lel6

_le32

Bdlgto ,exll of GEBISIUI O3kl 3 el 810N Dspama SIS 13] B30k el o E2fsck § Loy . Olalll ol Log yad 3 O
67]Clall) pllss § Sszome i inode sl

(Inode Size :3 ,48 g=1,) [68] [04] Sl su= -inode i o

[69]- superblock Ll ALSJ1 0da L] axis Al JiSUI de gazen 035

[85] [70] dadlszb) ikl adel ds gazmo

(0XCD wol) Ja51) (e L sLis] wie) &oal] pade Jol (o o daasll LW S

Compatible feature set flags :

0x0001 | COMPAT_DIR_PREALLOC


https://en.wikipedia.org/wiki/Offset_(computer_science)
https://en.wikipedia.org/wiki/File_system_fragmentation
https://en.wiktionary.org/wiki/preallocation
https://en.wikipedia.org/wiki/Directory_(computing)
https://en.wikipedia.org/wiki/Flag_(computing)
https://en.wikipedia.org/wiki/Byte
https://en.wikipedia.org/wiki/Inode
https://en.wiktionary.org/wiki/structure
https://en.wikipedia.org/wiki/File_system
https://en.wikipedia.org/wiki/Inode
https://en.wiktionary.org/wiki/abort
https://en.wikipedia.org/wiki/E2fsck
https://en.wikipedia.org/wiki/Mount_(computing)
https://en.wikipedia.org/wiki/Linux_kernel
https://en.wikipedia.org/wiki/Linux_kernel
https://en.wikipedia.org/wiki/Bit
https://en.wiktionary.org/wiki/set
https://en.wikipedia.org/wiki/Group_identifier_(Unix)
https://en.wikipedia.org/wiki/Superuser
https://en.wikipedia.org/wiki/User_identifier_(Unix)
https://en.wikipedia.org/wiki/Block_(data_storage)
https://en.wiktionary.org/wiki/identifier
https://en.wikipedia.org/wiki/Extended_file_attributes
https://en.wiktionary.org/wiki/dynamic
https://en.wikipedia.org/wiki/Inode
https://en.wiktionary.org/wiki/Original_format
https://en.wiktionary.org/wiki/Revision_level
https://en.wikipedia.org/wiki/4.4BSD-Lite
https://en.wiktionary.org/wiki/based_on
http://www.freebsd.org/
https://en.wikipedia.org/wiki/FreeBSD
https://en.wikipedia.org/wiki/MASIX_(operating%20system)
https://en.wikipedia.org/wiki/R%C3%A9my_Card
http://www.gnu.org/software/hurd/hurd.html
https://en.wikipedia.org/wiki/GNU_Hurd
http://kernel.org/
https://en.wikipedia.org/wiki/Linux
https://en.wikipedia.org/wiki/Volume_(computing)
https://en.wikipedia.org/wiki/Operating_system
https://en.wikipedia.org/wiki/Timestamp
https://en.wikipedia.org/wiki/Unix_time
https://en.wikipedia.org/wiki/Version_control
https://en.wiktionary.org/wiki/Revision_level
https://en.wiktionary.org/wiki/Minor_revision_level
https://en.wikipedia.org/wiki/Kernel_panic
https://en.wiktionary.org/wiki/read-only
https://en.wiktionary.org/wiki/Remount
https://en.wiktionary.org/wiki/Continue
https://en.wiktionary.org/wiki/Error_Handling_Methods
https://en.wiktionary.org/wiki/orphaned
https://en.wikipedia.org/wiki/Inode
https://en.wiktionary.org/wiki/recover
https://en.wiktionary.org/wiki/Errors_detected
https://en.wiktionary.org/wiki/Cleanly
https://en.wiktionary.org/wiki/umounted
https://en.wiktionary.org/wiki/state
https://en.wikipedia.org/wiki/Flag_(computing)
https://en.wikipedia.org/wiki/Volume_(computing)
https://en.wikipedia.org/wiki/Magic_number_(programming)
https://en.wiktionary.org/wiki/file_system_consistency_check
https://en.wikipedia.org/wiki/Fsck
https://en.wikipedia.org/wiki/Unix_time
https://en.wikipedia.org/wiki/Timestamp
https://en.wikipedia.org/wiki/Unix_time
https://en.wikipedia.org/wiki/Volume_(computing)
https://en.wikipedia.org/wiki/Mount_(computing)
https://en.wikipedia.org/wiki/Inode
https://ext4.wiki.kernel.org/index.php/Bigalloc
https://en.wiktionary.org/wiki/feature
https://en.wiktionary.org/wiki/Enable
https://en.wiktionary.org/wiki/group
https://en.wikipedia.org/wiki/Data_cluster
https://en.wikipedia.org/wiki/Kibibyte
https://en.wikipedia.org/wiki/Inode
https://en.wiktionary.org/wiki/unallocated_blocks
https://en.wiktionary.org/wiki/free
https://en.wikipedia.org/wiki/Offset_(computer_science)
https://en.wikipedia.org/wiki/Root_user
https://en.wiktionary.org/wiki/lower
https://en.wikipedia.org/wiki/Bit
https://en.wikipedia.org/wiki/Block_(data_storage)
https://en.wikipedia.org/wiki/File_system
https://en.wikipedia.org/wiki/Inode
https://en.wikipedia.org/wiki/Assembly_language#Opcode_mnemonics_and_extended_mnemonics
https://en.wikipedia.org/wiki/Offset_(computer_science)
https://en.wiktionary.org/wiki/Type
https://en.wiktionary.org/wiki/Size

s_uuid[16]

s_volume_name[16]

s_algorithm_usage_bitmap

0x60 (96)

0x64 (100)

0x68 (104)

0x78 (120)

0x88 (136)

0xC8 (200)

_le32

_le32

_le32
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4

0x0002

0x0004

0x0008

0x0010

0x0020

0x0040

0x0080

0x0100

0x0200

COMPAT_IMAGIC_INODES

COMPAT_HAS_JOURNAL

COMPAT_EXT_ATTR

COMPAT_RESIZE_INODE

COMPAT_DIR_INDEX

COMPAT_LAZY_BG

COMPAT_EXCLUDE_INODE

COMPAT_EXCLUDE_BITMAP

COMPAT_SPARSE_SUPER2

Incompatible feature set :

0x0001

0x0002

0x0004

0x0008

0x0010

0x0040

0x0080

0x0100

0x0200

0x0400

0x1000

0x2000

0x4000

0x8000

0x10000

INCOMPAT_COMPRESSION

INCOMPAT_FILETYPE

INCOMPAT_RECOVER

INCOMPAT_JOURNAL_DEV

INCOMPAT_META_BG

INCOMPAT_EXTENTS

INCOMPAT_64BIT

INCOMPAT_MMP

INCOMPAT_FLEX_BG

INCOMPAT_EA_INODE

INCOMPAT_DIRDATA

INCOMPAT_CSUM_SEED

INCOMPAT_LARGEDIR

INCOMPAT_INLINE_DATA

INCOMPAT_ENCRYPT

Readonly-compatible feature set :

0x0001

0x0002

0x0004

0x0008

0x0010

0x0020

0x0040

0x0080

0x0100

0x0200

0x0400

0x0800

0x1000

0x2000

2

RO_COMPAT_SPARSE_SUPER

RO_COMPAT_LARGE_FILE

RO_COMPAT_BTREE_DIR

RO_COMPAT_HUGE_FILE

RO_COMPAT_GDT_CSUM

RO_COMPAT_DIR_NLINK

RO_COMPAT_EXTRA_ISIZE

RO_COMPAT_HAS_SNAPSHOT

RO_COMPAT_QUOTA

RO_COMPAT_BIGALLOC

RO_COMPAT_METADATA_CSUM

RO_COMPAT_REPLICA

RO_COMPAT_READONLY

RO_COMPAT_PROJECT

(AFS p3ol> inodes s52-5 J] yuio a)) olsll e Jziy 13l gnoly yud "imagic inodes”

[113] (295 dorw e 35552 oY @) Soolom s 5950 Soliko pllss

(e paSlas elles inodes) susekl ailasll e

@@l(gi@dlww“ 8ole] matun Olalbl pllas) Olall ¢LEJ&QJ?TQA@J:S¢LLA§
(850801 &5Y1 § Eaol Glkas @ il hashed b-trees 3 s pasiad) [40] Jdal) po)lad elley
uninitialized block groups [05] $dtge sl JiSU Ol gaoms Sl (30 1943 854b) 0d "Lazy BG"

(dodsiwn yué) "Exclude inode"

(e2fsprogs / 89l § dedstius y48) [29]- snapshot jsall dlall OIS exclude bitmaps 5929 J] 8,5l
[86]superblock g Ol JiSUI (o badd Glic gamme ] sudiw s_backup_bgs Jio celsll I (s 3 13]
[85] [71] @885z 5l O3l Mol ds gomma

Sl s

(ext4_dir_entry_2 5?‘)) alll ¢ ¢ Jio peas JJul OMsue

Filesystem needs recovery slstul ] gl Olalll alla

Jatie Gols ud Hlaz ellay lalll el

[95] (Meta Block Groups :834bl =1,) duto ol JISUI Oole goome

(extents Sbabl pes) Ol alss § Sbae puses Ol

(Sl 55 16) 4lS 2! LAk plss g (5S03

(MMP 5,3 o) (Gaban 5:8) MMP s.5ib] Juosll (3n Sl pllss oo

(Flexible Block Groups :5 Ll &=y L, IS Ol game

(EA INODE 83l z215) 8 Sl dutabl jailasdl 08 (2559 & lpelasciul oSy inodes

(S3aae y2) dirent JJWIl dsae § SUL
[06] superblock L=/l A1 @ & 350 duio ol SULI ¢ gomme (335 [24] 8)d

[07] Hitree 8y § 3 s5itaun 5f Coblowe 2 < S Juls
inode § Sbls

Sl plbs e 8 i inodes d92-9

[85]]72] [27] 1028 81,4l dumdy § - diblgall O3l Mol de gazmo

[86] (Olegamhl JS & Condd @1) Sparse superblocks & it (gSiw Wizl S pus 9 Gile gamdl Cauogd

Coblows 2 3o ST Sliko 02355 § pasiiu G el

(e2fsprogs e3> 5 8153l § desxius &) ! BTREE ol 45U 8 e JS5 § 0300 Jdull ggione

iz 5eSI AL e Juy 1 oZols 512 gl udy o) iSOl gy i3 Olila plowo ellay pliad)
108] zusloe (3345 ellay Group descriptors Ole gazkl Canogs

1771 64,999 e 813 13 1 ] sy JJI § i_links_count 5. 3dae usy o) ext3 & 32,000 Lol DoY) 9o

Slalll el (e 8,8 inodes 3929 J] S

snapshot [29] 8,50 ¢lley Slalll plas
QUOTA [13] (00,2 dupudl o) diaml ol 55

IS Jy (U] 30) w8lisl) (30 St g plasitly Gl Sbas s sy 1 bigalloc esay LA plls

[881(GDT_CSUM (pass5 s Y U3 za GDT_CSUM Linds (5558) dudogll UL § gnzme 355 o3
(.2fsprogs & Ys 8l § o) 834 030) LoVl (3ubs pracl] eedy Olall) el

8yall ] iS5 o) oY) elimas Sl 8el 3l Aumos & labes o) Bldl thak 8ol Al lake pllsi By00
[14] (! prasdl (30 wde ¢ 93 14o) project quotas plusiuly yo )l paas st Ol plas
(4259 05 T orms bIKId g2 & s 1oS) (UUID o128 i) (3650 Bty S5

(1 o585 pasiius 5i8) (0 4z ISO-Latin-1 /ﬁ}:ﬁ_ﬁ «ob 16 4s,3) Volume label o350 8uog gl

(33150 0 423 1SO-Latin-1 / (Sl 50055 <ol 64 dosd 030) 8,a ;5T Gl plss Log 63 ol Jdull T hog b 15T jlue

EXT2_LZV1_ALG 0x00000001
EXT2_LZRW3A_ALG 0x00000002
EXT2_GZIP_ALG 0x00000004

(S5 / e2fsprogs & pussiue i) SUL) hsall 4y )b wyaes ol e Cu 32 468 bl ased desyles
LZV1 (Lev-Zimpel-Vogt)
LZRW (Lempel-Ziv Ross Williams)

GZIP (GNU zip)


https://cpan.metacpan.org/authors/id/M/ML/MLEHMANN/Compress-LZV1-0.04.tar.gz
https://en.wikipedia.org/wiki/Gzip
https://en.wikipedia.org/wiki/LZRW
https://en.wikipedia.org/wiki/LZV1
https://en.wikipedia.org/wiki/E2fsprogs
https://en.wikipedia.org/wiki/Compression_algorithm
https://en.wikipedia.org/wiki/ASCII
https://en.wikipedia.org/wiki/Mount_(computing)
https://en.wikipedia.org/wiki/Directory_(computing)
https://en.wikipedia.org/wiki/Directory_(computing)
https://en.wikipedia.org/wiki/mount_point
https://en.wikipedia.org/wiki/Path_(computing)
https://en.wikipedia.org/wiki/ASCII
https://en.wikipedia.org/wiki/Volume_label
https://en.wiktionary.org/wiki/output
https://en.wikipedia.org/wiki/Universally_unique_identifier
https://en.wikipedia.org/wiki/Volume_(computing)
https://en.wiktionary.org/wiki/tools
https://en.wiktionary.org/wiki/read-write
https://en.wikipedia.org/wiki/Mount_(computing)
https://en.wikipedia.org/wiki/Linux_kernel
https://en.wiktionary.org/wiki/Read-only
https://en.wikipedia.org/wiki/File_system
https://en.wiktionary.org/wiki/image
https://en.wikipedia.org/wiki/E2fsprogs
https://en.wikipedia.org/wiki/replica_(computing)
https://ext4.wiki.kernel.org/index.php/Ext4_Metadata_Checksums
https://en.wikipedia.org/wiki/Block_(data_storage)
https://en.wikipedia.org/wiki/Data_cluster
https://en.wiktionary.org/wiki/units
https://en.wikipedia.org/wiki/Computer_file
https://en.wikipedia.org/wiki/Extent_(file_systems)
https://en.wiktionary.org/wiki/track
https://en.wikipedia.org/wiki/File_system
https://ext4.wiki.kernel.org/index.php/Quota
https://en.wikipedia.org/wiki/Snapshot_(computer_storage)
https://en.wikipedia.org/wiki/File_system
https://en.wikipedia.org/wiki/Inode
https://en.wikipedia.org/wiki/Directory_(computing)
https://en.wikipedia.org/wiki/Ext3
https://en.wikipedia.org/wiki/Subdirectory
https://en.wiktionary.org/wiki/limit
https://en.wikipedia.org/wiki/Checksums
https://en.wikipedia.org/wiki/Computer_file
https://en.wikipedia.org/wiki/Byte
https://en.wikipedia.org/wiki/Disk_sector
https://en.wiktionary.org/wiki/logical_blocks
https://en.wiktionary.org/wiki/units
https://en.wikipedia.org/wiki/File_size
https://en.wikipedia.org/wiki/E2fsprogs
https://en.wikipedia.org/wiki/B-tree
http://en.wikipedia.org/wiki/Binary_tree
https://en.wikipedia.org/wiki/Directory_(computing)
https://en.wiktionary.org/wiki/contents
https://en.wikipedia.org/wiki/Gigabit
https://en.wikipedia.org/wiki/Computer_file
https://en.wiktionary.org/wiki/superblocks
https://en.wiktionary.org/wiki/group_descriptors
https://en.wikipedia.org/wiki/Flag_(computing)
https://en.wikipedia.org/wiki/File_system
https://en.wiktionary.org/wiki/Encrypted
https://en.wikipedia.org/wiki/Inode
https://en.wikipedia.org/wiki/Inode
https://en.wikipedia.org/wiki/Data_(computing)
https://en.wikipedia.org/wiki/HTree
https://en.wiktionary.org/wiki/level
https://en.wikipedia.org/wiki/Gibibyte
https://en.wikipedia.org/wiki/Directory_(computing)
https://ext4.wiki.kernel.org/index.php/Ext4_Metadata_Checksums
https://en.wikipedia.org/wiki/Random_seed
https://en.wiktionary.org/wiki/Directory_entry
https://en.wikipedia.org/wiki/Data_(computing)
https://en.wiktionary.org/wiki/Large_Extended_Attribute_Values
https://en.wikipedia.org/wiki/Inode
https://en.wiktionary.org/wiki/Flexible_block_groups
https://en.wiktionary.org/wiki/Multiple_mount_protection
https://en.wikipedia.org/wiki/File_system
https://en.wikipedia.org/wiki/Extent_(file_systems)
https://en.wikipedia.org/wiki/Computer_file
https://en.wiktionary.org/wiki/Meta_block_groups
https://en.wikipedia.org/wiki/Journaling_block_device
https://en.wikipedia.org/wiki/Data_recovery
https://en.wikipedia.org/wiki/file_types
https://en.wiktionary.org/wiki/Directory_entries
https://en.wikipedia.org/wiki/Data_compression
https://en.wikipedia.org/wiki/Flag_(computing)
https://en.wikipedia.org/wiki/Flag_(computing)
https://en.wiktionary.org/wiki/set
https://en.wikipedia.org/wiki/E2fsprogs
https://en.wikipedia.org/wiki/Snapshot_(computer_storage)
https://en.wiktionary.org/wiki/uninitialized_block_groups
https://en.wiktionary.org/wiki/directory_indices
https://en.wikipedia.org/wiki/Disk_partition
https://en.wiktionary.org/wiki/resize
https://en.wiktionary.org/wiki/expansion
https://en.wiktionary.org/wiki/Group_Descriptor_Table
https://en.wikipedia.org/wiki/Inode
https://en.wikipedia.org/wiki/Extended_file_attributes
https://en.wikipedia.org/wiki/Extended_file_attributes
https://en.wikipedia.org/wiki/Circular_log
https://en.wikipedia.org/wiki/Journal_(computing)
https://en.wikipedia.org/wiki/File_system
https://en.wikipedia.org/wiki/Inode
https://en.wikipedia.org/wiki/Flag_(computing)

s_reserved_gdt_blocks

s_journal_inum

s_journal_dev

s_def_hash_version

s_desc_size

s_mkfs_time

s_jnl_blocks[17]

s_blocks_count_hi

s_flags

0xCC (204)

0xCD (205)

0xCE (206)

0xDO (208)

OxEO (224)

OxE4 (228)

OxE8 (232)

0xEC (236)

0xFC (252)

OXFD (253)

OxFE (254)

0x100 (256)

0x104 (260)

0x108 (264)

0x10C (268)

0x150 (336)

0x154 (340)

0x158 (344)

0x15C (348)

0x15E (350)

0x160 (352)

_u8

_u8

__lel6

us

_le32

_le32

__le32

_le32

_u8

_u8

__lel6

_le32

__le32

__le32

_le32

_le32

_le32

_le32

__lel6

__lel6

_le32
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3 EXT2_BZIP2_ALG 0x00000008 = BZIP2 (Burrows-Wheeler)

4 | EXT2_LZO_ALG 0x00000010 | LZO (Lempel-Ziv-Oberhumer)

-EXT4_FEATURE_COMPAT_DIR_PREALLOC gle (1,53 dlo § had Sy of ety Jall Bell pavasall dyen
(e 1 €2Sprogs 3 pascius 5) (a8 do3) [33] Dolasl Slile elt] wis aws pasl] S sus

Y Geankl pavasall -
(0S5 / e2fsprogs & pusius &) (Co 8 dod) VoW e prasdl JSI sae
[50] Medtaws O el guvgs Jz i GDT 835meb] OM-abl sus
EXT4_FEATURE_COMPAT_HAS_JOURNAL jpus dl> § pllo O5Suw Sdlgadl ud Slile CU‘:} s>
(UUID ol 16 ded) [114] (21l Solgodl 43 & superblock usy @5 ,Jl journal superblock dbs G)me
(ibd2) Sooleodl ud Olale pllss [20] (&0 32 de3) journal file Solgadl ud calal) inode o3
(2032 03) 23] Eo0lsodl 08 B30 gl (e Dl  journal device Eolsodl 43 Calol) jlaz 3
[73] Biodl o o (@332M ) ezl inodes &Y dylay
[74] [25]) HTREE & ye plasiuly 3lal) [24] dhinYl dadll of 8)dd)
(1311 (a8 dasd) okl U g (5] (5K (UoY) s ,08) Il bl & doiitck] ZSamY Sl oyl v
0x00 | EXT2_HASH_LEGACY Legacy TSl
0x01 | EXT2_HASH_HALF_MD4 Half MD4 4.6 pl &yl Gilg)) Dls
0x02 | EXT2_HASH_TEA Tea ! $yzall & paiall 4o )lss
0x03 = EXT2_HASH_LEGACY_UNSIGNED Legacy, unsigned 128] 8| Jaso ¥ oo dus (!&;I B
0x04  EXT2_HASH_HALF_MD4 UNSIGNED  Half MD4, unsigned 3L Y d g ol & yuadadl il dls Chad
0x05 | EXT2_HASH_TEA_UNSIGNED Tea, unsigned 8ylal Jooo ¥ pusmo Sue digyall & bl dio)lgs
[107] journal backup (d5abl) &algadl 4 (o diblas) dswuddl g o5
INCOMPAT_64BIT &40 ple (3 dl> § ol - group descriptors JSUl Gle game o o
Default mount options : (0 32 dad) Aluw¥l Slall) s Jog Olsks
0x0001 | EXT4_DEEM_DEBUG Sl el Jog 8ols] 5l Log wis il losla delb
0x0002  EXT4_DEFM_BSDGROUPS (fsgid o)) dubesl G yma o Yb) gid slgio Yl L de game B yme 35 Suguad] Lkl
0x0004 = EXT4 DEFM_XATTR_USER pusxiudl dolus o355 Suian (ailas o
0x0008  (EXT4_DEFM_ACL (Olall) plas g slad) uSoies ke ACLs Sladb oSoll 3158 oo
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&S gazsl) Jlaol e block bitmap U d3Lall d8sdall of saiw e2fsprogs [103] desos 8ledl 8,45 (e Bas slizl dime JiS dssazme Jl (o BLOCK_UNINIT (53 Al § 1o
ext2fs_test_block_bitmap2 () &ls Ciwd .de gacxkl JIs group descriptor s bitmaps Jltw [95]-ameta_bg (s Jl> A= dodsun JIS 3929 pus 89 pall iy Y D oS8, de gzl
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# dumpe2fs /dev/sdal | grep "Block bitmap"

Block bitmap at [Jil] (+618), Inode bitmap at [Jf] (+634) 03]
Block bitmap : [Jll x 4096 = 2531328
Inode 17itmdp : x 4096 = 2596864

# dd if=/dev/sdal bs=4096 skip:. count=1 | hexdump -Cv s
# od -w32 -N 4096 -j 2531328 -A d -t x1 -v group0 . dd (file)
“man od” (WSSg) JJs dxio z2l)

$ od -w32 -N 4096 -j 2531328 -A d -t x1 -v groupO.

2531328 ff £f £f £f £f £f £f £f £f £f £ff £f £f £f
2531360 ff £ff £f £f £f £f £f £f £f £f £f £f £f £f
2531392 ff £f £f £f £ff £f £f £f £f £f £ff £f £f £f
2531424 ff £ff £f £f £f £f £f £f £f £f £f £f £f £f
[REMOVED]

2532576 ff £f ff f£ff £f f£f £f 07 08 £f 69 00 £ff ff
[REMOVED]

2535072 00 00 00 00 00 00 00 00 00 00 00 00 00
2535104 00 00 00 00 00 00 00 00 00 00 00 00 OO
2535136 00 00 00 00 00 00 00 00 00 00 00 00 OO
2535424
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& diS 512 Jls HsSaw 8192 ga inodes per block group S 18] :Mie (tune2fs -1 /dev/xxxx | grep -i "Inodes per group® :,2) de game JSJ i)l inodes dus Susuw (o 9o superblock § table
(512 = 16 + 8192) degazs JS &l

+dd i blkcat[131] 81} plascly A1 0ds (et gl il oSy .2 ASI wis 105 0 ds gazdl § block bitmap U 45kl d8saall ol azs group descriptor O sede dulod wis T Jlis

# blkcat -f linux-ext3 ext3.dd 2 | xxd
0000: ffff ffff ffff ffff ffff £fff ffff ffff €« cob Sgiun

[Risp ]
1168: £ffl fcff ffff Offe ffff ffff 03fe ff £

9,359 9,358 9,357 9,356 9,355 9,354 9,353 9,352 IS Bghas e she
0 0 0 0 0 0 0 1 € Co Sgiun
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dd if=/dev/sdal bs=4096 skip=2098698 count=506 | dd bs=256 skip=7105 count=1 | hexdump -Cv

0x00 (00)

0x02 (02)

0x04 (04)

0x08 (08)

0x0C (12)

0x10 (16)

i_dtime 0x14 (20)

0x18 (24)

0x1A (26)
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_le32
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0000 ....[1.5[I
0010 o0 o

0020 5
0030 5
0040 56000 5500
0050 Scoccococcocoo
0060 o
0070 o
0080 5
0090

00a0

00b0

00c0

00d0

00e0

00£0

0100

?

08/ pYel/ glgil / blasl / 3981 ISt & Clall &yjlime pailas 958w 0da (Lo 16 dad) call) haod

0x1 S_IXOTH | Others may execute Condl / S| 0480 99,5 Y1
0x2 S_IWOTH  Others may write LS ogiSar 09,5 Y
Oxd S_IROTH | Others may read Bel 3 04iSez 09,5 Y)
0x8 S_IXGRP | Group members may execute [WESPRVE S FVE VR Ve Y] claci
3l Boio / 5lis Osd] 0x10 | SJIWGRP  Group members may write LS 4iSay de gomel slacl
0x20 S_IRGRP  Group members may read Bel )l 04iSay degamml slacl
0x40 S_IXUSR  Owner may execute Coudl / dppal) aiSay U
0x80 S_IWUSR = Owner may write LS aSlay W)
0x100 ~ S_IRUSR  Owner may read el 3l diSlay UL
0x200  SISVIX  Sticky bit (Sticky bit) ! [17] wuds Co
(D:h5) dol> blasl edel 05400 SISGID St GID (GID) ds gomebl & yma yuss
0x800 S_ISUID  Set UID (UID) paseiul] 8 20 (pusts
0x1000  S_IFIFO  Named pipe / FIFO Bloe Jlail &gl
0x2000  S_IFCHR  character special file (character device) ipu_;)_lg
R 0x4000 S_IFDIR Directory file (Directory) (Uo) Lo
Adlie Bl glol /cale dio
[Ja8 lgin uxlg (sl uzmy @8] 0x6000  S_IFBLK | block special file (block device) (S Sle=) IS 5lam
33]
0x8000 ~ S_IFREG  Regular file soluel ol
0xA000  S_IFLNK  Symbolic link, soft link, symlink [111] (& dog) dyey dbogy
0xC000  S_IFSOCK  Unix domain socket oo

(dadsull Cu-16)- ALkl bas,Ll UID Ul & j=e

175] (dadsall ¢o-32) Colds all) ez
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o) plis] EA_INODE &l § deoll dodll o bl slusil) dadsil] Cu32 51 (oS00 Codoi) sl Sy (dank) s ypl) e 8yn 15T 5 (yo
Aol dad 5l

[76] 3azek! EA_INODE &l § 8usoll duolsdl ellioy gl dusgdll 230 03 ol (SS9 C853) il dusmy Sy y2T SULI Joas3 iy

L gl S350 Bl o) ] yedd Gy 32 dad (S99 CaB3) sl sy wdiod 3o
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i_osdl

i_block[EXT4_N_BLOCKS=15]

i_generation

i_size_high / i_dir_acl

i_osd2

0x1C (28)

0x20 (32)

0x24 (36)

0x28 (40)

0x64 (100)

0x68 (104)

0x6C (108)

0x70 (112)

0x74 (116)

_le32

_le32

__le32

_le32

_le32

__le32
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4
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[78] (HUGE_FILE (e Cals 4096 2o LS 5] by 512 s gladlly ALSI g s 38 ilall 835mmenk] JiSU1 dus) (Ldeill Zg-32) "block” s slusd

Inode flags :
0x00000001
0x00000002
0x00000004
0x00000008
0x00000010
0x00000020
0x00000040
0x00000080
0x00000100
0x00000200
0x00000400
0x00000800
0x00001000
0x00002000
0x00004000
0x00008000
0x00010000
0x00020000
0x00040000
0x00080000
0x00200000
0x00400000
0x00800000
0x01000000
0x04000000
0x08000000
0x10000000
0x20000000
0x80000000
0x204BDFFF

0x204BSOFF

EXT4_SECRM_FL

EXT4_UNRM_FL

EXT4_COMPR_FL

EXT4_SYNC_FL

EXT4_IMMUTABLE_FL

EXT4_APPEND_FL

EXT4_NODUMP_FL

EXT4_NOATIME_FL

EXT4_DIRTY_FL

EXT4_COMPRBLK_FL

EXT4_NOCOMPR_FL

EXT4_ENCRYPT_FL

EXT4_INDEX_FL

EXT4_IMAGIC_FL

EXT4_JOURNAL_DATA_FL

EXT4_NOTAIL_FL

EXT4_DIRSYNC_FL

EXT4_TOPDIR_FL

EXT4_HUGE_FILE_FL

EXT4_EXTENTS_FL

EXT4_EA_INODE_FL

EXT4_EOFBLOCKS_FL

FS_NOCOW_FL

EXT4_SNAPFILE_FL

EXT4_SNAPFILE_DELETED_FL

EXT4_SNAPFILE_SHRUNK_FL

EXT4_INLINE_DATA_FL

EXT4_PROJINHERIT_FL

EXT4_RESERVED_FL

EXT4_FL_USER_VISIBLE

EXT4_FL_USER_MODIFIABLE
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Amit will first be merging in Andreas' patch to fallocate, which allows initialized extents to be the full 32768 blocks.
Uninitialized extents are limited to 32767 blocks. Amit will also add comments to this, and have the update patches ready by tomorrow

#define EXT MAX LEN ((1UL << 15) - 1)

EXT_INIT MAX LEN is the maximum number of blocks we can have in an initialized extent. This is 2715 and not (2716 - 1), since we use the MSB of ee_len field in the extent
data structure to signify if this particular extent is an initialized extent or an uninitialized (i.e. preallocated).

EXT_UNINIT MAX LEN is the maximum number of blocks we can have in an uninitialized extent. If ee_len is <= 0x8000, it is an initialized extent. Otherwise, it is an
uninitialized one. In other words, if MSB of ee_len is set, it is an uninitialized extent with only one special scenario when ee_len = 0x8000.

In this case we can not have an uninitialized extent of zero length and thus we make it as a special case of initialized extent with 0x8000 length. This way we get better
extent-to-group alignment for initialized extents. Hence, the maximum number of blocks we can have in an *initialized* extent is 2°15 (32768) and in an *uninitialized*
extent is 2°15-1 (32767).

#define EXT INIT MAX LEN (1UL << 15)

#define EXT UNINIT MAX LEN (EXT INIT MAX_LEN - 1)
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Colgsl _ / libext2fs library deSs e 555,3 Olgall oda (e dusl!

badblocks search a device for bad blocks vl e (AAW) dastl JS) os Eaodl

blkid locate/print block device attributes (dev/sdal Jie) LSUI Hlaz (aSlas delds / O8e wass
chattr change file attributes on a Linux file system oS Olile el e O paSlas s
debugfs used to manually view or modify internal structures of the file system A Slalll pllss JSka Jouss Sl e
dumpe2fs which prints superblock and block group information. JiSJ1 de gazmeg Olalbl plail) L=l dLS Ologlse delds
E2freefrag report free space fragmentation information 8ol dolud] 8325 Ologle (o 10,85 pus
e2fsck an fsck program that checks for and corrects inconsistencies Slladl govasy gamis Il fsck Slgsl gus)
E2image save critical ext2/ext3/ext4 filesystem metadata to a file ext2/ext3/extd Olale dalY do ol didog)l UL Cile § hadsy
e2label change the label on an ext2/ext3/ext4 filesystem ext2/ext3/extd Olile debasl e (Olgis / ol) dia) iy
e2undo replay an undo log for an ext2/ext3/ext4 filesystem ext2/ext3/extd Olale a3 undo log g2l A doxw Juseds Sole]
eddefrag online defragmenter for ext4 filesystem extd Olale pla J?T oo datkl o9 § &30l el gl
filefrag report on file fragmentation O 8325 g 153,83 pads
findfs find a filesystem by label or UUID label / UUID G ,=bl o1 ddual 31,k oo olall) pllas dloo)
Findsuper quick hacked up program to find ext2 superblocks ext2 W)l i) slowy el
logsave save the output of a command in a logfile Jowadl Cale J] oY1 o> koo
lsattr list file attributes on a Linux second extended file system ext2 (uSid Olake pllss e Slalkl paSlas 5w
Mke2fs used for creating ext2, ext3 and ext4 file systems ext2/ext3/extd Olils dolail L] § paseiu
Resize2fs which can expand and shrink ext2, ext3 and ext4 file systems ext2/ext3/extd Oliks dolas] (puzod Bole]) panlily mewsd
tune2fs used to modify file system parameters Slalll el Sdlelse Jhuss
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dir_prealloc
imagic_inodes
has_journal

ext_attr

resize_inode (online resizing)

dir_index
lazy_bg
exclude inode
snapshot_bitmap
sparse_super2
compression
filetype
needs_recovery
journal_dev
meta_bg
extent / extents
64bit
mmp
flex_bg
ea_inode
dirdata
metadata_csum_seed
large_dir
inline_data
encrypt
sparse_super

large_file

huge_file

uninit_bg / uninit_groups

dir_nlink
extra_isize
snapshot
quota
bigalloc
metadata_csum
replica
read-only
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EXT2_FEATURE_COMPAT_DIR_PREALLOC
EXT2_FEATURE_COMPAT_IMAGIC_INODES
EXT3_FEATURE_COMPAT_HAS_JOURNAL
EXT2_FEATURE_COMPAT_EXT_ATTR
EXT2_FEATURE_COMPAT_RESIZE_INODE
EXT2_FEATURE_COMPAT_DIR_INDEX
EXT2_FEATURE_COMPAT_LAZY_BG
EXT4_FEATURE_ COMPAT_EXCLUDE_INODE
EXT2_FEATURE_COMPAT_EXCLUDE_BITMAP
EXT4_FEATURE_COMPAT_SPARSE_SUPER2
EXT2_FEATURE_INCOMPAT_COMPRESSION
EXT2_FEATURE_INCOMPAT_FILETYPE
EXT3_FEATURE_INCOMPAT_RECOVER
EXT3_FEATURE_INCOMPAT_JOURNAL_DEV
EXT2_FEATURE_INCOMPAT_META_BG
EXT3_FEATURE_INCOMPAT_EXTENTS
EXT4_FEATURE_INCOMPAT_64BIT
EXT4_FEATURE_INCOMPAT_MMP
EXT4_FEATURE_INCOMPAT_FLEX_BG
EXT4_FEATURE_INCOMPAT_EA_INODE
EXT4_FEATURE_INCOMPAT_DIRDATA
EXT4_FEATURE_INCOMPAT_CSUM_SEED
EXT4_FEATURE_INCOMPAT_LARGEDIR
EXT4_FEATURE_INCOMPAT_INLINE_DATA
EXT4_FEATURE_INCOMPAT _ENCRYPT
EXT2_FEATURE_RO_COMPAT_SPARSE SUPER
EXT2_FEATURE_RO_COMPAT_LARGE_FILE
EXT4_FEATURE_RO_COMPAT_BTREE_DIR
EXT4_FEATURE_RO_COMPAT_HUGE_FILE
EXT4_FEATURE_RO_COMPAT_GDT_CSUM
EXT4_FEATURE_RO_COMPAT_DIR_NLINK
EXT4_FEATURE_RO_COMPAT_EXTRA_ISIZE
EXT4_FEATURE_RO_COMPAT_HAS_SNAPSHOT
EXT4_FEATURE_RO_COMPAT_QUOTA

EXT4_FEATURE_RO_COMPAT_BIGALLOC

EXT4_FEATURE_RO_COMPAT_METADATA_CSUM

EXT4_FEATURE_RO_COMPAT_REPLICA

EXT4_FEATURE_RO_COMPAT_READONLY

EXT4_FEATURE_RO_COMPAT_PROJECT
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ext3, 2.4.15
ext2/ext3, 2.6.0
ext3, 2.6.10

ext3, 2.6.0

ext4, 3.16

ext2,2.2.0

ext4, 2.6.28
ext4, 2.6.28
extd, 2.6.28
extd, 3.0
ext4, 2.6.28

extd, 4.13

extd, 4.4
extd4, 4.13
ext4, 3.8
extd4, 4.1
ext2, 2.2.0
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ext4, 2.6.28
ext4, 2.6.28
ext4, 2.6.28

extd, 2.6.28

ext4, 3.6
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# 1s -ila
total 32
2 drwxr-xr-x 4 mete mete 4096 Aug 23 14:56 .
3932162 drwxr-xr-x 104 mete mete 4096 Aug 23 14:59 ..
. drwx------ 2 mete mete 16384 Aug 23 11:20 lost+found
521217 drwxrwxr-x 2 mete mete 4096 Aug 23 14:56 testdir
12 -rw-rw-r-- 1 mete mete 5 Aug 23 14:56 textfile
# stat testfile
File: 'testfile'
Size: 5 Blocks: 8 IO Block: 4096 regular file
Device: 810h/2064d Inode: 12 Links: 1
Access: (0664/-rw-rw-r--) Uid: ( 1000/mete) Gid: ( 1000/mete)
Access: 2017-08-22 15:10:27.131878596 +0200

Modify: 2017-08-22 15:06:45.229604104 +0200

Change: 2017-08-22 15:06:45.229604104 +0200
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Sdedl Ll 55 Jbl 1 & (Jlodl (Ll inode ] s o byly” "

(NFS ia) 82l Olaks daliil § Summy 0F 580y 05U epo,dll Glile dabasl § 500 ling dalisee OBl § 31 pudsd dilises a1 w53 @ity inode ply Wee OIS Of pge Jisdl lin A 106

inode § i_size 5 i_block .[] &shas e dislas diw ey Bgw s_jnl_blocks Jao EXT3_JNL_BACKUP_BLOCKS=(1) 51 0 daull oda CSIS 13) s A 107

S @ Vs ad Busls S Jls ol St dodY deaclly (B3ambl LI § Coldl o 13] 61).0355 Eumr 0,8l WS e uolidl 0 Loud w850 ] a5 (B3L] Joo3 ¥) Cu 16 4108
(g 11 «sT) AN Dyl dlo L) dosdil 033 ASW Ll Lol tdlsuo U5l Dl dlo L) dasdll 0l inode attribute duolsd) duudlly dodl puis L3 Sy pailas Sus ASUI Jas

oda A=l ode § dnode J=Is 85525kl (milasl hash suss ) 8ledl attribute name duoldl eulg attribute value duolsd] dosdy 4ol hash value (ilo doid ] i3 Co 324 1109
xattr 35 oo Al (A% Lio Cowd hash ¢f dowo (1o (3805 e2fsck 8151 OY Gao 3553 O oy dogdl]

UL JSLe (e doled] gzl ot dogill POSIX ACL glgsl am 015 15)5 . deolsd] 755 dosd (00 =52 0555 dliSUl &ilys § dosdll security sf drusted si wser duolsdl g5 OIS 13) A 110

(st 0555 3y $I) call) ol sl inode number dus adll 550 035 055w ale &Y digdodl Lspll Vol z b b A 111

s O ez DY e 3855 A1 QUL dalil meae (O plss e (inode number Jaas5) allly gudl o b3 Lo dlsae s 8 b Hard Link clall bl I of dlall dlosl)

L e s Lo Jaily 5o ST e Gl G delisT § Jad pusiiay Bols "hard link" s . Cile S oWl pu¥l ] grins doly (ulo il (UBYI Je)

Y e ey Lyt ao T Vg ol e UL pebty dhdye LSS Alitus lyminzs (diliss D51 § dilies slowl Mia) Bdusie slawl usly (il i i3 Lo byl slis] dilas

A (pasdl o) Dye )l dlooll M o o1 oy gl o0 AL 28 dis salites Olpusal] (sgimebl s @39 oslawl usl e Calll Liowd 13] Mo &SI 51 slazel) @u¥l 136 & ling
Oema Juls ad 55T il gl ] silie iie priny @890 slechlll pul o g ety pad Cile (5,50 LSy s UL ] blie Jasly S
ddlzsee &3y, oS) aliasing L35 4 Lol lia 6,51 L3ey dlos of cilo baly 055 0T oS D30 ) dlog)l daulgy dd) HLad) of Gadll gl

OMos uSs 8,51 Ol ek (e inode ) 8,LaY) hard-link ddall Jajls U oSy ¥ el Sl allay WS b 59 «Olalll plss § (Ichle Jie) 30 Jie3 Oliw &y inode oY

&,s Y olalt) ol e Olalll J] ;LY lgSey A .(symbolic link, symlink, soft link) &30 I

-pathname resolution ;Lull el Julos ol dez 3 e b oYl &lho of (e ole JSE & S5l s sl Cals J] reference By ey il §T (5 Symbolic Link &30l dlo ol

(ol i) dye )l dlogll

Aogll Bus oo Call) "gsaia (151 Cile U] ai) Chle gl padity ol Lila (o &30 )l Aol
(U 3 § o) LM 50 55 6T ) 331 LSy D30 ) dLogll

inode number daliswe du 243 ;530 a1 ellad &30 )l dlogll

59 Sl b e Gl ) 85LsY) giSas de )l dlog)l

inode Js1s Culs 60 Ji> & &350 (fast symlink) < yoxe 60 e J31 Sl /Calll gz sl dsb O 13]
(@M 3l pill 912 3 SLLI JSUI Ol d5e 51 extents (3ol pase Jis Cob 60 Jis Bsle)
Skl Isb o (stlates ALl g gz o)l sluns slgimY ALS (aass By 60 g Jobl Hludl OIS 13]

(Gl G ) lgpsaans Alogll ouul i ekl poul Eaons ¢l &30 1 dlo gl Bl Loaie 35l

(U dlas) dlall dlogll
(Al g gz V) elowd usy 58 OF 5y uols (ol ioy inode JS
297 elizaly) Sl 6,25 & cycles Slygall gies lia .S ] 8551 hadd LSy dball Lals I
inode numbers dw 48 S50 fléﬁ ouds a3 dball Jaslg I
Selgll GRIL alss 1> s puscias dlall byl )l
Ol dabl zeaz lgasss Y dlall byls I
inode . JJWl o (bayly) Calal) Bl JS g paBling basly elis] IS e o153y i_links_count baulg I oluss

0 g bl olas5 pruy Loie add o &g bl bl

= <
BIPNIFORPESL YIES S RVET) ‘ inode ‘
Pz
Bagll Cile Bl 0313] (O (6T ] 258 V) "orphaned” oz sl (o e peuas OF 55y &30l Alosll s 4
. - ~ B
1 Jslie 2) &kl ks )l o 35T inodes puscts &5l dlos)l ‘
(1 Jilho 2) &ehall bl ) o S5 imodes pa3us &5 Aoy | harddink | | filett [T softiink W
a3, k1 JsSUls inode o5 o3 0 ) Jauls Il slass sy Lozes i_links_count e ;35 Y doje I SMos ~ s ,,'./ & /

ekl ol Jelos of doz 3 Jerl (00 dilall Jail )l e s overhead dslBss ellas dyje )l C¥log

Symbolic Link example: In -s

Contents of dirt +ode tabl Contents of dirl ipode tabl
e 2508 - 5406
~ —>[2599 -~ —>[ 2407
20 2600 207 g 2408
[ IR 1 -
1 isk block 1 sk blocl
Contents of dir3 | — Contents of dir3 |
U T . i
. w0 | S o0 |
b 2500 —1 -

Hard Link example: In

bb 207

o

o

o

o


https://en.wikipedia.org/wiki/Reference_counting
https://en.wiktionary.org/wiki/dangling_pointer
https://en.wikipedia.org/wiki/Reference_counting
https://en.wikipedia.org/wiki/Symbolic_link
https://en.wikipedia.org/wiki/Hard_link
https://en.wiktionary.org/wiki/absolute
https://en.wiktionary.org/wiki/relative
https://en.wikipedia.org/wiki/Path_(computing)
https://en.wikipedia.org/wiki/Symbolic_link
https://en.wikipedia.org/wiki/Filename
https://en.wikipedia.org/wiki/File_shortcut
https://en.wikipedia.org/wiki/Soft_link
https://en.wikipedia.org/wiki/Aliasing_(computing)
https://en.wikipedia.org/wiki/Aliasing_(computing)
https://en.wikipedia.org/wiki/Directory_(computing)
https://en.wikipedia.org/wiki/Computer_file
https://en.wikipedia.org/wiki/Directory_entry
https://en.wikipedia.org/wiki/Hard_link
https://en.wiktionary.org/wiki/non-zero
https://en.wiktionary.org/wiki/validate
https://en.wikipedia.org/wiki/E2fsck
https://en.wikipedia.org/wiki/Inode
https://en.wiktionary.org/wiki/update
https://en.wikipedia.org/wiki/Linux_kernel
https://en.wikipedia.org/wiki/Hash_table
https://en.wikipedia.org/wiki/Header_(computing)
https://en.wiktionary.org/wiki/entry
https://en.wikipedia.org/wiki/Block_(data_storage)
https://en.wiktionary.org/wiki/attribute
https://en.wikipedia.org/wiki/Value_(computer_science)
https://en.wiktionary.org/wiki/array
https://en.wiktionary.org/wiki/value
https://en.wiktionary.org/wiki/user_space

Bl s sl Ll J1 sus elittaly () god)) gl g eo8T CALLT ol 2 33 6T Sl (35 o okl ol 1 elisi] wis
# 1ln /Path/somedir/original file your_hard link
# stat original file

‘original file'
Blocks: 8 I0 Block: 4096
Device: 820h/2080d Inode:
Access: (HIVE S i amd] Uid: ( 1000/ XXX) Gid: ( 1000/ XXX)
[Removed]

‘your_hard link'

15 Blocks: 8 I0 Block: 4096
Device: 820h/2080d Inode: Links: 2
Access: ((HIV BT T amd] Uid: ( 1000/ XXX) Gid: ( 1000/ XXX)
[Removed]

# 1n -s /Path/somedir/original_ file your_ symbolic_link

# stat your_symbolic link
“your_ symbolic_link' -> ‘original_ file'
Blocks: 0 To Block: 4096
e: 820h/2080d Inode: EFFLEHI
Access: (WNEFERITPIIVIIVY)  Uid: ( 1000/ XXX) Gid: ( 1000/ XXX)

[Removed]

# stat original file

‘original_ file'
15 Blocks: 8 IO Block: 4096 regular file
e: 820h/2080d Inode: EEMPip Links: 1

Access: ATV B i) Uid: ( 1000/ XXX) Gid: ( 1000/ XXX)

[Removed]
# 1s -1i original file your_symbolic link your hard link

ERMPLY! -rw-rw-r-- 2 xxx xxx 15 Nov 23 19:25 original file
ERMPLY! -rw-rw-r-- 2 xxx xxx 15 Nov 23 19:25 your hard link

EEMM! lrwxrwxrwx 1 xxx xxx 13 Nov 23 19:23 -> original_ file

(05 &1 & 055w WY «all) ] di3a,)l Mo moez Slowl oSy ¥ 144s5) inode o3 ) 5t I Slalll slal o Ls
# find / -inum

/home/xxx/Desktop/your_hard link
/home/xxx/Desktop/original_file

(0SS5 dalal sy § slitmaly (UL S d S5 ) L5 Bguw A0V J] diko Laslsy slis] Dglona diSon b,k il 02

# sudo 1ln mydir mydirlink

i8. B failed to create hard linkBREWAERSRE VARSI VL EESE N Operation not permitted

# link mydir mydirlink2
iEEA Sl cannot create linkBRVLEESEEATARNEN [ EESEMlOperation not permitted

--directory
allow the superuser to attempt to hard 1link directories (note: will probably fail due
to system restrictions, even for the superuser)
(ext4 Olalks pls) Alternative Superblocks (ddola>VI éi) bl &,k e super block 8 pathl dsSIl -Meo| dayyb & o dn
(dev/sdal :Jle) HDD / SSD (0,8l e (uSid gud dauss o5 Live CD/USB wadd] (0,8 se ¢ M3Y .1
(el T DU ol Loy O3y 2 els) ASall 3o 0SB 2
dblaoYl / dbadl gud) g8 ge douss 3
S o] e St i Calise dlS 03 plasaul ddasl) ) S5 Juols Bohsdl o Culid 18] (a3 dole] ma diblasYl diwudl (3o superblock &alsiul 4
alternative superblock J] suio -b superblock ;Ladls.Olall) plail) o )le] pasd Jos iy f- L)

3 bl § doul] o Lo S5 Uslo o Bohasl clsd 13]

1. # sudo fdisk -1
2. # sudo fsck.ext4 -v /dev/sdal
3. # sudo mke2fs -n /dev/sdal

Superblock backups stored on blocks:
32768, 98304, 163840, 229376, 294912, 819200, 884736, 1605632, 2654208

4. # sudo e2fsck -f -b 98304 /dev/sdal
98304 &SI 3,b o SIALI pliss Jos 65 Slovccl [T Lisls Ly Wl AL phasetly AL pliss Lo (g sl
A(LiveCD (0,8l § & ,hall plasuls) bad blocks dombl JiSUls CALLI pllss o
1. # mkdir -p /mnt /[

mount -o sb=98304 /dev/sdal /mnt/linuxl

=+

2. # sudo umount /dev/sdal

# sudo fsck.ext4 -fck /dev/sdal


http://en.tldp.org/LDP/LGNET/issue93/tag/2.html

: Super block Gleglee gzl I3 e oSk 78 o sSw journal inode o3 Bale (Juloxlly &liel Jlie 2o) journal Eslgel] ud § UL IS sloul g s e e d A 113
# sudo dumpe2fs -h /dev/sdal | grep -i "Journal inode"
Journal inode: 8
: journal inode (S gl 5wl
# sudo debugfs /dev/sdal
debugfs: stat <8>
Inode: 8 Type: regular Mode: 0600 Flags: 0x80000
Generation: 0 Version: 0x00000000:00000000
User: 0 Group: 0 Size: 134217728
File ACL: 0 Directory ACL: 0
Links: 1 Blockcount: 262144
Fragment: Address: 0 Number: 0O Size: 0
ctime: 0x4elb45e2:00000000 -- Mon Jul 11 12:50:10 2011
atime: 0x4e1b45e2:00000000 -- Mon Jul 11 12:50:10 2011
mtime: 0x4elb45e2:00000000 -- Mon Jul 11 12:50:10 2011
crtime: 0x4el1b45e2:00000000 -- Mon Jul 11 12:50:10 2011
Size of extra inode fields: 28
EXTENTS:
(0-32766) :6324224-6356990, (32767) :6356991
16338196 = (13972 + 6324224) (0,8l e O3] 6324224 uis journal superblock dlS's journal block 13972 we block #3 Glalkl el ds
# debugfs -c -R "logdump -a" /dev/vg_mookie/lv_root
debugfs 1.42.13.wc5 (15-Apr-2016)
Journal starts at block 13970, transaction 1103250
Found expected sequence 1103250, type 1 (descriptor block) at block 13970
Dumping descriptor block, sequence 1103250, at block 13970:
FS block 12058640 logged at journal block 13971 (flags 0x0)
FS block 3 logged at journal block 13972 (flags 0x2)
FS block 12059015 logged at journal block 13973 (flags 0x2)
FS block 12058703 logged at journal block 13974 (flags 0x2)
FS block 12066941 logged at journal block 13975 (flags 0x2)
FS block 12058641 logged at journal block 13976 (flags 0x2)
FS block 12059178 logged at journal block 13977 (flags 0x2)
FS block 0 logged at journal block 13978 (flags Oxa)
Found expected sequence 1103250, type 2 (commit block) at block 13979
# dd if=/dev/vg_mookie/lv_root count=1 bs=4096 skip=3 | od -Ax -tx4 | head
000000 00800000 00800010 00800020 0751583d
000010 00040694 00000000 00000000 112c0000
000020 00800001 00800011 00800220 1c581692
000030 00040056 00000000 00000000 aae40000
000040 00800002 00800012 00800420 191b) <--this is modified in journal
000050 000400a5 00000000 00000000 31771575
000060 00800003 00800013 00800620 20006380
000070 00050000 00000000 00000000 fa6f2000
000080 00800004 00800014 00800820 20006d83
000090 00050000 00000000 00000000 7£££2000
# dd if=/dev/vg_mookie/lv_root count=1 bs=4096 skip=6338196 | od -Ax -tx4 | head
000000 00800000 00800010 00800020 0751583d
000010 00040694 00000000 00000000 112c0000
000020 00800001 00800011 00800220 1c581692
000030 00040056 00000000 00000000 aae40000
000040 00800002 00800012 00800420 191bPHMAE <--is 0x2l4e in filesystem
000050 000400a5 00000000 00000000 cd261575
000060 00800003 00800013 00800620 200063a9
000070 00050000 00000000 00000000 aeb72000
000080 00800004 00800014 00800820 20006d83
000090 00050000 00000000 00000000 7£££2000
0x4f ] 0xde (o 8 yustio dod (Ddlgodl ud § ellay U1 Ox4f Sl slittul Oligalite HLSII Lo 85
R[S UIISES  » (0x214e = BBBE) dosils .377-256 Cle samkl L 1l group descriptor block LS a block #3 ALsJI dumpe2fs x" 13U s
(Blocks 0x810000-0x817fff) [ITABLE_ZEROED
Checksum 0x3177, unused inodes 5493
Block bitmap at 0x800002 (bg #256 + 2), Inode bitmap at 0x800012 (bg #256 + 18)
Inode table at 0x800420-0x80061f (bg #256 + 1056)
, 6427 free inodes, 165 directories, 5493 unused inodes
(Andreas Dilger s Jsite JEbl 110) dogdll 0do 4 giSiay Solssdl a8 & U5 Il Ll oo 105 5 lnanass 63 43 JsSUl sy O Igg 0da JSUl ds saze &
(ext4 Olale pllas §) external journal device =)l Oolg> w1 Hlae <lis] o dr 14

Eolsodl 43 3laz ez Laal (2l by o) daghl GlaLall 6 5900) GblaoYl gl G Less Joully sliall L Al § Logas ournal &olsadl 4 e slazedl Lells Sy ¥ sl

& sl D9kl CSU Wi g9 LAl pllss § Sl o iy 0582 OF m Gzoled) E3lssdl 08 5laz § AL gy . SLALL plss ALS e x 1024 J8YI o 0555 OF s sl
Eolsadl b Sl &sLas OF oSy ¥ dousab] Olalll dabl oS0 (batie bsd 00,8 & gy Solsadl 4 Slaz OF o181 ) Lzl Galssdl ud Slaz plasealy %40 G liew pladl slof

& S9zmme 6195 Uou" 355 Bole Yl 1in (U 5f) 28 § (write-ahead liuws CULJI DUSL) Slake plls § Ol dumad o Lolal p35 (Eodlgor aus 59501 Olalll allss 3,58

DBMS Gl aels 6510] obai 3 8352 skl Olelyz ¥l D533 8,55 uii L 3y .ol o) pray alb) sy Bl olts] iyl odgy .ol pllss J) Clmd Sl LS Ji3 bduome dihate

U3 Solsadl a3 J) Vsl Slale pllss S 59 1 a3 A oSS Tasdl/ il Sgae L3 dompomall dumd ol ] 8552 Uslonew 12231 13 O sy «Olall] allss § Jid 6T Sga Al 0 §

148 extd § external journal device Lz )l E3lse U Slaz iy elsdus 18 I Ol LT O plss osT e (L am J)) abor 538 & 98w Al J] Ldsd SBLI LS

(oY QLI 52 3T O § Uzeadl i 533l 55 s S3lgodl 43 § corruption S A/slud (i o

(oY plad] § 550 SULT iSG oF 0lsadl ud pls OY).s1oY) § Bgorke (auss die puiinw (Jadis L2l G315 08 Sl slis] °


https://en.wikipedia.org/wiki/DBMS
https://en.wikipedia.org/wiki/Atomicity_(database_systems)
https://en.wikipedia.org/wiki/Transaction
https://en.wikipedia.org/wiki/Circular_log
https://en.wikipedia.org/wiki/Journal_(computing)
https://en.wikipedia.org/wiki/Journaling_file_system
https://en.wiktionary.org/wiki/freed
https://en.wiktionary.org/wiki/allocated

1ozl Oolge ud Sl <Las] Olhls
3lezdl Olall) allss ko) o5 external journal device (2l Gidls> ud ez <Lis) .0
CBg)l s § 2ol Solgdl 4B Slaz sy Olalll alis slas) ol 1

ol Y1 iy 345 65 GlaLLI plbss unmount (e ] Vsl s oo ,ll e Llsd 5250 Olale plhs § ozols J] A5l Salsodl 48 s sl 2

=
g

mke2fs -O journal dev /dev/block device name

=

mke2fs -t ext4 -J device=/dev/journal device name

—
g

mke2fs -t ext4 -J device=/dev/journal device name /dev/block device for new_fs

»
+

umount /dev/existing fs

=

tune2fs -0 “has_journal /dev/blk dev_for existing fs

e

tune2fs -o journal dev -j -J device=/dev/device name /dev/blk dev_for existing fs

Hlas Y e ol g cale slas] () gl U3 U3 oS (extd &) inode slou] day )b 7z b A 115

# echo Here is a new file >testfile
# 1s -1li testfile
389350 -rw-rw-r-- 1 xxx xxx 19 Oct 30 05:40 testfile

# istat /dev/sdal 389350

inode: 389350
Allocated

Group: 48
Generation Id: 1711068283
uid / gid: 1000 / 1000

mode: rrw-rw-r--
Flags:
size: 19
num of links: 1
Inode Times:
Accessed: Tue Oct 30 05:40:06 2018
File Modified: Tue Oct 30 05:40:06 2018
Inode Modified: Tue Oct 30 05:40:06 2018
Direct Blocks:
27754

find / -inum <number> : Calbl gl slzo] inode 035 B2yb oo Sy duwlibly
: group descriptor table de gozxbl Ciogs Jguzs superblock dlS (o Glaglsbl pasy J] gliod 389350 wslhatl inode ] Jo gt i Il

$ fsstat /dev/sdal

[cood

Block Size:

Inodes per group:

lcool

Group: 48:

Inode Range: ELLI{f - 396704
lcool

Inode Table: - 1573401

(396704 - 388609) s gaza JSJ inodes sus Glai JsIs =i 389350 slall Olsimll Ol fistat & > 3 LamY 48 desaze § O Lsliall inode du,pall d3e

(506 = 16+ 8096) s sazms JS) duypd sbso BODG Slio OIS JUbl 1in 3 S JSJ iy B30 16 Slis 0 iy i by MO8 AU 25 ol BB 5o extd & inode g of ol
$389350 du 4l 30 AS @i ol oSJ 1573401 — 1572896 (e ALS 506 Jiony 48 desazehl § inode table of 12>y 506 o ds gaze USI du gl Ol b3e LS sue 03]

.inode table duw ,48)l Ol G50 Jgdo Ll o . duyadll B3 J] Jua 389350 (1o dosdll 03 5y 388609 OIS 48 degacchl § dujyd S50 Jsl Olgis

= 388609 - 389350

# dd if=/dev/sdal skip:- bs:l count=506 | dd skip:. bs:. count=1 | hexdump -Cv

00 01 03 04 05 06 07 08 09 OA OB OC OD OE OF 012345678¢
b4 a6 e0 d7 5b a6 e0 d7 5b
a6 00 00 00 00 e8 03 01 00 08 00 00 00
00 01 00 00 00 01 00804 00

00 00BO05 83 18 00
00 00 00 00 0O 0 00 00 00 00 00 00
[} 00 00 00 00 00 00 00 00 00 00
00 d4 65 00 00 00 00 00 00
00 00 00 00 00 00 00 00
lc 58 9f 58 90 6f c3 55
a6 55 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
a4 00 cc 5b 04 £5 8a 58

Wy 19 i DRO000IE o5 <AL oo ) s (Ll C-32) .7 ] 4 o0 0lsls [l

«(block pointers xS Ol fb50 puddg SLab) plasiuly LAl §sede izt extd 201 ,S35) extents SLabl 8,50 Ologlna a5 99 J] 40 o Sl 60

i)l susll 53] cextent header GLubl dugg s duy laliod (51-40 (o Olik) GLadl dolus (o Cob 12 Jsl oSJ dnode JS $ Obue 5 dlia 03] ol 12 s O 55w extent gubl do
(oMl Ul & oy Glubl dugs 3 sasde) 4 O5Sew inode § extents Slael

) 315 Slaall ey 45 ] 13,01 Bz Ol5e BLS] oy DUkl Ol Caliee 3 secatl 03,01 1in (FREION = 62218) (g ol 631 J) i3 41 J] 40 5o Sl [l

s usly gde Call) Udiel Lis (0x0001 = 1) extents OLabl sus ] wis 43 ] 42 oo Olob


https://en.wikipedia.org/wiki/Magic_number_(programming)

inode J515> Olbus 4 a8l susll O Lisy (00004 = 4)5 «Sbael) a3Vl susl J] ,uis 45 J] 44 oo Olub

(T - 0) 5,721 3o ) e 47J'46wul‘~ab.l
(BRO0006000 = 0) -Generation ID 3 2l adss 63 of dysa ) a3 51 J) 48 5o Sl )]
desll &Yl § "Generation ID"  "Depth of tree” (33L5 Bgw
o0 Wasdl 33279 Jlo 3 I 0 055w Iy Gkl oty ] ] S i 31500 J) e (501 (BX00000000)- Logical block number dalail AiSIl 635 J] 3 55 J) 52 5o Sl [l
Sho Lahil) A e g1 Ll &l e Tag OF Gz walll s § doly sue elled 1T Ly oS0 .0Lall
Busly Al U] haid plio] MU o OIS albl lin (0x0001) gubl e § JiSII sas ) ,uis 57 J] 56 o Olob
ol e el ddsdll dladl 6T skl § &S Jsl g &L 5l AT 635 ] 53 AW Coly 6
(0x0000) (L=l cu-16) physical block address 45U 5.l diS) Hlgie ] ,uis 59 J) 58 (o Slul
(0x003A883F) (dadsull u-32) L35l ALSU Olsis JI ,u55 63 J] 60 e Sy
Coly 4 5 AsSI Dlgie G Ll 16 ) 55 Cob 2 JoT € (tad & iy B 48 ALS Glsie s Co-64 51 (232 o1 116 25050l Dydlowe (1553 ul] dpiond] Lrgaulod] dalail §
S5 e ST Lies sl (6 8e) 1606405 ASII 635 (55l I (6 e Cw) 0X000000188305 (J] ASII (pie 0 JEbl i 3 U5 e elisy .0l gismll (oo drinik] 32 (oais

# blkcat /dev/sdal 1606405 | hexdump -C

0000 48 65 72 65 20 69 73 20 61 20 6e 65 77 20 66 69 |Here is a new fil| —
0010 6¢c 65 0a 00 00 00 00 00 00 00 00 00 00 00 00 00 |le........vvunnn |

0020 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 |.v.evvvuuennnnnn. |

1000

(OB elas] § pasas 01 0Ss deusitus il Jgisd! :dasMe) .null 8,6l O S inode & LI b 36 (ALl SLubl duss W duddl) ddlo] Obus w5 Y &l ey
s testfile isbl Calll Bl axe OULII S / dSs inode J51s Susy 13k by

# rm testfile
# blkcat /dev/sdal 1606405 | hexdump -C

0000 48 65 72 65 20 69 73 20 61 20 6e 65 77 20 66 69 |Here is a new fl\‘_
0010 6c 65 0a 00 00 00 00 00 00 00 00 00 00 00 00 00 |le..............

0020 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
1000

sinode ge 13k S0 UL ekisT § 6 5lek] sl 9o i Calbl Bl as 835250 <13 Lo Gl S o1 2ES o555 LS
# dd if=/dev/sdal skip=1572896 bs=4096 count=506 | dd skip=741 bs=256 count=1 | hexdump -Cv
alb) Bd> (LS Inode Hgadn

3 04 05 06 07 08 09 OA OB 0OC OD OE OF 0123456789ABCDEF
a6 e0 d7 5b a6 e0 d7 5b .[

CIBCLECLIC]) e8 03 01 00 08 00 00 00

01 00 00 OO 01 00f04 00
00 ooffos 83 18 00)

| |

| -

| |

| |
00 0o 00 00 00 00 00 00 00 | |
00 00 00 00 00 00 00 00 00 | |
Tb fc 00 00 00 00 00 00 00 | |
00 00 00 00 00 00 00 00 00 | <l
8c 9f 8c 9f 58 90 6f c3 55 | X o. UI
920 c3 00 00 00 00 00 00 00 | cococoll
00 00 00 00 00 00 00 00 00 | I
00 00 00 00 00 00 00 00 00 | |
00 00 00 00 00 00 00 00 00 | |
00 00 00 00 00 00 00 00 00 | ]
oo 00 oo 00 00 00 00 00 00 | ]
00 00 00 00 00 00 00 00 00 | ]
e8 00 49 cc 5b 04 £5 8a 58 | |

: el Bl usy inode (gedo

a5 39 d9 5b a8 39 d9 5b
e8 03 00 00 00 00 00 00
01 00 00 00 0Oa £3 [GJEJ] 04 00 00 00
0000
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
7b fc 00 00 00 00 00
00 00 00 00 00
c4 c4 13 08
90 00 00 00
00 00 00 00
00 00 00 00
00 00 00 00
00 00 00 00
00 00 00 00
00 00 00 00

§ .deallocated lpavass <] wie inode § Sus 13l

Wed Oct 31 06:12:08 CET 2018 :3dodl )5 imys date -d @1540962728 ] ez 5 sl 0XSBDI39AS 5,5 ysabs 6,531 gyl 63 58 il ] o] sy JaoY s

o IS extent header GLakl dugs i § Shakl sus dad ko ol Gl gz a3 [

gkl Jgb JI 48LoYL ALSII Il e physical block address 45U 5.a)l duSI) Olgis & 3lus = extent Subl g (0)) sy Bow duwds extent gull

inode jazass 1] uis inode & block pointers JsSUI Ol b3e gras Xt3 § dady Jsludl 130 B53omll Calll Soletul § Luaslus ol oSy inode § dibos Sl & La of &l iy 1o
+traditional file-carving methods Glall) 8sleiul § doudad] & k)l plusul e o nmme Ll EETIATS il

(ext3 § Jl) inode table dw 38l Ol ;530 Jouz § inode dlsue z & O o dn



Liliy Co JS Eue (0x001,0x002 ,0x004 ,0x008 ,0x010 ,0x020 ,0x040 ,0x080 ,0x100) 39391 pMel uzr g3 drdsuil) Cuy 9 & 2 pLudl DY ] B0 S Cu-16 dad ccalll bolasl Ja §
09,5V pedstd] mes Liga s others” (9,51 "y group ID (s "de gama”s wiser ID sy "pusitudl” inode § (world si) others s group ¢ wser poade pasud 0939103
(oMel Jsuazdl) 8 410 e Oilu & .inode table Jguz § OsSw 0959 o e)l.r.i _execute duaul) ol awrite LUSU aead 3¢),3U 03] ellad OF (S Gilegazbl 0de (1o degoacme JS

LI & Sl ol sl wis Clien 35S $daitl) Calll olus dalas] (us 03 13] .executable files &l Glallly oY dT oo 55 (05200 ,0x400 ,0x800) 11 ] 9 e Ol
.properties dols> jaSlas ly) OsSuw

el G 08 04 digdsdl § inode sLii] o3 dlzl g 31 (0X1000 , 0x2000 , 034000 , 0x6000 , 0x8000 , 0xA000 , 0xC000) alll g 52 iy =l Ui 0o 15 U] 12 o B, Olay
s Lyie doly uss

0 ds gacmll 308 o 555 O3 (IS degozma JSI duypd b5 16,288 pladl lie § inode lyd] oz I ds samall disa wass J] gliss Vsl 05U inode 16 s pamass Jibl 13a &

$ echo "(16-1)/16288" | bc
0

4096 diSJ) oxo =0 dd N pasus UL zlysawy .Col 4,096 Slall) plss § AUl poxog 4 AUl s OIS s3I group descriptor de gaxxll Cavog 6342y inode table &l Olgie
2 (858801 dad (o 1 golaiw A 0 pudy o O35S inode Jsl :deslse) inode 16 J) 5280 Cul 128 &SI oz @ (5551 850) dd pusiiad o3 inode table J] 54801 dof oo Caly

# dd if=ext3.dd bs=4096 skip=4 | dd bs=128 skip=15 count=1 | xxd
0001 0203 0405 0607 0809 OAOB OCOD OEOF 0123456789ABCDEF

0000: a481 £401 0040 9c00 £607 2a3f ... o W%
0016: 8107 2a3f 0000 0000 £401 0100 404e 0000 ..
0032: 0000 0000

0048: 2e38 0000 2£38 0000 3038 0000 3138 0000 .8../8..08..
0064: 3238 0000 3338 0000 3438 0000 3538 0000 28..38..48..
0080: 3638 0000 3738 0000 3838 0000 393c 0000 78..88..
0096: 0000 0000 ba94 eaOb 0000 0000 0000 0000 .

0112: 0000 0000 0000 0000 0000 0000 0000 0000 ...

14iay group (puadiib) degomos (0x004) LALLI 1 Bel 3 diiay pands S : 1l W oS bty o .0x81ad (1S Sl bl Jass ] ;o5 1 J10 o Olisly o5 e Ceudl gyl i &
-(0x8000)- regular file gslael cilo g Calll o 3l s Wl Sl bews .(0x100) 3¢l 48015 (0x080) Calll lia J] HUSII 4oy user pdtubly (0x020) Calbl 1is 8¢l )3

(A481 = 10000001 10100100) = (100 = 0x04), (100000 = 0x020), (10000000 = 0x080), (100000000 = 0x100), (1000000000000000 = 0x8000)
) Cals 10,240,000 T2 15 7 J) 4 o iy 500 S il e sazebl &g (35 ) 55 25 ] 24 3o Slils 5500 9IS @l bl dysm 035 J) 55 3 ) 2 5o Sl
15 ] 12 5o Ol (5 date -d @|IROMIDBEE -0 o) August 1,2003 at 06:32:13 UTC ] o252 il 0x3122096d alul J) SR ) »+25 11 J) 8 5o Sty (0x009c4000
4| ydo file name Cale ol Jla ol i e 1 O gl dink count bl I olusd ) i3 27 4] 26 (o Olub w3l (al:b‘lll Ay ) i 23 U120 509 19 U1 16 w9
ext3 § dousius 4t 39 U] 36 3o Olut attributes [ HIEESIEIBERENE i1 ;..x5 pus ] 5525 35 U] 32 5o Olils sector count JsSI1 ol Slelal shass ] 5425 31 ] 28 oo Oluly
(G0 SIS 558 U= oo 47 J] 44 5o Sloly (0x0000382¢) 14,380 &SIl ] jdy gl first direct block pointer [SSTIE)EUMABSIIGEEE J=1 50 43 U] 40 oo Oty
AsII § O gl single indirect block pointer JaJl (8) séle yusdl S 350 Olgie (o3 91 ] 88 (o Olul .(0x0000382d) 14,381 &SIl ] yudo ¢3! second direct pointer
(0x00003¢39) 15,417 &SJl § double indirect block pointer gg33bl (8) bl yusll AU 50 U s 95 U] 92 (e Olub .(0x00003838) 14,392

bl §gaide (2355 o Cus (rslis (e do8Y (euaw single indirect block pointer Ja)l (8) sole sl diSII 50 .Col-4 (aslis (o dodY §sSuw JISI) 0da WS (gauie

# blkcat -f linux-ext3 ext3.dd p¥EEP | xxd
0000: 3938 0000 3a38 0000 3b38 0000 3c38 0000 98..:8..;8..<8..

0016: 3d38 0000 3e38 0000 3£38 0000 4038 0000 =8..>8..78..@8..
0032: 4138 0000 4238 0000 4338 0000 4438 0000 A8..B8..C8..D8..
[REMOVED]

inode 43l 4852l Al Olgie (eudy group descriptor degamtl Ciuo g .inode lyd) ating degambl puts § U inode bitmap 45Ld) d8saall § (555 inode pavass dl-
QW Pgade o OS5 3 ASII S8 JBbI § I bitmap

# blkcat -f linux-ext3 ext3.dd 3 | xxd
fcff

inode 16 Co .(f7 Coldl § inode 16 03] < 8= Coly 10 S35 7 &ad1) 1= 8/ (1-16) 1618 s puudts o degomedl § inode sl Dy g old 1 g5k remmall Coldl waos Jol ga
sistat eV Dsgun Lals Jsasdl oSy dislull inode 16 Gloslus gz Ly ,a5 Allocated jaaie 92 03] 1 5o Gl (0xf7) 1 Coby & 11110111 dueal iSYI i oS

# istat -f linux-ext3 ext3.dd 16
inode: 16
Allocated
Group: 0
Generation Id: 199922874
uid / gid: 500 / 500
mode: -rw-r--r--
size: 10240000
num of links: 1
Inode Times:
Accessed: Fri Aug 1 06:32:13 2003
File Modified: Fri Aug 1 06:24:01 2003
Inode Modified: Fri Aug 1 06:25:58 2003
Direct Blocks:
14381 14382 14383 14384 14385 14386 14387
14388 14389 14390 14391 14393 14394 14395 14396
[R D

16880 16881 16882 16883
Indirect Blocks:

AR EYSY] 15418 16443




extd § oS) 5T o

hexdump -Cv

|
39 00 =
00 00
10 00
04 00

$ sudo debugfs -R "stat <549538>" /dev/sdal

Inode: 549538 Type: Mode: Flags: 0x80000
Generation: 1296323712 Version: 0x00000000:00000001
User: Group: Size: 7481966

File ACL: Directory ACL:
Links: Blockcount: 14616

Fragment: Address: Number: 0 Size:

ctime: Ox :bcl22534 --

atime: Ox :3£10c7£0 --

mtime: Ox 948ee88 --

crtime: 0x5b353d14:81fal79c -- Thu Jun 28 20:55:00 2018

Size of extra inode fields:
EXTENTS :

(0-511) :1183744-1184255, (512-1023):1198080-1198591, (1024-1826):1236992-1237794
(END)

$ sudo istat /dev/sdal 549538

inode: 549538

Allocated

Group: 67

Generation Id: 1296323712
uid / gid: 1000 / 1000
mode: rrw-rw-r--

Flags:

size: 7481966

num of links: 1

Inode Times:

Accessed: Wed Oct 17 06:41:24 2018

File Modified: Thu Jun 28 20:55:37 2018
Inode Modified: Fri Jun 29 03:11:41 2018

Direct Blocks:
258826 0 0 1183744 1198080 1236992 0 0

-hg)i Lotz Olile AoV Ol (31 puol) Ol slawl dd 0355 G (Dulil] (ST gy Slike dabisT §) s ol OSL) s JJall OF il 5,55 1 Il Moo ez gz s o e ] A
Sl ] 55 ST Ao &ty ol e Doty O Wt e Alite gl5) 3 oo b lgzets & D31 015 G > HCGCHUMBeN eI SEs R

Ol (oMeT Ushizd! go)) ezl puis oy La S5 riwall ool 09t Wl Asae &ty O (JSU1 6T) alll Ogadaa ] suiSs bl ailas (e Loysws Il (inode) diaogl
S Cai AL (L) 6T) Ll Cile J] Bl EXT & JIul OMo s degas (4] dipall Wlo) doastud) Lpall saota (superblock §) da8lgte il O3kl § FILETYPE dodl!

7 this”, “is™, “a” , “simple” , “directory” : 3 Al 1y AW duwesd) LA Gaiiw (Sl S J21s o3 c testing el o SIS GE0 Bow D e Jla . JJul J2lo Olalll 48 Las

$ mkdir testing
$ cd testing

$ touch this is a simple directory
testing LIl Js1s Gzl i A UL elowl Is" 31T 4,25 (S Y

S 1s
a directory is simple this

i)l lged 7o JJWl O se 5als5 hexdump ] 7,5 203 e cat 9 debugfs plassiuly Osaill pasds we oS
debugfs -R "cat <518977>" /dev/sdal | hexdump -C

00 0 203 04 05 06 07 08 0 OB OC OD OE OF 0123456789ABCDEF

0000 01 00
0010 02 2 00 Oc 00 04 01
0020 74 01 69 73 00 00

0030 cd 00 33 ef 07 00

0040 10 00
0050 0 6 7 9 00 00 00
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00

0000 0a £3 06 00 54 01 00 00 00 00 O

0010
0020
D80 00 00 00 80 01 00 00 b3 98 14 00
0040 00 08 00 00 94 02 00 00
0050 e5 e5 e5 e5 e5 e5 e5 e5 e5 e5 e5 e5
0060 e5 e5 e5 e5 e5 e5 e5 e5 e5 e5 e5 e5 e5 e5 e5 e5
1000

# filefrag -v sci-dictionary.pdf

Filesystem type i ef53

File size of sci-dictionary.pdf is 11087886 (pRgll:IR-YTII TR LTI SALE)

ext: logical offset: physical offset: length:

1349811.. 1350194: 384: 1314789:

2048. .
sci-dictionary.pdf:

2707: 1361283. .
6 extents found

1361942: 660: 1357824:

1349811

Lo N B S

(Calll &ly) 1361283 : &lud) dS 660 : JiSJ) due « 2048 : dahil) dLSI)

# 1s -1li sci-dictionary.pdf

ELEELYS ~rw-rw-r 1 xxx xxx 11087886 Jun 27 05:55 sci-dictionary.pdf

# debugfs -R "dump_extents <FZLEILE>" /dev/sdal
Level Entries

Logical Physical Length Flags

i 2132319
1 6 1888971 1888972
1/ 1 2/ 6 2= 31 1313985 - 1314014 30
1/ 1 3/ 6 32 - 127 1314693 - 1314788 96
1/ 1 4/ 6 128 - 511 1349811 - 1350194 384
1/ 1 5/ 6 512 - 2047 1356288 - 1357823 1536
1/ 1 6/ 6 2048 - 2707 1361283 - 1361942 660

4L:S 2708 = 2707.003417969 = (4096 + 11087886)

expected: flags:

last,eof

Obukl 8,25 § leaf nodes 43 ,b aie

Obakl 8,25 & Interior nodes ds1s s

G ol (03 o5 Ol pllas OBl JSLa @ O35 ouals cextents library functions Obubl daSe Jlgs e ouess s ddslul Sudsll § Y bl Lol IS dludus Jsb 1auis

O plss § wld of dlSan J] i3 Y Ll LS dads 89 pally Coned j4k5

5o Sbakl b Bale 3199 J] 64 o Ol @ inode Sl ISk & ULl O s duser I3 Coameis 3] Lglils § bl elles <SS inode & 8,2 Ll gkl SSba of sl bS5

Lol Lalsls § Sl pasy elles ColS & ,8Ls 83le 2l inode § extent index dey (vo Wl Coly 2 0 Laal 6,55 2132319 41 § 4 J] 2 5o SLakl § OULII mo Lolas 3allas 4 J) 2

Sl Sy I b 03] 2132319 ASUI & #1 UV skl &ty (0 8,651 Coly 2 ge 3l extent index (e 8,31 Coby 2 § 71C 00" Sl o (s b 3,6 13)

Inode & GLall Bl &yt Ol pllss JWLs fragmentingsszall § sazws o1 /5 sodl § ot 41 o] sci-dictionary.pdf Cals .= sill as; lazy iy extd 8,45 ol guu

2 yhan o8 Yo inodes § 8oLl OLakl LS 8olel oxg3 ¥ 8,445 extent index 4l sue Jsl Jauns Obabl dugs & 8yl Bos Jho doid @8 puels Sue ] glizw Lois

dd if=/dev/sdal skip=2098698 bs=4096
03 0Oe 30 a9 00
5b 00 00 00 00
00 01 00 00 00

0000
0010
0020
0030

b4
d3
00

81
18
00

e8
2
08

2e ae
e8 03

00 00 00 00

db

count=506 | dd skip=6113 bs=256 count=

5b 2e ae db 5b
01 00 a8 54 00 00

-extent index 4 & 8,V 8,2l ol

| hexdump -Cv
[l

0040
0050
0060
0070
0080
0090
0100

02
60
b3
00
20
e2

00
00
98
00
00
17

00
00
14
00
00
33

00
00
00
00
00
5b

00
of
dé
00
e4
05

00
14
al
00
08
af

14
00
00
00
3d
00

00
00
00
00
2a
00

00 00
00 00
00 00
00 00
4b 7e
00 00

blkcat /dev/sdal 2132319 |
06 00 5/ "1 00 00 00 00 00 00

hexdump -
O0a £3

80 00 00 00 80 01 00 00 b3 98 14 00
00 08 00 00 94 02 00 00

# debugfs -R "filefrag -v /home/xxx/Downloads/sci-dictionary.pdf" /dev/sdal

sci-dictionary.pdf has 2709 block(s), i_size is 11087886
ext logical physical expected length

0 0 1888971 3

1 2 1313985 1888973 30

2 32 1314693 1314015 96

3 128 1349811 1314789 384

4 512 1356288 1350195 1536
5 2048 1361283 1357824 660

IR LR AT LR B 6 contiguous extents|




# eddefrag -cv sci-dictionary.pdf
<File>

[ext 1]: start 1888971: logical

[ext 2]: start 1313985: logical

[ext 3]: start 1314693: logical len 96
[ext 4]: start 1349811: logical len 384
[ext 5]: start 1356288: logical len 1536
[ext 6]: start 1361283: logical len 660

Done.
# eddefrag sci-dictionary.pdf

ext4 defragmentation for sci-dictionary.
[1/1]sci-dictionary.pdf: 100%
Success: [1/1]

# filefrag -v sci-dictionary.pdf

Filesystem type is: ef53

File size of sci-dictionary.pdf is

ext: logical_offset: physical offset: length: expected: flags:
0.. 2707: 284932. . 287639: 2708: last,eof

SRR ERA SR ERAT i1 extent found

11087886 (2708 blocks of 4096 bytes)

“Outline of Ext4 File System & Ext4 Online Defragmentation Foresight” S =1y 40Vl oda Jos o2}

J) sl s el Blas 3 Al Dlmdl] Blosll G o <piseiack] doluss Blsl (s Bitian (ailassS 85 ekl acl Sladly (Soull dails 0931y EA 3utell ailasdl ¢z o o5 s A

(omSlasl gamy clittuly) Basad) paslasdl D13ls gums psis JsY1 31031 dsattr s chattr sluisetul 048 U] dolo & ol Sutekl pailasdl ze Jolzills SELinux Jis ¢ Y Oligs Cols

U o0 i il BB 16,0l Calll dmad o (Ll (o 3] ol eBLo] iy 31 Buiabl pailasdl o Sl Il susekl Ll dhas Ll pailasdl oo, psis (Is Jie) Lol

L U13Ys deolsdl o ,e et lsattr 3151 Jads ccall) § 835> 5bl duolsdl 03 om0 o) Is a1 delibls .chattr +i some_special_file :JUbl G LS 71" doolsdl pusius dod! pasudl

chattr -S some_file :Jlbl § LS "S" sl puscius «albl § Sutes duols

user_xattr Juogll sl> ma Gl pllss Jos waz Buiok] pailasdl ods 13] of guss guetituall plowdl ppakl obl 15] Bazabl (ilasdl s bt sisdl pasiudl bais Lide .1

Lzl 013 838291 e asie (58w fetc/fstab Cile dliue plusiial e Yoy Josl LolaeW/ASIL OLlsdl plasaal La] 2

ext2/3/4 ALk e L] die 335290 OsShw Olilodl ol ke 3

.getfattr g setfattr dawlgs duiabl yaSlasdl w9 Gusd LSy 4

. dogl Hls 32,k e Glalbl el Loy s ACLs zo OlgoYl ode plusu) gl i leges .getfacl g setfacl pusius Olalll Je ACLs REN ] é 5

1. UUID=661ab9f1-c381-4962-bcfc-0bSe2aablce9d /home ext4 defaults,user xattr,acl 1 2 (etc/fstab)
2. # tune2fs -1 /dev/sdal | grep "Default mount options:"

Default mount options: user_xattr -
3. # cat /etc/mke2fs.conf | grep acl

default_mntopts = -,userixattr

4. $ setfattr -n user.comment -v "this is a comment" testfile

$ getfattr testfile
# file: testfile
user.comment

$ getfattr -n user.comment testfile

# file: testfile
user.comment="this is a comment"

5. # tune2fs -o acl /dev/sdal (Jeos jLsS acl 3.5«0)

el oSy other 03,5V15 group dssazbls wser pasiukl o dalise Glsgazesl Bluol BN dol g arwx JudiSs lSs Sel,3 rdilis 053 o puylas B3 ellas ClaLLl dyaglss

s gama sLas] J] dzlod) jslzs ST ACLs ge 08U Ao gamtl J] oVl elilsl o o3 dioMall el elas de gome sLis] e crume ile J] LUSI dioMo (uiuma polini] slhas)

ity doos Ja58 03] (S Bel A1l G ellay 0,5 iUl el il o ellay doows lin) 0644 (531 me Mohammed:Mohammed i3 ;s Islas testfile gl Cilo dlin of (o581 Mo

$ setfacl -m u:ali:rw testfile
$ getfacl testfile

# file: testfile

# owner: Mohammed

# group: Mohammed

user::rw-

user:ali:rw-

group: :r—

mask::rw-

other::r—

% 1s -al testfile

-rw-rw-r—+ 1 Mohammed Mohammed

:ACLs pusias L «alll s J] GUSY G ali e Y ey OF Bo T 15] .all) s Jpuss

6 2009-11-11 14:28 testfile

Jin aw 99391 s elloy ali OF W prany cgetfacl plusaly.(rw) LS5 81,801 03] elloy preol Gl ali aadl Sl 30 ACL 28l testfile Calll § ACLs (931 o o3 codel JBLI 13 §

(& gozbly pasciudl) Mohammed (b o Islos alll T 0239 .093Yl5 pailasdl duls § + dads 5525 ACL deols Lol elley Calll o1 &35 oSy s 815 plusczuly Mohammed

user_xattr Ol ge ewlill acl plasuly S plss Jog b «Olals pllss T e dasmi Oledl 0l dasdl 53 § destfile Call) Jass ali gt Lol 0V

acl g getfacl, setfacl, chattr, lsattr, getfattr, setfattr 5:3” (:IA&&...J &?I ) Ologl=ll e djell
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https://en.wiktionary.org/wiki/immutable
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https://en.wikipedia.org/wiki/Extended_file_attributes

man d=io e JUs getfacl z >

»° & o 1 # file: somedir/
o ot o 2: # owner: lisa
Minimal Access Control List 3 # group: staff
u=er: :rw-— 4 user: :rwx
group::r—— 5: user:joe:rwx #effective:r-x
other::——— 6 group: : rwx #effective:r-x
7 group:cool:r-x
c‘c\ﬁs & (&s 8 mask:r-x
o o S 9: other:r-x
Extended Access Control List rw— | W= | ——— 10: default:user::rwx
Umer: :rw— jl 11: default:user:joe:rwx #effective:r-x
ke s { uzer: jos:rw— 12: default:group::r-x
group::ir—— 13: default:mask:r-x
mask::rw- +——— 14: default:other:---
other:: -——

.ACL § (Minimal Access Control List) 35 Clae 5l duwlal O (s BN 0da .Ul blash 531 Ol & other 5 group 5 wiser Bluol Jsion 9755 9 9 6 & bl
Bshiodl (o o dl>abl ods effective rights mask 8181 3siodl g3 ] yudo 8 yhaudl .named user. named group laud! de gasxbly pasiudl OMsae U] 2837 95 U]
2555 14 110 ga sl (35 6,591 Ml gesm oSI B3I Bsindl gLty 315 Y Gl elles others (9,5 Y1 0531).Blacdl Gls gazmbly smaseiad] gasz ] d>giakl 318

default ACL (931 élle3 o1 Iyl LyiSas ¥ Regular files dolae¥l lallls .default ACL (531 elles Ol LSy @Y1 . I 1igs das L) default ACL Lkl 09331

ACL dlsss g5 EES

Owner e wserzrwx crx 3381 55391 ellay john pustull L) lis &

Named user o pasis | usermamerwx | .gLdll § e o w OV il ] LS 3o elley ¥ aSY

Owning group degaze  group:rwx

Named group | 3lows degese  group:name:rwx Ji> 093l
Mask gld | maskirwx named user ey e user:;john:rwx
Others 09,51 | otherzrwx mask el3 mask::r-x

idad3 Gill e gb] UL LolS5 alae § &l 5heS Gl Jay) pusiiass (ULl z3Led of blasl § dalisll polisll oy Jaulg) slits] dilas s QUL davy & oo d 7

daibl/Guglls SULT Huas o OB dblus o SULI Jigms =

.data lineage analysis GUL! s Judodi (o 6308 GULI o OBM] oy y=3 -

il Bolel of oladl g9 e o] OULl (o)) 2l o g 555,57 pasriuns Byme § Lasehl Lelaiz ¥l gladll 685 oo pl,T )l 55T Jis dulusdl SULJI BLES) .

Lal3) o lammaad 8,Sh1 OBLI Buss] Cayymiy Basly Gllo Busld & Sousio GLLy dslgh gy ®
Osall & g2Vl JoYl Slusg bl S Hle] s S35y § " All that nonsense has been flushed” :Jlie .dules (2laz] of ol e W15 gt Bl 5 rune flush o d
ol ] lanlSs Olsall ¢ JiSI gslis Sbls padss Jie. Sus 1,3] b 5o b JoVl Giskl § S Bis sl (plaz] sl filush el Jedy WSeo,8)l J] buffered /O
flushing eus LUSII oda oo ,8) U] dolsdl @ U QUL LSS bysd p oy (Sobl ume Sstun J] dols ¢ D9 il SULI S el Leais : cache flushing dolsd) padss
glatil 5l (Colll gali I § M des starvation condition dlo Guss Y 01 b 5 e 0,80l GULT U] el (oS5 Bsw (0,8l Slgz write cache LS Lols § Wssd o5 L3l SLL)
Symews dnlsdl o SUL &S JoSy 0,8 dsziw 31 (EAD) 5 (E7h) 5elsY) a5 ATA diolge write cache § oSolls 8l BLbT ] dolsd] OLLS ] L oo,a)) 8Bl jaas
Standby slasiul z59 el sl Soft reset ) elutul G3,b o8 ool 3YI pasy ge JBYI (e datus OF (S flushing el Jawsll (0,80l J] write cache GUls LS usy Sz Al & oo,
[55] .Eoolomdl B S JiSU FUA &SIyl o cextd o Olalll dabs] § write barriers LU j2lgor 3k § oS § $liz] S pustius cache flushing dolsdl padss
dos bl (o 81 § disire 8,513 o (cache buffer L olso si disk cache dutsell (o ;a1 8,513 1o L) disk buffer (0,8l Olso 5T 50,8 dhasll 8,513 woguladl § A
Cobleuz 1 ez ] Juas « SSD § wbliuws 256 U] 8 o Aol dnl] (ol 3Y1 & dhacwrll 8,511 pon 03501 § poiitanb el 0,81 3 s O gulodl Aty s A 8,135
B 0355 CLLYI Bl laliin I daboll o 4S5 Bltys LS 5T U] 0 e JBS G G (2355 48 o e 8,511 § C850 0l 9 Buffer dlasugll 8,511 sl olgall A
sl U215 6,525 LI Slasll o SULY U85 8T Lyalusiia oSay oS3 dsalblS g),2] Bams 6T U deoss 0T U ol eslall doslS JUoo] Busg i ain 36 gl ISl Buffer
sl 1399 3 )l sbl gzl iy Lew Sl 3uls Ly 3o0 o Logs gw GULII (e degame 3250 dulas . Multi-Block Allocation JiSU) susie jarass A

olll pls § slhas¥l fe Jlie A

Filesystem state: clean with errors

FS Error count: 2188

First error time: Sun Nov 29 08:13:23 2015
First error function: extd4 find entry

First error line #: 1309

First error inode #: 2

First error block #: 0

Last error time: Thu Dec 24 06:49:42 2015
Last error function: extd4 find extent

Last error line #: 901

Last error inode #: 113836936

S atbl Lyie B3] Jasd il gl Juted) &b Ilimg LIl o Y 8 1Sl iz shl ] o 506 Lo Y (5 Al i) ] Jakons 3] Joo ) Sl il o 4 A
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https://en.wikipedia.org/wiki/Two's_complement
https://en.wiktionary.org/wiki/Unsigned
https://en.wikipedia.org/wiki/Negative_number
https://en.wikipedia.org/wiki/Positive_number
https://en.wikipedia.org/wiki/Value_(programming)
https://en.wiktionary.org/wiki/Signed
https://en.wikipedia.org/wiki/Data_type
https://en.wiktionary.org/wiki/errors
https://en.wikipedia.org/wiki/Solid-state_drive
https://en.wikipedia.org/wiki/Mebibyte
https://en.wikipedia.org/wiki/Hard_disk_platter
https://en.wikipedia.org/wiki/Buffer_(computer_science)
https://en.wikipedia.org/wiki/Hard_disk_drive
https://en.wikipedia.org/wiki/Hard_disk_drive
http://www.spinics.net/lists/linux-ext4/msg24130.html
https://en.wikipedia.org/wiki/Journaling_block_device
https://en.wiktionary.org/wiki/commit
https://en.wikipedia.org/wiki/Hard_disk_platter
https://en.wiktionary.org/wiki/firmware
https://en.wiktionary.org/wiki/flaw
https://en.wikipedia.org/wiki/Resource_starvation
https://en.wikipedia.org/wiki/Hard_disk_platter
https://en.wikipedia.org/wiki/Data_consolidation
https://en.wikipedia.org/wiki/De-identification
https://en.wikipedia.org/wiki/Data_mediation
https://en.wikipedia.org/wiki/Data_transformation
https://en.wikipedia.org/wiki/Data_integration
https://en.wikipedia.org/wiki/Data_model
https://en.wikipedia.org/wiki/Data_element
https://en.wikipedia.org/wiki/Map_(mathematics)
https://en.wikipedia.org/wiki/Data_mapping
http://www.linuxcommand.org/man_pages/getfacl1.html

J!journal § metadata buffer JS ;yus3 o355 journal descriptor block (s 0 JSLa) descriptor tags (! 3=y 51) o gi dawsl ews descriptor block It} Lol Sl A

dyslodl / LI )

Root Directory i dds /

Home Directory Jye dds |~

Current Directory dl Jds

Parent Directory ol dgs

tags S & oo )l e il LB oo
R CHYRPR RN
e
SS9 § Olale dy dif § (Bue) S el
! pazaad) s
Ol ze Josll wis golisYl g8kl

current directory Jlodl LIl 35 8 bl o

Jlte (/) el JIWL Ty el s (JJT sf ALI ] 53edl o luck! et : Absolute Path $labl 5Lkl ."/" b 20l Fgaia slow) go 239 : Luckl

Desktop/assignl.txt :Jle . .”/" dBUI db 22l Jaze Vs (Jledl JJl oo 5Lkl i« Relative Path el jlukly /home/student/Desktop/assignl.txt

& ~AUtopsy & IsloY dagas)l dazlsll (4.1.0 dis extd) 8,2 Ol Labil @ u3s 5ol Olusgg UL dalsl jamis § «uSisy Halsl shaw oo Jas ddlind] elol) Slol TSK A

JWIS Loy Slaby Olegazee § d550 Ol (ls) ol dibg 2o (£) LR slowl &8 § 81T i3 fls Yo sl W degomlly Lyl JsY ciliz oo S o 815V gl TSK

TSK 3lof
Blkcat
blkls
blkcale
blkstat
icat
ils
istat
ffind
fls
fsstat
hfind
Ifind
img_cat
img_stat
jeat
jls
mactime
mmcat
mmls
mmstat
sigfind
sorter
srch_strings
tsk_comparedir
tsk_gettimes
tsk_loaddb

tsk_recover

Metadata Category dhog) Sl B
File Name Category SUalkl slowf ds3
Application Category Sliadl dss
Multiple Category ddasin d8
Searching Tools Eomdl Sl

Views the contents of a block.

List or output file system data units

Disk Tools w2 Sslsl
Volume System Tools S22l Bamg pllas O ™
File System Tools Slall] allss Slgal
File System Category Slall) pllss ds
Content Category Skl &5

dabs

Converts between unallocated disk unit numbers and regular disk unit numbers

Display details of a file system data unit (i.e. block or sector)
Output the contents of a file based on its inode number

List inode information

Display details of a meta-data structure (i.e. inode)

Finds the name of the file or directory using a given inode
List file and directory names in a disk image.

Display general details of a file system

Lookup a hash value in a hash database

Find the meta-data structure that has allocated a given disk unit or file name.

Output contents of an image file.

Display details of an image file

Show the contents of a block in the file system journal

List the contents of a file system journal

Create an ASCII time line of file activity

Output the contents of a partition to stdout

Display the partition layout of a volume system (partition tables)
Display details about the volume system (partition tables)

Find a binary signature in a file

Sort files in an image into categories based on file type

Display printable strings in files

compare the contents of a directory with the contents of an image or local device.

Collect MAC times from a disk image into a body file.
populate a SQLite database with metadata from a disk image

Export files from an image into a local directory

() 8y90 § Olalbl allas Gl 8uzg y2,e) AS Obgime (2,2
(IS 6) lalll pliss by Sluss (k) o5 sl 5w

BalzeYl oo, 8l Slisg pB)ls pavass O3 w2, Slues e o dage
(gladll of QS (1) GUALLI pllss SBly Buog o5 Jeolds pb,e
Al du g8 5 03) e 3555 ALl Obsioe 7 >

(e s Al Slide Gligione 5 ) duadl] 530 Oloslse S
(o)) 1550 «5) dibogll Sl dity Jolis 2,0

Saedl gl 530 pudiian ) I 5T CalL) sl o]

o5l 8350 & WoVls GUALL) elawl 5w

Ol pls e dlals Juols oo o

Silell Gl 8usB § Bl dad s Zusmd)

Samdl Gl gl 5l 0,811 a5 pavasy Cuald il ddosll OUL & Slog)
8y90 Cile Olgize 755

by ile Jpolds g2 5e

Sl pllss Solse u (als) § AbS Olsione Hlgb)

Slalkl s Sdlg wd Slbgiowe S

G blaal) Sl 85480 o) dalase sLid]

(o3 ) stdout s gl Slgina (b ) 7,5

(pLdYI Jslaz) 523531 uzs pls G pludYl badass 5

(pLudYI Jslaz) 303501 g plis o Juolis (o o

Gl § S g s sl

Al g gs e 555,53 (Olaas) Ol § bsall Olals 5,8

Akl § dslal) dodlall Juddl g5

bl Slazd! ol 8y5:0l Cligime me I Sligions &l

(8,44) e ale § 12,8 8)50 o MAC times goz

i)l 850 3a Lol SLLIL SQLite Gy duel w3

okl L1 ) Bsall e S jyas

albl puds e rm myfile Jain ¢ guio tail -f myfile 3,85 wie Mis .process Syl ddas e zotae I Y oS bl 4 yud gl inode elS g orphaned inode Jgj=bl du jqdll o350 A

S o ym Bow Isof 7,5 ddasll AB53/7 9,5 wis usy Legd a3 giatug (S orphaned inodes sz Gl plas Syl Buao e

Slalbl plss y5de A
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http://forensicswiki.org/wiki/Autopsy
https://en.wikipedia.org/wiki/The_Sleuth_Kit
https://en.wikipedia.org/wiki/Slash_(punctuation)
https://en.wikipedia.org/wiki/Path_(computing)
https://en.wikipedia.org/wiki/Parent_directory
https://en.wikipedia.org/wiki/Working_directory
https://en.wikipedia.org/wiki/Home_directory
https://en.wikipedia.org/wiki/Root_directory
https://en.wikipedia.org/wiki/Directory_(file_systems)
https://en.wiktionary.org/wiki/mapping
https://en.wiktionary.org/wiki/individual

BSD das ) i 2000 Syl § Hhall psiie plasS dosb (635 Blsdl Jos g Juseditll Loliil epod g )il (2,8 (uSiine plla S (0 9o polidls O jlestu gys)  ©
Boot sector, superblock, inode bitmap, zone bitmap, inodes area, data area olis 6 3o UFS él.cu‘ iy ey (S @ Olale (:lb.‘\ dgi S Olile CUA} o

(1991) (1uSad 8lg o A sl S clST uSlin Oolike pls Josiwl (wadBygd word  ©

1992 o1 § 3lbls S Juseidl plat) Uavas it Oolils plias JsT 5 VES st 3udss Jsl OIS ext azell Glalll plls  ©

UFS/FES (uS35 Olale a3 (o Bl grunk] dubo ofl SULI duts ext e Clsnyg . puSiien Olale ol d500 s ext gaio )5 (o) o

cext plad) JouS (S Blgs § pascuudl ext2 LQTWA)S?A__U o

02139 e Olalll 8,18y éwL‘j plasS GNU Linux (uSid iz Olsjol § 8,850 Jostil (gl Gutw yghd oo journaling Gslge dudy 59341 ext3 °

Mingming Cao, Andreas Dilger, Alex Zhuravlev (Tomas), Dave Kleikamp, Theodore Ts'o, Eric Sandeen, Sam Naghshineh : pghs e d3Lo] Ol5w clley extd o

/bin/ useR

/boot/ STATIC FILES OF THE BOOT LOADER

DEVICE FILES home/student/dir
/dev/

Jete/ It i Mhomelstudent/

REQUIRED BIRECTORNE: OPT, XY, SOML XML

f hO me ,1' USER HOME DIRECTORIES

. ESSENTIAL SHARED LIBRARIES Mhoma/linixgym
Mlib/ AND KERNEL MODULES

ROOT DIRECTORY | MOUNT POINT FOR REMOVABLE MEDIA
OF THE ENTIRE [} _med ia/

FILE SYSTEM [ MOUNT POINT FOR A TEMPORARILY

SR MOUNTED FILESYSTEMS FILESYSTEM HIERARCHY
/ | ADD-ON APPLICATION SOFTWARE PACKAGES STANDARD ( FHS )

wriary wirancir [ SYSTEM BINARIES

DATA FOR SERVICES
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