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Active Directory is essential to any Microsoft network built on
the client-server network model—-it allows you to have a central sever called a Domain Controller

(DC) that does authentication for your entire network.

Instead of people logging on to the local machines they authenticate against your D Active
Directory stores data as objects. An object is a single element, such as a user, group, application

or device, such as a printer. Objects are normally defined as either resources -- such as printers

or computers -- or security principals -- such as users or groups.

Active Directory

Abdelsalam Elrashdi l

-.:" —_— — il

/ Active Directory \
L™ _a (1] ==
18.1- Install active directory on windows server 2008 r2

You have two ways to install the active directory

first one :-
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open the run then type dcpromo

=7 Twpe the name of a program, folder, document, or Internet
et resource, and Windows will open it for you.

Open: I deprmao]|

Second one :- Open Server Manager and click on roles, this will

bring up the Roles Summary on the right hand side where you can click on the Add Roles link.

hoice image place

PR |
@ = | +
s Server Manager (WIN-43509S1796 JESRIEY A REFRRRE O L LS 12T
[* 5 Roles
= i Features ) )
& D s Get an overview of the status of this server, perform top t tasks, and add or remove server
> 3 roles and features.
= 7 Configuraton
£ Storage -
-~ Server Summary Server Summary Help
~ Computer Information T\ Activate Windows
Full Computer WIN-439DSSIFO6U 8 Change System Propertes
Name: & View Network Connections
Workgroup: WORKGROUP ‘M Configure Remote Desktop
fha Configure Server Manager Remote
Local Area IPv4 address assigned by DHCP, Management
Connection: TPv6 enabled
O Dissbled
Server Manager Otsabled
Remote
Management:
Product 1D: Not activated
™ Do not show me ths console at logon
g
| | 31 ]C8 Last Refresh: Today at 2:42PM  Configure refresh

P I—.&— a |n W b oy ™

This will bring up the Add Roles Wizard where you can click on next to see a list of available
Roles. Select Active Directory Domain Services from the list, you will be told that you need to add

some features, click on the Add Required Features button and click next to move on.

) ) il pdladiye i



Add Roles Wizard N x|

Description:

Active Directory Domain Services (AD
DS) stores information about objects

| Active Dwectory Certificate Services

Print and Document Services

Confirmation C4) Active Direciony Donain Services on the network and makes this
Posia [] Active Directory Federation Services information available to users and
oo [] Active Directory Lightweight Drectory Services rk ad: s.AD DS uses
Results [ ] Active Directory Rights Management Services d:ers'“:czoum't l::;::g:vde mkmg
= u s to reso
[ ] Application Server T on the rk through a
[ ] OHCP Server single logon process.
[] ons server
[ ] Fax Server
[] Fie Services
[ ] Hyper-v
L_ Network Policy and Access Services

" =
(.

< Previous " Next > l instal I Cancel I

A brief introduction to Active Directory will be displayed as well as a few links to additional
resources, you can just click next to skip past here and click install to start installing the binaries

for Active irectory.

Add Roles Wizard i Xl

ﬁ Confirm Installation Selections

Before You Begn
Server Roles
Actve Directory Domain Services

Confirmatior

To install the following roles, role senvices, or features, dick Install.
@ 2 nformational messages below

Q) This server might need to be restarted after the installation completes.
Progress ~ ' Active Directory Domain Services

Results @A&syounstalthemosrole,useMm»e&ecmmmslmtﬂabmw\md
({dcpromo.exe) to make the server a fully functional domain controller.

~ .NET Framework 3.5.1 Features
-NET Framework 3.5.1

When the installation is finished you will be shown a success message, just click close

3l mlia adldine kI



Add Roles Wizard x[

& Installation Results

Before You Begn
The following roles, role services, or features were installed successfully:
) /1. 1warning, 1nformatonal messages below
Confirmation ..L Windows automatic updating is not enabled. To ensure that your newly-nstalled role or feature is
— automatically updated, turn on Windows Update in Control Panel,
~ Active Directory Domain Services & 1nstall ded

The following role services were instaled:
Active Directory Domain Controller

@ Use the Active Directory Domain Services Installation Wizard (dopromo.exe) to make the server a
fully functional domain controlier.

Close this wizard and launch the Active Directory Domain Services Installation Wizard (dopromo.exe).

-~ .NET Framework 3.5.1 Features 0 I L ded

The folowing features were installed:
NET Framework 3.5.1

< Previous I Next > I I Close l Cancal I

Open up Server Manager, expand Roles and click on Active Directory Domain Services. On the
right hand side click on the Run the Active Directory Domain Services Installation Wizard

(dcpromo.exe) link.

Active Directory Domain Services
@ Stoces directory data and manages communication between users and domans, nduding user logon processes, suthentication, and drectory
# | searches.
~ Sumvmary
@ This server is not yet rusnieg 38 & Jomain coatroller. Rus the Active Directory Domain Services Inatallation Wizard (depromo.exe)
~ Ewents: None in the last 24 hours [5 Go 1o Event Viewer
R N ol =0 Ly rite Cvents
[ Propecoes
frevel | Eventio] DateandTme Isowrce |
~ B3 System Services: 4Rurving, 6 Stooped % Go % Services
?gh [ Service tiame [ Status [StvtpType | Monitoma] | Preferences
Active Directony Doman Services  ntds. Stopped Desabied Yes | ==
<. DFS Narmespace ¢fs Rurving At No P st
«, OFS Rephcason dfer Runring Auto No 1D Restart
J Distributed Link Tracking Clent  triosks Rurnng Auto No Tl et
", File Repicaton ntés Stopped Mool nNo
€3 srterste Meszagng smaery Stopped Oisabled Yes
o s Ot b e ke € ot L v
< T »
Description: = . ~ =
3 LastRefresh: Today at LSIPM  Configure refresh
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This will kick off another wizard, this time to configure the settings for you domain, click next

to continue.

@ Active Directory Domain Services Installation Wizard i =<1

Welcome to the Active Directory
Domain Services Installation
Wizard

This wizard helps you install Active Directory Domain
Services (AD DS) on this server. making the server an
Active Directory domain controller. To continue. click Next.

I Use advanced mode instaliation

Leam more about the addbonel opbons that are

More about Active Directory Domain Services

< Back l Neot > I Cancel l

The message that is shown now relates to older clients that do
not support the new cryptographic algorithms supported by
Server 2008 R2, these are used by default in Server 2008 R2,

click next to move on.

© | Active Directory Domain Services Installation Wizard ]

Operating System Compatibility
Improved security settings in Windows Server 2008 and Windows Server 2008 R2
affect older versions of Windows

/3. Windows Server 2008 Server 2008 R2” domain controllers have a
new more secure default for setting named ™. cryptography
compatible NT 4.0." This setting Windows and
non-Microsoft SMB “clients™ from using weaker NT 4.0 style cryptography algothms

sessions 2008 or
Server 2008 R2" domain controllers. As a resuilt of this new
operations or applications require a security Windows Server

that channel

2008 or "Windows Server 2008 R2" domain controllers might fail.
Platforms impacted by this change include Windows NT 4.0, as well as
SMB “clents™ and network-attached storage (NAS) devices that do not support
stronger cryptography algorithms. Some on chents versions
Windows earlier than Windows Vista with Service Pack 1 are also impacted. including

in join op: s perfi d by the Active Directory Migration Tool or Windows
Deployment Services.

For more information about this setting. see Knowledge Base article 942564
{Http //go microsoft . com/Awiink/?Linkid=104751).

< Back Next > Cancel |

Choose to create a new domain in a new forest.

5381 s adldlae i



@ | Active Directory Domain Services Installation Wizard g x|

Choose a Deployment Configuration l:
You can create a domain controller for an existing forest or for a new forest. L=

" Bxdsting forest

€ Add a domamn controller to an existing domam

€ Create 2 nevw domes in a5 exsting forest
]

hits server vill become the first domasy corgroller iy the new doman

+ Create a new domain in a new forest

More about possible deplovment configurations

< Back Next > Cancel |

This message will appear if your username

(administrator) not have complexity password

o Active Directory Domain Services Installation Wizard

Choose a Deployment Configuration
ou can create a domain controller for an existing forest or for a new forest.

 Existing forest
£ Add|a domain controllen o an existing domain

°T1 Active Directory Domain Services Installation Wizard
—

(@) The local Administrator account becomes the domain Administrator
L

account when you create a new domain. The new domain canmot
be created because the local Administrator account password does
not meet reguirements.

Currenty, the local Administrator password is blank, which might
lead to security issues. We recommend that vou press
Cirl+alt+Delete, use the net user command-dine tool, or use Local
Users and Groups to set a strong password for the local
Administrator account before you create the new domain.

L=

Joo) plijig jgojg g le (591 2890 5jql) 229) U aic jph) ad)lwl Ayl

Administrator
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Open server manager

Manage computer

iU eWl litde 0y ool 2deo ojguwl) Joelg

Server Manager

File  Action VWiew Help

&= (=lH

5 Roles
i Features
e Diagnostics

j Configuration
sm?

Create users

g

Get an overview of the status of this server, perform top management tasks, and add or remove server roles and features.

“ Server Summary

A Computer Information
Full Computer Name:
Workgroup:

Local Area Connection:
Remote Desktop:

Server Manager Remote
Management:

Product ID:

™ Do not show me this console at lodon

WIN-3AP4RS255N7

WORKGROUFP

IPv4 address assigned by DHCP, IPv& enabled
Disabled

Disabled

Mot activated

Server Summary Help

"?x Activate Windows

LEJ Change System Properties
—f‘;:" View Metwork Connections
c!. Configure Remote Desktop

% Configure Server Manager Remote
Management

m

File  Action View Help

== 7[Em =

=
il Features
E Diagnostics
= _-ﬂﬁ’é Configuration
9 Task Scheduler
Windows Firewall with Advz
54, Services
&5 WMI Control
:Eu Local Users and Groups
E Storage

Create users

QE?: Stores directory data and manages communication between users and domains, induding user logon processes, authentication, and directo
L sear

A Summary

® This server is not yet running as a domain controller. Run the Active Directory Domain Services Installation Wizard (dcpromo.exe).

“ Events: Mone in the last 24 hours

Go to Event Viewer

“¥ Mumber of events: 0

& Filter Events
[E=] properties

Level |

Event ID | Date and Time

| Source

A @ System Services: 5 Running, 5 Stopped

54 Go to Services
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i Server Manager

File  Action View Help
&= | 7mllc= | Hm

=5, Server Manager (WIN-3AP4R5255]
= i‘ Roles

ﬁ Active Directory Domain Se :Eme — Eil 5= DE_@phm — - I
3 Features F= administrator Built-in account for administering the...
% Diagnostics A Elrashdi Elrashdi
= 3?& Configuration #,Guest Builtdn account for guest access to t...

Task Scheduler BnADawaEs0. ..

9 Windows Firewall with Adwvz

L Services
;Eé WMI Control
= %ﬂ Local Users and Groups

|| Users
) | Groups
3 storage

E.,Y Server Manager

File Acton Wiew Help

&= 2 mIXE = H

=%, Server Manager (WIN-3AP3RS2SSI
= i‘- Roles
= 'ﬁ Active Directory Domain Se

Ful Name

Active Directory Users | e d Built-in . ————
Active Directory Sites a !;—'Erashdi assword. ..
i Features !{_.iGuest Built-n account for guest access to t...

T Diagnostics !)':'HNADEWEZE
aﬁ Configuration

9 Task Scheduler

Windows Firewall with Adwe
- Services

;aé WMI Control Help
=1 :;kl Local Users and Groups

| Users
] 7| Groups
g Storage

DR

L e

Now you can name your domain, we will be using a limu.local domain

10
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O Active Directory Domain Services Installation Wizard |
The first domain in the forest is the forest root domain. ks name is also the name of |_ J
the forest. - I 2

Type the fully qualified domain name (F2DMN) of the new forest root domain.

FQDM of the forest root demain:

imu.local

Exa . corp.contoso.com

Since this is the first DC in our domain we can change our forest functional level to Server

2008R2.

@1 Active Directory Domain Services Installation Wizard ) x|
Select the forest functional level. E==)

Windows Server 2008 R2 forest functional level provides all the features that  « |
avdd:lah&anbwsServqumﬁ:mdlevd plus the following

- Reqde&rwﬁd'nwhenlismabled provides the ability to restore
deleted objects in their entirety while Active Directory Domain
Services is running.
new domains that are created in this forest will operate by default at the
Server 2008 R2 domain functional level. —v-'

o You will be able to add only domain controllers that are running
Windows Server 2008 R2 or later to this forest.

More about domain and forest functional levels

11
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We want to include DNS in our installation as this will allow us to have an AD Integrated DNS

Zone, when you click next you will be prompted with a message just click yes to continue.

© | Active Directory Domain Services Installation Wizard E

Addational Domain Controller Options

Select addeional options for this domain controller.
I¥ DNS server
I~ Giocbaf catatog
I  Beadonlv domam controller (HODE]
Addgtional mformation:

The first d- » Cor n af must be a global catalog server and
lcannot be an RODC.

'We recommend that you install the DNS Server service on the first domain
icontroller.

x|
LN
e

= |

1=

More about addtional domain controller options

<Back [ Nea> |  cCanca |

you will need to choose a place to store log files, it is a best practice to store
the database and SYSVOL folder on one drive and the log files on a separate

drive, but since this is in a lab environment [ will just leave them all on the

same drive
© | Active Directory Domain Services Installation Wizard = x|
Location for Database. Log Files. and SYSVOL = =
Specify the folders that will contain the Active Directory domain controlier ==
database. log files. and SYSVOL. —i

For better perfformance and recoverability. store the database and log files on separate
volumes.

Database folder:

I,‘:;\W-ndows\NTDS Browse . I
Log files folder:

[S "\ Windows\NTDS Browse __. |
SYSVOL folder:

|C AWindows\SYSVOL Browse... I

< Back Neoat > Cancel I

Choose a STRONG Active Directory Restore Mode Password and click next twice to kick off the

Configuration

12
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@ ! Active Directory Domain Services Installation Wizard

Directory Services Restore Mode Administrator Password

You will be able to see what components are

being installed by looking in the following box

Active Directory Domain Services Installation Wizard

13
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When its done you will be notified and required to reboot your PC.

©| Active Directory Domain Services Installation Wizard 7 x|

Completing the Active Directory
Domain Services Installation
Wizard

Active Directory Domain Services is now installed on this « |
computer for the domain "howtogeek local”.

This Active Directory domain controller is assigned to the
ste "Default-First-Sze-Name™. You can manage sites
2dministrative tool.

To close this wizard, click Finish.

< Back | Finish I Cance! I

18.2- Active directory on windows server 2012

start “Server Manager” Choose “Add roles and features” Click through the wizard until

“Features”

Go to “Remote Serer Administration Tools” and expand it Select “AD DS and AD LDS Tools”

Before you begin

rou Begin

Installation Type

Server Selection

DESTINATION SERVER
AD_pel.com

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
hosting a website.

To remowve roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

= The Administrator account has a strong password
= Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[[] Skip this page by default

14
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[n next window keep "Role-based or feature-based installation" default selection and click on

next.

DESTINATION SERVER

Select installation type AD pel com

Select the installation type. You can install roles and features on a running physical computer or virtual

Before You Begin : h
machine, or on an offline virtual hard disk (VHD).

Installation Type

® Role-based or f e-based installation
Configure a single server by adding roles, role services, and features.

' Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

< Previous | | Next > nsta

n next window we can select which server to install role. in our case it will be local. so keep the

default selection and click on next.

15
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DESTINATION SERVER
DCPR1

Select destination server

s=fors You Begin Select a server or a virtual hard disk on which to install roles and features.

Instailation Type @ Select a server from the server pool
on O Select a virtual hard disk
Servar Roles Server Pool
Featurss
Filter: |
= Name IP Address Operating System

Microsoft Windows Server 2012 R2 Standard

1 Computer(s) found
This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data

1 is still inc are not shown.

l < Previous I I Next > I li ln:tallii I Cancel

[n next window it gives option to select the roles. select and click on tick box "Active

Directory Domain Services"

OESTINATION SERVER

Select server roles Sceat

Select one or more roles to install on the selected server.

Before You Begin

Instaliation Type Roles Description
Server Ssl=ction — E 2k - > T~ Active Directory Domain Services
I;I_ Active Directory Certificate Services = (AD DS) SeR s 5
BB Active Directory Domain Servi objects on the network and makes
Features [[] Active Directory Federation Services this information available to users
- . = . o o nd network administrators. AD DS
h h =
| | Actfve Dfrectory Lsg tweight Directory Serjnces < domain controllers b give
[] Active Directory Rights Management Services network users access to permitted
] Application Server - resources anywhere on the network
] DHCP Server through a single logon process.
[~ DNS Server (Install=d)
[] Fax Server
» [@] File and Storage Services (1 of 12 installed)
] Hyper-v
[] Network Policy and Access Services =)
[] Print and Document Services
] Remote Access
[ ] Remote Desktop Services o
< Previous I [ Next > I Install | | Cancel I
__ S —

then it will prompt window to indicate the additional feature installations related to selected role.

click on "Add Features" to continue.

16
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Add features that are required for Active Directory
Domain Services?

You cannot install Active Directory Domain Services unless the
following role services or features are also installed.

[Tools] Group Policy Management
< Remote Server Administration Tools
< Role Administration Tools
- AD DS and AD LDS Tools
Active Directory module for Windows PowerShelil
a  AD DS Tools
[Tools] Active Directory Administrative Center
[Tocols] AD DS Snap-ins and Command-Line Tools

Inciude management tools (it applicable)

Then in next window click on next to continue

Select server roles AT e
Befora You Begin Select one or more roles to install on the selected server,
Installation Type Roles Description
Server Selection T m— 2 i Somes e
[ ™ : | objects on the network and makes
Features [[] Active Directory Federation Services this information available to users
AD DS [ Active Directory Lightweight Directory Services :g‘:::’n‘;ﬁ :gn‘“;':;:::o'* ﬁg e
Confirmation [T Active Directory Rights Management Services e e Bheada Pe,?,,m,d
[C] Application Server g|  resources anywhere on the network
[] DHCP Server through a single logon process.
DNS Server (Installed)
[ Fax Server
b [H] File and Storage Services (1 of 12 installed)
[ Hyper-v
[[] Network Policy and Access Services |
[] Print and Document Services
[[] Remote Access
["] Remote Desktop Services =

<Previous | [ Next> | | et | [ Cancel

17
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[n next window it give brief description about the AD service. click on next to continue.

OESTINATION SERVER

Active Directory Domain Services ocear

Active Directory Domain Services (AD DS) stores information about users, computers, and other devices
on the network. AD DS helps administrators securely manage this information and facilitates resource
installation Type sharing and collaboration bet 1 users. AD DS is also required for directory-enabled applications
such as Microsoft Exchange Server and for other Windows Server technologies such as Group Policy.

Before You Begin

Server Selection

Server Roles Things to note:

Features % < @
= * To help ensure that users can still log on to the network in the case of a server outage, install a

> minimum of two domain controllers for a domain.
Confirmation AD DS requires 2 DNS server to be installed on the network, If you do not have a DNS server
installed, you will be prompted to install the DNS Server role on this machine.
Installing AD DS will also install the DFS Namespaces, DFS Replication, and File Replication services
which are required by AD DS.

[n next window it gives brief about the installation. click on "install" to start the installation.

DESTINATION SERWER

Confirm installation selections Sceat

S=fore You Begin To install the following roles, role services, or features on selected server, click Install

installation Type O RrR t the ination server automatically if required

Server Selection Optional features (such as ini 3 1s) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clesar
their check boxes.

Server Roles
Features
AD DS Active Directory Domain Services
Group Policy Management
Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center
AD DS Snap-Ins and Command-Line Tools

Export configuration settings
Specify an alternate source path

[ Nexe = ] [ Install | [ cancet |

18
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[n next window it will begins the service install and we have to wait till it finish.

- Add Roles and Features Wizard =1

3 - DESTINATION SERVER
Installation progress bcea
View installation progress

o Feature installation

eDRA

Active Directory Domain Services
Group Policy Management
Remote Server Administration Tools
Z Role Administration Tools
Results
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell

AD DS Tools
Active Directory Administrative Center
AD DS Snap-Ins and Command-Line Tools

You can close this wizard without interrupting running tasks. View task progress or open this
1 page again by clicking Notifications in the command bar, and then Task Details.

m

xport configuration settings

< Previous Next > Insta Cance

Once it finish click on "close" to exit from the wizard. then next step is to reboot the server to

complete the installation

After that completes we need to start on the DC setup. to start that open the "Server Manager"
and click Task flag on right hand corner. then it will list option as below picture. click on

"promote this server to a domain controller" option ( highlighted with yellow in picture)

B Server Ménag_er

Server Manager * Dashboard ON I’A Manage

§. Post-deployment Configuration

fE Dashboard WELCOME TO SERVER MANAGER
§ Local Server — - Configuration required for Active Directory Domain
Services at DCPR1

BE All Servers Promote this server to a domain controller
i§l ADDS

& DNS QUICK START

0 Configure this local server
Task Details

i Add roles and fe, reg
H§ File and Storage Services b 2 Add roles and features

3 Add other servers to manage

WHAT'S NEW s s
4 Create a server group

LEARN MORE

19
2 mlla addiae Al



Then it starts the DCPROMO wizard. on the first window since its going to be new forest i have

selected option "Add a new forest" and i typed the domain name "contoso.com" which i will be

using on the forest. once fill the info click on "next" to continue.

- . TARGET SERVER
Deployment Configuration DCPR1

Deployment Configuration

Select the deployment operation

Domain Controller Options = 3 o S
< Add a domain controller to an existing domain

Additional Options ) Add a new domain to an existing forest
Paths @) Add a new forest

Review Cptions 3 T - . <
Specify the domain information for this operation

Prerequisites Check
Root domain name: contoso.com

More about deployment configurations

| < Previous | I Next > | I Install j | Cancel I

In next window we can select the forest and domain functional levels. i will keep it default. then
in domain controller capabilities its by default selected DNS server and Global Catalog as its first
DC in the forest. then we need to defined password to use in DC recovery. click on next to

continue.

- - TARGET SERVER
Domain Controller Options DCPRY

eployment Configuration
Depioy == A Select functional level of the new forest and root domain

Domain Controlier Options

- . . -~
DNS Options Forest functional level: [ Windows Server 2012 R2 l I
Additional Options Domain functional level: l Windows Server 2012 R2 l == I
Paths Specify domain controller capabilities
Review Options [l Domain Name System (DNS) senver
Srereguisites Check 1 Global Catalog (GC)

[} Read only domain controller (RODC)
Type the Directory Services Restore Mode (DSRM) password

Password: esccscscs

Confirm password: eesceccse

More about domain controller options

[ < Previous l I Next > ] l Instail \ I Cancel I
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[n next window it will give following error but it can be ignore. click on next to continue.

DNS Options TARGET SERVER

DCPR1

| A, Adelegation for this DNS server cannot be created because the authoritative parent zone cannot be found... Show more x

Deployment Configuration
Dy d fig Specify DNS delegation options

Domain Contreller Opticns .
[] Create DNS delegation

Additional Cptions
Paths

Review Options
Prerequisites Check

More about DNS delegation

A delegation for this DNS server cannot be created because the

A authoritative parent zone cannot be found or it does not run Windows
DNS server. If you are integrating with an existing DNS infrastructure,
you should manually create a delegation to this DNS server in the
parent zone to ensure reliable name resolution from outside the
domain “contoso.com®. Otherwise, no action is required.

[n next window it ask for the netbios name. we can keep it default and click on next to continue.
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TARGET SERVER

Additional Options S

Deployment Configuration
Py ; o Verify the NetBIOS name assigned to the domain and change it if necessary
Domain Controlier Opticns
% The NetBIOS domain name: CONTOSO
DNS Options
Paths
Review Cptions

Praraguisitas Chack

More about additional options

[<Previous | [ Next> | | nstan | [ cancel |

[n next window it give option to change file paths for AD database, log files and SYSVOL files. we

can change the paths or keep them defaults. once changes are done click on next to continue.

TARGET SERVER
Paths DCPR1

Deployment Configuration
By 5 Specify the location of the AD DS database, log files, and SYSVOL
Domain Controlier Opticns

DNS Options

Additional Options

Database folder: C:AWindows\NTDS
Log files folder: CAWindows\NTDS
SYSVOL folder: CAWindows\SYSVOL
Review Cpticons

FPraraguisites Chack

More about Active Directory paths

| <pPrevious | | Next> | [ instan
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[n next window it gives description about the installation. click on next to continue.

TARGET SERVER
DCPR1

Review Options

Review your selections:
Configure this server as the first Active Directory domain controller in a new forest.

Deployment Configuration

Domain Conireller Options
DNS Opticns

Additional Cpticns

The new domain name is "contoso.com"”. This is also the name of the new forest.
The NetBIOS name of the domain: CONTOSO
Paths
Forest Functional Level: Windows Server 2012 R2

Frareguisites Thack Domain Functional Level: Windows Server 2012 R2
Additional Options:

Global catalog: Yes

DNS Server: Yes

Create DNS Delegation: No

These settings can be exported to 2 Windows PowerShell script to automate

dditional ir 1S

More about instaliation options

[ | Cancel I

I < Previous l I Next > I Install

[n next window it will run system check and verify system is compatible with the selected
installation. once test completes successfully click on install button to begin the installation. if its

passes any critical errors those needs to be address before the installation begin.

Prerequisites Check

TARGET SERVER
DCPR1

I @& All prerequisite checks passed successfully. Click ‘install’ to begin installation.

Show more > I

Deployment Configuration

Domain Controller Options
DNS Options

Additional Cptions

Paths

Raview Cptions

Prerequisites Che

Prerequisites need to be validated before Active Directory Domain Services is installed on this
computer

Rerun prerequisites check

-~ View results
WeEaKer Iryptograpny aigoninms wWhnen €sStaciisning SEcunty cnNnannel sessions. o~

For more information about this setting, see Knowledge Base article 842564 (http://
go.microsoft.com/fwlink/ZLinkid=104751).
2. A delegation for this DNS server cannot be created because the authoritative parent
zone cannot be found or it does not run Windows DNS server. If you are integrating
with an existing DNS infrastructure, you should manually create a delegation to this
DNS server in the parent zone to ensure reliable name resolution from ocutside the
domain “contoso.com™. Othernwise, no action is required.
o Prerequisites Check Completed
9 All prerequisite checks passed successfully. Click “Install’ to begin installation. ~

/&, If you click Install, the server automatically reboots at the end of the promotion operation.

More about prerequisites

Next > ] | Install I I Cancel I

I < Previous l

then it will start the install and we need to wait till it finishes.
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= Active Directory Domain Service

oo - TARGET SERVER
Installation DCPR1

Progress
Configuring the local computer to host Active Directory Domain Services
-~ View detasiled operation results
5. Windows Server 2012 R2 domain controllers have a default for the security setting named

"Allow cryptography algorithms compatible with Windows NT 4.0" that prevents weaker
cryptography algorithms when establishing security channel sessions.

For more information about this setting, see Knowledge Base article 942564 (http://
go.microsoft.com/fwlink/ZLinkid=104751).

Installation ¥, A delegation for this DNS server cannot be created because the authoritative parent zone
cannot be found or it does not run Windows DNS server. If you are integrating with an
existing DNS infrastructure, you should manually create a delegation to this DNS server in

the parent zone to ensure reliable name resolution from outside the domain
"contoso.com”. Otherwise, no action is required.

More about installation options

< Previous Next > Install Cancel

Once its complete the install it will automatically reboot the server.
18.3- Install active directory windows server 2016

windows server 2016 (J51o active directory J1n2j

Then on server manager click on add roles and features

i Server Manager - 0o X

Server Manager * Dashboard @)1 Voovoge Toob vew e

WELCOME TO SERVER MANAGER

I Local Server

I3 Al Servers

. _ o Configure this local server
BR File and Storage Services b -

QUICK START

Add roles and featu

(]

3 Add other servers to manage
WHATS NEW
4 (reate a server group
5 Connect this server fo cloud services
Hide
LEARN MORE
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B Add Roles and Features Wizard — O >

]( b . DESTINATION SERVER
Before YOu Degin REBELTEST-PDCO
Before You Begin This wizard helps you install roles, role services, or features. You determine which roles, role services, or
= features to install based on the computing needs of your organization, such as sharing documents, or
Installation Type hosting a website.

Server selection

To remove roles, role services, or features:
Start the Remowe Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Metwork settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

] Skip this page by default

< Previous Install Cancel

&= Add Roles and Features Wizard — [} =
. . DESTINATION SERVER
Select installation type RESELTEST-PDCO1
Before You Begin Select the installation type. You can install roles and features on a running physical computer or virtual

machine, or on an offline wirtual hard disk (VHD).

Installation Type

®) Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Server selection
) Remote Desktop Services installation

Install required role services for Virtual Desktop Infrastructure (WDI) to create a virtual machine-based
or sessicn-based desktop deployment.

| = Previous | | Mext = | Install Cancel
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-ﬁ Add Roles and Features Wizard

Select destination server

Before You Begin
Installation Type
Server Selection
Server Roles

Features

O X

DESTINATION SERWER
REBELTEST-PDCOM

Select a server or a virtual hard disk on which to install roles and features.

®) Select a server from the server pool
() Select a virtual hard disk

Server

Pool

Filter: |

Mame

REBELTEST-PDCO1

IP Address

Operating System

Microsoft Windows Server 2016 Datacenter

1 Comp

uter(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,

and that have been added by using the Add Servers command i
newly-added servers from which data collection is still incompl

Server Manager. Offline servers and
are not shown.

| < Previous

Install

= Add Roles and Features Wizard

Select server role

Befcre You Begin

Installation Type

Server Selection

Features

S

Select o

Roles

ne or more roles to install on the selected server.

O

DESTIMATION SERVER
REBELTEST-PD{O1

Description

¥

I

Active Directory Certificate Services

Active Directory Domain Services

Active Directory Federation Services

Active Directory Lightweight Directory Services
Active Directory Rights Management Services
Device Health Attestation

DHCP Server

DMS Server

Fax Server

File and Storage Services (1 of 12 installad)
Host Guardian Service

Hyper-WV

MultiPoint Services

Metwork Controller

Metwork Policy and Access Services

Print and Document Services

Remote Access

Remote Desktop Services

Volume Activation Services

Web Server (II5)

Active Directory Domain Services
(AD DS) stores information about
objects on the network and makes
this information available to users
and network administrators, AD DS
uses domain controllers to give
network users access to permitted
rescurces anywhere on the network
through a single logon process.

| = Previous | |

Cancel

Mext = Install
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-, .
K Add Reles and Features Wizard

SE|ECt server rO|E -ﬁ Add Roles and Features Wizard >

Add features that are required for Active Directory
Domain Services?

ption
You cannot install Active Directory Domain Services unless the Directory Domain Services
following role services or features are also installed. ) stares information about

[Taols] Group Policy Management
4 Remote Server Administration Tools

[Tools] Active Directory Administrative Center
[Tools] AD DS Snap-Ins and Command-Line Tools

Include management toels (if applicable)

Add Features Cancel

-lﬁa Add Roles and Features Wizard

Select server roles

Before You Begin

Installation Type

Server selection

Features
AD DS

Confirmation

O

*

DESTINATION SERVER

REBELTEST-PDCOM

on the network and makes
lprmation available to users
twork administrators, AD DS

x

4 Role Administration Tools prain controllers to give
4 AD DS and AD LDS Tools k users access to permitted
Active Directory madule for Windows PowerShell res anywhere on the network
4 AD DS Tools h a single logon process.

< Previous | | Mext > | | Install

| | Cancel

DESTINATIOMN SERWER
REBELTEST-PD<CO1

Select one or more roles to install on the selected server.

Roles Description

ificate Sernvices
ctory Doma i

File and Storage Services (1 of 12 installed)
Host Guardian Service

Hyper-¥

MultiPoint Services

Metwork Controller

Metwork Policy and Access Services

Print and Document Services

Remote Access

Rermote Desktop Services

Volume Activation Services

Web Server (1I5) [

0 0 o X

O

~ Active Directory Domain Services
(AD DS) stores information about

Active objects on the network and makes
Active Directory Lightweight Directory Services this information a?{aiilable to users
Active Directory Rights Management Services and netwo rk administrators. fﬁLD Ds
Dewvice Health Attestation uses domain controllers to give
DHCP Server network users access to permitbed
DMNS Server resources anywhere on the network
Fax Server through a single logon process.

| < Prewvious | | Mext = Install

Cancel
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B Add Roles and Features Wizard — ] >

DESTINATION SERWVER

Select features REBEITEST-PDCO1

Before You Begin Select one or more features to install on the selected server.

Installation Type Features Description
SEriEr S EEIED I |NET Framework 3.5 Features (1 of 3 installed) -~ -MET Frameworik 3.5 combines the
Server Rolas I MET Framework 4.6 Features (2 of 7 installed) power of the .MET Framework 2.0

APls with new technologies for

Background Intelligent Transfer Service (BITS) = oS
building applicaticns that offer

BitLocker Drive Encrypticn

'

AD DS BitLocker Metwork Unlock appealing user interfaces, protect
. BranchCache your customers’ personal identity
Confirmation Client for MFS information, enable seamless and

Containers secure communication, and provide

Data Center Bridging the ability to model a range of
Direct Play business processes.

Enhanced Storage

Failover Clustering

Group Policy Management

Host Guardian Hyper-V Support

10 Quality of Service

115 Hostable Web Core

Internet Printing Client

IP Address Management (IPAM) Server

JO0000ROO00000000 e

IEMS Server zervice v
< >
< Previous | | Next > Install | | Cancel
&= Add Roles and Features Wizard — O =
. . . . DESTINATION SERVER
Active Directory Domain Services REBELTEST-PDCD1

Active Directory Domain Services (AD DS) stores information about users, computers, and other devices
on the network. AD DS helps administrators securely manage this information and facilitates resource
Installation Typs sharing and collaboration between users.

Before You Begin

server selection )
Things to note:

SRR * To help ensure that users can still log on to the network in the case of a server outage, install a

Features minimum of two domain contrellers for a domain.

* AD DS requires a DNS server to be installed on the network. If you do not have a DNS server
installed, you will be prompted to install the DMNS Server role on this machine.

Confirmation

Azure Active Directory, a separate online service, can provide simplified identity and
access management, security reporting, single sign-on to cloud and on-premises web
apps.

Learn more about Azure Active Directory

Configure Office 365 with Azure Active Directory Connect

| < Previous | | Mext = | | Install | | Cancel
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[ Add Roles and Features Wizard

Installation progress

View installation progress

o Feature installation

O

DESTINATION SERWER
REBELTEST-PDCO1

Installation started on REBELTEST-PDCO1

Group Pelicy Management

Role Administration Tools

AD DS Tools

Remeote Server Administration Tools

AD DS and AD LDS Tools
Active Directory module for Windows PowerShell

Active Directory Administrative Center

AD DS Snap-Ins and Command-Line Tools

Active Directery Domain Services

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Netifications in the command bar, and then Task Details.

Export configuration settings

Fﬁ Add Roles and Features Wizard

Installation progress

View installation progress

o Feature installation

< Previous Mext >

DESTINATION SERVER
REBELTEST-PDCOM

Configuration required. Installation succeeded on REBELTEST-PDCO1.

Active Directory Domain Services

Group Policy Management

Role Administration Tools
AD D5 and AD LDS Tools

AD DS Tools

Additional steps are required to make this

Promote this server to a domain controller

Remote Server Administration Tools

Active Directory module for Windows PowerShell

Active Directory Administrative Center

AD DS Snap-Ins and Command-Line Tools

ine & domain controller.

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Motifications in the command bar, and then Task Details.

Export configuration settings

29
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Cancel

3l mlia adldine kI



B Active Directory Domain Services Configuration Wizard — O X

. . TARGET SERVER
Deployment Configuration REBELTEST-PDCO1

Deployment Configuration

Select the deployment operation

Domain Controller Options . o .
) Add a domain controller to an existing domain

Additional Cptions m Add a new domain to an existing forest
Faths ) Add a new forest

Review Options . o . . .
Specify the domain information for this operation

Prereguisites Check
Root domain name: rebeladmin.|
More about deployment configurations
[z Active Directory Domain Services Configuration Wizard - O >

TARGET SERVER

DNS O p’['l ons REBELTEST-PDCO1

| Ay A delegation for this DNS server cannot be created because the authoritative parent zone cannot be found... Show more o

Deployment Configuration . ) .
Specify DN5 delegation options

Domain Controller Options
Create DNS delegation
DME Cptions
Additional Options
Paths
Review Options

Prereguisites Chack

More about DNS delegation

< Previous | | Mext > Install
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&= Active Directory Domain Services Configuration Wizard — O >

. . TARGET SERVER
Additional OpthﬂS REBELTEST-PDCO1

Deployment Configuration . . . .
Verify the NetBIOS name assigned to the domain and change it if necessary

Domain Controller Cptions

D5 Options

The NetBIOS domain name: REBELADMIN

Additional Optis

Faths
Review Options

Frereguisites Chack

More about additional options

< Prewvious | | Next > Install | | Cancel |

[z Active Directory Domain Services Configuration Wizard — O o
P h TARGET SERVER
aths REBELTEST-PDCO1

Deployment Configuration . . .
Specify the location of the AD DS database, log files, and SYSVOL

Domain Controller Options
Database folder. CAWindows\NTDS ]

Additional Options Log files folder: CAWindows\NTDS =]

SYSVOL folder: | CAWindows\SYSVOL ]

Review Options

DM5 Options

Prereguisites Check

< Previous | | Mext = Install | | Cancel
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& Active Directory Domain Services Configuration Wizard — O 4

. . TARGET SERVER
Review Options REBELTEST-PDCO1
Deployment Configuration Review your selections:
Domain Controller Cptions Configure this server as the first Active Directory domain controller in a new forest. ~
DNS Options The new domain name is "rebeladmin.net”. This is also the name of the new forest.
Additional Options

The MetBIOS name of the domain: REBELADMIMN

Faths

Forest Functional Level: Windows Server 2016

Prereguisitas Check Domain Functional Level: Windows Server 2016
Additional Options:

Global catalog: Yes

DNS Server: Yes

Create DM5 Delegation: Mo

These settings can be exported to a Windows PowerShell script to automate
additional installations

More about installation options

< Previous | | Mext = Install

-E; Active Directory Domain Services Configuration Wizard

. . TARGET SERVER
Prerequisites Check REBELTEST-PDCO1

| & Al prerequisite checks passed successfully, Click ‘In to begin installation. Show more x

Deployment Configuration . h 3 . _ ) . )
Prerequisites need to be validated before Active Directory Domain Services is installed on this
Domain Controller Cptions computer

DMS Options Rerun prerequisites check

Additional Opticns
Eaths @ View results
!

Windows Server 2016 domain controllers have a default for the security setting named
"Allow cryptography algorithms compatible with Windows NT 4.0% that prevents weaker
cryptography algorithms when establishing security channel sessions.

Review Oplions

Prerequisites Check

For maore information about this setting, see Knowledge Base article 942564 (hittp://
go.microsoft.com/fwlink/7Linkld=104751).

1. A delegation for this DMS server cannot be created because the authoritative parent
zone cannot be found or it does not run Windows DMS server. If you are integrating
with an existing DN5 infrastructure, you should manually create a delegation to this
DMS server in the parent zone te ensure reliable name resolution from outside the
domain “rebeladmin.net”. Otherwise, no action is required.

(¥}

I, If you dlick Install, the server automatically reboots at the end of the promotion operation.

More about prerequisites

< Previous Next > I 1l | | Cancel
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[ Active Directory Domain Services Configuration Wizard - O

Installati TARGET SERVER
nstatiation REBELTEST-PDCO1

Progress
Checking if Group Policy Management Console needs to be installed...
» | View detailed operation results
5 Windows Server 2016 domain controllers have a default for the secunity setting named
“Allow cryptography algorithms compatible with Windows NT 4.0" that prevents weaker
cryptography algorithms when establishing security channel sessions

For more information about this setting, see Knowledge Base article 942564 (hittp.//
go.microsoft.com/fwlink/?Linkld=104751).

I A delegation for this DMS server cannot be created because the authoritative parent zone
cannot be found or it does not run Windows DNS server. If you are integrating with an
existing DMN5 infrastructure, you should manually create a delegation to this DNS server in
the parent zone to ensure reliable name resolution from outside the domain
"rebeladmin.net”, Otherwise, no action is required.

More about installation options

Q
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10- Add object (users,group,0OU,computers) in active directory

active directory (5o (users,group,0OU,computers) aolol

Active pihil pgd) Wil ,ion) L"Si ala0)l ubj ,@q organizational unit (OU) dwothiill §2og))

aloc Jows clJ5g  domain JI 0 9¢2g0)1 pndll s le OUs Jo degnao JJl directory

Active directory (315 (pasillg adld Vg hayl

Jaio Jooll daub (6 ggSguiy users (uo23imnll go degolo @0 Je djuc D9 group degololl
129 (Gubj piie degnanll e jpil (Gubh) pgd) 25 Sle padtwo JS le Jioo jol Gub) go
8cgnan)l 03D 315 Joadimoll prod e (S JSiiy Josll

organizational unit (OU). An OU can contain computers, users, user groups, and other network objects.
Usually, an OU is used for the purpose of grouping things for administrative purposes, such as delegating

administrative rights and assigning policies to the group as a single unit.
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Group

Account Operators

Administrators

User/ Session

Administrator

Description

A built-in group that exists only on
domain controllers. By default, the group
has no members. By default, Account
Operators have permission to create,
modify, and delete accounts for users,
groups, and computers in all containers
and organizational units (OUs) of Active
Directory except the Builtin container
and the Domain Controllers OU. Account
Operators do not have permission to
modify the Administrators and Domain
Admins groups, nor do they have
permission to modify the accounts for

members of those groups.

A user account for the system
administrator. This account is the first
account created during operating system
installation. The account cannot be
deleted or locked out. It is a member of
the Administrators group and cannot be

removed from that group.

A built-in group . After the initial
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Anonymous

Authenticated Users

Backup Operators

installation of the operating system, the
only member of the group is the
Administrator account. When a
computer joins a domain, the Domain
Admins group is added to the
Administrators group. When a server
becomes a domain controller, the
Enterprise Admins group also is added
to the Administrators group. The
Administrators group has built-in
capabilities that give its members full
control over the system. The group is the
default owner of any object that is

created by a member of the group.

A user who has logged on anonymously.

A group that includes all users whose
identities were authenticated when they
logged on. Membership is controlled by

the operating system.

A built-in group. By default, the group
has no members. Backup Operators can
back up and restore all files on a

computer, regardless of the permissions
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Batch

Cert Publishers

Cert Server Admins

Cert Requesters

Creator Group

that protect those files. Backup
Operators also can log on to the

computer and shut it down.

A group that implicitly includes all users
who have logged on through a batch
queue facility such as task scheduler
jobs. Membership is controlled by the

operating system.

A global group that includes all
computers that are running an
enterprise certificate authority. Cert
Publishers are authorized to publish
certificates for User objects in Active

Directory.

Certificate Authority Administrators -
authorized to administer certificates for
User objects in Active Directory.

(Domain Local)

Members can request certificates

(Domain Local)

A placeholder in an inheritable ACE.
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Dialup

DnsAdmins

(installed with DNS)

DnsUpdateProxy
(installed with DNS)

Creator

Owner

When the ACE is inherited, the system
replaces this SID with the SID for the
primary group of the object's current
owner. The primary group is used only

by the POSIX subsystem.

A placeholder in an inheritable access
control entry (ACE). When the ACE is
inherited, the system replaces this SID
with the SID for the object's current

owner.

A group that implicitly includes all users
who are logged on to the system through
a dial-up connection. Membership is

controlled by the operating system.

Members of this group have
administrative access to the DNS Server
service. This group has no default

members.

Members of this group are DNS clients
that can perform dynamic updates on
behalf of other clients, such as DHCP

servers. This group has no default
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members.

A global group whose members are
authorized to administer the domain. By
default, the Domain Admins group is a
member of the Administrators group on
all computers that have joined a domain,
including the domain controllers.
Domain Admins
Domain Admins is the default owner of
any object that is created in the domain's
Active Directory by any member of the
group. If members of the group create

other objects, such as files, the default

owner is the Administrators group.

A global group that includes all
Domain Computers computers that have joined the domain,

excluding domain controllers.

A global group that includes all domain

controllers in the domain. New domain
Domain Controllers
controllers are added to this group

automatically.

Domain Guests A global group that, by default, has only

one member, the domain's built-in Guest
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Domain Users

Enterprise Admins

Enterprise

Controllers

Everyone

account.

A global group that, by default, includes
all user accounts in a domain. When you
create a user account in a domain, it is

added to this group automatically.

A group that exists only in the root
domain of an Active Directory forest of
domains. lt is a universal group if the
domain is in native mode, a global group
if the domain is in mixed mode. The
group is authorized to make forest-wide
changes in Active Directory, such as
adding child domains. By default, the
only member of the group is the
Administrator account for the forest

root domain.

A group that includes all domain
controllers an Active Directory directory
service forest of domains. Membership

is controlled by the operating system.

A group that includes all users, even

guests. Membership is controlled by the
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Group Policy

Creators Owners

Guest

operating system.

In Windows XP and later, the
Anonymous L.ogon security group has
been removed from

the Everyone security group:

see Q278259 and the group policy Let

Everyone permissions apply to

aNnonNnymous users

A global group that is authorized to
create new Group Policy objects in
Active Directory. By default, the only
member of the group is Administrator.
The default owner of a new Group Policy
object is usually the user who created it.
If the user is a member of
Administrators or Domain Admins, all
objects that are created by the user are
owned by the group. Owners have full

control of the objects they own.

A user account for people who do not
have individual accounts. This user
account does not require a password. By

default, the Guest account is disabled.
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https://support.microsoft.com/en-gb/help/278259/
https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2003/cc778182(v=ws.10)
https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2003/cc778182(v=ws.10)
https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2003/cc778182(v=ws.10)

Guests

HelpServicesGroup

[nteractive

Network

Network

Configuration

KRBTGT

Local System

A built-in group. By default, the only
member is the Guest account. The
Guests group allows occasional or one-
time users to log on with limited
privileges to a computer's built-in Guest

account.

XP - Group for the Help and Support

Center

A group that includes all users who have
logged on interactively. Membership is

controlled by the operating system.

A service account that is used by the Key

Distribution Center (KDC) service.

A service account that is used by the

operating system.

A group that implicitly includes all users
who are logged on through a network
connection. Membership is controlled by

the operating system.

Members of this group can make

changes to TCP/IP settings and renew
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Operators

Nobody

Performance

Monitor Users

Performance Log

Users

Power Users

and release TCP/IP addresses on domain
controllers in the domain. This group has

no default members.

No security principal.

Members of this group can monitor
performance counters on domain
controllers in the domain, locally and
from remote clients without being a
member of the Administrators or

Performance Log Users groups.

Members of this group can manage
performance counters, logs and alerts
on domain controllers in the domain,
locally and from remote clients without
being a member of the Administrators

group.

A built-in group. By default, the group
has no members. This group does not
exist on domain controllers. Power
Users can create local users and groups;
modify and delete accounts that they

have created; and remove users from the

42
2 mlla addiae ki



Power Users, Users, and Guests groups.
Power Users also can install most

applications; create, manage, and delete
local printers; and create and delete file

shares.

A backward compatibility group which

allows read access on all users and

groups in the domain. By default, the
Pre-Windows 2000

special identity Everyone is a member of
Compatible Access

this group. Add users to this group only

if they are running Windows NT 4.0 or

earlier.

A placeholder in an ACE on a user,
group, or computer object in Active
Directory. When you grant permissions

to Principal Self, you grant them to the

Principal Self Principal Self

security principal represented by the
or or

object. During an access check, the
Self Self

operating system replaces the SID for
Principal Self with the SID for the
security principal represented by the

object.

Print Operators A built-in group that exists only on
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RAS and LAS Servers

Remote Desktop

Users

Replicator

domain controllers. By default, the only
member is the Domain Users group.
Print Operators can manage printers and

document queues.

Servers in this group are permitted
access to the remote access properties
of users. A domain local group . By
default, this group has no members.
Computers that are running the Routing
and Remote Access service are added to
the group automatically. Members of this
group have access to certain properties
of User objects, such as Read Account
Restrictions, Read Logon Information,

and Read Remote Access Information.

XP - Members in this group are granted

the right to logon remotely

In NT 4 domains, this group was called
Replicators and is used by the directory
replication service. In 2K/XP the group
is present but is not used. Do not add

users to this group.
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Schema Admins

Server Operators

Service

A group that exists only in the root
domain of an Active Directory forest of
domains. lt is a universal group if the
domain is in native mode , a global group
if the domain is in mixed mode . The
group is authorized to make

schema changes in Active Directory. By
default, the only member of the group is
the Administrator account for the forest
root domain. Because this group has
significant power in the forest, add users

with caution.

A built-in group that exists only on
domain controllers. By default, the group
has no members. Server Operators can
log on to a server interactively; create
and delete network shares; start and
stop services; back up and restore files;
format the hard disk of the computer;

and shut down the computer.

A group that includes all security
principals that have logged on as a

service. Membership is controlled by the
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Terminal Server

Users

Users

Default Admin Users and Groups:

operating system.

A group that includes all users who have
logged on to a Terminal Services server.
Membership is controlled by the

operating system.

A built-in group. After the initial
installation of the operating system, the
only member is the Authenticated Users
group. When a computer joins a domain,
the Domain Users group is added to the
Users group on the computer. Users can
perform tasks such as running
applications, using local and network
printers, shutting down the computer,
and locking the computer. Users can
install applications that only they are
allowed to use if the installation program
of the application supports per-user

installation.
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Administrators (Group) .
— { Enterprise Admins (Group)
Administrator!
Administer domain Structure
Domain Admins
Administrators (Group)
Administer all domain controllers
Enterprise Admins
Domain Admins
Administrator?
Users (Group)
J——————(
Administrator Domain Admins (Group)
Domain Admins Administrator2
Domain users
Domain Users (Group)
The arrows indicate automatic memberships Al user accounts in the domain
that happen when a machine joins a domain.
1= Local Administrator 2 = Domain Administrator
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19.1- Add objects (users,group,0OU,computers) in active directory windows

server 2008

windows server 2008 (, 6 active directory 512 (users,group,0OU,computers) aolol

File  Action \View Help

&= 0Bt HE[2® 5 7%

| Active Directory Users and Comput | Mame - | Type | Description
_ Saved Queries "l Users Container Default container for upg
= &= m_Delegate Contral. .. Container Builtin system settings
ol = Container
__—_- a Change Domain. .. Data Container Default location for storz
= B Change Domain Controller. .. otas msDS-QuotaCo... Quota spedifications con
1 C ’ - )
= 4 Raise domain functional level. .. Service Accounts Container Default container for ma
NE]
—= o Operations Masters. .. ound lostAndFound Default container for orp
= o —hars infrastructurel...
= o STELET Container Default container for sec
= E All Tasks o Contact Organizational ...
= | EriLE Organizational ...
=M [rRERTE R Organizational ... Default container for dor
= p Refresh msImaglng—PSP's_ Computer
5 s Export List... MSMQ_Qu_eue NIE-S Crganizational ...
s s Organizational Unit Container Default container for upe
= Printer

2l u builtinDomain
1M Help Organizational ...
= | abdi0n _ =hared Falder Organizational ...

[
L

Create user

=
- CrTTETTESS— [
4
— &' Createin:  limuloacl’ —
& : e
L ta
L - ta
First name: Ielmshdl Initials: I ta
Last name: Isaleh ta
S.
Full name: Ielmshdi saleh ta
AN
lUser logon name: L
Ielmshdﬂ I @limu Joacl ;I b
an
User logon name (pre-Windows 2000): an
|LII'u'IU\ Ielmshdi an
hpL
an
ta
< Back Next > Cancel pinl
an
N="71kd1n- [ Trr—
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Set password

fhcwobiect-vser X[~
{

= & Createin:  limuloacls —

= e _

[ tain

" .

Password: \ I.""" 2::

Confirm password: I------- tain

5C

[™ User must change password at next logon flg

n

™ User cannot change password Astr

¥ Password n tain

- aniz

[T Accourt is disabled aniz

aniz

nput

aniz

tain

< Back Next > Cancel | fnD

aniz

| '= abd10a Organiz
=

ncnobjectvzer i
4

— & Createin:  limuloacls —

- =

E ta

i - ta

First name: Ielmshdl Initials: I ta

Last name: Isaleh ta

S_

Full name: Iellashdi zaleh 2

A

|User logon name: =&

|E||35hdi| I @limu loac] j ta
an
lUser logon name (pre-Windows 2000): an
|L|Mux Iellashdi an
hpL
an
ta
< Back Next > Cancl finl
an
IN="1kd41n~ e =
Set password
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=
'f New Object - User =
{
= &’ Createin:  limu loacl/ —
= . E_
b tain
E tain
P rd:
asswWol \ I....... 13"-'
Confim password: qu-" tain
5-G
[T User must change password at next logon f';
n
[ User cannat change password b st
¥ Password nev tain
aniz
[T Account is disabled niz
ariz
nput
ariz
tain
< Back Next > Cancel finD
ariz
| 121 abd10a Organiz
Create OU
B Active Directory Users and Computers
File Acton View Help
. = - =m | @ gy e E -
e 2 4] x| D= RRERERET ? Dol - el S
f Active Directory Users and Comput | Mame - | Type | Description
_| Saved Queries | Users Container Default container for
= &4 L e Container Builtin system setting
5] - Eleljgate Contral... Conkaingr
—t CIP:I Domai Data Container Default location for s
_—_'E Change Duma!n.t.:. trol Liotas msDS-QuotaCo... Quota specfications
- { n f':mg: ur.nail; :hn QITrml d Service Accounts Container Default container for
7 =
o E DE"SE ﬁumal:l :e enetievE Found lostAndFound Default container for
_T'E peranions Tasters. - Licture infrastructurell. ..
= E Computer Container Default container for
'_'.F All Tasks 2 Contact Organizational ...
= Grou Organizational ...
- L view » P N )
.l n InetOrgPerson Organizational ... Default container for
| F Refresh msImaging-PSPs Computer
| £ Exportlist... M5MQ Queue Alias Organizational ...
-l S . Organizational Unit Container Default container for
g - = Printer builtinDomain

Create OU
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{cw Obiect - Organizational ume [
{ -
= — Createin:  limuloacl/ =
- e
L
(£
i Name:
IIT
¥ Protect container from accidental deletion
, . o | Concd | Hen |
Create group
To create group right click on ITUsers OU and Click New and then click Group:
B Active Directory Users and Computers !E] m

File Action View Help

e 2@ L0XCDe=zBHEAasivas
: Active Directory Users and Comput | Name l Type ] Description ]
| Saved Queries Asim Alili User
= 3 tekblog.local
| Builtin
| Computers
= | Domain Controllers
| ForeignSecurityPrincipals
| Managed Service Accounts
| Users
Q = Delegate Contral...
Move...
Find...
All Tasks > Contact
-
Yiew >
netOrgPerson
Cut msImaging-PSPs
Delete MSMQ Queue Alias
Rename Organizational Unit
Refresh Printer
Export List... User
Shared Folder
Properties
KK

Creates a new iter. Hew
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Type group name , Group scope and type for that and click OK:

The Group type indicates whether the group can be used to assign permissions to other network
resources, such as files and printers. Both security and distribution groups can be used for e-mail

distribution lists.

The Group scope determines the visibility of the group and what type of objects can be contained

within the.

New Object - Group E3 '

_g; : Create in:  tekblog.localfITUsers

Group name:

l ITGroup
Group name (pre-Windows 2000):
l ITGroup
" Domain local " Security
" Global ¢ Distribution

7 Universal

[TGroup group created:

B Active Directory Users and Computers

File Action View Help

o= | >Em 0B c= HEmEl 3 a 5w 0%
: Active Directory Users and Comput | Mame I Type l Description |
_| Saved Queries 2 Asim alil User
=] £ tekblog.local #2 1TGroup Security Group ...
~| Builtin
| Computers

= | Domain Controllers
ForeignSecurityPrincipals
Managed Service Accounts
Users

= | ITUsers

b KL
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To add member to that group double-click on that groups and click Members, click Add and type

name for that user and click OK

| Active Directs

5] embers:l

| Saved Qu
= 3 tekblog.l . .
=1 Builtir | Name Select Users, Contacts, Computers, Service Accounts, or Groups EiE3
.| Comg S
- Select this object type:
= | Dome ! s

: | Forei IUsels, Service Accounts, Groups, or Other objects Object Types... I

.| Mans From this location:

| Users
’:‘__»: ITUse Itekbloq.local Locations... I

Enter the object names to select [examples]:

Asim Alili [asim. aliliGtekblog.local]] t e username Check Names I
5 / YP

Advanced.. | a4 I 0K I Cancel |
%

7

Add... Femove l

ok | cancel | s |

And click OK:

ITGroup Properties ﬂ E I

General Members I Member Ofl Managed Byl
Members:
MName [ Active Directory Domain Services Folder I
!, Asim Alili tekblog.local/ITUsers
Add... Hemove I
oK I Cancel I Apply ]
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19.1.1- create objects in active directory in windows server 2008 by using

command line

Open run
=== Typethe name of a program, folder, document, or Internet
=1 resource, and Windows will open it for you.,
Open: v
'@' This task will be created with administrative privileges.
Type cmd

=== Typethe name of a program, folder, document, or Internet
== resource, and Windows will open it for you.

Open: [0 v

'@J This task will be created with administrative privileges,
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B Administraton CiWindowshsystem32\crd.cxc W | =

Microsoft Hindows [Version 6.1.7601]
Copyright (c) 2009 Microsoft Corporation. All rights reserved.

C:\Users“xabdo>

Type those commands

C:\> dsadd ou "ou=Elrashdi,dc=limu,dc=local"

2- Delete OU

C:\>dsrm "ou=Elrashdi,dc=limu,dc=local "

3- Add child OU

C:\>dsadd ou "ou=abdo,ou=Elrashdi,dc=limu,dc=local"

4- Delete child OU

C:\>dsrm "ou=abdo,ou=Elrashdi,dc=limu,dc=local"

5- Add computer to active directory

C:\>dsadd computer "cn=coml,cn=computers,dc=limu,dc=local "

6- Delete computer
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C:\>dsrm "cn=coml,cn=computers,dc=limu,dc=local "
/- Add user to active directory

C:\>dsadd user "cn=A.Elrashdi,cn=users,dc=limu,dc= local " -fn abdelsalam -In saleh -pwd

P@swO0rd -samid A.Elrashdi -upn A.Elrashdi@limu.loacl
8- Delete user from active directory
C:A\>dsrm "cn=A_.Elrashdi,cn=users,dc=limu,dc=local"

19.2- Add objects (users,group,0U,computers) in active directory windows

server 2016

Creating AD Users and Groups — Standard User Accounts

Go through and setup all of the remaining user accounts for the environment and place them in

the proper OUs. Remember, use the Copy feature as much as possible after setting up one user.
Navigate to Group Policy OU | IT | Helpdesk | Users

Right-click Users and select New | User

7] Active Directony Users and Computers — = ><
File A Wiews  Help
<= =p | = (EE F B EH E EHEE R s Y = B
=] Active Directony Users and Computers [a|| pjame - Tywpe Description
—l Saved Cueries
~ EEd TESTDOMAIMN.internal There are no items to show in this wiew.
= Builtin
Tl Computers
=1 Dormain Controllers
=1 ForeignSecurityPrincipals
~ [E] Group Policy OU
= Groups - Security
~ & 1T
~ [E1 IS Helpdesk
= Computers
~r [E Systerms 4 Delegate Control...
=1 Comg Powe...
Bl Ulsers Find...
= Techs
=71 sSales I v > ] Cormputer
=7 Service Al Tasks > Contact
Tl Managed Service
| _ Grouw
= Users Wi > e
InetCrgPerson
Cut - -
msDS-ShadowPrincipalContainer
E==i= mslmaging-PSPs
Rename PSR Cucue Alias
Lazi=lr Organizaticnal Unit
< £ >
- Export List... .
Creates a new iterm in this cc Propertics I Ueer I

Help Shared Folder
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http://pc-addicts.com/wp-content/uploads/2016/02/Standard-AD-User-Create-1.png

¢ Fill in the information

Mew Object - User

& Create in:  M.intemalGroup Policy QOLUSTAS HelpdeskUsers

First name: |!@ Initials: I:I
Last name: |Smi‘th |
Full name: |JOE Smith |

User logon name:

|isrr|'rth | @TESTDOMAIN intemal »

User logon name (pre-Windows 2000):

| TESTDOMAINY | |ismith |
< Back Mext = Cancel
Type a password twice.
Leave the User must change password at next logon enabled
pd

Mew Object - User

& Createin:  TESTDOMAIMN intemal /Group Policy OUATAS Hel

Passwaord: |-|||-|||

Confirm password: |nun"|

|User must change password at next logon
[ ] User cannct change password

[ ] Password never expires
[ ] Account is disabled

< Back Mext = Cancel

Finish creating the users and placing them into the proper OUs.
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Creating AD Users and Groups — Groups

Finally, let’s create some groups and assign the associated people to them.

] Active Directory Users and Computers

File Action

== | A |E

View Help

B8 E b= HM 3aE>YaR

] Active Directory Users and Computers [a

» [ Sawed Queries

~ 3 TESTDOMAIM.internal
| Builtin

Computers
Domain Controllers

{dwvwvwvyw
B E

Group Policy QU

@] Groups - Security
~ 3] 1T

» (2] 15 Helpdesk

~ [2] Systems Administrators
> 2] Computers

=] Users
» (2] Techs
> (@ Sales

» (2] Service

» [ ] Managed Service Accounts

[T Users

ForeignSecurityPrincipals

s

MName

%Community Tire Rescue Committes
5% 15 Helpdesk

% IS Systems Administrators

5% 15 Techs

%Management

%Sales

%Sales Managers

%Semice Managers

% Service Techs

Navigate to Group Policy OU | Groups — Security

Right-click Groups — Security

Select New | Group

Type Description
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...

 Active Directory Users and Computers

File  Action Wiew Help

== | HE S BIXE G HAAE|R R ST E R

j Active Directorny Users and Computers [a

» [ Sawed Queries
~ B TESTDOMAIM.internal
1 Builtin
Computers
Domain Controllers
ForeignSecurityPrincipals
= | Group Policy OU
|=1 Groups - Security ||
~ (@] IT

BRERE

{vvvy

—~
Mame

%Communit}r Tire Rescue Committes

2, 1S Helpdesk

% IS Sy=sterms Administrators

2,15 Techs

%Management

%Sales

%Sales Managers

Delegate Control...

Type Description
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...

» [E] IS Helpdesk Mowve...
~ 3] S]trstemshdm Find...
» [E1 Computel
& Users I Iew )I Computer
> [E] Techs All Tasks Contact
» (&1 Sales 1 G |
» (=] Service = ? ==
» [ Managed Service Aci Cut InetOrgPersen
) Users o msDS-ShadowPrincipalContainer
Delete i
mslmaging-PSPs
Rename PASMO Cueue Alias
Refresh ] Organizational Unit
Export List... Printer
Properties User

<

Help

Shared Folder

Creates a new itemn in this container.
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Fill in the information. For this one, | am calling this group T Techs

Mew Object - Group

Create in:

TESTDOMAIM.internal {Group Policy OU/Groups - Security

52,

Sroup name:

| IT Techs

Group name {(pre-Windows 20007):

| IT Techs |
Sroup scope Group type
() Domain local (@) Security
(®) Global () Distribution
() Universal
[ ox | | cancel
Now that the group is created, let’s add a member to it.
Right-click the S Techs group and select Properties
] Active Directory Users and Computers — O x
File Action View Help
o= | 2F 4B XEd= BHE PaEvTaR
3 Active Directory Users and Computers [a|| Mame - Type Description

» [0 Saved Queries
~ 3 TESTDOMAIM.internal
5 || Builtin
» [ Computers
» (2] Domain Controllers
» [] ForeignSecurityPrincipals
~ (2] Group Policy OU
2| Groups - Security
~w 3] 1T
» [2] 15 Helpdesk
~ (2] Systems Administrators
» (2] Computers
2] Users
» 2] Techs
> 2] Sales
» (2] Service
» [ Managed Service Accounts
1 Users

£ >

% Community Tire Rescue Committee

¥ |15 Helpdesk
% IS Systerns Administrators

Security Group...
Security Group...
Security Group...

ity Group...

%Management Add to a group... by Group...
%Sales Move... by Group...
%SalesManagers Send Mail by Group...
%Sewice Manager: by Group...
H2 Service Techs All Tasks * by Group...

Cut

Delete

Rename

I Properties I
Help

£

Opens the properties dialog box for the current selection.

In the Members tab, select Add.

59

3l mlia adldine kI



http://pc-addicts.com/wp-content/uploads/2016/02/AD-Group-Create-3.png
http://pc-addicts.com/wp-content/uploads/2016/02/AD-Group-Create-4.png
http://pc-addicts.com/wp-content/uploads/2016/02/AD-Group-Create-3.png
http://pc-addicts.com/wp-content/uploads/2016/02/AD-Group-Create-4.png

IS Techs Properties ? >

General | Members | Member Of  Managed By

Members:

Mame Active Directory Domain Services Folder

Type the username and select Check Names.

| 15 Techs Properties 7 >

Select Users, Contacts, Computers, Service Accounts, or Groups >

Select this object type:
|Users. Service Accounts, Groups, or Cther objects | | Object Types... |

From this location:
|TESTDDMAIN.irrtemaI || Locations... |

1

1| Enterthe object names to select (examples):
I|Jb|0'l\' I Check MNames

(| | e K] [ Gaod |
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When the system finds the account, you will see the full account details. Select OK.

IS Techs Properties ? *
Select Users, Contacts, Computers, Service Accounts, or Groups >
Select this object type:
|U5E.-rs. Service Accounts, Groups, or Cther objects | | Object Types... |

From this location:
[ TESTDOMAIN ntemal || Locations... |

T\Luem fiblow @TESTDDMAIN.inte_miI}l) Check Names

e

Faa

Select OK when finished adding users to the group.

15 Techs Properties ? ey

General Members  Member Of Managed By L

Members:
I
MName Active Directory Domain Services Folder |
3‘, Joe Blow TESTDOMAIN intemal AGroup Policy OUAT/ Tec... .

0K Cancel | Apply
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When finished, let’s nest a couple of groups within another group.

This example, we have two Managers groups: Sales and Service Managers. We want to add

those groups to a Management group.

Right-click the Management group and select Properties.

In the Members tab, click Add, type the names of the groups, and add them to the group.

[t should look like this:
3 Active Directory Users and Computers - g it
File Action View Help
- = | g Gy r=-
9 aE {BIXELE HE 3R ETEYR
| Active Directory Users and Computers [3|| Name - Tin Dercrintion
» (] Saved Queries B, Community Tire Rescue Management Properties 1 X
v 3 TESTDOMAIN.internal B2 5 Helpdesk
5 ] Builtin P o General | Members | Member Of  Managed By
. %IS Systems Administrato
s [] Computers
. : Eﬁ echs Members:
5 2| Domain Controllers
> [] ForeignSecurityPrincipals 8 Management =t \ctive Directory Domain Services Folder
v (2 Group Policy OU Eﬁales %Sales Managers [ESTOOMAIN intemal/Group Policy OU/Groug
2| Groups - Security I Sales Managers 8, Service Managers [ ESTDOMAIN intemal/Group Policy OU/Groug
v [E I %Sewice Managers
s 2] IS Helpdesk %SewiceT&chs
v 3] Systemns Administrators
» (3] Computers
[Z] Users
5 [2] Techs
y |2 Sales
y |2 Service
» |1 Managed Service Accounts
[ Users
L4 >
[ox ]| ol || v |
£ (£ 2
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That’s it for this one! We have a foundation for our environment! Stay tuned for our next tutorial

in the series!

20-Join computers to domain controller

J319 6j9201 p102 861 lifde A6 GS LD 6 699290l 5jg201 0D 6 pSIDI prhi S
G0l J31 8jgr11 A6WD1 adlS adgs JWI jgnig liuwo oLl pj )l gl

Before join computer to domain you have to check connectivity

between server and Clint and put DNS on the Clint

P

_Jl Getting Started

Q Windows Media Center Administrator
9 Documents
T Calculator
Pictures
Sticky Notes
e Music
kﬁ% Snipping Tool
i Games
‘JJ/’ Paint

Computer

Open

% Remote Desktop Connection
3 @R &) Manage

f_% Magnifier

". Solitaire

Devices an Map network drive...

Disconnect network drive...

Default Pr
Show on Desktop

Rename

> AllPrograms

Shutdown | >
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Join computer to domain

» Control Panel » System and Security » System v | ¥ earch Control Panel p ol

Control Panel Home 1 -
Windows edition

Device Manager Windows 7 Ultimate
Remote settings Copyright © 2009 Microsoft Corporation. All rights reserved.

s System protection

9 Advanced system settings

System

Manufacturer: Hewlett-Packard

Rating: m Windows Experience Index =

Processor: Intel(R) Core(TM) i7-3770 CPU @ 3.40GHz
3.39 GHz

_' Installed memory (RAM):  1.00 GB
Le System type: 64-bit Operating System

Pen and Touch: No Pen or Touch Input is available for this

Display

Computer name, domain, and workgroup settings

Computer name: cl # Change settings
See also Full computer name: cl
Action Center Computer description:

* » Control Panel » Network and Internet » Network and Sharing Center

v Search Con... P

Control Panel Home . & 2 5 5
View your basic network information and set up connections

i [ ‘ = 2 - See full ma
Change adapter settings mh\ ’Q x su- ) P
Ch d shari okl P =
Settai:ge dtai el a Unidentified network Internet
(This computer)
View your active networks Connect or disconnect
S Unidentified network Access type: No Internet access
Public network Connections: I Local Area Connection

Change your networking settings

%k. Set up a new connection or network
.-t

Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access
point.

Cennect to a network

‘i'.

Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.

Choose homegroup and sharing options

&

Access files and printers located on other network computers, or change sharing settings.

Troubleshoot problems

i

Diagnose and repair network problems, or get troubleshooting information.
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Put the Ip of DNS server

Internet Protocel Version 4 (TCP/IPv4) Properties m

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IF settings.

() Obtain an IP address automatically
@ Use the following IP address:

IF address:

Subnet mask:

Default gateway:

Obtain DMNS server address automatically

@ Use the following DMS server addresses:

Preferred DMS server: 191 . 168 . 200 .

Alternate DMS server:

validate settings upon exit

Join computer to domain

e

ettings

System Properties i — u

Computer Name | Hardware | Advanced | System Protection | Remote |

&: Windows uses the following information to identify your computer
~ on the network.

Computer description:
For example: "Kitchen Computer” or "Mary’s
Computer”.

Full computer name: cl

Workgroup: WORKGROUP

To use a wizard to join a domain or workgroup, click —
Networkc 1D Network ID...

To rename this computer or change its domain or

workgroup, click Change.

Lok ) [Locancet ] [ Aeply
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Jwgall pwl Jbol

»
System Properties - -

Computer Name/Domain Changes _g,

You can change the name and the membership of this
computer. Changes might affect access to network resources.
More information

Cimputer name:
cl

Full computer name:
cl

Member of
@ Domain:
limu local|

WORKGROUP

You have to type username and password

that already save in active directory

Juwgall J312 2g2go padiwn pwl JLol

- -
& Device Manager Computer Name/Domain Changes . . L - _J‘,E: -
#) Remote settings
s protection e ittt S A |
S— —— ———
Windows Security R I
Computer Name/Domain Changes s

Enter the name and password of an account with permission to join the
domain.

LQ [ ] e i |||

Domain: limu .i'é I

‘Hz

See also [ OK ] [ Cancel ] liA;pb,

Action Center o
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Type username and password

Windows Securty R R

Computer Name/Domain Changes

Enter the name and password of an account with permission to join the
domain.

[ adminstrator ]

[ovssnas ]

Domain: limu

[ ok || cance |

|

Now computer is joined

: g - rris suians

System Properties . |_§X_| r—

-
Computer Name/Domain Changes ‘&L of

You can change the name and the membership of this

computer. Changes might affect access to network resources.
More information

Computer name:

Computer Name/Domain Changes u

@ Welcome to the limu.loacl domain.

Lok ][ Cancel ][ seoty |

After restart the computer you have type limu\ then anf username and password to login
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Limneiasnas ==
N

Log on to: limu
How do I log on tc ancther domain?

Switch User

Now preparing the desktop

> Preparing your desktop...

3l mlia adldine Al




Now preparing the desktop

Recycle Bin

21-Group policy in windows server

Jniig 2)ignlig (uoa3imnll 6 pSID Y 2018 WalS (o e uhi5 b1ol Je djue D dbluy) JS)
P 1 Jgoglu pasial) aouwl gl )l dio .pUsil pao o)p b le el pous gl pind Gy
20wlg (o023l 6L piolg LiSall ahuw &als i) pasiwol) aouwlg cld Jo ofié piolg o)l
.. 0f1¢ Qinlg aSfunnll Ol J1 Jgogllg Sjunog padiwnl)

Group Policy is a hierarchical infrastructure that allows a network administrator in charge of
Microsoft's Active Directory to implement specific configurations for users and computers.
Group Policy can also be used to define user, security and networking policies at the machine

level.

Group Policy is a feature of the Microsoft Windows NT family of operating systems that controls
the working environment of user accounts and computer accounts. Group Policy provides
centralized management and configuration of operating systems, applications, and users' settings
in an Active Directory environment. A version of Group Policy called Local Group Policy ("LGPO"
or "LocalGPQO") also allows Group Policy Object management on standalone and non-domain

computers.
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One Admnstrator
Aton

My sty sty

Mary essang and servey nesuls

- Active Directory Users and Computers
File Action View Help
&= Hm8|E 6= MG 8
: Active Directory Users and Comput | Name -
| Saved Queries
= 2 limu.load
2| abdioo
.| abdo
~- Active Directory Users and Ch |
Computers 2
| W
o —
Command Prompt i —
e administrator
,__'J Notepad 4
P Documents
— Internet Explorer
_P Computer
{ "T Paint
Lo
Metwork

‘ﬁ‘l Group Policy Management

_ Control Panel

,$ Computer Management
;7'? ADSI Edit

- Administrativ

Devices and Printers

Help and Support
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21.1- Apply Password policy in window server 2008

ACTVE LIrectory SItes and Services
Active Directory Users and Computers
ADSI Edit
Certification Authority
Component Services
Computer Management
Data Sources (ODBC)
DMS
Event Viewer
Group Policy Management
i5C! iator
| Security Policy
MNetwork Policy Server
Performance Maonitor
Security Configuration Wizard
Server Manager
Services
Share and Storage Management
Storage Explorer
System Configuration
Task Scheduler
Windows Firewall with Advanced Security
Windows Memaory Diagnostic
Windows PowerShell Modules
Windows Server Backup
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File Acton VWiew Help

E Group Policy Management Editor

b

indows Settings
dministrative Templat

| Preferences
= 4% User Configuration
“| Policies

_| Preferences

Els AR e NERN  Nos

Select an item to view its description.

MName

B Default Domain Policy [WIN-V60INSCRLAD.LTMU.LOACL] Policy

il Computer Configuration
K’_; User Configuration

_Ej Default Domain Policy [WIN-VE0INSCR & |
£ f& Computer Configuration
Bl [ Policies
| Software Settings
~ Windows Settings
| Mame Resolution Palicy
|| Scripts (Startup/Shutd
=] _512' Security Settings
Account Policies
j Local Policies
_.J:j Event Log
‘4 Restricted Groups
i System Services

2

2of Wired Network (IE
| Windows Firewall v
| Network List Mana

sall Wireless Netwark |
| Public Key Policies
| Software Restrictic
| Network Access Pr
| Application Contro

8 1P security Polices
| Advanced Audit P

alyy Policy-based Qos

| Administrative Templates:

Preferences -
. 3

FFFFFEFE

MName

| Description

25 Account Polidies
[ Local Policies
_=,|::| Event Log
‘A Restricted Groups
_'gSystem Services
“ARegistry
_AFile System
i:,.‘;f'\"rired Metwork {IEEE 802.3) Polices
“Iwindows Firewall with Advanced Security
| Metwork List Manager Policies
_E:jﬂ\"a’ireless Metwork (IEEE 802, 11) Policies
"I Public Key Policies
| software Restriction Policies
“IMetwork Access Protection
| Application Contral Policies

g IP Security Policies on Active Directory (LIM...

| Advanced Audit Policy Configuration

Password and account lockout polices

Auditing, user rights and security options polides
Event Log

Restricted Groups

System service settings

Registry security settings

File security settings

Wired Metwork Policy Administration. Manage Wire. ..
Windows Firewall with Advanced Security

Metwork name, icon and location group policies.
Wireless Network Policy Administration. Manage W...

Metwork Access Protection

Application Control Policies

Internet Protocol Security (IPsec) Administration. ...
Advanced Audit Policy Configuration
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% Group Policy Management

:& Computer Management
[
;-7? ADSI Edit

-

Metwork

Control Panel

Devices and Printers

Administrati

Storage Explorer

System Configuration

Task Scheduler

Windows Firewall with Advanced Security
Windows Memory Diagnostic

Windows PowerShell Modules

Windows Server Backup

_iBix
File Action View Help
Lale JEANFIIER] 7
|E] Default Domain Policy [WIN-VGOINSCR | | Policy = I Policy Setting |
Il i Computer Configuration | Enforce password history 24 passwords remembered
B0 D_Iicies | Maximum password age 42 days
- ngtware Setl?ngs | Minimurm password age 1days
=4 \“f'!ndows Sethngsl : | Minimum password length 3 characters
= Naltne Resolution Palicy | Password must meet complexity reguirements Disabled
! Seripts (Startup/Shutd ) ) ) )
= ] ) | Store passwords using reversible encryption Dizabled
El Fa Security Settings
=] _j_—j] Account Polides
_:'l_—:_| Password Polic
= Account Locko
_j_—:_| Kerberos Folict
j:] Local Policies
jj Event Log
4 Restricted Groups
4, System Services
4 Registry
4, File System
i Wired Network (IE
“| Windows Firewall v
| Network List Mana
_&rf Wireless Metwork {
~| Public Key Policies —
| Software Restrictic
21.2- Allow user to connect locally on domain controller
g ACTVE LIFECTOrY SITES ana SErVICES |
e Directory Users and Computers : Active Directory Users and Computers
File Acton View Help .z ADSIEdit
PO = I sl Certification Authority
&= | @ H|E = HE &S5 _
— =% Component Services —
= .ﬁ:c_hve D|rectoryl Users and Comput | Name =~ é‘ Computer Management jor
| Saved Queries
5 B limuload =/ Data Sources (ODBC)
21 abdido £ DNs
2| abdo {d] Event Viewer
Group Policy Management
~- Active Directory Users and Ch | E . * .ql <
<" Computers ——=- & isC ator
— | ¥— F | Security Policy
Command Prompt ) ' — )
€5 Network Policy Server
— ; administrator @ Performance Monitor
Motey 2 =
-~ J = T, Security Configuration Wizard
= Documents =L Server Manager
\g Internet Explorer = <
L5 Services
- Computer o)
< j') Paint 2 Share and Storage Management
: ==
[2€]
—
=

Help and Support
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Fle Acton View Help

E Group Policy Management Editor

=10/ x|

e A ] Y 7 s

_Ej Default Domain Controllers Palicy
=] 1 Computer Configuration

[H [ Policies
| Software Settings

&l Seripts (Startup/5
fg Security Settings
ullj Policy-based QoS

| Preferences
&= 4 User Configuration

| Policies

| Preferences

File Action ‘View Help

[ MName Resolution Py

| Administrative Templat

M B Windows Settings

Select an item to view its description,

Name |

| Name Resolution Plicy
@ Seripts (Startup/Shutdown)
h _ﬁ Security Settings
“Policy-based Qo5

H Group Policy Management Editor

=10/ |

L A EIE s

_EJ' Default Domain Controllers Policy [
[= ¢ Computer Configuration
Bl [ Polices
| Software Settings
=[] Windows Settings
~| Name Resolution Pi
=] Seripts (Startup/Sh
i Security Settings
ullj Policy-based Qos
| Administrative Templat
" Preferences
= 4% User Configuration
" Policies
" Preferences

Name

| Description

5 Account Polices
2 Local Polides
j Event Log
‘A Restricted §roups
A System Serdices
A Registry
A File System
f__,;-J\“a'ired Metwark (IEEE 802, 3) Policies
~| Windows Firewall with Advanced Security
" Metwork List Manager Policies
é-'jWireIess Metwark (IEEE 802, 11) Polides
“| Public Key Policies
| Software Restriction Policies
| Network Access Protection
_| Application Control Polides

" Advanced Audit Policy Configuration

73

g IP Security Polides on Active Directory (LIM...

Password and account lockout policies

Auditing, user rights and security options polices
EventLog

Restricted Groups

System service settings

Registry security settings

File security settings

Wired Network Palicy Administration, Manage Wire. ..

Windows Firewall with Advanced Security
Metwork name, icon and location group polices.

Wireless Metwork Policy Administration. Manage W...

Network Access Protection
Application Control Policies

Internet Protocol Security (IPsec) Administration. ...

Advanced Audit Policy Configuration
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H Group Policy Management Editor
File  Action View Help

&= %E=HE

|=[ Default Domain Controllers Polica | | Name = | Description
=l M Computer Configuration | Audit Policy Audit Palicy
2 P?"CiES j User Rightggssignment User Rights Assignment
[ | Software Settings j Security #tons Security Options

[ Windows Settings
7] Mame Resolutio
| Seripts (Startup
Security Setting
__:fé] Account Pol
=7 Local Policie
5f Ewvent Log
[Ca Restricted ¢
[[4, System Ser
['4 Registry
__“5 File System
o Wired Netw
[T Windows Fi
7] Metwork Lis
,gﬂ‘ Wireless Me
[ Public Key F
7] Software Ry
7] Metwork Ac
[ Application
& 1P security

=

FEEEE @

T

E Group Policy Management Editor - |E||1|
File Action WView Help
Gl EEIEEN I
_EJ Default Domain Controllers Polic « | | Policy = | Palicy Setting | -
&l & Computer Configuration |\%:] Access Credential Manager as a trusted caller Mot Defined
=28 P‘_’"des liis| Access this computer from the network Everyone, Administrators, Authenti. .
TI Solﬂware Seﬁ?ngs 1) Act as part of the operating system Mot Defined
B "nl"_'”d"ws Sethngs. 4] Add warkstations to domain Authenticated Users
| Name Resolutio | |11 i ot memary quotas for a process LOCAL SERVICE NETWORK SERVL...

=:| Scripts (Startup
=l Security Setting
5 Account Pal
B ] Local Police

58] Allow log on locally
122s] Allow log on d@Bugh Remote Desktop Services
12| Back up filp# and directories

verse checking
lzis| Cha ﬂ’1e system time

Account Operators, Administrators. ..
Mot Defined

Administrators,Backup Operators, ...
Everyone LOCAL SERVICE,NETW. ..
LOCAL SERVICE, Administrators, Se. ..

; 1ts) Change the time zone Mot Defined
j EventLog 15 Create a pagefile Administrators
_"5 Restricted ¢ [t) Create a token object Mot Defined
_“I_jl System Ser' 1is] Create global objects Mot Defined
_”'3 Registry 15| Create permanent shared objects Mot Defined
__g, File System lis| Create symboalic links Mot Defined b
0 Wired Netw ;) Debug programs Administrators
—| Windows Fi e Deny access to this computer from the network Mot Defined
[ NetworkLis | { )| peny log on as a batch job Mot Defined
Ej Wirelezs Ne lis) Deny log on as a service Mot Defined
;_I Public Key F— 1ts| Deny log on locally Mot Defined
F 7 Saftware Ri . . . -
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B Group Policy Management Editor
Allow log on locally Properties x|

File Action View Help

& [ HEXRE =]

_EJ' Default Domain Controllers Polic
=l &l Computer Configuration
= [ Pdlices
[ software Settings
B[] Windows Settings
[] Mame Resolutic
! Soripts (Startup
= E Security Setting
_:ﬁ] Account Pol
= j Local Policie
A Audit Pe
Uszer Rig
Security
j Event Log
[ Restricted ¢
L4 System Ser
|4 Registry
__5 File System
4 Wired Netw

FH H FH FH #H

Security Policy Setting | Explain |

é}i}' Mlow log on locally

[¥ Define these policy settings:

Account Operators
Administrators
Backup Operators
LIMU\elrashdi
Print Operators
Server Operators

Add UserdFGroup...

Femayve

] Windows Fil Madifying this setting may affect compatibility with clients, services,
] Metwork Lis and applications.
@ Wireless Ne For more information, see Allow log on locally. (3823655)
[ Public Key F—
[ software Ru
Select Users, Computers, Service Accounts, or Groups ﬂﬂ
Select this object type:
IUs&m. Service Accounts, Groups, or Builttn securty principals Object Types...
From this location:
IIirnanad Locations...
Enterthe object names to select (@mples):
[Check Mames
Advanced... (I Cancel
y
o B = T ™ ay T T T
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Ilimu.load

Common Queries |

MName: IStarts with ;I I

Lezcriptian: IStarts w'rth;l I

[T Dizabled accounts
[T Hon expiing pazsword

[iavz since |ast logorm: I "I ?‘-).-

IR

Search results:
Mame (ROM) | E-Mail Address | Description | In Folder | -
% Domain U Al domain users limu loacl/Users
2, clrashdi limu Joacl/IT
:% Entemprise Ad... Designated admi... limuloacl/Users
2 ENTERPRIS...
:% Erterprise Re... Members of this ... limuloacl/Users J
:% Event Log Re... limu loacl/Builtin
E? Everyone
%Gmup Policy ... Members inthis ... limuloacl/Users
E,; Guest Builtin accourt f...  limu loacl/Users
:%Guests limu loacl/Buittin
:% I5_IUSRS limu loacl/Builtin -|

rson o on ocaty Properies 211}

Securty Policy Setting I Explain |

T T

Ik 0

Allow log on locally

o Tr

=

[ Define these policy settings:

a8

Accourt Operators
Administrators
Backup Operators

L=

Add User or Group... Remove

Modifying this setting may affect compatibility with clients, services,
% and applications.
For more information, see Allow log on locally. (3823655)

B = S S S % E~ S R % R s R e =

QK Cancel Apphy

14
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21.3- Change Desktop Wallpaper by Group Policy in Server 2012 R2

g VG Gpb Je wiSall abuw 1alS o)

We have created an Organizational Unit (OU) naming “Finance” and added some users in the OU

[

File Action View Help

o9 oo BcE Bm taaTE%

— Active Directory Users and Computers . Name Type

| Saved Queries L tul User

4 ¥ itingredients.com ' - User
b [ Builtin Abdelzalam Elrashdi User
b Computers ——Trry User

i [2) Domain Controllers
I ForeignSecurityPrincipals
B [ | Managed Service Accounts
2 | Finance
Users

Deploy Desktop Wallpaper through Group Policy

Open GPMC (Group Policy Management Console) console, right click on the OU “Finance” and
then click on “Create a GPO in this domain, and Link it here“

=9 Group Policy Management

=L File Action View Window Help

= 8 XE | HE

= Group Policy Management Finance
« 1+ - £ I
4 AN F?rESt' |t|r?gr . biects | Group Policy Int
4 [£5 Domains | Abdelsalm Elrashdi
4 3 itingre - = GPO
ar| Default Domain Policy
I 2| Domain Controllers
= | Financ
> J Group Create a GPO in this domain, and Link it here...l
B [ WMIFl Link an Existing GPO...
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On New GPO console, enter the name of group policy object. In this practical, the name of our

GPO is “Set Desktop Wallpaper*. Click on Ok.

Mame:

Set Desktop Wallpaper

Source Stater G| Abdelsalam Elrashdi l
(none) v

OK Cancel

To deploy desktop wallpaper through Group Policy, right click on the GPO “Set Desktop
Wallpaper” and click on “Edit” to modify the GPO settings. Default Group Policy Objects are

blank templates, we have to define the policy to make it work.

.__ﬂ File Action View Window Help

YRR EEN =

|7 Group Pelicy Management Finance
4 A Forest: tingredients.com Linkad (G p Pol

4| Abdelsalm Elrashdi

ﬂa L/ ail AU d L
1 2| Domain Controllers

4 2 Finance
|E=E] Set Desktop Wallpape

b [ Group Policy Objects ‘

b 5 WM Filters Enforced

—
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To Set Desktop Wallpaper via Group Policy, on Group Policy Management Editor Console, under
User Configuration expand Policies then expand Administrative Templates. Under Desktop, click

on Desktop to expand all policies. Now double click on Desktop Wallpaper to open its settings.

Under Desktop wallpaper console, we have to give the fully qualified path and name of the file
that stores the wallpaper image. If the specified file is not available when the user logs on, no
wallpaper is displayed. Moreover, users cannot specify alternative wallpaper. Select Enabled to
enable the policy and specify the UNC path \\dcO1\share\wallpapers\wall01.jpg. You can also use

the setting to specify that the wallpaper image be centered, tiled, or stretched. Users cannot

change this specification.

. Desktop Wallpaper HIEI

[5] Desktop Wallpaper

Previous Setting Next Setting

() Not Configured Comment: :
® Enabled
O Disabled !
Supported o | it jeaet Windows 2000 -
W
Options: Help:
Wallpaper Name: ip:::ff;::rijfsktnp background ("wallpaper") displayed on all |~

Abdelsalm Elrashid Abdelsalm elrashi@gmail com

wallpaper on-users-desktppsand
ing the image or its presentation. The

C\windows\web\wallpaperi\home.pg can be stored in a bitmap (*.bmp] or JPEG

Example: Using a UNC path:

\\Server\Share\Corp.jpg ce this setting, type the fully qualified path and name of the |=

file that stores the wallpaper image. You can type a local path,
such as C\Windows\web\wallpaperthome,jpg or a UNC path,
such as \\Server\Share\Corp.jpg. If the specified file is not
available when the user logs on, no wallpaper is displayed. Users

Wallpaper Style: [Fill W

Center

Fit cannot specify alternative wallpaper. You can also use this
Span setting to specify that the wallpaper image be centered, tiled, or
Stretch stretched. Users cannot change this specification.
Tile
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Now go to the client machine and login with the Domain User. You can see new Desktop

Wallpaper would be deployed for the all the users created in Finance OU.

21.4- Hide C Drive Using Group Policies in Active Directory on Windows Server

2012 R2

J1e0 jlgo Lle C ulndl pyill elas]

Creating a Group Policy Object

Open server manager dashboard and click Group Policy Management.

anager < DaShbDard ;__ ,: Manage Tools  View Help
Active Directory Administrative Center

Active Directory Domains and Trusts
WELCOME TO SERVER MANAGER . i :
Active Directory Module for Windows PowerShell

Active Directory Sites and Services

Active Directory Users and Computers

0 Configure this local servi | aps eai

Component Services

QUICK START

. oo N - B Computer Management
2 Add roles and features L
Defra and Optimize Drives
3 Add other servers to manaq | P8
Em kdown Manager
WHAT'S NEW — .
4 Create a server group Event -
| Group Policy Management
5 Connect this server to cloud iSCS! Initiator

Expand the Tree: <domain name> node and right-click Group Policy Objects. Click New.

=L Group Policy Management Group Policy Objects in yourdomair
] _ﬁ Forest: yourdomain.com m
a4 [FL Domains
. -
Pl 3&'5] yourdomain.com MName GPC
s/ Default Demain Policy =] Default Domain Controllers Policy Enat
i (1 Domain Controllers L=[ Default Domain Policy Enat
b 1 Students L=[ DisablingControlPanel Enat
I (@] Teachers
I+ |_=r Greup Poli ==
B [ WM Filters i
- 5] Starter GPQ Up All...

I g Sites
565 Group Policy Mod

e Backups...

- igraticn Table Editor
= Group Policy Resu

Window from Here
Refresh

Help

80
2 mlla addiae Al


http://www.faqforge.com/wp-content/uploads/2017/01/1-21.png
http://www.faqforge.com/wp-content/uploads/2017/01/2-22.png
http://www.faqforge.com/wp-content/uploads/2017/01/1-21.png
http://www.faqforge.com/wp-content/uploads/2017/01/2-22.png

Provide a meaningful name and click OK.

Name:
Hiding C Drive|

Source Starer GPO:

(nong)

0K Cancel

Right-click the GPO (Group Policy Object) you created in above step and click Edit.

= HE el Xa

= Group Policy Management Hiding C Drive
4 AA F?rESt: ynf_lrdomam.cc-m Scope | Details | Settings | Delegation | Status
4 [ Z4 Domains
- Links
4 F3 yourdemain.com ) ! ) ) )
ETi,r Default Domain Policy Display links in this location: yourdoma
I [Z] Domain Controllers The following sites. domains. and OUs are linked
B 2] Students e
I 2] Teachers Z=lLl
4 [ 5p Group Policy Objects
_E_J' Default Domain Controllers |
|=[ Default Domain Policy
L= Hip——ns
b % WMIE| Edit...
e
I- 5] Starte Status 3
- @ Sites
o . I
s Group Policy
= o - re from Backup...
= Group Policy -
rt Settings... tering
Save Report... n this GPO can only apply to the foll
L= i’ cated Users
Mew Window from Here
Copy
Delete
Rename
Refresh
Help
||| | Add. . | | Remove |

Go to User Configuration > Administrative Template > Windows Components > File

Explorer. Right-click Hide these specified drives in My Computer and click Edit.
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4 || Windows Lomponents A
"| Add features to Windows 8.1
| App runtime

_ File Explorer
Hide these specified drivesin My ~ Setting State
- Computer c Open File Dial
| Application Compatibility P N ormmen pen Fie Jialog
_| Explorer Frame Pane

~| Attachment Manager TR :
Edit policy setting ) _| Previous Versions

| AutoPlay Policies

| Credential User Interface Requirements: |i=| Turn off the display of thumbnails and enly display icons. Mot configured

| Desktop Gadgets At least Windows 2000 |&] Turn off the display of thumbnails and enly display icons en...  Not configured
b | Desktop Window Manager o 2| Tun off the caching of thumbnails in hidden thumbs.db files Mot configured

“ Digital Locker Delscnpt.mn: . iz Do not display the Welcome Center at user logon Mot configured

-ty This palicy setting allows you te . .

| Edge Ul hide these specified drives in My i) Turn on Classic Shell Mot configured
b | File Explorer Computer. |iz| Display confirmation dialog when deleting files Mot configured

| File Revocation Thic ol ol |i5] Location where all default Library definition files for users/m...  Not configured

| IME s policy sefting allows you'to | Disable binding directly to |PropertySetStorage without inter.. Mot configured

- remove the icons representing =

- Instant Search selected hard drives from My |i=| Turn off Windows Libraries features that rely on indexed file... Mot configured
b | Intemet Explorer Computer and File Explorer. Also, ~ |z2] Disable Known Folders Not configured

;.' Location and Sensors thle :I‘.éeclleﬁersdrepre:entlng the |i2) Tumn off display of recent search entries in the File Explorer s.. Mot configured
b - Mmrusnﬂ Management Console ts;:st:ndarrl;etslp:nndoialaopngZ;c.m i) Allow only per user or approved shell extensions Mot configured
b -' Netheeting = || Start File Explorer with ribbon minimized Mot configured

| Metwork Projector I ble thiz poli . o . : . ) .

 Network Shar you enat ethis po icy SE_'ftlﬂEir || Turn off the display of snippets in Content view mode Mot configured

- ewer , armgl se!ectg drive or cumbmat.lun of |i£| Do not track Shell shortcu Ed Mot configured

_| Presentation Seftings drives in the drop-down list, . it .

- , || Maximurn number of rec Mot configured
b || Remote Desktop Services On

% RSS Feeds Note: This policy setting removes =] Remove CD Burning featu Mot configured

“ Sound Recorder the drive icqns. Users can st gain =] Tumn off caching of thum ptmlns... Mot configured

a access to drive contents by uing = Remove Ulto change me ply Filter Mot configured
b | TabletPC other methods, such as by typing = g .g

7| Task Scheduler the path to a directory on the (i) Remove Ulto change key sks » @ Notconfigured

“| Windows Calendar drive in the Map Network Drive iz Remove DFS tab Mot configured

; . ; Hel
| Windows Color System dizlog boy, inthe Run dialog box, | 5| Hide these specified drive IS = : Not cenfigured

arin a roramand windm

Choose Restrict C drive only and click Apply and then OK.

[ Hide these specified drives in My Computer

| Previous Setting | | Mext Setting
) Mot Configured Comment: -~
® Enakled
) Disabled -
Supported on: [ ap least Windows 2000 -~
S

Help:

This pelicy setting allows you to hide these specified drives in My | -

wing combinaticns c "
ocmputer,

This policy setting allows you to remove the icons representing
selected hard drives from My Computer and File Explorer. Also,
the drive letters representing the selected drives do not appear in
the standard Open dialog bosx.

E drives onl

Restrict D drive only
Restrict A, B and C drives only
Restrict A, B, C and D drives only
Restrict all drives

Do not restrict drives

If wou enable this policy setting, select a drive or combination of
drives in the drop-down list.
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Linking a GPO (GroupPolicy Object) to an OU (Organisational Unit)

Right-click the OU (In my case it is Students) you need to apply the policy and click Link an

Existing GPO.
=L Group Policy Management Students
| _ﬁ Forest: yourdomain.com Linked Group Policy Objects | Group
a [Z5 Domains
4 g yourdomain.com Link Drder GPO
wz/ Default Domain Policy
I 2 Domain Contrellers
|2 Stud=-=
B 21 Teac Create a GPO in this demain, and Link it here...
4 [ Groy| Link an Existing GPO...
S
I Update
=y
[ WM cy Modeling Wizard...
B 5] Start izational Unit
E Sit
> __E,E hes . WView 3
g Group Polig
% Group Polig Mew Window from Here
Delete
Rename
Refresh
Properties
Help
Choose the GPO you created in above steps and click OK and you are done.
Look in this domain:
yourdomain. com W

Group Policy objects:

MName

Hiding C Drive

Default Domain Contraollers Policy
Default Domain Policy

Y

COK | | Cancel |
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Testing the Group Policy

Login to a client machine with a user and you will notice there is no C drive in My Computer.

Make sure the user is from OU you chose in above steps.

1 ;ka-; v Computer » v|‘f| Search Computer

Organize » System properties Uninstall or change a program Map network drive =

i Favorites 4 Devices with Removable Storage (2)

M Desktop é
i Downloads &,y Floppy Disk Drive (A) @ DVD Drive (DY)

£l Recent Places
4 Network Location (1)
) Libraries i
@ Docurnents e (WDC\HomeFolderForDomainUs...
& Music T e——
[ Pictures

B videos

1% Computer
5 asif (\DC\HomeFol

&i Netwark

| WINT-LAPTOP-1  Domain: yourdomain.com Memery: 512 MB
| Processor: Intel(R) Core(TM) i3-40...

o g L158PM i
HEC 180017 |

21.5- Changing the desktop background using Group Policy in windows server

2016

windows server 2016 ulg) LgJd (GI)b Je LiSall abuw wals o

Group Policy Configuration
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Right, lets fire up Group Policy Management.

To start with we’ll create a new Group Policy Object, Ull call it “Windows Server 2016 — Desktop

Background”

v - Group Policy Objects ‘
= Default Domain Controllers Policy :
= Default Domain Policy Elrashdi
=/ Domain Controller - Windows Update i
=/ Windows 10 - General Settings ‘
=[ Windows 10 - Hello for Business !

New GPO x|

—

LAl Name: :
fﬁ Sites | |Windows Server 2016 - Desltop Background |
K Group ;
|, Group| Source Starter GPO:

{none) v |
0K Cancel

The policy setting that we want to edit is under “User Configuration” -> “Policies” ->

“Administrative Templates” -> “Desktop” -> “Desktop” -> “Desktop Wallpaper”

|5 Windews Server 2016 - Desktop Background [C Setting State Comment
o C.omp\.lnlf!rConﬂguratlon 5] Enable Active Desktop Mot configured No
N Palicies |iz] Disable Active Desktop Mot configured No
<) Preferences i=| Prohibit changes Mot configured No
w %, User Configuration = -
w || Policies esktop Wallpaper Mot configured
“| Software Settings |iz] Prohibit adding items Mat configured Mo
| Windows Settings |iz] Prohibit closing items Mat configured Mo
v 7] Administrative Templates: Policy de |i=] Prohibit deleting items Mot configured MNe
| Contral Panel =] Prohibit editing items Mot configured Mo
w __ Desktop =] Disable all iterns Mot configured Mo
"~ Active Directory =] Add/Delete items Mot cenfigured Ne
_ Desktop =] Allow only bitmapped wallpaper Mot cenfigured No
“ Metwork
| Shared Folders
= Seart Menu and Taskbar
=] System
= Windows Components
-2 All Settings
| Preferences
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Double click the “Desktop Wallpaper” setting

& Desktop Wallpaper a
R Deskiop Wallpap

E Desktop Wallpaper Previous Setting Next Setting

(0) Not Configured Comment:
(@ Enabled
() Disabled
Ll At least Windows 2000
Options: Help:

Specifies the desktop background ("wallpaper’) displayed ¢

Wallpaper Name:
’ users' desktops,
nds\Windowserver2016Background jpg

This setting lets you specify the wallpaper on users' desktoy

Example: Using a local path: prevents users from changing the image or its presentation
Chwindows\weblwallpaper\home,jpg wallpaper you specify can be stored in a bitmap (*.bmp) or
(v file.

Example: Using a UNC path:

\\Server\Share\Corpjpg To use this setting, type the fully qualified path and name ¢
‘ file that stores the wallpaper image. You can type a local pa
’ such as C:\Windows\web\wallpaper\home,jpg or a UNC pi

such as \\Server\Share\ Corp,jpg. If the specified file is nat

Wallpaper Style: | Fill

¢ (Click “Enable”

e Set the wallpaper name to the UNC of the location of your desktop image file i.e.

\\domain.com\NETLOGON\Backgrounds\WindowsServer2016Background.jpg

o Set the “Wallpaper style” to “Fill”
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e Click “OK”

Within the same GPO navigate to “Computer Configuration” -> “Policies” -> “Administrative
Templates” -> “System” -> “Group Policy” and locate the GP setting called “Configure user

Group Policy loopback processing mode”

A Configure user Group Policy loopback processing mode O |
1
E} Configure user Group Policy loopback processing mode Next Setting i
4
() Mot Configured Comment: |
@ Enabled « Abdelsalm Elrashdi |
L
(O Disabled :

Supperted on: [ a4 |east Windows 2000 '

i

Opticns: Help: i
1

Mode: |Replace o é This pelicy setting directs the system to apply the set of Group 1
Policy objects for the computer to any user who logs on to a f

computer affected by this setting. It is intended for special-use
computers, such as those in public places, laboratories, and i
classrooms, where you must medify the user setting based on
the computer that is being used. :

By default, the user's Group Policy Objects determine which user
settings apply. If this setting is enabled, then, when a user logs

on to this computer, the computer's Group Policy Objects i
determine which set of Group Policy Objects applies. ]

Enable this setting and change the “Mode” to “Replace”

The reason for this setting is to ensure that the “User Configuration” settings are applied to the
server when the user logs in. If this setting isn’t configured the policy won’t get applied to the
server because the GPO is only associated to a OU with server (computer) objects. Once done

we can close this window and return to the Group Policy Management screen.

Ok, as mentioned above this GPO is going to be applied to the server OUs however | suspect that
your server OUs also contain Windows 2008/2012/2012R2 servers and you don’t want a Server
2016 desktop applied to these servers. To stop this from happening we can create a WMl filter

that’ll single out Server 2016 servers.

So...from Group Policy Management find “WMUI Filters”, right click it and select “New”
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- WM Fie
] Starter GP
i Sites
ity Group Policy Mo
«| Group Policy Res

_-I.-I TINTIOT Y Jel T el LTS I.f"l..'llﬂl.L'.'r.' I.'IJ'I.I\.':’I'.'

- 4o

Import..

' R
New Window from Here uy F
Refresh settings
Help e

|+

Give it a name and description i.e. “Windows Server 2016”

[n the queries window click “Add” and add the following query

select * from Win32_OperatingSystem where Version like “10.%5”

Mame:

|Window5 Server 2016

Description:

|Window5 Server 2006

Queries:

MHamespace Cluerny

WM Query =

Mamespace:

roat"ClMv2 | Bone

Querny:
select = from Win22_Operating System where Version like "10.%"]

-l Cancel

This query will ensure that the OS version is 10 (i.e. Server 2016) and won’t apply to any OS

versions below this. Click “OK” and click “Save” to exit the WM filter window.

Applying the GPO
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Ok, so we have our nice new GPO created, the background image on the server and finally a WMI

filter created to ensure that only 2016 Servers get the new background.

We just need to apply this GPO to the OU container that houses the servers, in my example [ am
targeting the DCs. Then we need to set the WM filter on the GPO to be the one we just created

above.

& Group Policy Management Windows Server 2016 - Desktop Background
v Ah Forest . Seape Detals Setngs Delegation
w & Domains
== Lirks

Display links in fhis location

W

F

& Default Domain Policy

3 CTL Administration Accounts The falwing stes, domaing, and 0L are linked to this GPO

3 CTL Security Groups e

3 CTL Servers Lol:.mn Enforcad Link Enzhled Fath

2 CTL Sernce Accounts 5 Domain Controllane Mo e Domain Coi
CTL Users

2 CTL Windows PCs

2" Domain Controlles [
ai, Default Domain Contrallers Policy
41 Domain Controller - Windows Update
at, Windows Server 2016 - Desktop Backgro b

T OO POy e

[ -
& WM Fitters Security Fillering
3] Skarter GPOs The seffings in this GPO can anly soply 1o the follawing grouss, users, end computers:
[ Sites hlame '
i Group F‘al!qr Modeling 2, furhenticatad Ussrg
= Group Pelicy Results
Add Remeve Properties
WMI Ritening
Thie GPO ig lnkad to the falowing VWM fiter. ’
Windows Server 2016 = Opan

All needs to be done now is to run GPUPDATE on the servers. Log off and log back in and see

that nice new background!
22-Delegation in windows server

container gl Ju0gall sgiun le Jroaiiwmall Jo dcgnro gl pasiwoll aplo gl agai slacl
OU ql

Delegation is one of the most important security features of Active Directory Domain Services.

Delegation enables a higher administrative authority to grant specific administrative rights for

89
2 mlla addiae ki



containers and subtrees to individuals and groups. Domain administrators, with broad authority

over large segments of users, are no longer required.

Abdelsalm Elrashdi

.

g

22.1- Delegation in windows server 2008

windows server 2008 (@b lc OWUD gl (945
You can use the Delegation of Control Wizard to assign special permissions.
The following permissions can be set with one click:

e Create, delete an manage user accounts

e Reset user passwords and force password change at next logon

e Read all user information

e C(reate, delete and manage groups

e Modify the membership of a group

e Manage Group Policy links

e Generate Resultant Set of Policy (Planning and Logging)

e C(reate, delete and manage inetOrgPerson acocounts

e Reset inetOrgPerson password an force password change at next logon

e Read all inetOrgPerson information
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Active Directory Delegation wizard

This wizard is available when you open Active Directory Users and Computers console and

select Organizational Unit (OU) or domain on which you want to start delegating privileges. Click

right mouse button and choose “Delegate Controll...” option. You should see a wizard

B Active Directory Users and Computers = |U[ Xl
File Action View Help

&= | 2m 0D HAEe ST

: Active Directory Users and Compute | Name | Type | Description |
_; Saved Queries 31 help disk Organizational ...
= g3 LIMU.local 22 User
B (1 Builtin 2, ahmd saleh User
B[] Computers 2 ali User
B (3] Domai ontrollers 852 it Security Group ...
— — For SecurityPrincipals 3_, saleh2020 User
= =1
@ =1
= = Delegate Conlrol..d"_"-
=[] Move...
= = Find...
= (=]
(== | e >
m = All Tasks »
= View »
Cut
Delete
Rename
Delegation of Control Wizard i x|

Welcome to the Delegation of
Control Wizard

§ \\ This wizard helps you delegate control of Active Directory
\ objects. You can grant users pemission to manage users,
groups, computers, organizational units, and other objects
stored in Active Directory Domain Services.
To continue, click Next.
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Follow with the wizard and choose desired options. At the first screen, you will be prompted for

user or group to which you want to grant permissions.

Delegation of Control Wizard x|
Users or Groups:
Select one or more users or groups to whom you want to delegate control. b n
Selected users and groups:

Add... BEemowve I
Press ADD l

<Back | o reas | Cancel | Hep |

Notel! It is good practice to not add users directly in Delegation Control wizard. Instead of adding
them directly, please create dedicated group and grant permission to it. Put each user who

requires permissions into that group.
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Acthive | s r's 3 nd 1 a
[l 0<legation of Control Wizard x|
g Select Users, Computers, or Groups 211 R
\

= Select this object type:
E IUm.Grmps.or&nhmnypmdpah Object Types... | [
E From this location:
ILIMUJocd Locations... |
Enter the object names to select (examples):
ahmd saleh (elrashdi@LIMU local) Check Names |

‘\
Advanced..._ | [ ok | cancel |

VA
1 |
< Back Newgt > I Cancel I Help
Delegation of Control Wizard x
Tasks to Delegate ﬁ"‘l
You can select common tasks or customize your own ‘Ifl R
3

(® Delegate the following common tasks:
[[] Create. delete. and manage user accounts ~

[&G] Reset user passwords and force password change at next logon |
[[] Read all user information

[] Modéy the membership of a group

[] Join a computer to the domain

[[] Mmanage Group Policy links

[[] Generate Resultant Set of Policy (Planning) e
< >

(O Create a custom task to delegate

<Bsck [ New> ] | Cancel Help

[n case that you want to create a custom task to delegate, choose the second option and click

“Next” button
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Delegation of Control Wizard ) ll

Tasks to Delegate <
You can select common tasks or customize your own. h N

(" Delegate the following common tasks:
] Create. delete. and manage user accounts j

[ Read all user information

[0 Modify the membership of a group
[ Join a computer to the domain
[0 Manage Group Policy links
DlGeneraeMatSdofPoicy(Pluti\g) | -
< » |

I (¢ Create a custom task to delegate I

<ok | Nea> J|_coca | _ new |

Delegation of Control Wizard X

Tasks to Delegate
You can select common tasks or customize your own.

(" Delegate the following common tasks:

[0 Create, delete, and manage user accounts A
D Reset user passwords and force password change at next logon
[0 Read al user infomation

[0 Mody the membership of a group

[ Join a computer to the domain

[ Manage Group Policy links
EGumeMatSethoicy(le) | _|j
4 »

(¢ Create a custom task to delegate

] | |
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choose “Only the following objects in this folder” option and select appropriate object(s) from the

list

Delegation of Control Wizard

Completing the Delegation of
Control Wizard

P
{!‘k You have successfully completed the Delegation of Control
£ wizard.
You chose to delegate control of objects ~

in the following Active Directory folder:
test local/

The groups. users. or computers to which you
have given control are:

David King (david king©&test local)
You chose to delegate the following tasks:

To close this wizard. click Finish.

< Back ] Firush 1 Cancel Heip
Delegation of Control Wizard ) 5‘
Active Directory Object Type e
Indicate the scope of the task you want to delegate.
Delegate control of:

[~ Create selected objects in this folder
[~ Delete selected objects in this folder

<Back | Net> || Conce Hep
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22.2- Delegation in windows Server 2012

windows server 2012 (§2)b e OW D gl PIga)

You can use the Delegation of Control Wizard to assign special permissions.

e The following permissions can be set with one click:

e C(reate, delete an manage user accounts

e Reset user passwords and force password change at next logon

e Read all user informaiton

e C(reate, delete and manage groups

e Modify the membership of a group

e Manage Group Policy links

e Generate Resultant Set of Policy (Planning and Logging)

e C(reate, delete and manage inetOrgPerson acocounts

e ResetinetOrgPerson password an force password change at next logon Read all
inetOrgPerson information

Here is a example.
[n Users and Computers click on a OU or group with the right mousekey.

Click "Delegate Control*
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me [Delegate Control... | Data Timestamp

_msdcs

Move...
Find...

_sites

New

File Actior All Tasks

views CEIEEY RS- K

] Active Di Cut Type Description
> | Saved naus User
- ﬁ lab.las REEE naus User
p 1 By Rename
b [ Cc Refresh
b (=1 D¢ Export List...
b [ Fo t
b 1 Le Properties
> M Help
=1 oL —
> rogram Data
b [ System
> [ Users
3
=3

1 NTDS Quotas
=1 TPM Devices

< w [>]

Creates a new item in this container.

The "Delegation of Control Wizard" starts
Click "Next"

Select a User or Group

Users or Groups
Select one or more users or groups to whom you want to delegate control.

Selected users and groups:
2, micky maus (mm@iab lan)

Click "Next"
Select the rights you want to delegate
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Tasks to Delegate
You can select common tasks or customize your own.

(® Delegate the following common tasks:

[¥] Create. delete, and manage user accounts

[] Reset user passwords and force password change at next logon
[T] Read all user information

[] Create. delete and manage groups

[] Modify the membership of a group

[T] Manage Group Policy links

|| Generate Resultant Set of Policy (Planning)

< m

(O Create a custom task to delegate

Delegation of Control Wizard x
Tasks to Delegate
You can select common tasks or customize your own.

[C] Modfy the membership of a group
[[] Join a computer to the domain
[[] Manage Group Policy links

[C] Generate Resutant Set of Policy (Planning) v
< >
(O Create a custom task to delegate
| <Back [ New> ] | Cancel | | Hep |
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DE ELLS . ald
Delegation of Control Wizard

Tasks to Delegate fal
You can select common tasks or customize your own. —_—

(;" Del Il £l »u 1
[0 Create. delete, and manage user accounts A|

] Reset user passwords and force password change at next logon
[ Read all user information

] Create. delete and manage groups

[0 Modify the membership of a group

[0 Manage Group Policy links

\DlGenerateRes-.RantSelofPolicy(Piammg) | _':'
< >

" Create a custom task to delegate

| < Back I Nezt > ] Cancel I Help I

23- Security and Sharing windows server

the difference between share permissions and file permissions; essentially they refer to the
security setting that a user may have on a local server, versus a folder or file shared on that
server. In short, share permissions apply to files or folders shared over the network and file
permissions are used to restrict a user who is logged onto that machine. Figuring out how these
permissions combine was a pain in NT, however Microsoft has included an effective permissions
tool with XP and Windows Server 2003. Just click on the shared file or folder in Explorer, choose

the Security tab, click Advanced, and then choose the tab for Effective Permissions.

CREDIT CARD -

1234 5678 9876 5432
John B Samche  12/99

Security and Sharing windows server
Abdelsalam Elrashdi
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23.1- Security and Sharing windows server 2008

) om0 [l Jgiall go Olalanll Qa) Jroo )b Je 6juc ,Dg Security dtloc
OWUNI W)l Jgd pe) Jgaadl (pLub Ul 1235 pbh duy caloll gl 2120)1 13D &lan)

(WD (JSJ 2200)l

login Jo ALUp Waic padlo J52) paic (i) 6ole Jodl dlac Jjl ahoilo ao

Jopuul le

A J9pgll gso) Gy A4Sl (@Gb Je 2120)1 13 dSjuo 29 Sharing duoc pl

Wiog US as il J31o D1 6jed01 @b e Joull J31 69g7ga)l Olalanll g
A5 ui)l pan @b Jge o slhen)l OLWUND

. sales

M it
| hr
. 100

Open
Open in new window

Share with
Restore previous versions
Indude in library

4

Send to

4

Cut
Copy

Create shortcut
Delete

Proper

7/3/2018 3:51PM
7/3/2018 4:09 PM
7/3/2018 3:51PM
7/5/2018 3:17PM

100

File folder
File folder
File folder
File folder
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L hr
J. 100

>

x|
[V Share this folder
/ﬁsmnos
Share name:
[k =]
Add I Remove
Limit the number of simultaneous users to: 16777.=
Comments:
- == I Cachi I
| OK I Cancel Apply |
ok | cance | s |
." it Properties }J
. hr S :
- - General 9"8'19|Seculy|PteviwsVetm|Ctaomze|
OK Cancel I Apply |
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M hr Properties

ane\nousVersoonsl Custonizel

Pemissions for CREATOR
OWNER Allow Deny

Full control

Modify

Read & execute
List folder contents
Read

Write

click Advanced.

I OK I Cancel I Soply I
M it M it Properties [l x|
L hr = = 7 xl|

ShatePemiasionsI

Group or user names:

ali (@li@LIMU local)

Add.. I Remove I
Pemissions for ali Allow Deny
Full Control O O
Change O
Read / O

_ Leam about access control and pemmissions

| OK I Cancel I Apply
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ze v Indudeinlbrary v | Blaais i (=
N Name  General | Sharina Secl-ﬂYIPremVetmICustmzel —
zl ke
|
| Securty I o
! Object name: D:\hr
ik Group or user names: )
; TICREATOR OWNER .
| 82 SYSTEM
82, Administrators (LIMU\Administrators) Ed
" | 82 Users (UMU\Users) '
Allow
-
c =
l Add | Remove I
Pemissions for CREATOR
I OWNER Allow Deny
l Full control O O = i
! Modify () a A
I Read & execute O O jngs. Advanced
1 List folder contents O O =
| Read O 0 & bns
le Cancel | Apply |
[ ok | cance | ooy |
— i = - @ | Seard
me General | Sharing Securty | Previous Versions | Ct ize |
S - . I jre with ~ New folder
= B Advanced Security Settings for hr e | NN
it [
Cc .
b b Pm““lAMIMIE?um]
iU To view details of a p ission entry. double-click the entry. To modify pemissions. click Change Pemnissions. e fc
=
Object name: D:Nhr L e
3 Pemmissi ri
F Typ Name Pemission Inherited From Apply To
C Administrators (LIMUMAG Special <not inherited > This folder only
Allow Administrators (LIMUMAG... Full control D\ This folder, subfolders and...
Allow SYSTEM Full control D\ This folder. subfolders and...
Allow CREATOR OWNER Special D\ Subfolders and files only
Allow Users (LIMU\Users) Read & execute D\ This folder. subfolders and...
Allow Users (LIMUMUsers) Special D\ This folder and subfolders
F
(=]
L

¥  Include inheritable permissions from this object's parent
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x|

me
=11 | frewith ~  New folder
i < N - TS =
B
vt
¢ pT——————————— 2l
bu Select this object type:
|Uaets. Groups. or Builtin security principals Object Types...
From this location:
1 lLIMUJocd Locations... I
Enter the object names to select (examples):
Type username
Advanced... | [ ok ]| cance |
o
L Full control O O =
F Modify O ||
c Read & execute O |
L List folder contents O o —
Read D D -
ok | canca | sppi |
=

me General | Shaing Securty | Previous Versions | Customize |

| se (oo -~

v gl Search New \

r’enﬂh - New folder

o
PO T oo ety settnosforie x|
e E P L ] ,
L T Waming: If you proceed, inheritable parent pemissions will no longer r
i propagate to this object. .
& r
C : - Click Add to convert and add inherited parent pemmissions as explicit
i this object. "
Ul - ~Ciick inhedted parent permissions from this obiect.
F L
C want to modify inheritance settings at this time. J—%YHTIO' o I
l—l R - . This folder, subfolders a...
Lo I I This folder, subfolders a...
T Subfolders and files only
Allow Users (LIMU\Users) Read & execute D:\ This folder, subfolders a...
Allow Users (LIMU\Users) Spedial D:\ This folder and subfolders
c
L | Indude inheritable permissions from this object’s parent
_jrwdwmmwwmmmm
= A . .
ok | cancet | appy |
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Service Accounts, or Groups
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folume Q Select Users, Computers, Service Accounts, or Groups

Ty —mrwm Select this object type:
s

=101 <] F

_?_'é' g.g o

- IUsers Groups. or Built-in security principals Object Types... -~
| Gens From this location:

z oy IUMU.IocaI Locations... I
i C Common Queries l —
" [ 18 3:511
i Name: [Stats with =] | Cona 1S 4:09 1
Description: [Stanswan =] |
18 3:171

I™  Non ezpiring password

D ays since last logomn: I 'I

1M

I | Disabled accounts Stop I

oK | cance |

E-Mail Address _Description | In Folder

LIMU local/1T
LIMU local/Users
LIMU local/Builtin
Builtin account f... LIMUlocal/Users
LIMU local/Builtin
LIMU local/1T
LIMU local/1T
Members in this ... LIMU local/Users

S " T [
=i

-~ Q I Search New Vi

m fre with ~ New folder

|

:: i ] B} Advanced Security Settings for hr —
. - Pe - =— I
. T 1o view or edit details for a permission entry, select the entry and then dick Edit.
< Object name: D:\hr
T & Permission entries:
I Typ Name Permission Inherited From apply To

1N

<not inherited >

Add... I t... I Remove I

F
(=]
E L I Indude inheritable permissions from this object’s parent

LI A i o _

This folder only

C o1

Apply
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P hrproperties x|

: ~ §23 | search New Volume
3 General | Sharing SeclﬂYIPreviousVers'onsICuaomizel

| frewith ~ New folder

a - ~ s -
L e e x| i
" - | P [pe| fObject | r
Y i =y it F
(¢]
< Apply to: IThis folder only S I i
g F
- B Permissions: Allow Deny
41 |4 Full control O =] |Fem [ appiy To |
I Traverse folder / execute file - | [ited> This folder only
List folder /read data = . |
Read attributes . |
Read extended attributes | . |
Create files / write data - |
Create folders / append data - |
= Write attributes . |
2 Write extended attributes . | _—
Delete subfolders and files = | |
L 3 r Delete [ | =
r = Apply Ehese permissions to objects andjor Clear all pject
containers within Ehis container only.
13 ~ ) .
[ oK | cancel | oK | cancel | Apply |

23.2- security and sharing in windows server 2016

Share Files and Folders in Windows Server

Before start sharing files make sure that the advanced sharing settings is configured correctly
from control panel with firewall settings then select the folder you want to share. Here we will

share files with File and Storage Services, it’s already available in windows server by default.

Go to Server manager click File and Storage Services then click shares>tasks>New share to

create a folder share on server.

Manage Tools

SHARES
e e AYE il chares< | O tota TASKS | TASKS
B Volumes —orenidiae are to disp elated volu
s Disks
i Storage Pools I To crecte o file shore, start thepidew Share Wizard. I
= Shares 2
El s
Work Folders
Go to Volumes Overview >
QUOTA
No share
o disp oted quota.
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New Share
Select a share profile for the folder you want to share then click Next.

SMB Share Quick: (SMB) is the standard file sharing used by all versions of Windows. SMB Share
Quick provides basic SMB sharing with full share and NTFS permission.

SMB Share Advanced: Provides SMB sharing with full share and NTFS permission and access to

services provided by File Server Resource Manager.

SMB Share Application: Provides SMB sharing with settings suitable for Hyper-V and other

applications.

NFS Share Quick: (NFS) is the standard file sharing protocol used by most UNLX, Linux. NFS
Share Quick provides NFS sharing with authentication permission and access to services

provided by File Resource Manager.

NFS Share Advanced: Provides NFS Sharing with authentication and permission and access to

services provided by File Resource Manager.

i B2 New Share Wizard _ O >
Select the profile for this share
Select Profile File share profile: Description:

SMB Share - Quick This basic profile represents the fastest way to create an

SMB Share - Advanced SMB file share, typically used to share files with
Windows-based computers.

SMB Share - Applications

NFS Share - Quick * Suitable for general file sharing
NFS Share - Advanced * Advanced options can be configured later by
| using the Properties dialog
[
Next > eat I Cancel ]
Share Profile
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Now select the server and select a volume on the server or specify the folder path you want to

share. To share a custom path, choose Type a custom path and browse the folder then click Next.

Ee New Share Wizard

Select the server and path for this share

Select Profile Server:
< Server Name Status Cluster Role Owner Node
Server006 Online Not Clustered

Share location:

®) Select by volume:

Volume Free Space Capacity File System
22 115 GB 126 GB NTFS

The location of the file share will be a new folder in the \Shares directory on the selected
volume.

» Type a custom path:

S e

Share path

On the specify share name page, type a share name and click Next.

F.’;. New Share Wizard

Specify share name

Select Profile Share name: Data Files

Share description:

Local path to share:
C:Ashares\Data Files

Remote path to share:
\\Server0O6\Data Files %

0
n

o] ]

Share Name
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3l mlia adldine Al



Here you have to select the sharing options you need, if you don’t know the definition read then

mark them if required.

Select any or all of the following options:

Enable Access-Based Enumeration: Prevents users from seeing files and folders
they do not have permission to access.

Allow Caching Of Share: Enables offline users to access the contents of this share.
Enable BranchCache On The File Share: Enables BranchCache servers to cache
files accessed from this share.

Encrypt Data Access: Causes the server to encrypt remote file access to this share.
B New Share Wizard —_ O >

Configure share settings

[¥] Enable access-based enumeration

Access-based enumeration displays only the files and folders that a user has permissions to
access. If a user does not have Read (or equivalent) permissions for a folder, Windows hides the

are Name folder from the user’s view.
Other Settings [¥] Allow caching of share %‘
Permissions Caching makes the contents of the share available to offline users. If the BranchCache for

Network Files role service is installed, you can enable BranchCache on the share.
Enable BranchCache on the file share

BranchCache enables computers in a2 branch office to cache files downloaded from this
share, and then allows the files to be securely available to other computers in the branch.
(. Encrypt data access
When enabled, remote file access to this share will be encrypted. This secures the data against
unauthorized access while the data is transferred to and from the share. If this box is checked
and grayed out, an administrator has turned on encryption for the entire server.

[ < Previous | l Next > Create Cancel ]

Configure Share Settings

Now Specify the permissions to control access read or write by clicking on Customize

permissions then add, remove or change users permission and click Next.
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fE= New Share Wizard - O >

Specify permissions to control access

Permissions to access the files on a share are set using a combination of folder permissions, share

Share Location permissions, and, optionally, a central access policy.

Share Name Share permissions: Everyone Full Control

Other Settings Folder permissions:

) Type Principal Access Applies To

Confirmation Allow WINDOWSNINJA\windowsninja Read & execute This folder, subfolders, and files
Allow BUILTINVAdministrators Read & execute This folder, subfolders, and files
Allow OWNER RIGHTS Fulli Control This folder, subfolders, and files

I Cx lize permissions...

=0 =
INC

Permissions

Confirm that the shared settings are configured properly and click Create.

B New Share Wizard — fm | >

Confirm selections

Setact Profile Confirm that the following are the correct settings, and then click Create.
Share Location

R SHARE LOCATION

Server: Sers=r006

Other Semmings Cluster roles Not Clustered

Permissions Local path: CAshares\Data Files

Share Name

SHARE PROPERTIES

Share name: Data_Files
Protocok sSmMB
Access-based enumeration Enabled
Caching: Disabled
BranchCache: Disabled
Encrypt data: Disabled

New = | [Coepg ] [Ceeneai ]
Confirmation

The share was created successfully with its appropriate permissions, click close.
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B Mew Share Wizard

View results

The share was successfully created

Task Progress Status

Create SMEB share Completed

Set SMB permissions Completed
Prewvious ext > Close

Shared

To check the folder shared go to Network>your computer then your shared files will be there.
Also you can see them by typing \\yourcomputername\ in the file explorer.

Configure file Shares using file Explorer

Navigate to the folder then right click and select Properties, click on sharing tab then click

Advanced sharing.

Doc Properties >
P

General Sharing Security Previous Versions Customize

Network File and Folder Sharing

— Doc
Shared

Network Path:
“WACERMWUsers \KararnDesktop™Doc

Share...

Advanced Sharing

Set custom pemmissions. create multiple shares. and set other
advanced sharing options.

E:yAdvanced Sharing... i

Password Protection

People must have a user account and password for this
computer to access shared folders.

To change this setting. use the Network and Sharing Center.

o K - 5 Cance! ] Apply

Sharing
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Mark on Share this folder and enter a share name then click on permissions to add, remove or

change permissions of users and click ok.

When the folder sharing is configured properly, click Apply then ok. Your folder will be shared

successfully.

Also, you can manage caching of the folder by clicking on caching and select the one you want.

(Caching enables offline files for the users those who have enabled offline files. You can choose if

the folder should be available offline or not.

Offline Settings X

. You can choose which files and programs, ff any, are available to users

@_, who are offline.

(®) Only the files and programs that users specify are available offline
(O No files or programs from the shared folder are available offiine

(O Alfiles and programs that users open from the shared folder are automatically
available offline

Optimize for performance

0K - Cancel

Offline Settings

All right, this was all about configured file shares in windows server 2016, hope it would be

helpful and informative.
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24-Install Remote Server Administration Tools (RSAT)

Jio jopundl J315 5g2g0)l an sl O3 g0 Jioai) 203 eldl ,Dg RSAT

windows ) client jgaiqg (,lc Active directory users and computers, server manager, DNS,DHCP

(seven,8,10

Remote Server Administration Tools (RSAT) enables IT administrators to remotely manage roles
and features in Windows Server 2019, Windows Server 2016, Windows Server 2012 R2, Windows
Server 2012, Windows Server 2008, and Windows Server 2008 R2 from a computer that is

running Windows 10, Windows 8.1, Windows 8, Windows 7, or Windows Vista.

You cannot install RSAT on computers that are running Home or Standard editions of Windows.
You can install RSAT only on Professional or Enterprise editions of the Windows client operating

system

RSAT allows administrators to run snap-ins and tools on a remote computer to manage features,
roles and role services. The software includes tools for cluster-aware updating, Group Policy

management and Hyper-V management, as well as the Best Practices Analyzer.

Remote Server@dministration

Remote Administratio

Remote Desktop

Remote Assistance

Remote Server Administration Tools

Abdelsalam Elrashdi

RSAT runs on Windows 7, Windows 8, Windows Server 2008, Windows Server 2008 R2 and
Windows Server 2012.
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How to Install Remote Server Administration Tools (RSAT) on Windows 7

After downloading either the 64-bit or 32-bit version, based upon your needs, you will then

install it on any Windows 7 system that will be used to remotely manage your servers.

Note: In order to use RDP to manage your servers you do not need to install anything! The RSAT
package will allow you to connect to the servers on your network as though you were using one
of the tools on one of your servers, and allow you to perform all the management tasks on your

network

you must be either a member of the Administrators group on the computer on which you want to
install the Administration Tools pack, or you must be logged on to the computer by using the

built-in Administrator account.
Remote Server Administration Tools Installation Instructions;

This article shows you how to download and install an important update in Windows 7. NOTE: All
versions of Administration Tools Pack or Remote Server Administration Tools for Windows Vista
with SP1 need to removed from the computer before downloading this version. (Including copies

in different languages)

Double-click the downloaded file after choice the type version 64bit or 32bit to start the Remote
Server Administration Tools for Windows 7 Setup Wizard. Follow all the steps through the

installation (basically it’s “Next” all the way to the “Finish” button...)

~ A
Windows Update Standalone Installer I_:l

Do you want to install the following Windows software update?

Update for Windows (KB958830)

v ) e ]
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G ™\

£ Download and Install Updates %

)EF Read these license terms (1 of 1)
You need to accept the license terms before installing updates.

Update for Windows (KB958830)

MICROSCFT SOFTWARE LICENSE TERMS -
MICROSOFT REMOTE SERVER ADMINISTRATION TOOLS FOR WINDOWS 7 E
These license terms are an agreement between Microsoft Corporation (or based on where you Iﬂ
live, one of its affiliates) and you. Please read them. They apply to the software named
above,aﬁid‘nhcbdesﬂ\emedaonwl'idwoureoeivedit,ifany.mehermsalsoapplyhomy
Microso

J support services

for this software, unless other terms accompany those items. If so, those terms apply.

BY USING THE SOFTWARE, YOU ACCEPT THESE TERMS. IF YOU DO NOT ACCEPT THEM, DO

NOT USE THE SOFTWARE. -

Printable version 1Decine | | IAccept!ﬂ | cancel |

When you run the update package you will see this message, which explains that you are able to

install an update — click ‘Yes’

-

<. Download and Install Updates

AEF Read these license terms (1 of 1)
You need to accept the license terms before installing updates.

Update for Windows (KB958830)

MICROSOFT SOFTWARE LICENSE TERMS -~
MICROSOFT REMOTE SERVER ADMINISTRATION TOOLS FOR WINDOWS 7 SP 1 |:]
These license terms are an agreement between Microsoft Corporation (or based on where you

live, one of its affiliates) and you. Please read them. They apply to the software named

above, which indudes the media on which you received it, if any. The terms also apply to any
Microsoft

« updates,

« supplements,

« Internet-based services, and

e support services

for this software, unless other terms accompany those items. If so, those terms apply.

BY USING THE SOFTWARE, YOU ACCEPT THESE TERMS. IF YOU DO NOT ACCEPT THEM, DO

NOT USE THE SOFTWARE. -

Printable version | 1Dedine ]I[ I Accept ]I[ cancel |
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P

& Download and Install Updates

AEIP The updates are being installed

Installation status:

Installing:

Instaling Update for Windows (KB958830) (update 1 of 1)...

\

-

<. Download and Install Updates

,JEF Installation complete
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Next, click Start, click Control Panel, and then click Programs. In the Programs and Features area,

click Turn Windows features on or off.

v 4y Il Seach Cntet Pre
i Programs and Features |
Sl Unintalla progam | 1§ View instaled updates |

| Run programs madefpreious versonk Windows - How to st progam |

| Networkand tene ot e
ey Default Programs

Change default settings for media or devices

+ Programs Make fletype abvays open in  speciic program  Setyour defaukt programs |

m«mum Dk Gl |
= gmmwmm Getmore godgets online | Unitala gadget |
‘"""', l‘“" Restre desktop gadgets nstaied with Windows |
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Next, click Start, click Control Panel, and then click Programs. [n the Programs and Features area,

click Turn Windows features on or off.

[ =EE)

p 2
@ J@!E% » Control Panel » Programs » v |4 L

Control Panel Home

System and Security
Network and Internet :
Hardware and Sound e Default 'i"” {i-”‘.'.x“ ’ -

¢ Programs --.,,'..,.‘ ," 2 e :

User Accounts and Family S i

Safety Ej Desktop Gadgets

Appearance and e ' e

Personalization ROre Gesitop gaoge

) Clock, Language, and Region

Ease of Access )

|

M Computer
@ T ~ — — —— —— 7<_"—"_"J

[f you are prompted by User Account Control to enable the Windows Features dialog box to
open, click Continue.
In the Windows Features dialog box, expand Remote Server Administration Tools. Select the

remote management tools that you want to install. Click OK.

If the Start menu does not display the Administration Tools shortcut you will need to configure it:
Right-click Start, and then click Properties.

On the Start Menu tab, click Customize.

[n the Customize Start Menu dialog box, scroll down to System Administrative Tools, and then
select Display on the All Programs menu and the Start menu. Click OK. Shortcuts for snap-ins
installed by Remote Server Administration Tools for Windows 7 are added to the Administrative

Tools list on the Start menu.
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b Accessonies

L. Adminstrative Tools Danvel Petn
£ Active Drectory Administrative Cent
a Actrve Dwectory Domains and Trust: Documents

EF Active Directory Module for Window
A Active Diectory Sites and Services Pictures
. Actve and Compute
<« ADSIEda
®. Component Services
A Computer Management
S Dats Sources (ODBC)
2 ONS
i Event Viewer
@, 5CS Initiator
.ﬁ Local Security Policy Devices and Printers
(N Performance Monttor
¥ Print Mansgement Defaut Programs
[38 Remote Server Admanistration Tools
« Services Administrative Tooks
EJ System Configuration

Back

Music

Games
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25-Additional Domain Controller

Ugl 120 dhyy JIgudl 12 (e LI Additional domain, gl "SOWI G 1 ol o) 1510)
GV gl 21) 2690 6 GUnil) d6olnn)l Junoi) gl Services Redundancy J1 gl 646g)1 Oloa3)

Jc aadgi gl server J1 Jud &L 0 WLfor domain authentication improvement in remote site,

Jgul polil cibbglig va ey pgd) Jl uhin G Pladlg W) Jgs) Jaoll

oS .40 ddoc claf S) as unll Vs (PIWNS Jueah) ¢lle sever J1 uihiwj 1 2UdI Kl Wgl
ablall gl subnet routable JI gl subnet JI (ua) (o static IP ullh) domain controller server Jl (i
2UDJ (ilg DNS Servr e anioj Directory Services (I gl JJall Oloas gl las as uiJl Jolo agil)
DNS [P p23iwy additional server J113® Wlio 6 (80231 Jududs pi) (Pl o Jsiy §jubyl I

:Jawl 6 6)gnlb 25¢) laSaddress 192.168.1.1

Why do we need to add additional Domain Controller? This answer is very simple: “for services

redundancy” or “for domain authentication improvement in remote Site”.
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*In case of server failure, we still have another one which can provide necessary services in our

network, which avoids business discontinuity.

ADDITIONAL DOMAIN CONTROLLER DIAGRAM

I— Computer 2
=

e~

ditional Domain Controller

=
<

(Hub/Switch)

Domamn Control

|

AbElrashdi
=

Computer 1

25.1- Install Additional Domain Controller windows server 2008

To set up an Additional Domain Controller, | will use the dcpromo.exe command. To use the

command, click on Start > Run > and then write dcpromo > Click OK
CEEE X

s Type the name of a program, folder, document, or Internet
' resource, and Windows will open it for you.

Open: I deproma] -vJ

€ This task will be created with administrative privileges.

0K Cancel | Browse... |

The system will start checking if Active Directory Domain Services ( AD DS) binaries are
installed, then will start installing them. The binaries could be installed if you had run the

dcpromo command previously and then canceled the operation after the binaries were installed.
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Checking #f Active Directory Domain Services Active Directory Domain Services binaries are
binaries are installed... being installed. Please wait. The Active Directory
Domain Services Installation Wizard will open
automatically once the binaries have been
installed.

The Active Directory Domain Services Installation Wizard will start, either enable the
checkbox beside Use Advanced mode installation and Click Next , or keep it unselected and click

on Next

@! Active Directory Domain Services Installation Wizard o X|

Welcome to the Active Directory
Domain Services Installation
Wizard

This wizard helps you install Active Directory Domain
Services {AD DS) on this server, making the server an
Active Directory domain controller. To continue, click Next.

[ ilse advanced mode installation:

Leam more about the additional options that are
available in advanced mode installation.

More about Active Directory Domain Services

< Back Next > Cancel

On the Choose a Deployment Configuration page, click Existing forest, click Add a domain

controller to an existing domain, and then click Next.
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©@! Active Directory Domain Services Installation Wizard

Choose a Deployment Configuration
You can create a domain controller for an existing forest or for a new forest.

¥ Add a domain controller to an existing domain

{" Create a new domain in an existing forest
This server will become the first domain controller in the new domain.

I™ Create a new domain tree root instead of & new child domain

{~ Create a new domain in a new forest

More about possible deployment configurations

< Back Next > Cancel I

On the Network Credentials page, type your domain name, my domain name is elmajdal.net ( was

set in the previous article ), so [ will type LIMU.local

@ Active Directory Domain Services Installation Wizard

Network Credentials

Specify the name of the forest where the installation will cccur and account
credertials that have sufficient privileges to perform the installation.

Type the name of amy domain in the forest where you plan to install this domain
controller:

Ilimu Jocal|

Specify the accourt credentials to use to perform the installation:
€ by cument logged o credentials (AR -GTIUIHHFE TS FLabdo]

| The cument user credertials cannot be selected because they are local to this
- computer. A set of domain credentials is needed.

i+ Alemate credentials:

More about who can install Active Directorny Domain Services

<Back | Hews | Cancel |
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Additional Domain Controller

To set up an Additional Domain Controller, you will need an account that must be either a

member of the Enterprise Admins group or the Domain Admins group. We have two options:
My Current logged on credentials ( DomainName\Username or MachineName\Username)
Alternate credentials

If you have previously joined this server to the domain and you are currently logged in to it with
an Enterprise Admin/Domain Admin user, then you can use the first option (My current logged
on credentials) . As you can see this option is grayed here, and the reason for this is below it. It is
because ['m currently logged in with a local user, the machine is not a domain member. ['m left

out with the second option: Alternate credentials

*To enter the Alternate credentials, click Set. In the Windows Security dialog box, enter the user
name and password for an account that must be either a member of the Enterprise Admins group

or the Domain Admins group > then click Next.

Enter the credentials

@! Windows Security ) X|

Network Credentials
Specify the account credentials to use to perform the installation:

'v_ S arn - v
JEEM Name
' Fassword ’

Domain: elmajdal.net

OK Cancel

On the Select a Domain page, select the domain of the Additional Domain Controller, and then

click Next, as | already have only one domain, then it will be selected by default
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= Active Directory Domain Services Installation VWii=aed

Select a Domain

Select a domain for this additional domain comtroller.

E=1 LM U local fforest root domain}

< Back Mot > Cancel |

Select the site of domain controller

On the Select a Site page, either enable the checkbox beside Use the site that corresponds to the
[P address of this computer, this will install the domain controller in the site that corresponds to
its [P address, or select a site from the list and then click Next. lf you only have one domain

controller and one site, then you will have the first option grayed and the site will be selected by

default as shown in the following image

Select the site of domain controller

@ ! Active Directory Domain Services In

Select a Site
Select a site for the new domain controller.

I Use the site that conesponds to the |P address of this computer.

Sites:

Site Description
Default-First-Site-Name

< Back ext > Cancel I
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DNS and Global catalog

On the Additional Domain Controller Options page, By default, the DNS Server and Global
Catalog checkboxes are selected. You can also select your additional domain controller to be a

Read-only Domain Controller (RODC) by selecting the checkbox beside it
DNS and Global catalog

My primary domain controller is a DNS Server is well, and this can be verified by reading the
additional information written in the below image, that there is currently 1 DNS server that is
registered as an authoritative name server for this domain. | do want my Additional DC to be a

DNS server and a Global catalog, so | will keep the checkboxes selected. Click Next

Additional Domain Controller

© ! Active Directory Domain Services alla 0 Zard B x|

Additional Domain Controller Options

Select additional options for this domain controller.
v ONS server
IV Global catalog
I Read-only domain controlier {(RODC)
Additional information:
There is cumrently 1 DNS server that is registered as an authontative name -~ I
server for this domain.
More about additional domain controller options
< Back I Next > l Cancel I
Select DNS
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If you select the option to install DNS server in the previous step, then you will receive a message
that indicates a DNS delegation for the DNS server could not be created and that you should
manually create a DNS delegation to the DNS server to ensure reliable name resolution. If you
are installing an additional domain controller in either the forest root domain (or a tree root
domain) , you do not need to create the DNS delegation. In this case, you can safely ignore the

message and click Yes.

5 Adelegation for this DNS server cannot be created because the
L\ authoritative parent 2one cannot be found or it does not run

: Windows DNS server, To enable refiable DNS name resolution from
outside the domain EMajdal.Net, you should create a delegation
to this DNS server manually in the parent zone,

Do you want to continue?

Y.GSIL!OI

Install form media

[n the Install from Media page ( will be displayed if you have selected Use advanced mode
installation on the Welcome page, if you didn't select it, then skip to step # 15), you can choose to
either replicate data over the network from an existing domain controller, or specify the location
of installation media to be used to create the domain controller and configure AD DS. | want to

replicate data over the network, so | will choose the first option > click Next

Install form media
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©! Active Directory Domain Services Installation Wizard

Install from Media

Select one of the following options. depending on whether you want to replicate
domain data over the network from an existing domain controller or you want to
replicate domain data from media created from an existing domain controller {install
from media). In either case. the existing domain controller must be in the same domain
as the new domain controller.

7+ Replicate data over the network from an existing domain controller;

" Replicate data from media at the following location

Consult the help to make sure that the media you are using is compatible with the type
of domain controller you are installing. Even if you select this option, some data is
copied over the network.

Location:

IC:’-.NTDSRestore Browse. .. I

/v The media you select must have been created from a writable domain
— controller, not a read-only domain controller.

More about install from media

< Back Next > Cancel |

Select a source domain

© ! Active Directory Domain Services Installation Wizard

Source Domain Controller

You can let the wizard choose a replication partner for the installation of this domain
controller or you can specify a domain controller to use. Some data must be copied from
and written to this replication partner even i yvou chose to install from media.

Select a source domain controller for the installation partner:

€+ i et the wizard choose an appropriate domain controlier

" Use this specific domain controller:

Diomain Controller Name l Site Name I
elmaj-srv.elmajdal .net Default-First-Site-Name

More about selecting an installation partner

< Back Next = Cancel |

Install read only control or not

[f you want to choose from the list, any domain controller can be the installation partner.
However, the following restrictions apply to the domain controllers that can be used as an
installation partner in other situations:
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A read-only domain controller (RODC) can never be an installation partner.

*If you are installing an RODC, only a writable domain controller that runs Windows Server 2008

can be an installation partner.

*If you are installing an additional domain controller for an existing domain, only a domain

controller for that domain can be an installation partner.
Log file and sysvol

Now you will have to specify the location where the domain controller database, log files and
SYSVOL are stored on the server. The database stores information about the users, computers
and other objects on the network. the log files record activities that are related to AD DS, such
information about an object being updated. SYSVOL stores Group Policy objects and scripts. By
default, SYSVOL is part of the operating system files in the Windows directory Either type or
browse to the volume and folder where you want to store each, or accept the defaults and click

on Next

Finish installation

":l Active Directory Domain Services alla Nizard - x|
Location for Database. Log Files. and SYSVOL B B
Specify the folders that will contain the Active Directory domain controller ==
database. log files. and SYSVOL. =

For better performance and recoverability, store the database and log files on separate
volumes.

Database folder:

Browss... |
Log files folder:

IC:"'.".”:’indO'.\'s.T'-JTDS Browse... l
SYSVOL folder:

IC: “WWindows \SYSVOL Browse... I

More about placing Active Directory Domain Services files

< Back et > Cancel l
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Backup and recovery

Note : Windows Server Backup backs up the directory service by volume. For backup and
recovery efficiency, store these files on separate volumes that do not contain applications or

other nondirectory files.

«In the Directory Services Restore Mode Administrator Password (DSRM) page, write a password
and confirm it. This password is used when the domain controller is started in Directory Services
Restore Mode, which might be because Active Directory Domain Services is not running, or for

tasks that must be performed offline.

6_'lAcﬁveDirectoeron;ainServi(:5 n allatic izard § XI

Directory Services Restore Mode Administrator Password

The Directory Services Restore Mode Administrator account is different from the domain
Administrator account.

Assign a password for the Administrator account that will be used when this domain
controller is started in Directory Services Restore Mode. We recommend that you
choose a strong password.

Password: I|

Confirm password: I

More about Directorny Services Restore Mode password

< Back

2
i
v

Cancel l

Finish installation

Summary page will be displayed showing you all the setting that you have set . lt gives you the
option to export the setting you have setup into an answer file for use to automate subsequent
AD DS operations, if you wish to have such file, click on the Export settings button and save the

file. Then click Next to begin AD DS installation

Active Directory Domain Services installation will be completed, click Finish, then click on

Restart Now to restart your server for the changes to take effect
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= Active Directory Domain Services Installation Wi-ard

Completing the Active Directory
Domain Services Installation

lea d
g - Gomsin Services is now installed on this =1
ompu!er for the domai: ajdal net .

is Active Directory do controller is assigned to the
ite Defaul-First-Site-Name. You can manage sites with
he Active Directorny Sites and Services administrative
ool

To close this wizard. click Finish.

<B=cic | Finish 1 Cancel |

——

| @ Active Directory Domain Services Installation Wizard

You must restart your computer before the changes made by the
Active Directory Domain Services Installation wizard take effect.

25.2- Add Additional Domain Controller to a windows Server 2012

When you try and run DCPromo from the explorer shell on Windows Server 2012, you will

receive the following message “The Active Directory Domain Services Installation Wizard is

relocated in Server Manager..

The Active Directory Domain Services Installation Wizard is relocated in
Server Manager. For more information, see

http://go.microsoft.com/fwlink/?Linkld=220921
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No DCPromo, what now?! DCPromo is deprecated in Windows Server 2012, so adding an
additional Domain Controller is slightly different than in earlier versions. The new process is still
straight forward, and the wizard will even extend the schema (to version 56) for you- meaning
it’s a one-stop process. Adding a Windows Server 2012 Domain Controller requires a Windows

Server 2003 forest functional level or higher on your existing forest.
*Promoting a Server 2012 to a Domain Controller

*Open Server Manager, select Local Server on the left hand side then choose Manager -> Add

roles and Features.

Add roles and features

[ Server Manager

Manage Tools View Help

Add Roles and Features

B PROPERTIES Remaove Roles and Features
iZ% Dashboard . For DC2
B ’ Add Servers
Local Server Computer name DCc2 Create Server Group
BE All Servers Workgroup WORKGROUP Server Manager Properties
Wg File and Storage Services P
Add roles and features.
= Add Roles and Features Wizard — | = s
T besTinATION seRvER

This wizard helps you install rales, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
hosting a website.

Before You Begin

Server Selection

To remowe roles, role services. or features:
Start the Remowve Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

= The Administrator account has a strong password
= Metwork settings, such as static IP addresses, are configured
= The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click MNext.

[] sSkip this page by default

Select first option
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DESTIMATIOMN SERWVER

Select installation type =4

Select the installation type. You can install roles and features on a running physical computer or wirtual

Before You Begi
=l machine, or on an offline virtual hard disk (WHD).

‘@ Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Server Selection

0 Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (WDI} to create a virtual machine-based
or session-based desktop deployment.

< Previous | [ MNext = Install | [ cancel

Select the server you wish to promote.

Audd Ffeatures that are reguired for Active Directorns
Domain Services?

Yo canmot install Active Dbirectory Domain Services unless the
Following role services or features are also installed.

[Tools] Group Policy hManagement
Remote Server Administration Tools
- Role Administration Tools
- AD DS and AD LDS Tools
Auctive Directory module for Windownes PowerShell
AD DS Tools
[Toocls] Active Directornys Administrative Center
[Tocls]l AD DS Snap-lns and Command-Line Tools

Include Mmanagement tools (if applicable)

Add Features | |

DESTIMNATIOMN SERWVER

Select destination server oc2
Before You Begin Select a server or a wvirtual hard disk on which to install roles and features.

Installaticn Typs @) Select a server from the server pool
) Select a virtual hard disk

Server Roles Sarver Pool
Features
Filter:
Mame IP Address Operating System

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

= Previous | | Mext > | | Install | | Cancel

Click Add Features
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Add features

DESTIMATIOMN SERVER
Select features ocz
Before You Begin Select one or more features to install on the selected server.
Installation Type Features Description
Server Selection ~ .NET Framework 3.5 combines the

[N MET Framework 3.5 Features power of the .NET Framework 2.0
[®] .MET Framework 4.5 Features (Installed) APls with new technologies for

[] Background Intelligent Transfer Service (BITS) = building applications that offer
appealing user interfaces, protect
|| your customers' personal identity
information, enable seamless and
BranchCache secure communication, and provide
Client far NFS the ability to model a range of
business processes.

Server Roles

AD DS BitLocker Drive Encryption

Confirmation BitLocker Network Unlock

Data Center Bridging
Enhanced Storage

Failowver Clustering

Group Policy Management
Ink and Handwriting Services
Internet Printing Client

I Address Management (IPAM) Server |
e - B v

<] m [ 1

oo OOoooog

<Previous | [ Next> | | nstall || Cancel

AD DS

. . = = DESTIMATION SERWER
Active Directory Domain Services bcz
Before You Begin Active Directory Domain Senvices {.{-ID DS) stores information abo.ut_ uUsers, cq?mputers, a.r_1d other dewvices
on the network. AD DS helps administrators securely manage this information and facilitates resource
Installation Type sharing and collaboration between users. AD DS is also required for directory-enabled applications

Server Salection such as Microsoft Exchange Server and for other Windows Server technologies such as Group Policy.

server Roles Things to note:

Features

= To help ensure that users can still log on to the network in the case of a server outage, install a
minimum of two domain contrellers for a domain.

Confirmation = AD DS requires a DMNS server to be installed on the network. If you do not hawve a DNS server
installed, you will be prompted to install the DMNS Server role on this machine.

= Installing AD DS will also install the DFS Mamespaces, DFS Replication, and File Replication services
which are required by AD DS,

Learn more about AD DS

< Prewious | | Mext = | | Install | | Cancel
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Confirmation

. - - DESTIMNATION SERVER
Confirm installation selections =

Before You Begin To install the following roles, role services, or features an selected server, click Install.

Installation Type Restart the destination server automatically if required

sarver sslection Optional features (such as administration tools) might be displayed on this page because they have

| been selected automatically. if you do not want to install these optional features, click Previous to clear

SERERERICs their check boxes.

Features

AD DS Active Directory Domain Services

Group Policy Management

Remaote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center
AD DS Snap-Ins and Command-Line Tools

Export configuration settings
Specify an alternate source path

<Previous | MNext> | | nstall || Cancel

Results

Insta ||at|Or’1 prog ress DESTIMATION SERVER

DCc2
Wiew installation progress

o Feature installation
L

Installation started on D2

Active Directory Domain Services
Group Pelicy Management
Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center
AD D5 Snap-lns and Command-Line Tools

You can close this wizard without interrupting running tasks. View task progress or cpen this

page again by clicking Motifications in the command bar, and then Task Details.

Export configuration settings

< Prewvious | | Mext = | | Install | | Cancel
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Installation progress

View installation progress

o Feature installation

Configuration required. Installation succeeded on DC2.

Active Directory Domain Services
Additional steps are required to make this machine a domain controller.

Promote this server to a domain controller

Group Policy Management
Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center
AD DS Snap-Ins and Command-Line Tools

Export configuration settings

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Metifications in the command bar, and then Task Details.

DESTINATIOMN SERVER
DCcz2

< Prewvious | | Mext > | | Close | | Cancel

You'll now notice you have a notification, prompting you to promote this server to a d

controller.

Manage

«« | ocal Server

1 Post-deployment Configuration

omain

Dashboard [ ]

Configuration required for Active Directory Domain

Local Server
Services at DC2

BE All Servers Promoite this server to a domain controller
i@l AD Ds
- o Feature installation X
WE File and Storage Service ———
Configuration required. Installation succeeded on
DiZ2.
Add Roles and Features.

Task Detail
35 Fiats enabled

Operating system version
Hardware information Microsoft Corporation Virtual Machine

Microsoft Windows Server 2012 Standard Evaluation
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We are adding a domain controller to an existing domain, specify the domain and domain

administrator credentials.

- - TARGET SERVER
Deployment Configuration pC2

oyment Configuration

Select the deployment operation

Domain Controller Cptions
@) Add a domain controller to an existing domain

Sddiugaallapions ) Add a new domain to an existing forest

Paths ) Add a new forest
Review Opticns R o . R R
Specify the domain information for this operation

Prereguisitas Check
Domain: thesysadmins.local Select...

Supphy the credentials to perform this operation

thesysadmins\administrator

More about deployment configurations

| < Previous | | Mext > | | Install | | Cancel |

Lt will make the additional DC a DNS and GC by default, we do not want to make this a Read Only
Domain Controller. You have the option to add the DC to a particular Site. Enter your DSRM

password (as usual, keep this safe!).

Domain Controller Options AR e

Deployment Configuration

Specify domain controller capabilities and site information

Domain Name System (DNS) server

DNS Options Global Catalog (GC)
Additional Options [] Read only domain controller (RODC)
Paths Site name: | Defautt-First-Site-Name [=]

Review Options
. Type the Directory Services Restore Mode (DSRM) password
Prerequisites Check 2
Password: escccccece

Confirm password: eccccccss|

More about domain controller options

< Previous l I Next > I I Install ] I Cancel I
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You can typically ignore the warning about DNS delegation, a more detailed explanation can be

found here

- TARGET SERVER
DNS Options e
| Ay, A delegation for this DMNS server cannot be created because the authoritative parent zone cannot be found... Show more »

Deployment Configuration B i i
Specify DNS delegation options

Domain Controller Cptions

[] Update DNS delegation

Additional Cptions
Paths
Review Cptions

Prereguisites Cheack

More about DINS delegation

< Prewvious | | Mext = | | Install | | Cancel

You can install from Media, which is useful if you are promoting a DC in a branch office with a
poor connection- it will significantly reduce the initial Active Directory replication. You can

specify a particular DC for the initial replication.

Additional Options TARGET SERVER

Deployment Configuration
POy < Specify Install From Media (IFM) Options

Domain Controller Options
DNS Options

[] Install from media

Specify additional replication options

Paths Replicate from: I DC1.thesysadmins.local I'I
Preparation Cptions

Review Options
Prereguisites Check

More about additional options

I < Previous | [ Next > I i Install 7]
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This screen tells us it will prepare the Forest, Schema and domain for us (Server 2012 uses

Schema Version 56).

TARGET SERVER
Dc2

Preparation Options

Deployment Configuration B R R _ - .
To install this domain controller, the wizard needs to perform the following cperation(s):

Domain Controller Cptions
DMS Options

Additional Cpticns

Paths

= Forest and schema preparation

= Domain preparation

Review Oplions

FPrareguisites Cheack

More about preparation options

< Prewious | | Mext > | | Install | | Cancel

Review screen and option to view the Powershell script.

TARGET SERVER
DcC2

Review Options

Deployment Configuration Review your selections:

Domain Controller Options Configure this server as an additional Active Directory domain controller for the doemain |~ |

"thesysadmins.local”".
DNE Options
Additional Options Site Mame: Default-First-Site-Mame

Paths Additional Options:

Preparation Cptions

Read-only domain controller: No

Prerequisites Check Global catalog: Yes
DMS Server: Yes
Update DMNS Delegation: Mo

Source DC: DC1.thesysadmins.local

These settings can be exported to a Windows PowerShell script to automate

additional installations

More about installation options

< Previous | | Newm > | [ instan | [ Cancel
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Click Install.

- - TARGET SERVER
Prerequisites Check

DCc2

| @& Al prerequisite checks passed successfully. Click “Install” to begin installation. Show more 4

Deployment Configuration . . . ~ ~ . o .
Prerequisites need to be validated before Active Directorny Domain Services is installed on this

Domain Controller Cptions computer

DS Options
Additional Cpticns

Rerun prereguisites check

Paths ~ \iew results

. CrypTograpny algorntnms When esmEpilsning SeCcurity Cnannel Sessions. M~ ]
Freparation Cptions
Review Options For more information about this setting, see Knowledge Base article 342564 (http:// |
go.microsoft.coms/fwlink/?Linkld=104751).
1. A delegation for this DNS server cannot be created because the authoritative parent
zone cannot be found or it does not run Windows DMNS server, If you are integrating
with an existing DMNS infrastructure, you should manually create a delegation to this

=
DNS server in the parent zone to ensure reliable name resclution from ocutside the
domain “thesysadmins.local®. Otherwise, no action is required.
o Prerequisites Check Completed
0 All prerequisite checks passed successfully. Click “Install’ 1o begin installation. ™
A5 If you click Install, the server automatically reboots at the end of the promotion operation.
More about prerequisites
| < Previous | | Mext > | | Install | | Cancel

- TARGET SERVER
Installation

DC2

Progress

Upgrading forest
» View detailed operation results

More about installation options

< Previous ‘ I Next > | [ Install | | Cancel
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25.3-Additional domain control in windows server 2016

Prerequisites

e Static [P is configured

e Administrator account has strong password

e Firewall is turned off

e DNS server settings in TCP/IPv4 are correct and they are pointing to a domain controller
Add a New Domain in Existing Forest in Windows Server 2016
Open server manager dashboard and click Add roles and features.

Read the prerequisites and click Next.

(]

DESTIMNATIONM SERVER

Before you begin SRv-03

Before You Begin This wizard helps you install roles, role services, or features. You determine which roles, role services, or
= features to install based on the computing needs of your organization, such as sharing documents, or
hosting a website,

To remove roles, role services, ar features:
Start the Remowe Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Metwork settings, such as static IP addresses, are configured
* The most current secunty updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[] skip this page by default

Choose Role-based or feature-based installation and click Next.
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= Add Roles and Features Wizard — (| =

DESTINATIOMN SERVER

Select installation type sRv-03

Select the installation type. You can install roles and features on a running physical computer or virtual

Before You Begin 5 : i 5
= machine, or on an offline virtual hard disk (WHD]).

Installation Type

(@) Role-based or feature-based installation

Server Selection . i .
Configure a single server by adding roles, role services, and features.

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VD) to create a wvirtual machine-based
or session-based desktop deployment.

| < Previous | | Mext > | Install Cancel

Choose the destination server on which you want to configure the new domain and click Next.

iz Add Roles and Features Wizard — O >

DESTINATIOMN SERVER

Select destination server SRYV-03

Before You Begin Select a server or a wirtual hard disk on which to install roles and features.

Installaticn Type @) Select a server from the server poocl

Server Selection ) Select a virtual hard disk

Server Roles Sarver Pool

Features
Filter: | |
Name IP Address Operating System
SRV-03 172.16.1.250 Microsoft Windows Server 2016 Standard

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown.

| < Previous | | Mext » | Install Cancel

Choose Active Directory Domain Services from server roles. As soon as you check the server

role, a new window pop up click Add Features.
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E= Add Roles and Features Wizard

Select server rold

Click Next.

-rﬁ Add Roles and Features Wizard

Select server roles

Before You Begin

Installation Type

server sslection

Features
AD D5

Confirmation

Click Next.

0 8

Active Directory Domain Services

Active Directory Federation Services

Active Directory Lightweight Directory Services
Active Directory Rights Management Services
Device Health Attestation

DHCP Server

DMS Server

Fax Server

File and Storage Services (1 of 12 installed)
Host Guardian Service

Hyper-V

MultiPoint Services

Metwork Policy and Access Services
Print and Document Services
Remote Access

Remote Desktop Services

Vaolume Activation Services

Web Server (115}

Windows Deployment Services

— O >
DESTINATIOM SERWVER
&= Add Roles and Features Wizard = ERV-02
o
Add features that are required for Active Directory
1 1 7
Domain Services? Ltion
You cannot install Active Directory Domain Services unless the Director):r Domair? Services
following role services or features are also installed. } stores information about
on the network and makes
[Tools] Group Palicy Management prmation available to users
4 Remote Senver Administration Tools [twork administrators. AD DS
4 Role Administration Tools pmain controllers to give
4 AD DS and AD LDS Tools k users access to permitted
Active Directory module for Windows PowerShell es anywhere on the network
4 AD DS Tools h a single logon process.
[Tools] Active Directory Administrative Center
[Tools] AD DS Snap-Ins and Command-Line Tools
Include management tools (if applicable)
| Add Features | | Cancel |
| < Prewious | | MNext > | | Install | | Cancel
- O
DESTINATION SERVER
SRv-03
Select one or more roles to install on the selected server.
Roles Description
Active Directory Certificate Services - Active Directory Domain Services

{AD DS) stores information about
objects on the network and makes
this information available to users
and network administrators, AD DS
uses domain controllers to give
network users access to permitted
rescurces anywhere on the network
through a single logon process.

< Previous | |

Install Cancel

Next > | |
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& Add Roles and Features Wizard

Select features

Before ‘You Begin
Installation Type
Server Selection
Server Roles
Features

AD DS

Confirmation

-ﬁ Add Reoles and Features Wizard

Select one or more features to install on the selected server.

Features

[CIW.MET Framework 3.5 Features (1 of 3 installed)
I [m] .MET Framewaork 4.6 Features (2 of 7 installed)
I [] Background Intelligent Transfer Service (BITS)
[] BitLocker Drive Encryption
[] BitLocker Netwark Unlock
[] EranchCache
[] Client for NFS
[] containers
[] Data Center Bridging
Direct Play
Enhanced Storage
Failover Clustering
Group Policy Management
/O Quality of Service
I15 Hostable Web Core
Internet Printing Client
IP Address Management (IPAM) Server
iISNS Server service
LPR Port Monitor

N o

la)

- O X

DESTINATIOM SERVER
SRW-03

Description

.NET Framework 3.5 combines the
power of the .MET Framework 2.0
APls with new technologies for
building applications that offer
appealing user interfaces, protect
your customers' personal identity
information, enable seamless and
secure communication, and provide
the akility to model a range of
business processes.

< Previous | | Mext =

Install

Cancel

Active Directory Domain Services

Before You Begin
Installation Type
Server Sslection
Server Roles
Features

Confirmation

Active Directory Domain Services (AD DS) stores information about users, computers, and other devices
on the network. AD DS helps administrators securely manage this information and facilitates resource

sharing and collaboration between users.

Things to note:

= To help ensure that users can still log on to the network in the case of a server outage, install a

minimum of two domain controllers for a domain.

= AD DS requires a DNS server to be installed on the network. If you do not have a DMNS server
installed, you will be prompted to install the DNS Server role on this machine.

Azure Active Directory, a separate online service, can provide simplified identity and
access management, security reporting, single sign-on to cloud and on-premises web

apps.
Learn more about Azure Active Directory

Configure Office 365 with Azure Active Directory Connect

| < Prewvious | |

Mext =
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Click Install and wait for an installation to finish. This may take several minutes to complete.

Fﬂ Add Roles and Features Wizard — O
- - . . DESTINATION SERVER
Confirm installation selections <rv-02
Before You Begin To install the following roles, role services, or features on selected server, click Install.
Installation Type [[] Restart the destination server automatically if required
sarver selection Optional features (such as administration tools) might be displayed on this page because they have

been selected automatically. f you do not want to install these optional features, click Previous to clear

Server Roles their check boxes.

Features
AD DS Active Directory Domain Services

Remote Server Administration Tools
Role Administration Tools
AD D5 and AD LDS Tools
Active Directory module for Windows PowerShell
AD D5 Tools
Active Directory Administrative Center
AD DS Snap-Ins and Command-Line Tools

Export configuration settings
Specify an alternate source path

< Previous Next > install | | Cancel
Click Promote this server to a domain controller.
i Add Roles and Features Wizard — O >
Installation progress DTN e

View installation progress

o Feature installation

Configuration required. Installation succeeded on SRV-03.

Active Directory Domain Services -
Additional steps are required to make this machine a domain controller.

Promote this server to a domain controller

e e

Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center

AD DS Snap-Ins and Command-Line Tools

You can close this wizard without interrupting running tasks. View task progress or open this
EY page again by clicking MNotifications in the command bar, and then Task Details.

Export configuration settings

< Previous Mext > Close Cancel
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Choose to Add a new domain to an existing forest, and tree domain from domain type. Provide

forest name, new domain name, and credentials of an account which is part of enterprise admin

group. Click Next when you are done.

= Active Directory Domain Services Configuration Wizard _ 0 v
Depl t Confiaurati TARGET SERVER
epioyment Lonmguration s

Deployment Configuration

Domain Controller Options
Additional Options

Paths

Review Options

Prerequisites Chack

Select the deployment operation

() Add a domain controller to an existing domain
® Add a new domain to an existing forest

() Add a new forest

Specify the domain information for this operation

Select domain type: Tree Domain v
Forest name: yourdomain.com
New domain name: mydomain.com

Supply the credentials to perform this operation

yourdomain\administrator Change...

More about deployment configurations

¢ Previous Next » Install Cancel

Provide Directory Services Restore Mode (DSRM) password and click Next. Keep the rest of the

options as default while making sure the options for Domain Name System (DNS) Server and

Global Catalog (GC) are checked.
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& Active Directory Domain Services Configuration Wizard

Domain Controller Options

Deployment Configuration
DNS Options

Additional Cptions

Faths

Review Options

Frareguisites Check

Select functional level of the new domain

Domain functional level: Windows Server 2016

Specify domain controller capabilities and site information

Domain Name System (DNS) server
Global Catalog (GC)
Read only domain controller (RODC)

Site name: Default-First-Site-Mame

Type the Directory Services Restore Mode (DSRM) password

Password: sssssns

Confirm password: ITTTTTS

More about domain contreller options

< Previous | | Mext =

lgnore the warning and click Next.

DNS Options

& Active Directory Domain Services Configuration Wizard

- O x

TARGET SERVER
SRV-02

— O P

TARGET SERVER
SRW-03

i, A delegation for this DMNS server cannot be created because the authoritative parent zone cannot be found...

Show more e

Deployment Configuration

Domain Controller Cptions

DS Options
Additional Cptions
Paths

Review COptions

Prerequisites Check

Click Next.

Specify DMNS delegation options
Create DNS delegation

More about DNS delegation

< Previous | [ MNext > Install
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[z Active Directory Domain Services Configuration Wizard — O *

TARGET SERVER

Additional Options SRV-03

Deployment Configuration i i i o
Werify the NetBIOS name assigned to the domain and change it if necessary

Domain Controller Options
The NetBIOS domain name: MYDOMAIN

DMNS Qptions

Additional ©

Faths
Review Options

Frerequisites Check

More about additional options

< Previous | | Mext = | | Install | | Cancel

Click Next.

&= Active Directery Domain Services Configuration Wizard
P th TARGET SERVER
atns SRV-03

Deployment Configuration B R .
Specify the location of the AD DS database, log files, and SYSWOL

Domain Controller Cptions
DNS Options Database folder: [cawindows\NTDS |E|
Additional Cptions Lagihlesiioides: [cawindows\NTDS | EI

SYSVOL folder: [cawindows\sysvoL [[=]

Review OCptions

Prereguisites Chack

More about Active Directory paths

| < Previous | | MNext > | | Install | | Cancel
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[ Active Directory Domain Services Configuration Wizard

— O >
- - TARGET SERVER
Review Options SRV-03
Deployment Configuration Review your selections:
Domain Controller Options Configure this server as the first Active Directory domain controller in a new domain tree. ~
DM5 Options The name of the new demain: mydomain.com

Additional Options

Faths

The NetBIOS name of the domain: MYDOMAIN

The new domain has a trust link with the domain: yourdomain.com

Deomain Functional Level: Windows Server 20016
Site Mame: Default-First-5ite-Mame
Additional Options:

Global catalog: Yes

DMS Server: Yes

These settings can be exported to a Windows PowerShell script to automate
additional installations

More about installation options

| < Previous | | Mext = | Install Cancel

Click Install and wait for the configuration to finish. This may take several minutes to complete.

Fﬁa Active Directony Domain Services Configuration Wizard

— =} s

P TARGET SERVER

Prerequisites Check o
| & Al prerequisite checks passed successfully. Click “Install” to begin installation. Show mores b

Deployment Configuration L . B : ~ ) o )
Prerequisites need to be wvalidated before Active Directory Domain Services is installed on this

Domain Controller Cptions computer

DS Options Rerun prerequisites check
Additional Cptions
aths @ Wiew results

ORI SO LTI TV IRy £ LITIRIG = 57 0,

Re H The replication partnern Server2016.yourdomain.com shows replication errcrs. You
should use repadmin.exe to identify replication errors on the replication partner and
resalve them before continuing the installation.

Prerequisit

] A delegation for this DMNS server cannot be created because the authoritative parent
zone cannot be found or it does not run Windows DMNS server. If you are integrating
with an existing DS infrastructure, yvou should manually create a delegation to this
DNS server in the parent zone to ensure reliable name resolution from ocutside the
domain "mydomain.com". Otherwise, no action is reguired.

0 Prerequisites Check Completed
'ﬁ' All prerequisite checks passed successfully. Click ‘Install” to begin installation.
5, If you click Install, the server automatically reboots at the end of the promotion operation.

More about prerequisites

[imstan ] [ Cones

When you are done with configuration, the server will be rebooted automatically. After reboot,

you can login with your domain admin account and start managing the new domain.
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26-Read only domain controller
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Why would you ever want to deploy RODCs? This domain controller mode is highly useful if you
want to provide Active Directory authentication services in a location that is not adequately
secure for a writable copy of your Active Directory database. Also, in read-only mode, the
domain controller can respond to requests more quickly since it doesn’t have to worry about
processing changes that need to be replicated up to other domain controllers. It is also a good
option if you have an application that performs best when installed on a domain controller. By
running that application on an RODC rather than a regular domain controller, you don’t run the

risk that the DC will be inadvertently used by the application to make changes to your directory.
/-'l \\\
S
0
\

;

RWDC

< /” \

//

RIODC
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26.1- Read only domain controller in windows server 2008

To set up an read only domain Controller, | will use the dcpromo.exe command. To use the

command, click on Start > Run > and then write dcpromo > Click OK
s X

e Typethe name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Open: I depromol _vJ

(€ This task will be created with administrative privileges

0K | Cancel | Browse.. |

The system will start checking if Active Directory Domain Services ( AD DS) binaries are
installed, then will start installing them. The binaries could be installed if you had run the

dcpromo command previously and then canceled the operation after the binaries were installed.

Checking if Active Directory Domain Services Active Directory Domain Services binaries are
binaries are installed... being installed. Please wait. The Active Directory
Domain Services Installation Wizard will open
automatically once the binaries have been
installed.

The Active Directory Domain Services Installation Wizard will start, either enable the checkbox

beside Use Advanced mode installation and Click Next , or keep it unselected and click on Next
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©! Active Directory Domain Services Installation Wizard i x|

Welcome to the Active Directory
Domain Services Installation
Wizard

This wizard helps you install Active Directory Domain
Services {AD DS) on this server, making the server an
Active Directory domain controller. To continue, click Next.

[~ ilse advanced mode installation:

Leam more about the additional options that are
available in advanced mode installation.

More about Active Directory Domain Services

< Back Next > Cancel I

On the Choose a Deployment Configuration page, click Existing forest, click Add a domain

controller to an existing domain, and then click Next.

@ ! Active Directory Domain Services Installation Wizard

Choose a Deployment Configuration

You can create a domain controller for an existing forest or for a new forest.

{*° Add a domain controller to an existing domain

{~ Create a new domain in an existing forest
This server will become the first domain controller in the new domain.

I | Create a new domain tree root instead of a new child domain

{ Create a new domain in a new forest

More about possible deployment configurations
< Back Next = Cancel |
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On the Network Credentials page, type your domain name, my domain name is elmajdal.net ( was

set in the previous article ), so [ will type LIMU.local

@ Active Directory Domain Services Installation Wizard

Metwork Credentials
Specify the name of the forest where the installation will occur and accourt
credentials that have sufficient privileges to perform the installation .

Type the name of amy domain in the forest where you plan to install this domain
controller:

Ilimu local|

Specify the accourt credentials to use to perform the installation:
£ My curent logoed on credentialz R-ETIHAHHTESEatbdn)

A The cument user credentials cannot be selected because they are local to this
- computer. A set of domain credentials is needed.

i Altemate credentials:

More about who can install Active Directony Domain Services

<Back | Hews | Cancel |

Enter the credentials

@ Windows Security L X

Network Credentials
Specify the account credentials to use to perform the installation:

Ll-:-er name J

‘ Password ’
Domain: elmajdal.net

(0]¢ Cancel

On the Select a Domain page, select the domain of the Additional Domain Controller, and then

click Next, as | already have only one domain, then it will be selected by default
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o Active Directory Domain Services Installation Wizard

Select a Domain

Select a domain for this additional domain controller.

Domains:

E==] LIMU local forest root domain)

= Back Mext > Cancel |

Select the site of domain controller

On the Select a Site page, either enable the checkbox beside Use the site that corresponds to the
P address of this computer, this will install the domain controller in the site that corresponds to
its [P address, or select a site from the list and then click Next. If you only have one domain

controller and one site, then you will have the first option grayed and the site will be selected by

default as shown in the following image

Select the site of domain controller

©! Active Directory Domain Services Installa

Select a Site
Select a site for the new domain controller.

= Use the site that conmesponds to the |P address of this computer.

Sites:

Site Description
Default-First-Site-Name

< Back Next > Cancel I
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DNS and Global catalog

On the read only domain Controller Options page, By default, the DNS Server and Global Catalog

checkboxes are selected. You can also select your additional domain controller to be a Read-only

Domain Controller (RODC) by selecting the checkbox beside it.

Read only domain controller

@ Active Directory Domain Services Installation Wizard

Additional Domain Controller Options

Select addtional options for this domain controller.

[ DNS server
[¥ Global catalog
[¥ Read-only domain controller (RODC)

’ Addttional information:

There is cumently 1 ONS serverthat is registered as an authoritative name ﬂ
{server for this domain.

Mare about additional domain controller aptions

Specify the password replication
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@ Active Directory Domain Services Installation Wizard

Specify the Password Replication Policy
In the Password Replication Policy, you can specify whose passwords are allowed
to replicate to the read-only domain controller (RO DC) or whose accounts are
denied from replicating to the RODC.

Add or remowve amy accounts whose passwords you want to allow to replicate to this
RODC or whose passwonrds you want to derny from replication to this RODC.

Groups, users and computers:

Mame I Active Directory Dioma. . I Setting I Add. .. I
Administrators LIMU local #Builtin Diery
Server Operators LIMU local /Builtin Dery M
Backup Operators LIMU local/Builtin Dery
Account Operators LIMU local/Builtin Dery
Denied RODC Passwo... LIMUlocal/Users Derny
Allowed RODC Passw... LIMUlocal/Users Allow

More about the Password Replication Policy

< Back Meodt > Cancel |

You can add specific user from original domain controller to read information from primal

domain controller

@ Active Directory Domain Services Installation Wizard

Specify the Password Replication Policy
In the Password Replication Policy, you can specify whose passwords are allowed
to replicate to the read-onby domain controller (RO DC) or whose accounts are
denied from replicating to the RODC.

Add or remove amy accounts whose passwords you want to allow to replicate to this
RODC or whose passwords you want to demy from replication to this RODC.

Groups, users and computers:

I Active Directory Doma... I Setting
LIMU local./Builtin Demy

Mame
Administrators

Server Operators
Backup Operators
Account Operators

LIML local /Builtin
LIMU lacal/Builtin
LIMU lacal/Builtin

Dermy
Dermy
Dermy

Denied RODC Passwo... LIMUlocal/Users Demy

Allowed RODC Passw... LIMUlocal/Users Allow

More about the Password Replication Policy
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Select Specific user

©! Active Directory Domain Services Installation

Add Groups, Users and Computers

Choose the setting for the account you are adding to the password
replication policy.

¢~ Allow passwords for the account to replicate to this RODC

¢~ Deny passwords for the account from replicating to this RODC

oK

Account Operators LIMU local/Builtin
Denied RODC Passwo... LIMU local/Users
Allowed RODC Passw... LIMUlocal/Users

More about the Password Replication Policy

o! Active Directory Domain Serwvices Installation e
Add Groups, Users and Computers

Choose the setting for the account you are adding to the password
replication paolicy .

i+ Allow passwords for the account to replicate to this RODC

Dery passwords for the account from replicating to this RODC

oK | Canecel

Account Operators LIML localsBuiltin Diery
Denied RODC Passwo... LIMLUlocal/Users Derny
Allowed RODC Passw... LIMUlocal/Users

More about the Password Replication Paolicy
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o! Active Directory Domain Services Installation

.__'l Select Users, Computers, or Groups 2=l

Select this object type:
IUsers. Computers, Groups, or Builtin security principals Object Types... I
From this location:

ILI MU local Locations... I

Enter the object names to select (examples):

Check Hames I

Lo ]

A Ly

More about the Password Replication Policy

o Active Directory Domain Services Installation

i_'l Select Users, Computers, or Groups el

Select this object type:

T

IUsers. Computers, Groups, or Builtdin securty principals Object Types. .. |

From this location:

ILII'II'IUJ-:-c:aI Locations... |

Enter the object names to select (examples):

Blrashdi {Eirashdi@LIMU locall Check Mames |

L

Advanc:ed...l ok | cancel |

Mare about the Password Replication Policy

< Back Mext = Cancel
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@! Active Directory Domain Services Installation Wizard

Specify the Password Replication Policy |
I the Password Replication Policy, you can specify whose passwords are allowed 156 2
ta replicate to the read-onhy domain controller (RO DC) ar whose accounts are . 1 a3
denied from replicating to the RODC.

Add or remove any accounts whose passwords you want to allow to replicate to this
RODC or whose passwords you want to deny from replication to this RODC.

Groups, users and computers:

Mame | Active Directory Doma... | Setting | Add. .. I
Administrators LIMU local/Builtin Demy
Server Operators LIMU Jocal/Buittin Deny _ Remove|
Backup Operators LIMU local/Builtin Demy
Accourt Operators LIMLU local /Builtin Dery
Denied RODC Passwo... LIMU local/Users Demy
Allowed RODC Paszgw... LIMUlocal/Users Allow
Elrashdi LIMU local /1T Allow

Mo ut the Password Replication Policy

! Active Directory Domain Services Installation Wizard

Delegation of RODC Installation and Administration

The user or group that you specify will be able to attach a server to the RODC
account that you are creating now and complete the RODC installation. They will
also have local administrative pemissions on this RODC.

To simplify administration, you should specify a group and then add individual users
to the group.

Group or user:

fl
Other accounts can also inhert pemissions on this RODC, but tho,
hawe local administrative permmissions on this RODC unless you

explicithy.

More about delegation for read-onty domain controller installation and administration

159
3l mlia adldine Al



i_'l Active Directory Domain Services Installation

i—'l Select User or Group

Select this object type:
IUs&r, Group, or Built4n securty principal

From this location:
ILII'H'IUJocal

Enter the object name to select (examples):
Elrashdi (Elmshdi@LIMU local)

More about delegation for read-only domain controller installation and administration

@ Active Directory Domain Services Installation Wizard

Delegation of RODC Installation and Administration

The user or group that you specify will be able to attach a server to the RODC
account that you are creating now and complete the RODC installation. They will
also have local administrative permissions on this RODC.

To simplify administration, you should specify a group and then add individual users
to the group.

Group or user:

ILIM 1" Elrashdi Set... |

Other accounts can also inhert pemissions on this RODC, but those accounts will not
hawe local administrative pemissions on this RODC unless you add those accounts

explicithy.

More about delegation for read-onhy domain controller installation and administration
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Select DNS

If you select the option to install DNS server in the previous step, then you will receive a message
that indicates a DNS delegation for the DNS server could not be created and that you should
manually create a DNS delegation to the DNS server to ensure reliable name resolution. f you
are installing an additional domain controller in either the forest root domain (or a tree root
domain) , you do not need to create the DNS delegation. In this case, you can safely ignore the

message and click Yes.

A delegation for this DNS server cannot be created because the
l b authoritative parent zone cannot be found or it does not run
Windows DNS server, To enable reliable DNS name resolution from
outside the domain EiMajdal.Net, you should create a delegation
to this DNS server manually in the parent zone.

Do you want to continue?

Install form media

[n the Install from Media page ( will be displayed if you have selected Use advanced mode
installation on the Welcome page, if you didn't select it, then skip to step # 15), you can choose to
either replicate data over the network from an existing domain controller, or specify the location
of installation media to be used to create the domain controller and configure AD DS. | want to

replicate data over the network, so | will choose the first option > click Next
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Install form media

@/ Active Directory Domain Services Installation Wizard X|

Install from Media l

Select one of the following options, depending on whether you want to replicate
domain data over the network from an existing domain controller or you want to
replicate domain data from media created from an existing domain controller {nstall
from media). In either case, the existing domain controller must be in the same domain
as the new domain controller.

(¢ Replicate data overthe network from an existing domain controfler

" Replicate data from media at the following location

Consult the help to make sure that the media you are using is compatible with the type
of domain controller you are installing. Even if you select this option, some data is
copied over the network.

Location:

[c-NTDSRestore Browse... |

/v, The media you select must have been created from a writable domain
~ controller, not a read-only domain controller.

More about install from media

< Back Next > Cancel

Select a source domain

On the Source Domain Controller page of the Active Directory Domain Services Installation
Wizard, you can select which domain controller will be used as a source for data that must be
replicated during installation, or you can have the wizard select which domain controller will be

used as the source for this data. You have two options :

Let the wizard choose an appropriate domain controller Use this specific domain controller
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Select a source domain
i—'l Active Directory Domain Services Installation Wizard x|

EE

i

*fou can let the wizard choose a replication partner for the installation of this domain
controller ar you can specify a domain controller to use. Some data must be copied from
and written to this replication partner even i you chose to install from media.

Select a source domain controller for the installation partner:
¥ et the wizard choose an appropriate domain controller
" Use this specific domain controller:

Domain Controller Mame | Site Mame
WIN-NKUQACPQHAK LIMU Jocal Diefault-First-Site-MName

More about selecting an installation partner

Log file and sysvol

Now you will have to specify the location where the domain controller database, log files and
SYSVOL are stored on the server. The database stores information about the users, computers
and other objects on the network. the log files record activities that are related to AD DS, such
information about an object being updated. SYSVOL stores Group Policy objects and scripts. By
default, SYSVOL is part of the operating system files in the Windows directory Either type or
browse to the volume and folder where you want to store each, or accept the defaults and click

on Next

Finish installation
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o Active Directory Domain Services Installation Wizard N X

Location for Database, Log Files, and SYSVOL l
Specify the folders that will contain the Active Directory domain controfler L=
database, log files, and SYSVOL. _L

For better pefommance and recoverabilty, store the database and log files on separate

volumes.

Database folder:

Browse...
Loa files folder;

C:\Windows\NTDS Browse...
SYSVOL folder:

C:\Windows\SYSVOL Browse...

More about placing Active Directory Domain Services files

< Back Next > Cancel

Backup and recovery

Note : Windows Server Backup backs up the directory service by volume. For backup and
recovery efficiency, store these files on separate volumes that do not contain applications or

other nondirectory files.

*In the Directory Services Restore Mode Administrator Password (DSRM) page, write a password

and confirm it. This password is used when the domain controller is started in Directory Services
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Restore Mode, which might be because Active Directory Domain Services is not running, or for

tasks that must be performed offline.

Backup and recovery

@! Active Directory Domain Services Installation Wizard X|
Directory Services Restore Mode Administrator Password '
==
= v

The Directory Services Restore Mode Administrator account is different from the domain
Administrator account.

Assign a password for the Administrator account that will be used when this domain
controller is started in Directory Services Restore Mode. We recommend that you
choose a strong password.

Password: |

Confirm password:

More about Directory Services Restore Mode password

< Back Nest > Cancel

Finish installation

Summary page will be displayed showing you all the setting that you have set . It gives you the
option to export the setting you have setup into an answer file for use to automate subsequent
AD DS operations, if you wish to have such file, click on the Export settings button and save the
file. Then click Next to begin AD DS installation
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Finish installation

Active Directory Domain Services installation will be completed, click Finish, then click on

Restart Now to restart your server for the changes to take effect

©@! Active Directory Domain Services Installation Wizard i x|

Completing the Active Directory
Domain Services Installation
Wizard

Active Directory Domain Services is now installed on thns_:_]
computer for the domain elmajdal net.

IThis Active Directory domain controller is assigned to the
site Default-First-Site-Name. You can manage sites with
the Active Directory Sites and Services administrative
tool.

To close this wizard, click Finish.

< Back I Finish I Cancel |

@' Active Directory Domain Services

You must restart your computer before the changes made by the
Active Directory Domain Services Installation wizard take effect.

Restart Now Do not Restart Now |

26.2- Read only domain control in windows server 2012

You'll now notice you have a notification, prompting you to promote this server to a domain

controller.
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=

(€)= v  «local S
S

E Dashboard

Local Server

ii All Servers

| Post-deployment Configuration

erver

Configuration required for Active Directory Domain
Services at DC2

Promote this server to a domain controller

il ADDS
g File and Storage Service

Feature installation X
|

Configuration required. Installation succeeded on

DC2.
Add Roles and Features

Task Detail
s e enabled

Operating system version Microsoft Windows Server 2012 Standard Evaluation

Hardware information Microsoft Corporation Virtual Machine

We are adding a domain controller to an existing domain, specify the domain and domain

administrator credentials

Deployment Configuration

Bomain Cantroller Opticns
Adgmonal Cpions

Paihs

Review Options

Prerequisites Check

Dc2

Select the deployment cperation

®) Add a domain controlier to an exxting domain
) Add » new domain to an existing forest
) Add a new forest

Supply the credentials to

thesysadmuns\adminsstrator

More about deplioyment configurations

< Previous

TARGET SERVER

L

e o T R PSR P S
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[t will make the read only DC a DNS and GC by default, we do not want to make this a Read Only
Domain Controller. You have the option to add the DC to a particular Site. Enter your DSRM

password (as usual, keep this safe!).

y ’ TARGET SERVER

Domain Controller Options 0c2

Depioymaent Configuration Specity s copabiities and she ok

. : Domain Name System (DNS) server
DONS Options Global Coulog (GO

Adaniona! Options d:”d only domain controller (RODC)

Paths name: | Defoult-First-Site-Name [

Review Options

Type the Directory Services Restore Mode (DSRM) password
Praraquisites Check ¢ 'pe
Passwoed: Sesnssnes

Confirm password: 0.0..0004

More about domain controlier options

[<Prevous | [ Net> | | o | [ Comcet |

- TARGET SERVER
DNS Options D2
| A, A delegation for this DMNS server cannot be created because the authoritative parent zone cannot be found... Show more b4

Deployment Configuration
e = &) Specify DNS delegation options

[1 update DMNS delegation

Dromain Controller Options

DS Options.
Additiconal Options
Paths

Rewviaew Options

Praersguisites CTheck

More about DMNS delegation

< Previous | [ Mext> | [ Install | [ cancer
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You can install from Media, which is useful if you are promoting a DC in a branch office with a

poor connection- it will significantly reduce the initial Active Directory replication. You can

specify a particular DC for the initial replication.

Additional Options ARG S

Deployment Configuration . i .
Specify Install From Media (IFM) Options

[ Install from media

Domain Controller Options
DNS Options

Specify additional replication options

Paths Replicate from: | DC1.thesysadmins.local |~
Preparation Options
Review Options
Prereguisites Check
More about additional options
|<Plevious|| Next > | ’ Install “ Cancel

This screen tells us it will prepare the Forest, Schema and domain for us (Server 2012 uses

Schema Version).

. - TARGET SERVER
Preparation Options Dcz

Deployment Configuration

To install this domain controller, the wizard needs to perform the following operation(s):
Domain Controller Cptions

* Forest and schema preparation
DNS Options

= Domain preparation
Additional Cptions

Paths

Preparation Cptions

Review Options

Prereguisites Check

More about preparation options

< Previous | [ Next > | [ instan | [ cancel
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Click Install.

. - TARGET SERVER
Prerequisites Check DC2

| & Al prerequisite checks passed successfully. Click “Install” to begin installation. Show maore »

Deployment Configuration L . . ~ ~ . o i
Prerequisites need to be validated before Active Directory Domain Services is installed on this

Domain Controller Cptions computer

DMS Options Rerun prerequisites check

Additional Cptions

Eaths “ View results
Crypragrapny aigortnms Whnen esaplisning secunty Cnannel sessions. ]
Freparation Cptions =
Review Options For more information about this setting, see Knowledge Base article 942564 (http:/

go.microsoft.com/fwlink/7Linkld=104751). |

. A delegation for this DMS server cannot be created because the authoritative parent
zone cannct be found or it does not run Windows DMNS server. If you are integrating
with an existing DMNS infrastructure, you should manually create a delegation to this

=
DNS server in the parent zone to ensure reliable name resclution from ocutside the
domain “thesysadmins.local®. Otherwise, no action is required.
o Prerequisites Check Completed
0 All prerequisite checks passed successfully. Click ‘Install’ to begin installaticn. o |

A I you click Install, the server automatically reboots at the end of the promotion operation.

More about prerequisites

< Prewious | | Mext = | | Install | | Cancel

The install will tick over and when it has finished the server will be restarted.

- TARGET SERVER
Installation

Dc2

Progress

Upgrading forest
- View detailed operation results

More about installation options

I < Previous | [ MNext> | [ instan | [  cancel
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27- Tree Domain
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A domain tree is made up of several domains that share a common schema and configuration,
forming a contiguous namespace. Domains in a tree are also linked together by trust

relationships. Active Directory is a set of one or more trees.

Trees can be viewed two ways. One view is the trust relationships between domains. The other
view is the namespace of the domain tree. Child domain is a part of your main domain, if

yahoo.com is your main domain then your sub domain will be mail.yahoo.com.

Domain Controller is simply a physical machine, on which you install your domain.

What Is an AD DS Forest?

« Forest root

’”&omain

\ adatum.com

Tree root
domain

fabrikam.com 3\

.
e

Tree domain

,‘\
. -
Abdelsalm Elrashdi

atl.adatum.com

Child domain

171
2 mlla addiae ki



27.1- Install tree Domain in windows server 2008

To set up an tree Domain, | will use the dcpromo.exe command. To use the command, click on

Start > Run > and then write dcpromo > Click OK

CIEN x|

=== Typethename of a program, folder, document, or Intemet
resource, and Windows will open it for you.

Open: I depromal :J

€ This task will be created with administrative privileges.

0K Cancel | Browse... |

The system will start checking if Active Directory Domain Services ( AD DS) binaries are
installed, then will start installing them. The binaries could be installed if you had run the

dcpromo command previously and then canceled the operation after the binaries were installed.

Checking if Active Directory Domain Services Active Directory Domain Services binaries are
binaries are installed.. being installed. Please wat. The Active Directory
Domain Services Installation Wizard wil open
automatically once the binaries have been
installed.

— | ]

The Active Directory Domain Services Installation Wizard will start, either enable the checkbox

beside Use Advanced mode installation and Click Next , or keep it unselected and click on Next
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@ ! Active Directory Domain Services

Welcome to the Active Directory
Domain Services Installation
Wizard

This wizard helps you install Active Directory Domain
Services {AD DS) on this server, making the server an
Active Directory domain controller. To continue, click Next.

Leam more about the additional options that are
available in advanced mode installation.

More about Active Directorny Domain Services

< Back Next > Cancel I

Select create a new domain tree root instead of a new child domain

e

.__'l Active Directory Domain Services Installation Wizard

Choose a Deployment Configuration

You can create a domain controller for an existing forest or for a new forest.

f*" Existing forest tr d .
¢ Add a domain cortroller to an existing domain = Ll g

* Create a new domain in an existing forest
This server will become the first domain controller in the new domain.

[+ Create a new domain tree root instead of a new child domain

i~ Create a new domain in a new forest

More about possible deployment configurations
= Back Mead = Cancel
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Write name of parent domain

@ Active Directory Domain Services Installation Wizard

Network Credentials
Specify the name of the forest where the installation will occur and accourt
credentials that have sufficient privileges to perform the installation.

Type the name of any domain in the forest where you plan to install this domain
controller:

Ilimu local|

Specify the account credentials to use to perform the installation:
£ by curment logged on credentials ARH-ETIUAHHTETSE abda]

& The current user credertials cannot be selected because they are local to this
computer. A set of domain credentials is needed.

i Aftemate credentials:

More about who can install Active Directony Domain Services

<Back | Mews | Cancel |

Name of tree

Metwork Connections
%v }@ -~ Control Panel ~ Metwork and Intermet ~ MNetwork Connections -~

o Active Directory Domain Services Installation Wizard =

Wiew

MName the New Domain Tree Root

Type the fully gualified domain name (FQADM) of the new domain tree.

FQDM of the new domain tree:
|ﬂru'|u.|oca||

ple: headquarters .contoso.com

name of tree

< Back Mexd > Cancel |

Domain Netbios name

174
3l mlia adldine Al



I network Connections
%\—/ |@ ~ Control Panel -~ Network and Internet - Network Connections -

©! Active Directory Domain Services Installation Wizard

Domain NetBIOS Name

This is the name that users of eadier versions of Windows will use to idertify the
new domain.

The wizard generates a default NetBIOS name. This wizard page appears only if you

have selected advanced mode or the wizard has detected a conflict with the default
name.

Either accept the name that has been generated by the wizard or type a new name and
then click Mexdt.

Domain MetBIOS name:

< Back Nexd > Cancel |

Select a site

Network Connections

@ }@ ~ Control Fansl - Metwork and Internet -~ Metwork Connections -

o Active ectory Domain Services Installation Wizard

Wiew si
Select a Site

Select a site for the new domain controller.

I+ Use the site that comesponds to the IP address of this computer.

(25!

Site | Description |
Default-First-Site-MName
eqypt 100

< Back Mext = Cancel |
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DNS

=1

| DHS s=rver

I Global catalog =
I | Fead-only dor
Additional informat

The first domain c
The number of D
domain could not
timeout period exg

WiWaming: there ar

More about additic

Select additional options for this domain controller.

The DMS Server é

& Active Directory Domain Services Installation Wizard

A delegaton for this DMNS server cannot be created because the
authoritative parent zone cannot be found or it does Nnot run
windows DMS server. I you are integratng with an existng DMNS
infrastructure, yvou should manually create a delegation to this
DMNS server in the parent zone to ensure reliable name resolution
from outside the domain "AMUi.local”™. Otherwise, no action is
required.

Do you want to continue?

—— Yes | Mo I

- &2

wiew status of t

< Back | Mesct = | Cancel |

Source domain controller

Network Connections

%v l@ ~ Contral Panel = Metwork and Internet ~ Metwork Connections -

Active Directory Domain Services Installation Wiza

Source Domain Controller

ou can let the wizard choose a replication partner for the installation of this domain
controller or you can specify a domain controller to use. Some data must be copied from
and written to this replication partner even if you chose to install from media.

Select a source domain controller for the installation partner:
™ Let the wizard choose an appropriaste domain controller
* |sze this specific domain contraller:

dc1.LIMU

Mare about selecting an installation partner

Domain Controller Mame

Site Name
Default-First-Site-Name

= Back Meot = Cancel
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27.2- Install tree Domain in windows server 2012

Internet Froperues = - o = e T sl sl

- - TARGET SERVER
Deployment Configuration WIN-GFSCIM182AC

yiment Configuration .
. = Select the deployment cperation
Domiain Controller Cptions

Additional Cptions @ Add a new domain to an existing forest
Paths O Add a new forest

) Add a domain controller to an existing domain

Review Opticns

Specify the domain information for this operation

Select domain type: | Tree Domain
Forest name: / #imu.loc&l

Prereguisites Chack

Mew domain name: AlUlocal

Supphy the credentials to perform this operation ‘

WIN-GFSCIM182AC administrator

Maore about deployment configurations

< Previous | [ Mext > |

Enterprise admin password of parent domain

Deployment Configuration
interprise admin passwor of parent domain

Deployment C

Domain Cont
additional oo Credentials for deployment operation

Supply credentials for the deployment cperation
Faths

Review Optio

Prerequisites ¢ limutadministrator

Domain: limu

Select the following options
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Deployment Configuration
Domiain

DMNS Options
Additicnal Options
Paths

Preparation Cptions
Review Options

Prereguisites Check

DNS Options

Domain Controller Options

Select functional level of the new domain

Domain functional Ievell:/' | Windows Server 2012 R2

|"|

Specify domain controller capabilities and site information
Domain Mame System (DMS) server

Global Catalog {GC)

[1 Read only domain controller (RCODC)

Site name: | egypt100

———

Type the Directory Services Restore Mode (DSRM) password
Password: sssssew

Confirm password: sssssew

Maore about domain contreller options

TARGET SERVER
WIN-GFSCIMI182AC

<Previuu5|| Mext >

STIVET IVIallauaen

TARGET SERVER

WIN-GFSCIM182AC

| A, A delegation for this DMS server cannot be created because the authoritative parent zone cannot be found... Show mare

eployment Configuration
omain Controller Cptions
Additional Options
Paths

Preparation Cptions

Review Options

Prereguisites Check

Netbios domain name

Specify DNS delegation options
[] Create DMS delegation

More about DNS delegation

Install
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Additional Options

Deployment Configuration
Domain Controller Cptions
DMS Options The NetBIOS domain name:
Paths
FPreparation Options
Review Cptions

Prereguisites Cheack

More about additional cptions

AUl

TARGET SERVER

WIN-GFSCIMI1B2AC

Werify the NetBIOS name assigned to the domain and change it if necessarny

Install

Preparation Options

Deployment Configuration

Domiain Controller Cptions
DOMSs Options

Additional Options

* Forest and schema preparation

Review Cpticons

Prereguisitas CThack

More about preparation options
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TARGET SERVER
WIN-GFSCIMI182AC

To install this domain controller, the wizard needs to perform the following operation(s):

Install
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Next then finish

e —
i‘ = Active Directory Domain Services Configuration Wizard = = -
Re‘f-e".-"'" O _iG e TARGET SERVER
. J p : = WIN-GFSCIM182AC ont
1 -
i
| Decloymen: Confiquration  Review your selections:
g e e Configure this server as the first Active Directory domain controller in a new domain tree. ~
A Domain Controller Options ’
A DNS Qptions The name of the new domain: amui.local
Additional Options
T : The NetBIOS name of the domain: AMUI - at
Paths Lo
The new domain has a trust link with the domain: LIMU.local Ac

Preparation Cptions

Review Options Domain Functional Level: Windows Server 2012 R2

Site Name: egypt100
Additional Options:
Global catalog: Yes

DNS Server: Yes

These settings can be exported to a Windows PowerShell script to automate
additional installations

More about installation options

< Previous | | Mext » ns

ta Cancel

T

28-Child Domain

il active directory OO GO Juli 0 R 251 Joad 151 domain gd A child domain
forest gud 6 Jgs29 Bl JLo pwl gud Ouw

A child domain is another domain under a parent one in an active directory domain hierarchy. A

child domain under a parent will inherit parent name and will in same forest

You require additional domains within your AD DS forest. lf the new domain is to share a

contiguous namespace with one or more domains, you need to create a new child domain.
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Parent/Child Trust \

Two-Way Transitive Trust N -
Elrashdi I
\

\
Parent Domain

\ \
f) \
\ \
\ \
\‘x \

\ \

Child Domain A Child Domain B

28.1- Child Domain in windows server 2008R2

To set up an Additional Domain Controller, | will use the dcpromo.exe command. To use the

command, click on Start > Run > and then write dcpromo > Click OK

X

e Type the name of a program, folder, document, or Internet
= resource, and Windows will open it for you.

Open: | deproml -vJ
@ This task will be created with administrative privileges,

0K I Cancel | Browse.., |

The system will start checking if Active Directory Domain Services ( AD DS) binaries are

installed, then will start installing them. The binaries could be installed if you had run the

dcpromo command previously and then canceled the operation after the binaries were installed.
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Checking if Active Directony Domain Services
binaries are installed...

Active Directory Domain Services binaries are
being installed. Please wait. The Active Directory
Domain Services Installation Wizard will open
automatically once the binaries have been
installed.

The Active Directory Domain Services Installation Wizard will start, either enable the checkbox

beside Use Advanced mode installation and Click Next , or keep it unselected and click on Next

Welcome to the Active Directory
Domain Services Installation
Wizard

@ Active Directory Domain Services Installation Wizard X|

This wizard helps you install Active Directory Domain
Services (AD DS) on this server, making the server an
Active Directory domain controller. To continue, click Next.

[ iUse advanced mode installation:

Leam more about the additional options that are
available in advanced mode installation.

More about Active Directory Domain Services

< Back Next > Cancel
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Choice create a new domain in existing forest

l'lﬂ_' Network Connections

v }@ ~ Control Panel ~ MNetwork and Internet -~ Metwork Connections -

_'l Active Directory Domain Services Installation Wizard

Choose a Deployment Configuration =
“ou can create a domain controller for an existing forest or for a new forest. |_ _I

Child doxmain

=" Existing forest

i~ Add a domain controller to an existing domair

i* Create a new domain in an existing forest
This server will become the first domain controller in the new domain.

I Create a new domain tree root instead of a new child domain

= Create a new domain in @ new forest

More about possible deployment configurations

< Back Meodt = Carcel |

Write name of parent domain

Active ectory Domain Services Installation Wizard

Network Credentials

Specify the name of the farest where the installation will cccur and account
credentials that hawve sufficient privileges to perform the installation.

Type the name of amy domain in the forest where you plan to install this domain
controller:

View stat

Ilimu.local

/ write name od parent doamin

Specify the account credentials to use to aon’n %& 'rrlﬂalaﬁon:

) My current logged on credentials [T E& hddmimiztraton]

& The cument user credentials cannot be selected because they are local to this
computer. A set of domain credentials is needed.

= Altemate credentials:

Maore about who can install Active Directory Domain Services

<Back |  Hew: | Cancel |

Click set then type enterprise admin of parent domain
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¥ Network Connections

%v }@ ~ Control Panel ~ Metwork and Internet ~ Mebtwork Connections -

o

Active Directory Domain Services Installation 73
Metwork Credentials

Specify the name of the forest where the installation will occur and account
credentials that have sufficient privileges to performn the installation.

Type the name of army domain in the forest where you plan to install this domain
o Windows Security

||

Metwork Credentials

View status o

Spearine st adeniss admin of parent domain

—
| —

Domain: limu.local

QK I Cancel

More about who can install Active Directony Domain Services

<Back | Hews |

Cancel |

Browser then choice parent domain

S network Connections

éﬁjv }@ ~ Contral Panel - Metwork and Intermnet - MNetwork Connections -

6_1 Active Directory Domain Services

MName the New Domain

Type the fully gualified domain name (FQD M) of the parent domain or click Browse to
select it. Then type the singledabel DMS name of the new child domain.

FQDM of the parent domain:

Example: corp.contoso . .com

@ Browse for Domain

=l
Domains:
-ERg amu local
EES LIMU local
I (I I=E s I Cancel I
oK 1 Cancel |
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Type name of child domain

rli' Network Connections

}@ - Contral Panel ~ Metwork and Internet - Metwork Connections -~

_'l Active Directory Domain Services Installation Wizard

MName the Mew Domain

Type the fullr gualified domain name (FQADM) of the parent domain or click Browse to
select it. Then type the singledabel DMS name of the new child domain.

FQDM of the parent domain:

ILIMU.IocaI Browse... |
BExample: comp .contoso.com
,Sngle—lab&l DMS name of the child domain:
IEiEr'-.Il
mple: headquarters
FQDM of the new child dom
IElEN LIMU local

Example: headguarers.comp.contoso.com

< Back Mext > Cancel |

Domain Netbios name

= Network Connections

l@ ~ Control Panel - Metwork and Internet -~ Metwork Connections -~

Direct: Do in 5 C Installats Wi rd
e Dir OEY main Services Insta ion Wiza View stab

Domain NetBIOS Mame
This is the name that users of eadier versions of Windows will use to identify the
new domain.

The wizard generates a default MetBIOS name. This wizard page appears onby if you
hawve selected advanced mode or the wizard has detected a conflict with the default
name.

Either accept the name that has been genemated by the wizard or type a new name and
then click Mext.

Domain NetBIOS name: BEM

= Back Mest = Cancel |

Select a site
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_fﬂ"_ Network Connections

eﬂ = |@ ~ Control Panel -~ Metwork and Internet ~ Metwork Connections -

o Active Directory Domain Services Installation Wizard

Select a Site
Select a site for the new domain controller.

v Use the site that comesponds to the |P address of this computer.

L 4

Sites:

Site I Description |

Default-First-Site-Mame

< Back

Meot = Cancel

Source domain controller

T network Connections

@i = |@ ~ Control Panel - Metwork and Internet - Metwork Connections -

@ Active Directory Domain Services Installation Wizard

Source Domain Controller

View stz

You can let the wizard choose a replication partner for the installation of this domain
controller or you can specify a domain controller to use. Some data must be copied from
and written to this replication partner even if you chose to install from media.

Select a source domain cortroller for the installation partner:
i~ Let the wizard choose an appropriate domain controller
% Use this specific domain controller:

Diomain Controller Mame

dc1.LIMU local

More about selecting an installation partner

Site Mame
Default-First-Site-Mame

Meodt > Cancel |

Log files and sysvol
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_rﬂ'_ Network Connections

%\7 I@ ~ Control Panel = Metwork and Internet ~ Metwork Connections ~
@ Active Directory Domain Services Installation Wizard =] —
Location for Database. Log Fles. and 5YSWOL
Specify the folders that will contain the Active Directory domain controller
database. log files, and SYSWVOL.
For better performance and recoverability, store the database and log files on separate
volumes.
Log files folder:
|t::wmndowszDs Browse... |
SYSWOL folder:
IC:\‘I’lﬁndows\.SYS‘u"OL Browse... |
Mare abowut placing Active Directory Domain Services files
<Back [ MNew> | Cancel |
Restore password
' Network Connections
mv }@ -~ Control Panel - Metwork and Internet - Metwork Connections -
o__'l Active Directory Domain Services Installation Wizard —

Directory Services Restore Mode Administrator Password

The Directory Services Restore Mode Administrator accourt is different from the domain
Administrator account.

Assign a password for the Administrator account that will be used when this domain
contraller is started in Directony Services Restore Mode . We recommend that you

ch a strong p rd .
Password: I.......
Corfirm password : I"""'l

< Back Mead = Cancel
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Summary

|- !

o Active Directory Domain Services Installation Wizard

Summary

View !

Review your selections:

Conrfigure this server as the first Active Directony domain controller in a new child -
domain.

'The new domain is named "BEM . LIMU local”
'The MetBIOS name of the domain is "BEN"
'This new domain is a child domain of the domain "LIMU local”.

Damain Functional Level: Windows Server 2008 B2

Site: eqypt 100
To change an option, click Back. To begin the operation, click Mext.
These settings can be exported to an answer file for use with it seti
other unattended operations. Export seftings.. |
Mare about using an answer file
< Back Mead > Cancel

28.2- Child Domain in a windows Server 2012

When you try and run DCPromo from the explorer shell on Windows Server 2012, you will
receive the following message “The Active Directory Domain Services Installation Wizard is

relocated in Server Manager. For more information.

Active Directory Domain Services Installer

The Active Directory Domain Services Installation Wizard is relocated in
Server Manager. For more information, see
http://go.microsoft.com/fwlink/?Linkld=220921
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Add roles and features

v «|ocal Server

Server Manager

F Manage Took View  Help

I8 Dashboard

B Local Server

ii All Servers

B} Fleand Storage Services P

Add roles and features.

Before you begin

Before You Begin

Installation Type

Server Szlection

Add Roles and Features

Remave Roles and Features

B PROPERTIES
I For DC2

Add Senvers

~ Create Server Grou
Computer name DC2 P

Workgroup WORKGROUP

Server Manager Properties

Add Roles and Features Wizard

_I:I-

DESTINATION SERVER
DC2

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
hosting a website.

To remowve roles, role services, or features:
Start the Remowve Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Metwork settings, such as static |IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[1 sSkip this page by default

Cancel

Install
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Select first option

DESTIMATION SERVER

Select installation type o2

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (WVHD).

Before You Begin

® Role-based or feature-based installation

Server Selection ; . .
Configure a single server by adding roles, role services, and features.

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (WVDI) to create a virtual machine-based
or session-based desktop deployment.

<Previous | [ Next> | | instal | [ Cancel

Select the server you wish to promote

DESTINATION SERWVER

Select destination server e

Before You Begin Select a server or a wirtual hard disk on which to install roles and features.

Installaticn Type (@) Select a server from the server pool
) Select a virtual hard disk

Server Roles Server Pool
Features
Filter: |
Mame IF Address Operating System

Microsoft Wind ¢ i Standard Evaluation

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

< Previous | [ Next> | [ instan | [ cancel
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Click Add Features.

Add features that are required for Active Directory
Domain Services?

You cannot install Active Directory Domain Services unless the
following role services or features are also installed.

[Tools] Group Policy Management

4 Remote Server Administration Tools
4 Role Administration Tocls
4 AD DS and AD LDS Tecls
Active Directory madule for Windows PowerShell
4 AD DS Tools
[Tools] Active Directory Administrative Center
[Tools] AD DS Snap-Ins and Command-Line Tools

Include management tools (if applicable)

Add Features

Add features

DESTIMATION SERWER
Select features ocz
Before You Begin Select one or more features to install on the selected server.
Installation Type Features Drescription
Server selaection 5
EE N MET Framework 3.5 Features Eal oL ST LA o= is S Ea i Tess (Hrs
Servar Goles power of the .NET Framework 2.0
[ [Mm] .MET Framework 4.5 Features (Installed) APIs with new technologies for
=[] Background Intelligent Transfer Service (BITS) = building appli@tions that offer
AD DS [] Bitlocker Drive Encryption appealing user interfaces, protect
) _— your customers’ personal identity
Confirmation [ BitLocker Network Unlock information, enable seamless and
[1 BranchCache secure communication, and provide
] Client for MNFS the ability to model a range of
- B business processes.
[1 Data Center Bridging
[1 Enhanced Storage
[1 Failowver Clustering
Group Policy Management
[1 Ink and Handwriting Services
[ Internet Printing Client
[ 1P Address Management (IPARM) Server
R - ~
< | m | [ >]
< Previous | [ Mext > | [ instan | [ Cancel

AD DS
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Active Directory Domain Services T

DC2

Before You Begin
Installation Type
server selection

Server Roles

Features

Confirmation

Active Directory Domain Services (AD DS) stores information about users, computers, and other dewvices
on the network. AD DS helps administrators securely manage this information and facilitates resource
sharing and collaboration between users. AD DS is also required for directory-enabled applications
such as Microsoft Exchange Server and for other Windows Server technologies such as Group Policy.

Things to note:

* To help ensure that users can still log on to the network in the case of a server outage, install a
minimum of two domain controllers for a domain.

* AD DS requires a DNS server to be installed on the network, i you do not have a DNS server
installed, you will be prompted to install the DMNS Server rele on this machine.

* Installing AD DS will also install the DFS Mamespaces, DF5 Replication, and File Replication services
which are required by AD D5,

Learn more about AD DS

< Previous | [ Next> | [ instan | [ cancel

Confirmation

Confirm installation selections B e

DC2

Before You Begin
Installation Type
Server Selection
Server Roles

Features

AD DS

To install the following roles, role services, or features on selected server, click Install.

Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have

been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

Active Directory Domain Sensices
Group Policy Management
Remaote Server Administration Tools
Reole Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center
AD DS Snap-lns and Command-Line Tools

Export configuration settings
Specify an alternate source path

< Prewvious | | Mext = | | Install | | Cancel

Results
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Installation progress

DESTIMNATION SERVER
Dc2
Wiewe installation progress

o Feature installation
L

1
Installation started on DC2

Active Directory Domain Services
Group Policy Management
Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools

Active Directory module for Windows PowerShell
AD DS Tools

Active Directory Administrative Center

AD DS Snap-Ins and Command-Line Tools

You can close this wizard without interrupting running tasks. View task progress or open this
EN  page again by clicking MNotifications in the command bar, and then Task Details.
Export configuration settings

< Previous | [ MNext > | [

Install | | Cancel

Installation progress

DESTIMATIOMN SERVER
DC2

View installation progress

o Feature installation

L _______________________________________________________]
Configuration required. Installation succeeded on DC2.

Active Directory Domain Services

Additional steps are required to make this machine a domain controller.
Promote this server to a domain controller

Group Pelicy Management
Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools

Active Directory module for Windows PowerShell
AD DS Tools

Active Directory Administrative Center

AD DS Snap-Ins and Command-Line Tools

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous | | Mext = | | Close ‘ ‘ Cancel
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You’ll now notice you have a notification, prompting you to promote this server to a domain

controller.

Server Manager

«« | ocal Server

1. Post-deployment Configuration

¥ Dashboard [ ]
- e . e S I
# Local Server Col flguratlurlreq.. red for Active Directory Doma
Services at DC2
BE All Servers Promeoite this server to a domain controller
i§ AD DS . .
- o Feature installation X
WE File and Storage Service ——
Configuration required. Installation succeeded on
DC2.
Add Roles and Features

Task Details

enabled
Operating system version Microsoft Windows Server 2012 Standard Evaluation
Hardware information Microsoft Corporation Virtual Machine
e
Add a new domain to an existing domain
= Active Directory Domain Services Configuration Wizard -1 = _

Deployment Configuration

Creployment Configuration

Select the deployment operation

Add a domain controller to an existing domain

Add a new domain to an existing forest

TARGET SERVER
WIN-GFSCIM182AC

=)
i A Add a new forest
[
Specify the domain information for this operation
al
I's Select domain type: | Child Domain | = |

Parent domain name: limu.local
ro|
., domain name: ben

Supply the credentials to perform this operation ‘_

=MNo credentials provided >

More about deployment configurations

I = Prewvious Mext =
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Select parent domain

Sta

Select a domain in the forest where the new domain controller will
reside.

amu.local
benLIMU.lccal
[LMUocal ing domain

s operation

Internet Properties ] x |<and Sharing Center = |o
i Active Directory Domain Services Configuration Wizard = || B 2%
TARGET SERVER

'WIN-GFSCIM182AC

[ child Domain

-] \

limu.local

ben

Supply the credentials to perform this operation
WIN-GFSCIM182AC\administrator

More about deployment configurations

< Previous | | Next > | | Install | | Cancel

Type Enterprise password for admin

Deployment Configuration

interprise admin passwor of parent domain

Deploymenit

Domiain Cont

additional oo Credentials for deployment operation

Faths

Review Optic

Prerequisites {

Supply credentials for the deployment operation

limutadministrator

Dormain: limu
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Choice the following then next

- - TARGET SERVER
Domain Controller Options WIN-GFSCIMI82AC

Deployment Configuration

Select functional level of the new domain

Domain functional level: Windows Server 2012 R2

DMNS Options

Additional Cptiens Specify domain controller capabilities and site information abdc
Paths Domain Mame System (DMNS) server ;:CEI
Review Opticns Global Catalog (GC) buct

[] Read only domain controller (RODC)
Site name: egypt100 | = |

Frereguisites Cheack

Type the Directory Services Restore Mode (DSREM) password

Password: LT YT

Confirm password: / .--..--I

More about domain contreller options

< Prewious Mext = | | Install | | Cancel

P S A

TARGET SERVER

DNS Options WIN-GFSCIM182aC

Deployment Configuration _
Specify DMS delegation options

Domain Controller Cptions -
Create DNS delegation

| Cptions Credentials for delegation creation
limuhadministrator
Rewview Opticons

FPrereqguisites CTheck

More about DNS delegation

Install | [

Netbios domain name
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Additional Options

Deployment Configuration
Domain Controller Options
DNS Options

Paths
Preparation Cptions
Review Cptions

Freraguisites Cheack

AT

Next then finish

Paths

Deployment Configuration

Domain Controller Options
DMNE Options

Additional Options

Preparation COpticons
Review Cptions

Prereguisites CTheck

Al W IV IR A

TARGET SERVER
WIN-GFSCIM182AC

Verify the NetBIOS name assigned to the domain and change it if necessary

4

The NetBIOS domain name:

Meore about additicnal options

BEN

install | | Cancel

TARGET SERVER
WIMN-GFSCIMI182AC

Specify the location of the AD DS database, log files, and SYSWOL

Database folder
Log files folder:
SYSWOL folder:

More about Active Directory paths

CAWIindowshNTDS
CHRIndow s \MNTDS
CHWIndows WSYSWOL

\

< Previous | [ Mext = |

ontrol

abdt

Local
Admi
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29-Trust between domains
030 () &dgig ddj ddile JUD JgS) Il 2Pg Galito forests 6 Jlo Jo fiSI Laic Jgsy LI
. 012169) (;5? J909 Jwlw JSuiy Ologlonllg LW JoW ph Ay ddlisell HU0l
You can link two disjoined Active Directory Domain Services (AD DS) forests together to form a

one-way or two-way, transitive trust relationship. You can use a two-way, forest trust to form a

transitive trust relationship between every domain in both forests.

DomB.com Trusts DomA.com

<

DomA.com Trusts DomB.com

Elrashdi

ry vy rrulliry v¥ vy y
Y ="

Users from DomA.com can Users from DomB.com can
access to servers in DomB.com access to servers in DomA.com

First open DNS

_ S FRemote Desktop Services >
Recyde Bin
A Actwve Directory Administrative Center

Actve Directory Domains and Trusts

“ % Active Directory Module for Windows PowerShell

bt
bl

Active Directory Sites and Services
Active Directory Users and Computers

Mew folder

ADSI Edit

aNU

K
!

Component Services
Computer Management
Data Sources {ODBC)
DS

) ) ) - Ewvent VWiewer
Active Directory Domains and - -

Trgs - Trusts -§

i
— Sctve Directory Users and .
Computers

B

Group Policy Management
ISCST Imitiator
Local Security Policy

W
1

Performance Monitor
Security Configuraton Wizard

Command Prompt administrator

<

Documents Server Manager
DS
Serwvices
- Computer Share and Storage Management
r Motepad
o Stor e Explorer
Metwork =

Systemn Configuration
Task Scheduler

Windowes Firewall with Advanced Security

'@ Internet Explorer

Active Directory Sites and Services

Control Panel

Dewices and Printers windows Memory Diagnostc

L&

Group Policy Managemsnt windows PowerShell Madules

FREROOHE L POk Sb Bl

Administrative Tools Mo Serwer B D

_:—E: Actve Directory Administrative

First on domain controller of limu domain Open forward lookup zones the properties of limu.local
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&, DNS Manager

File  Action  View

Help

e (77X E c=[Hm| 2 86

H_?E D_NS Mame | Type | Data | Timestamp |
= § pbct (=1 _medcs
e Forward Lookup Zon [ _sites
L:J _msd Tocal =1 _tep
E:iuerse i Update Server Data File % _udp
= o Reload = ben
Er:;dllhfnal Mew Host (A or AAAA)... ] DomainDrsZones
= obal Logy Mew Alias (CNAME)... | ForestDnsZones
New Mail Exchanger (MX). .. il {same as parent folder) Start of Authority (SOA) [192], dci.limu.local., host... static
Mew Domain. .. Q {same as parent folder) Mame Server (NS) dcd.limu.local. static
Mew Delegation... Q{same as parent folder) Host {A) 10.0.0.1 1972018 10:00:00 PM
Other New Records. .. §;| abdo2018 Host (A) 172.30.0.5 static
Hali Host (&) 10.0.0.23 static
All Tasks. 4 Hdct Host () 10.0.0.1 static
— N Hrc Host (A) 10.0.0.3 1/2/2018 9:00:00 PM
awmﬂkuoqq:lqhqk Host (A) 10.0.0.1 static
Delete
Refresh
Export List...
operties
Help
Zone transfers then allow zone transfers
b | T local Properties 7 | Xl
s
General I Start of Authority (SOA) | MName Servers
' WINS Zone Tgansfers Security
i A zone tran; sends a copy of the to the servers that request a copy.
st
¥ Allow zone transfers: Lt
 To ary server
e " Onhy to servers listed on the Name Servers tab
2 " Onhy to the following servers
IP Address |_server FQDN |
Tk

To specify secondary servers to be notified of zone
updates, click Motify.

Edit

|

o |

Cancel ¥ ] 1]
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Second on domain controller of ABC domain Open forward lookup zones the properties of

abc.local

R
File Action Wiew Help
=70 XREC = HElE 80
é D_NS Mame I Type I Data I Timestamp
= § bcz [=] _msdecs
=[] Forward Lookup Zanes [T _sites
2] _msdcs.abc.local 1 _tep
B [ == Update Server Data File
—H - Reload ones
TI b MNew Host (A or AAAA]J... nes
FS
j b Mew Alias (CMAME)... rent folder) Start of Authority (SOA) [44], dc2.abc.local., hostma... static
= E Mew Mail Exchanger (Mx)... rent folder) Mame Server (M5) dc2.abc.local. static
B F Mew Domain. .. rent folder) Host (A) 10.0.0.2 1112018 1(
[ Reverse Mew Delegation... Host {(A) 192,168.50.1 static
[ conditior Other Mew Records. .. Host {A) 192.165.100. 1 static
Global Lo Host (&) 10.0.0.50 static
FlTEEE ’ Host (A) 192, 168,70, 200 static
View * Host (&) 10.0.0.2 static
Haost (A) 10,0.0.3 1/10/2018 1L
Delete
Refresh
Export List. ..
Properties
/ Help
Zone transfers then allow zone transfers
LSl | TMULIocal Properties 7=l
s
General | Start of Authority (SOA) | Mame Servers
f WIMS Zone Tgansfers Security
=il A zone tran sends a copy of the to the servers that request a copy.
st
- I ow zone transfers: -
- % To any server
e = Only to servers listed on the Mame Servers tab
2 = Onby to the following servers
IP Address | server FQDNM |
1k

To specify secondary servers to be notified of zone
updates, click Motify.

Edit |
Motify |

Aol

ox 1

Cancel |

Help
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On abc domain Open the DNS then new zone

="| Active Directory Domains and Trusts

File  Action \View Help

&= | 2mE = HE

i1 abe.local
General Trusts I Managed Eyl
Domains trusted bw this domain loutacinag trusts):

P
- XI
= DNS Manager | |

File  Action \View Help

&= |r=lc=]Hml & 8

2, DNS Name [ Type | status |
= ﬂ bcz =] _msdes.abc.local Active Direct...  Running

= [ W o local Active Direct...  Running

; _msdcs.ab Mew Zone...
= [£] abe.local
; _msdc:
] _sites Refresh
2 _tep Export List...
[ wdp &
7] Domair, Help
| ForestDnsZones
|| Reverse Lookup Zones
=] Conditional Forwarders
Global Logs

I More Actions

% Active Directory Domains and Trusts [ ¢ r abc.local Properties llﬂ l:l:inns

View

=

Next
_
x|

Welcome to the New Fone
Wizard

This wizard helps you create a new zone for your DMS
SErVer,

A zone translates DMNS names to related data, such as IF
addresses or network services,

To continue, dick Mext.

N\

= Back Next = Cancel
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Secondary zone

NS Manaoey
; New Zone Wizard

i Fone Type

§ The DMS server supports various types of zones and storage.
i

g

x|

i

Select the type of zone you want to create:

= Primary zone
Creates a copy of a zone that can be updated directy on this server.

* Secondary zone

Creates a copy of a zone that exists on another server. This option helps balance

, the processing load of primary servers and provides fault tolerance.
7 Stub zone

Creates a copy of a zone containing only Mame Server {M5), Start of Authority

{S0A), and possibly glue Host {A) records. A server containing a stub zone is not

autheoritative for that zone.

™| Store the zome in Ackive Directory (available anly iF DS server is a writeable domain

contraller

< Back I Mext = I Cancel

Type name of primer zone in another domain

New Zone Wizard

What is the name of the new zone?

f
i Zone Name
i
k

The zone name specifies the portion of the DNS namespace for which this server is
authoritative. It might be your organization's domain name (for example, microsoft, com)

or a portion of the domain name (for example, newzone. microsoft.com). The zone name is

not the name of the DMS server.,

Zone name:

I limu. locall

< Back Mext =

Cancel

p address of another domain
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. I I LIOMaINs TNUSEa OV TNIS J0main 1oumdoina tnists

Master DN5S Servers
The secondary zone is copied from one or more DMNS servers.

[rm BTN N S |

Specify the DMS servers from which you want to copy the zone. Servers are
contacted in the order shown.

Master Servers:

Validated Delete
: here to add an IP Address or DNS Name =

Finish

=

New Zone Wizard |

Completing the New Zone Wizard

1 Ml =

You have successfully completed the New Zone Wizard. You
specified the following settings:

Mame:  limu.local ;I
Type:  Secondary

Lookup type: Forward

File name: limu.local.dns vI

Mote: You should now add records to the zone or ensure
that records are updated dynamically. You can then verify
name resolution using nslookup,

To close this wizard and create the new zone, dick Finish.

« Back I Finish I Cancel
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Same in limu.local domain

=, DNS Manager

File Acton View Help

s | n[mlc=HE|l 3 8 &

2 DNs Name | Type |s
= B pci =] _msdcs.LIMU.local Active Direct... R
= g d Lookup Zones =] LIMU.local Active Direct... R
_msdcs.LIMU.local
i LIMU.IM
[ ~] Reverse Lookup Zones
|| Conditional Forwarders
Global Logs
x|

Welcome to the New Zone
Wizard

This wizard helps you create a new zone for your DNS
server.

A zone translates DNS names to related data, such as IP
addresses or network services.

To continue, dick Next.

= Back Next > Cancel I
1
Zone name

e e e

Moewzonewizara [
i Zone Name |
= What is the name of the new zone? —
£ —
E

The zone name specifies the portion of the DNS namespace for which this server is
authoritative. It might be your organization's domain name (for example, microsoft.com)
or a portion of the domain name (for example, newzone.microsoft.com). The zone name is
not the name of the DMS server,

one Nname:

abc.local|
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lp address of another domain

New Zone Wizard x|

Master DNS Servers
The secondary zone is copied from one or more DS servers,

Spedfy the DNS servers from which you want to copy the zone. Servers are
contacted in the order shown,

Master Servers:

IF Address Server FQDM Validated Delete
<Click here to add an IP Address or DMS Name =
@ 10.0.0.2 <Attempting tor... OK

‘ [awm

e

< Back I Mext = I Cancel

Finish

Mew Zone Wizard =|

Completing the New Fone Wizard

You hawve successfully completed the Mew Zone Wizard. You
specified the following settings:

Mame: abc.local ;I
Type: Secondary

Lookup type: Forward

File name: abc.local.dns ;I

Mote: You should now add records to the zone or ensure
that records are updated dynamically. ¥You can then verify
name resolution using nslool L

To dose this wizard and create theMgew zone, dick Finish.

= Back TF inish Cancel I

Open active directory domains and trusts
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Remote Desktop Services

v Domains and Trusts
¥ Module for Windows PowerShell
Active Directory Sites and Services

Active Directory Users and Computers

ADSI Edit

Component Services

Computer Management
Data Sources (ODBC)
DS

Event Viewer

E Group Policy Management
ISCSI Initator
Local Security Policy

abdo Performance Monitor

Security Configuration Wizard
Documents Server Manager

Serwvices
Computer Share and Storage Management
s Storage Explorer

System Configuration
Task Scheduler
wWindows Firewall with Advanced Security
Windows Memory Diagnostc

wWindows PowerShell Modules

wWindows Server Backup

Control Fanel

Devices and Printers

Administrative Tools

FREBOOLH OOk Sle=bliE *NUE

On abc domain Properties of abc.local

File

Active Directory Domains amnd Trusts

Acton Wiew Help

== |7 [mEl=HlmEm

= G

5 .ﬂ_\cti'ue Directory Domains and Trusts [ c Mame | Type |

Manage
Raise Domain Functional Lewvel. ..

There are no items to show in this view.

Wieww »

Export List. ..

opertes

Help

On abc domain Properties of abc.local
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=4 Active Directory Domains and Trusts

File Acton View Help

&= | H 0= -HlE

ﬁ Active Directory Domains and Trusts [c | Mame I Type I
i SETEIE There are no items to show in this view.
Raise Domain Functional Lewvel...
Wieww »
Export List. ..

operties
Help

Trusts

General Trusts I Managed E|1.r|
Domains by this domain (outgoing trusts):

Domainame |Tn..|st Type |Transitiv& | Fraperties...

-

Domains that trust this domain (incoming trusts):

Femove

i

Domain Name | Trust Type | Transitive | Froperties...

Femove

Ui

il I Cancel Aoply Help
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New trust

General Trusts | Managed By I
Diomains trusted by this domain {outgoing trusts):

Diomain Name | Trust Type | Transttive | Fropertiez... |
Hemowe |

8

Diomains that trust this domain (ncoming trusts):

Domain Name | Trust Type | Transitive | Properties... |
Femowe |

ok | Cancel Apply Hep |

Next

MNew Trust Wizard Xl

Welcome to the New Trust
Wizard

This wizard helps you create a trust between this domain
and arny of the following:
&

= A Windows domain in this forest or in another forest.
= A Windows NT 4.0 domain.
= A Kerberos W5 realm trust .

= Another forest.

Atrust is a relationship that enables users in one domain,
farest. or realm to be authenticated in a specified domain.
forest, or realm.

To continue, click Mext. E

< Bachk I Mest = I Cancel I
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Type name of another domain

7| ] ions

‘General Trusts | Managed By | Im
4l Act
Domains trusted b this domain (outocing trusts): I ore ons

3 Hew Trust Wizard |

1 Trust Name
You can create a trust by using a NetBIOS or DMNS name.

Type the name of the domain, forest, or realm for this trust. F you type the name of a forest, you
must type @ DMS name.

C Example MetBIOS name: supplierD1-int
Example DMS name: supplierD1-ntemal microsoft.com

= MName:

limu local

< Back Mext = Cancel

On abc domain complete the steps

abc.local Properties

" General Trusts I Managed Elyl

Domains trusted bw this domain {foutacina trusts:
j Mew Trust Wizard

I Trust Name
You can create a trust by using a NetBIOS or DMNS name.

-
]
|m |

Type the name of the domain, forest, or realm for this trust. F you type the name of a forest, you
must type a DMS name.

C Example MetBIOS name: supplierd1-int
Example DMNS name: supplierl1-intemal microsoft .com
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Forest trust

" General Trusts I Managed Byl

Domains trusted b this domain (outacing trusts):
i Mew Trust Wizard

1 Trust Type
This domain is a forest root domain. I the specified domain qualifies, you can
create a forest tust.

=l |

Select the type of trust you want to create.

i~ Exdemal trust

An esdemal trust is a nontransitive trust between a domain and another domain
C outside the forest. A nontransitive trust is bounded by the domains in the
relationship.

: + {Forest trust
A forest trust is a transitive trust between two forests that allows users in any of the |
domains in one forest to be authenticated in ary of the domains in the other forest. :

= Back MNexd = Cancel

Two — way

" General Trusts I Managed Elyl

Domains trusted bw this domain foutaocing trusts):
i New Trust Wizard

1 Direction of Trest
You can create one-way or two-way trusts.

nl
|...|

Select the direction for this trust.

= Two-way
Lsers in this domain can be authenticated in the specified domain. realm. or
forest, and users in the specified domain. realm. or forest can be authenticated in
this domain.

]

- T One-way: incoming
Isers in this domain can be authenticated in the specified domain. realm. or forest.

" One-way: outgoing
Isers in the specified domain. realm. or forest can be authenticated in this domain.

< Back Mext = Cancel |
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Both this domain and the specified domain

‘General Trusts I Managed Elgrl

Domains trusted by this domain {outacing trusts):
§ Mew Trust Wizard

1 Sides of Trust
i you have appropriate pemissions in both domains, you can create both sides of
the trust relationship.

Trusts [ | M:
B To begin using a trust, both sides of the trust relationship must be created. For example,
if you create a one-way incoming trust in the local domain, a one-way outgoing trust
must also be created in the specified domain before authertication traffic will begin
flowing across the trust.

- Create the trust for the following:

1 ™ This domain onhy
This option creates the trust relationship in the local domain.

% Both this domain and the specified domain
This option creates trust relationships in both the local and the specified domains.
, You must have trust creation privileges in the specified domain.

Type password of another domain

abc.local Properties

' General Trusts I Managed Elyl

Domains trusted bw this domain foutacina trustsh:
B Hew Trust Wizard

I User Mame and Password
— To create this trust relationship. you must have administrative privileges for the

specified domain.

< [
. Speciied domain: imu local-=liE=———""" -
Type the user name and password of an accournt that h inistrative privileges in
C the specified domain.
| User name: Iﬂ administrator LI
Password: I'iii."
< Back Mest = Cancel
|
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Domain-wide authentication for LIMU.local

"General Trusts | Managed E}rl

Domains trusted by this domain (outooing tnists):
j New Trust Wizard

I Outgoing Trust Authentication Level—Local Domain
Users in the specified domain can be authenticated to use all of the resources in
the local domain or only those resources that you specify.

~
Iz

Select the scope of authentication for users from the limu local domain.

" Domain-wide authentication

L MVindows will automatically authenticate users from the specified domain for all
’ resources in the local domain. This option is o =d when bof ing belopg to th
[ Zame organization.

i~ Selective authentication
Windows will not automaticalty authes
resources in the local domain . After you finish this wizard, grant individual access to
each server that you want to make available to users in the specified domain. This
option is prefemred if the domains belong to different organizations.

= Back Mest > Cancel

Also for local domain

"General Trusts I Managed Ely'l
Domains trusted by this domain foutaocinag trusts): I

i New Trust Wizard

| Outgoing Trust Authentication Lewvel —Specified Domain %

Users in the local domain can be authenticated to use all of the resources in the
specified domain or onhy those resources that you specify.

i Somat [—

" Domain-wide authentication

C Windows will automatically authenticate users from the local domain for all resources in
the limu local domain. This option is prefemed when both domains belong to the same
arganization .

 Selective authentication
Windows will not automatically authenticate users from the local domain for armye
resources in the limu local domain. After you finish this wizard. grarnt individual access to
each server that you want to make available to users from the local domain. This option
is prefemead if the domains belong to different organizations.

L \

<Back [ mNeax> | Cancel |
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Trust complete

abc.local Properties

Iz |

‘General Trusts I Managed Byl
Domains trusted by this domain (outacina trustsh:

B New Trust Wizard

Trust Creation Complete
The trust relationship was successfully created.

Specified domain: limu local

Direction:

Two-way: Users in the local domain can authenticate in the specified domain and
users in the specified domain can authenticate in the local domain.

Trust type: BEdemal

Outgoing trust authentication level: Domain-wide auth ion in local and
specified forests. _I

To configure the new trust, click Mext.

< Back Mexd > Cancel

Status of changes:
[Trust relationship created successfully. - -

Yes confirm

abc.local Properties

' General Trusts I Managed Elyl
Domains trusted bw this domain foutaocing trustsh:

2]

i New Trust Wizard

Confirm Outgoing Truest

You should corfirm this trust only if the other side of the trust has been created. %

Do you want to corfirm the outgoing trust?
= Mo, do not cordim the outgoing trust

* Yes, corfirm the outgoing trust

—

To corfimm the trust now, click Mexdt.

< Back Meot > Cancel |
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Yes confirm

abc.local Properties

‘General Trusts I Managed EIg,rI

Diomaing trusted b this domain (outaocina trusts):
) Hew Trust Wizard

1 Confirm Incoming Trust
ou should confim this trust only if the other side of the trust has been created.

Al

Dia you want to confirm the incoming trust 7

" Mo, do not confirm the incoming trust

C {* ‘Yes, confirm the incoming trust

To confirm the trust now, click Mext.

< Eack Next > Cancel |

Finish

abc.local Properties

' General Trusts I Managed Elyl

Domains trusted bw this domain foutoocing trustsh:
B New Trust Wizard

Completing the New Trust
Wizard

You have successfuly completed the Mew Trnast Wizard.

¢ ; ﬁatus of changes:
C The trust relationship was successfully created and ;I

confirmed.

(=)
|z

Tao close this wiza

<Back [ Amisn | Cancel |
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30-Backup windows server and active directory

2w Joc ® 6us)l Jooll dly 6 Josll djleiw] Jlan) loe g uw G Wbyl pdl go

windows server and active directory (J albuiol

Backing up Server 2008 Active Directory

Now that we have the backup features installed we need to backup Active Directory. You could

do a complete server backup, but what if you need to do an authoritative restore of Active

Directory?

As you'll notice in Server 2008, there isn't an option to backup the System State data through the

normal backup utility.

30.1- Install Windows Server Backup

Go to Start menu, and then select Administrative Tools, click on Server Manger.

Under Server Manager window, click on the Add Features link from the features summary

section.

E_,: Server Manager

File  Action View Help

=0O] =|

&=|s0H

i‘* Roles

ff_-l Features
i Diagnostics
fﬁ’j Configuration
ﬂ Storage

1]

i erver Manager (%

a View the status of features installed on this server and add or remove features.

-~ Features Summary E Features Summary Help

~! Features: 4of 41 installed &% Add Features

&&= Remove Features
Group Policy Management

Remote Server Administration Tools
Rale Administration Tools
AD DS and AD LDS Tools
AD DS Tools

4 | | _;I {; Last Refresh: Today at 11;10 AM  Configure refresh

215
2 mlla addiae ki




Select the Windows Server Backup Features, and then click on Next. The Command-line Tools

allows you to perform a DC backup and recovery from the command line.

Add Features Wizard : X

Select Features

Select one or more features to install on this server,

Confirmation Features: Description:
Windows Server Backup includes the
Progress [ storage Manager fc!r Shle o ﬂ Microsoft Management Console (MMC)
Results [] Subsystem for UNTX-based Applications snag-in, the Whadmin command-line
[] Telnet Client tool, and services.
[] Telnet Server
[] TFTP Client

[] Windows Biometric Framewark
[] Windows Internal Database
[] Windows Powershel Integrated Scrinting Enviranment (IS
[] Windows Pracess Activation Service
= [E Windows Server Backup Features
Windows Server Backup
[] command-ine Tools
[] Windows Server Migration Tools
D Windows System Resource Manager
[] Windows TIFF TFilter
[[] WinRM 1S Extension
[] wns Server
[] Wireless LAN Service
(] 4P Viewer

d |

More about features

Sl

Next = Instzl | Cancel |

< Previous

Backup Windows Server 2008 Active Directory

Now that we have Windows Server Backup installed lets perform our first backup of Active

Directory in Windows Server 2008.

Go to Start menu, and then select Administrative Tools, click on Windows Server Backup.
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Select the Backup Once option to perform an immediate backup as illustrated in the screen

below.

&l Windows Server Backup

File  Action View Help

~=10f ]

&= = HE

Windows Server Backup
a% You can perform a single backup or sc

A scheduled backup has not been configured for this

L4 data.

e

Messages [Activity from last week, double click on 1

Time - | Message
10/19/2012 10:33 AM Backup

-
4| | »

Recover...

Configure Performance Settings. ..

Connect To Another Server...

Wiew »

Help

|L‘.reates a one-time badkup of your data that you can use to supplement your| |

[t will bring up the Backup Once Wizard, select Different Options and then click Next.

L% Backup Once Wizard

*
et a. .‘ -
c;:}’, "f‘ Backup Options

Backup Options Create a backup now using:
Select Backup Configur...

= scheduled badup options
Specify Destination Type

Backup Progress i+ pifferent options

Choose this option if you have not created a scheduled backup or to specify
a location or items for this backup that are different from the scheduled

badkup.

To continue, dick Mext.

More about backing up your server

= Previous I Mext = I EBackup I Cancel I

Choose this option if you have created a scheduled backup and want to use
Confirmaton the same settings for this backup.
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If you want to perform a full backup of your server, click on the Full server option. Now we’re

going to perform a system state backup, so we choose the Custom option.

L= Backup Once Wizard

Ysa

Backup Options

Select Backup C

Select Items for Backup

Specify Destination Type

Confirmation

Backup Frogress

Select Backup Configuration

wWhat type of configuration do you want to schedule?

T Full server {recommended)
I want to back up all my server data, applications and system state.
Backup size: 8.38 GB

= Custom
I want to choose custom wvolumes, files for backup.

= Previous I Mext = I

Backup I Cancel I

In the next window, you can customize the items you want to backup.

4% Backup Once Wizard

Select Items for Backup

Backup Options
Select Backup Configur...

Select the items that you want to back up. Selecting bare metal recovery will
provide you with the most options if you need to perform a recovery.

Mame =

Specify Destination Type

Confirmation

Backup Progress

i

Remowve Items |

Add Items I

Advanced Settings |

Choosing what to indude in a badkup

< Previous | Mext = I

Backup Cancel I
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Click on Add ltems button, check the System state option from the list. You can also choose to
backup the entire NTFS volume on your computer.

Select Items Xl

Specify items to include in the backup by selecting or clearing the associated check boxes. The items that you
have included in the current backup are already selected.

Bare metal recoveny
System state

Local disk {C:)

@ NTDS (E:)

OK I Cancel |

S

Specify the destination type for your backup. A system-state backup can’t be performed directly

to a network share so we have to choose the Local drives.

L= Backup Once Wizard x|

g i S
f;'g}" Specify Destination Type

Backup Options Choose the type of storage for the backup:
Select Backup Configur... (s Local drives

Select Items for Backup Example: local disk {D:), DVD drive {E:)
Spedfy Destination Type = Remote shared folder

Select Backup Destination Example: VWyFileServer\SharedFolderMame
Confirmation

Backup Progress

Choosing a storage location

< Previous I Mext = I Backup Cancel I
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Next select a volume to store the backup. Windows Server Backup requires you to provide a
separate target volume for the backup data. In single-volume server, you may need to shrink the

existing partition to create a volume dedicated solely to backup data.

4% Backup Once Wizard X|

wht -
: Qy Select Backup Destination

Backup Options Select a volume to store the backup, An external disk attached to this computer
Select Backup Configur... is listed as a volume.
Select Items for Backup Backup destination: INew Volume (D) j
Specify Destination Type Total space in backup destination: 4,88 GB
Select Backup Destinafion |8 space in backup destination: 483 GB
Confirmation
Backup Progress
< Previous MNext = Backup | Cancel |

[n the next window, confirm the options you have selected and then click on Backup.
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L% Backup Once Wizard |

*= 5% Confirmation

e
Backup Cptions A backup of the items below will now be created and saved to the specified
Select Backup Configur... LEEI
Select Items for Backup SRl s HEEIERE
File exduded: None

Specify Destination Type

- Backup destination: Mew Volume (D:)
Select Badkup Destination Advanced option: VS5 Copy Backup

Backup Progress

< Previous | | Backup Cancel |

[f you want to script the backup process, or if you are backing up a server on a Server Core
installation, you can use the WBADMIN.EXE command-line program. WBADMIN provides a
complete set of options that perform essentially the same functions as the MMC snap-in,

including performing a system state backup

Administrator: Command Prompt - whadmin stz

C:\Windowsssystemd2>ubadnin start systemstatebackup —backupTarget:d:
whadmin 1.8 - Backup command-line tool
(C> Copyright 2084 Microsoft Corp.

Starting to hack up the system state [18-19/2012 4:04 PM]...
Retrieving volume information...

This will back up the system state from volume(s) Local Disk(C:),NTDS(
E:) to d:.

Do you want to start the backup operation?

[Y] Yes [N] No ¥

Creating a shadow copy of the volumes specified for backup...
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30.2- Restore window server 2008
.window server 2008 (0 dlS o 2gaq AL 0 o Wwasl pj U1 ab bl il dole]
Start the computer by using the Windows Server 2008 DVD

On the first screen Click Next.

+ Install Windows

>
Windows Server 2008

Language to install: | nglish k |
AR BRI BRI Englich (United States) -

Enter your language and other preferences and click “Next” to continue.

Copymght © 2007 MicrosoR Corporamon. AL nghts sssned

» Install Windows

-

Windows Server 2003

Install now 5

What 10 know before instaliing Windows

Bepai your computer
Copyrghe 8 2007 MxroscR Companasnn A sges reserved
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[t will show you any currently installed operating systems. Click Next.

X

Select an operating system to repair and click Mext, Mote: This feature
cannot repair operating systems earlier than Windows Vista,

Operating System | Partition Size | Location |
Microsoft Windows Server 2008 [ESEIIEERE (C:) Local Disk

If you do not see your operating system listed, dick Load Drivers to load
drivers for your hard disks,

Load Crivers Mext =

f this screen is blank you may have to load a third-party driver for your mass storage driver. You

can click Load Drivers to load the mass storage driver from your USB flash drive.

Click “Windows Complete PC Restore”

x

Choose a recovery tool

Operating system: Microsoft Windows Server 2008 on (C:) Local Disk

.ﬂr—-,- Restore your entire server or personal computer from a backup image

Windows Memory Diagnostic Tool

Chedk your computer for memory hardware erraors

| Command Prompt

Qpen a command prompt window

Shut Down Restart
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[t will report “A valid backup location could not be found”. Click cancel.

Windows Complete PC Restore x|

f. A& valid backup location could not be found.
Windows cannot find a backup on this computer, Attach the

backup hard disk or insert the final DVD from a backup set and
click Retry.

Retry | Cancel I

Select “Restore a different backup” then next.

#3 windows Complete PC Restore N X‘

Restore your entire computer
from a backup

Windows cannot find a3 badap on this computer.

Attach the backup hard disk or insert the final DVD from a
set and cick Retry.

€ Use the Istest available badkup (recommended)

@ Restore a different bacdap

< Back WI Cancel I

Click Advanced.
]
Select the location of the backup p "
If the badoup is on an external device, attach the device to this computer, and %'
than dick Rafresh.
Current tme zone: GMT-S:00
Location [ Most recent backup [ Computer [
[ Advanced... | Refresh |
< Back I et o I Canoel I
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Lf the network adapter driver is included with Windows Server 2008 you can click “Search for a
backup on the network. If the network adapter driver is not included you have to click “install a
driver” and browse to your driver to load it. In my test | was using a Hyper-V virtual machine

with the legacy network adapter. The legacy network adapter driver is in Windows Server 2008

so that it just works. The synthetic driver is not included.

Windows Complete PC Restore X|

< Search for a backup on the network
Connact to the natwork to find 8 backup that you want to restore,

% Install a driver
Locate and install & driver for a device that is attached to the computer but does not st avalable

backups.

Select the backup listed and then click Next.

¥ windows Complete PC Restore x|

Select the location of the backup .
If the badup is on an external device, attadh the device to this computer, and k
then dick Refrash,

Current time zone: GMT-8:00

Location | Most recent backup | Computer |
1,200 3dc \pubie| LE/2009 12: 129 M MOT2010
e
<Back | o | cance |
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Select the backup then Next.

S Windows ( |:-r:1|.l|-.'|!e' PC Restore

Select the backup to restore
If more than ane backup is avaiable and youre not sure which one 1o restore,
choose the most recent ane,

1=zsm

You are presented with the restore options.

% Windows Complete PC Restore
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The exclude disks option enables you to exclude disks from the restore process.

The advanced button has the following options.

B kd

[V Restart computer after restaring is completedt

To make additional changes before restarting this computer, dear this check bax,

[¥ Automatically check and update disk error information

This might take several minutes to complete, To chedk disks and update error
information manually, clear this chedk box.

oK Cancel
Click Finish to confirm the settings.
|

Windows Complete PC Restore is ready to restore your
computer using the following backup:

Locaton:

Date and trne: | 1/5/2009 12:11:29 PM (GMT-8:00
Computer: MOT2010

Disks to restore: |c:

<gsck [ Fnsn | concel |

If you selected “Format and repartition disks” you are prompted with “Windows Complete PC
restore will format the disks you chose to restore, which will erase all existing data”. Click “l

confirm that [ want to format the disks and restore the backup”.
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Windows Complete PC Restore X

Windows Complete PC Restore will format the disks you chose to
restore, which wil erase all existing ﬁa.

[~ Iconfirm that I want to format the disks and restore the backup.

ok

You can monitor the progress through the final dialog box.

Windows Complete PC Restore x|

Windows is restoring your backup to 1/9/2009 12:11: 29 PM {(GMT-3:00), This
will take several minutes.

|

Restoring disk (C:)...

h Stop restore

The restart will automatically occur or you can delay it.

Windows Complete PC Restore X|

Do you want to restart your computer now?

The backup is restored, Your computer wil automatically restart in 43 seconds.

I

Restart now Don't restart

For some scenarios, you may want to do this manually. The following lists the basic general steps

to do this at the command prompt.
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At the following screen select the “Command prompt” option.

x

Choose a recovery tool
Operating system: Microsoft Windows Server 2008 on (C:) Local Disk

Restore your entire server or personal computer from a backup image

@ Windows Memory Diagnostic Tool

Check your computer for memory hardware errors

Command Prompt
Qpen a command prompt window

Shut Down Restart

The following subcommands for wbhadmin provide backup and recovery functionality from a

command prompt.

To configure a backup schedule, you must be a member of the Administrators group. To perform
all other tasks with this command, you must be a member of the Backup Operators or

the Administrators group, or you must have been delegated the appropriate permissions.

You must run wbhadmin from an elevated command prompt. (To open an elevated command

prompt, click Start, right-click Command Prompt, and then click Run as administrator.)

Subcommand Description

Wbadmin enable backup Configures and enables a daily backup schedule.

Whbadmin disable backup Disables your daily backups.

Whbadmin start backup Runs a one-time backup. If used with no parameters, uses the

settings from the daily backup schedule.
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https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/wbadmin-enable-backup
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/wbadmin-disable-backup
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/wbadmin-start-backup

Subcommand Description

Wbadmin stop job Stops the currently running backup or recovery operation.

Wbadmin get versions Lists details of backups recoverable from the local computer or, if

another location is specified, from another computer.

Whbadmin get items Lists the items included in a specific backup.

Whbadmin start recovery Runs a recovery of the volumes, applications, files, or folders
specified.

Wbadmin get status Shows the status of the currently running backup or recovery
operation.

Wbadmin get disks Lists disks that are currently online.

Wbadmin start Runs a system state recovery.

systemstaterecovery

Wbadmin start Runs a system state backup.

systemstatebackup

Wbadmin delete Deletes one or more system state backups.

systemstatebackup
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https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/wbadmin-stop-job
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/wbadmin-get-versions
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/wbadmin-get-items
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/wbadmin-start-recovery
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/wbadmin-get-status
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/wbadmin-get-disks
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/wbadmin-start-systemstaterecovery
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/wbadmin-start-systemstaterecovery
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/wbadmin-start-systemstatebackup
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/wbadmin-start-systemstatebackup
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/wbadmin-delete-systemstatebackup
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/wbadmin-delete-systemstatebackup

Subcommand

Wbadmin start

sySsrecovery

Wbadmin restore catalog

Wbadmin delete catalog

Description

Runs a recovery of the full system (at least all the volumes that
contain the operating system's state). This subcommand is only

available if you are using the Windows Recovery Environment.

Recovers a backup catalog from a specified storage location in the
case where the backup catalog on the local computer has been

corrupted.

Deletes the backup catalog on the local computer. Use this
command only if the backup catalog on this computer is corrupted
and you have no backups stored at another location that you can

use to restore the catalog.
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https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/wbadmin-start-sysrecovery
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/wbadmin-start-sysrecovery
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/wbadmin-restore-catalog
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/wbadmin-delete-catalog
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