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18-Active Directory 

اساس شبكات الذووٌي فً  Active Directory Domain Servicesأو  Active Dircetoryٍػتبر 
 Servicesوالخذوات  Resourcesواٍكروسفت ، وهو ؼبارة ؼي قاؼذة بٌاٌات لكل ووارد الشبكة 

 Usersوالهستخذوٌي 

بكل هزه الأجساء فً الشبكة  Central Administrationبحٌج أٌك تستطٌغ وي خلاله ؼهل تحكن وركسي 
وغيرها ، والتحكن  Hierarchical organization structureو وبًٌة الشركة الهٌكلٌة  Domainsوؼهل 

 . authorization and authenticationبالطلاحٌات الـ 

 فٌسهى Join ؼلٌه ، وؼهلت له اٌضهام للشبكة Rule دوى تحبٌت اي  Windows Server ارا حهلت الًظام
Member Server اوا ارا حهلت ٌظام التشغٌل فقط فٌسهى، standalone Sever . 

وتحفظ فً ولف  Active Directory ٍخسى فٌه قاؼذة بٌاٌات الـ Server ٍػتبر Domain Controller ارا
  ntds.nit ” ٍسهى

فهو ؼباره ؼي اسن وًطقً غير ولهوس ٍحتوي بذاخله ؼلى جهٌغ الػًاصر الرئٌسٌة  Domainاوا الهجال 
 .active dirctoey,domain controller,ou,users,computers,printers,folders,…etcوحل 

https://www.kutub.info/search?search=%D8%B9%D8%A8%D8%AF%D8%A7%D9%84%D8%B3%D9%84%D8%A7%D9%85+%D8%A7%D9%84%D8%B1%D8%A7%D8%B4%D8%AF%D9%8A
https://www.kutub.info/search?search=%D8%B9%D8%A8%D8%AF%D8%A7%D9%84%D8%B3%D9%84%D8%A7%D9%85+%D8%A7%D9%84%D8%B1%D8%A7%D8%B4%D8%AF%D9%8A
https://www.kutub.info/search?search=%D8%B9%D8%A8%D8%AF%D8%A7%D9%84%D8%B3%D9%84%D8%A7%D9%85+%D8%A7%D9%84%D8%B1%D8%A7%D8%B4%D8%AF%D9%8A
https://www.kutub.info/search?search=%D8%B9%D8%A8%D8%AF%D8%A7%D9%84%D8%B3%D9%84%D8%A7%D9%85+%D8%A7%D9%84%D8%B1%D8%A7%D8%B4%D8%AF%D9%8A
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ذ وللتوضٌح اكثر ٌتخٌل اى الذووٌي هو دولة لٌبٌا ؼلى سبٌل الهحال والهساخة الجغرافٌة الحقٌقٌة التى توج
والسجل الهذًٌ الزي ٍحتوي ؼلً الهػلووات الخاظة باللٌبٌٌي والاجاٌب    domain controller بها لٌبٌا هً

 Active dirctory.الهوجودٍي داخل لٌبٌا هو  

 Active Directory is essential to any Microsoft network built on 
the client-server network model–it allows you to have a central sever called a Domain Controller 

(DC) that does authentication for your entire network. 

Instead of people logging on to the local machines they authenticate against your D Active 
Directory stores data as objects. An object is a single element, such as a user, group, application 
or device, such as a printer. Objects are normally defined as either resources -- such as printers 
or computers -- or security principals -- such as users or groups. 

 

 

18.1- Install active directory on windows server 2008 r2 

You have two ways to install the active directory 

first one :- 
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open the run then type dcpromo 

 

 Second one :- Open Server Manager and click on roles, this will 

bring up the Roles Summary on the right hand side where you can click on the Add Roles link. 
hoice image place 

 

This will bring up the Add Roles Wizard where you can click on next to see a list of available 
Roles. Select Active Directory Domain Services from the list, you will be told that you need to add 
some features, click on the Add Required Features button and click next to move on. 
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A brief introduction to Active Directory will be displayed as well as a few links to additional 
resources, you can just click next to  skip past here and click install to start installing the binaries 
for  Active  irectory. 

 

When the installation is finished you will be shown a success message, just click close 
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Open up Server Manager, expand Roles and click on Active Directory Domain Services. On the 
right hand side click on the Run the Active Directory Domain Services Installation Wizard 
(dcpromo.exe) link. 
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This will kick off another wizard, this time to configure the settings for you domain, click next 

to continue. 

 

The message that is shown now relates to older clients that do 

not support the new cryptographic algorithms supported by 

Server 2008 R2, these are used by default in Server 2008 R2, 

click next to move on. 

 

Choose to create a new domain in a new forest. 
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This message will appear if your username 

(administrator) not have complexity password 

 

  

الرسالة السابقة تظهر ؼًذوا لا ٍوجذ باسورد وػقذ ٍحتوى ؼلً حروف ورووز وارقام  للادوي 
Administrator 
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 ولػهل باسورد وػقذ للادوي ٍجب ؼلًٌا اتباع الاتً:

Open server manager  

Manage computer 

 

Create users 

 

Create users 
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Now you can name your domain, we will be using a limu.local domain 
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Since this is the first DC in our domain we can change our forest functional level to Server 
2008R2. 
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We want to include DNS in our installation as this will allow us to have an AD Integrated DNS 
Zone, when you click next you will be prompted with a message just click yes to continue. 

 

you will need to choose a place to store log files, it is a best practice to store 

the database and SYSVOL folder on one drive and the log files on a separate 

drive, but since this is in a lab environment I will just leave them all on the 

same drive 

 

Choose a STRONG Active Directory Restore Mode Password and click next twice to kick off the 

Configuration 
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You will be able to see what components are 

being installed by looking in the following box 
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When its done you will be notified and required to reboot your PC. 

 

18.2- Active directory on windows server 2012  

start “Server Manager” Choose “Add roles and features” Click through the wizard until 
“Features” 

Go to “Remote Serer Administration Tools” and expand it Select “AD DS and AD LDS Tools” 
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In next window keep "Role-based or feature-based installation" default selection and click on 
next. 

 

 

 

n next window we can select which server to install role. in our case it will be local. so keep the 
default selection and click on next. 
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In next window it gives option to select the roles. select and click on tick box "Active 
Directory Domain Services" 

 

 

then it will prompt window to indicate the additional feature installations related to selected role. 
click on "Add Features" to continue. 
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Then in next window click on next to continue 
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In next window it give brief description about the AD service. click on next to continue. 

 

 

 

In next window it gives brief about the installation. click on "install" to start the installation. 
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In next window it will begins the service install and we have to wait till it finish. 

 

 

Once it finish click on "close" to exit from the wizard. then next step is to reboot the server to 
complete the installation 

After that completes we need to start on the DC setup. to start that open the "Server Manager" 
and click Task flag on right hand corner. then it will list option as below picture. click on 
"promote this server to a domain controller" option ( highlighted with yellow in picture) 
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Then it starts the DCPROMO wizard. on the first window since its going to be new forest i have 
selected option "Add a new forest" and i typed the domain name "contoso.com" which i will be 

using on the forest. once fill the info click on "next" to continue. 

 

In next window we can select the forest and domain functional levels. i will keep it default. then 
in domain controller capabilities its by default selected DNS server and Global Catalog as its first 
DC in the forest. then we need to defined password to use in DC recovery. click on next to 
continue. 
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In next window it will give following error but it can be ignore. click on next to continue. 

 

 

 

 

In next window it ask for the netbios name. we can keep it default and click on next to continue. 



  
     

22 
  أستاذ عبدالسلام صالح الراشدي 

 

In next window it give option to change file paths for AD database, log files and SYSVOL files. we 
can change the paths or keep them defaults. once changes are done click on next to continue. 
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In next window it gives description about the installation. click on next to continue. 

 

In next window it will run system check and verify system is compatible with the selected 
installation. once test completes successfully click on install button to begin the installation. if its 
passes any critical errors those needs to be address before the installation begin. 

 

 

then it will start the install and we need to wait till it finishes. 
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Once its complete the install it will automatically reboot the server. 

18.3- Install active directory windows server 2016  

 windows server 2016داخل  active directoryتحهٌل 

Then on server manager click on add roles and features 
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10- Add object (users,group,OU,computers) in active directory 
 active directory( داخل  users,group,OU,computersاضافة )

 Activeوهً تشبى الهجلذ أي بهػًى اٌها تقوم بتًظٌن  organizational unit (OU)الوحذة التًظٌهٌة 
directory    الً وجهوؼة ويOUs ؼلى حسب الاقسام الهوجود فً ال domain    ورلك تسهل ؼهلٌة

 . Active directoryالبحج والاضافة والتػذٍل داخل 

ٍشتركوى فً طبٌػة الػهل فبذل  usersوهً ؼبارة ؼي تجهغ وجهوؼة وي الهستخذوٌي   groupالهجهوؼة 
وي تطبٌق اور وػٌي ؼلى كل وستخذم ؼلى حذ ٌقوم بتطبٌق الاور ؼلى الهجهوؼة فٌتن تطبٌق هزا 

 الػهل بشكل تلقائً ؼلى جهٌغ الهستخذوٌي داخل هزه الهجهوؼة.

organizational unit (OU). An OU can contain computers, users, user groups, and other network objects. 
Usually, an OU is used for the purpose of grouping things for administrative purposes, such as delegating 
administrative rights and assigning policies to the group as a single unit. 
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Group User/ Session Description 

Account Operators   

A built-in group that exists only on 
domain controllers. By default, the group 
has no members. By default, Account 
Operators have permission to create, 
modify, and delete accounts for users, 
groups, and computers in all containers 
and organizational units (OUs) of Active 
Directory except the Builtin container 
and the Domain Controllers OU. Account 
Operators do not have permission to 
modify the Administrators and Domain 
Admins groups, nor do they have 
permission to modify the accounts for 
members of those groups. 

 
Administrator     

A user account for the system 
administrator. This account is the first 
account created during operating system 
installation. The account cannot be 
deleted or locked out. It is a member of 
the Administrators group and cannot be 
removed from that group. 

Administrators   A built-in group . After the initial 
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installation of the operating system, the 
only member of the group is the 
Administrator account. When a 
computer joins a domain, the Domain 
Admins group is added to the 
Administrators group. When a server 
becomes a domain controller, the 
Enterprise Admins group also is added 
to the Administrators group. The 
Administrators group has built-in 
capabilities that give its members full 
control over the system. The group is the 
default owner of any object that is 
created by a member of the group. 

 Anonymous      
 

A user who has logged on anonymously. 

Authenticated Users   

A group that includes all users whose 
identities were authenticated when they 
logged on. Membership is controlled by 
the operating system. 

Backup Operators   

A built-in group. By default, the group 
has no members. Backup Operators can 
back up and restore all files on a 
computer, regardless of the permissions 
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that protect those files. Backup 
Operators also can log on to the 
computer and shut it down. 

Batch   

A group that implicitly includes all users 
who have logged on through a batch 
queue facility such as task scheduler 
jobs. Membership is controlled by the 
operating system. 

Cert Publishers   

A global group that includes all 
computers that are running an 
enterprise certificate authority. Cert 
Publishers are authorized to publish 
certificates for User objects in Active 
Directory. 

Cert Server Admins   

Certificate Authority Administrators - 
authorized to administer certificates for 
User objects in Active Directory. 
(Domain Local) 

Cert Requesters   
Members can request certificates 
(Domain Local) 

Creator Group   A placeholder in an inheritable ACE. 
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When the ACE is inherited, the system 
replaces this SID with the SID for the 
primary group of the object's current 
owner. The primary group is used only 
by the POSIX subsystem. 

  
Creator 
Owner 

A placeholder in an inheritable access 
control entry (ACE). When the ACE is 
inherited, the system replaces this SID 
with the SID for the object's current 
owner. 

Dialup   

A group that implicitly includes all users 
who are logged on to the system through 
a dial-up connection. Membership is 
controlled by the operating system. 

DnsAdmins 
(installed with DNS) 

  

Members of this group have 
administrative access to the DNS Server 
service. This group has no default 
members. 

DnsUpdateProxy 
(installed with DNS) 

  

Members of this group are DNS clients 
that can perform dynamic updates on 
behalf of other clients, such as DHCP 
servers. This group has no default 
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members. 

Domain Admins   

A global group whose members are 
authorized to administer the domain. By 
default, the Domain Admins group is a 
member of the Administrators group on 
all computers that have joined a domain, 
including the domain controllers. 
Domain Admins is the default owner of 
any object that is created in the domain's 
Active Directory by any member of the 
group. If members of the group create 
other objects, such as files, the default 
owner is the Administrators group. 

Domain Computers   
A global group that includes all 
computers that have joined the domain, 
excluding domain controllers. 

Domain Controllers   

A global group that includes all domain 
controllers in the domain. New domain 
controllers are added to this group 
automatically. 

Domain Guests   A global group that, by default, has only 
one member, the domain's built-in Guest 
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account. 

Domain Users   

A global group that, by default, includes 
all user accounts in a domain. When you 
create a user account in a domain, it is 
added to this group automatically. 

Enterprise Admins   

A group that exists only in the root 
domain of an Active Directory forest of 
domains. It is a universal group if the 
domain is in native mode, a global group 
if the domain is in mixed mode. The 
group is authorized to make forest-wide 
changes in Active Directory, such as 
adding child domains. By default, the 
only member of the group is the 
Administrator account for the forest 
root domain. 

Enterprise 
Controllers 

  

A group that includes all domain 
controllers an Active Directory directory 
service forest of domains. Membership 
is controlled by the operating system. 

Everyone   A group that includes all users, even 
guests. Membership is controlled by the 
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operating system.  
In Windows XP and later, the 
Anonymous Logon security group has 
been removed from 
the Everyone security group: 
see Q278259 and the group policy Let 
Everyone permissions apply to 
anonymous users 

Group Policy 
Creators Owners 

  

A global group that is authorized to 
create new Group Policy objects in 
Active Directory. By default, the only 
member of the group is Administrator. 
The default owner of a new Group Policy 
object is usually the user who created it. 
If the user is a member of 
Administrators or Domain Admins, all 
objects that are created by the user are 
owned by the group. Owners have full 
control of the objects they own. 

  Guest 

A user account for people who do not 
have individual accounts. This user 
account does not require a password. By 
default, the Guest account is disabled. 

https://support.microsoft.com/en-gb/help/278259/
https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2003/cc778182(v=ws.10)
https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2003/cc778182(v=ws.10)
https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2003/cc778182(v=ws.10)
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Guests   

A built-in group. By default, the only 
member is the Guest account. The 
Guests group allows occasional or one-
time users to log on with limited 
privileges to a computer's built-in Guest 
account. 

HelpServicesGroup   
XP - Group for the Help and Support 
Center 

Interactive   
A group that includes all users who have 
logged on interactively. Membership is 
controlled by the operating system. 

  KRBTGT 
A service account that is used by the Key 
Distribution Center (KDC) service. 

  Local System 
A service account that is used by the 
operating system. 

Network   

A group that implicitly includes all users 
who are logged on through a network 
connection. Membership is controlled by 
the operating system. 

Network 
Configuration 

  Members of this group can make 
changes to TCP/IP settings and renew 
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Operators and release TCP/IP addresses on domain 
controllers in the domain. This group has 
no default members. 

  Nobody No security principal. 

Performance 
Monitor Users 

  

Members of this group can monitor 
performance counters on domain 
controllers in the domain, locally and 
from remote clients without being a 
member of the Administrators or 
Performance Log Users groups. 

Performance Log 
Users 

  

Members of this group can manage 
performance counters, logs and alerts 
on domain controllers in the domain, 
locally and from remote clients without 
being a member of the Administrators 
group. 

Power Users   

A built-in group. By default, the group 
has no members. This group does not 
exist on domain controllers. Power 
Users can create local users and groups; 
modify and delete accounts that they 
have created; and remove users from the 
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Power Users, Users, and Guests groups. 
Power Users also can install most 
applications; create, manage, and delete 
local printers; and create and delete file 
shares. 

Pre-Windows 2000 
Compatible Access 

  

A backward compatibility group which 
allows read access on all users and 
groups in the domain. By default, the 
special identity Everyone is a member of 
this group. Add users to this group only 
if they are running Windows NT 4.0 or 
earlier. 

Principal Self 
or  
Self 

Principal Self 
or  
Self 

A placeholder in an ACE on a user, 
group, or computer object in Active 
Directory. When you grant permissions 
to Principal Self, you grant them to the 
security principal represented by the 
object. During an access check, the 
operating system replaces the SID for 
Principal Self with the SID for the 
security principal represented by the 
object. 

Print Operators   A built-in group that exists only on 
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domain controllers. By default, the only 
member is the Domain Users group. 
Print Operators can manage printers and 
document queues. 

RAS and IAS Servers   

Servers in this group are permitted 
access to the remote access properties 
of users. A domain local group . By 
default, this group has no members. 
Computers that are running the Routing 
and Remote Access service are added to 
the group automatically. Members of this 
group have access to certain properties 
of User objects, such as Read Account 
Restrictions, Read Logon Information, 
and Read Remote Access Information. 

Remote Desktop 
Users 

  
XP - Members in this group are granted 
the right to logon remotely 

Replicator   

In NT 4 domains, this group was called 
Replicators and is used by the directory 
replication service. In 2K/XP the group 
is present but is not used. Do not add 
users to this group. 
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Schema Admins   

A group that exists only in the root 
domain of an Active Directory forest of 
domains. It is a universal group if the 
domain is in native mode , a global group 
if the domain is in mixed mode . The 
group is authorized to make 
schema  changes in Active Directory. By 
default, the only member of the group is 
the Administrator account for the forest 
root domain. Because this group has 
significant power in the forest, add users 
with caution. 

Server Operators   

A built-in group that exists only on 
domain controllers. By default, the group 
has no members. Server Operators can 
log on to a server interactively; create 
and delete network shares; start and 
stop services; back up and restore files; 
format the hard disk of the computer; 
and shut down the computer. 

Service   
A group that includes all security 
principals that have logged on as a 
service. Membership is controlled by the 
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operating system. 

Terminal Server 
Users 

  

A group that includes all users who have 
logged on to a Terminal Services server. 
Membership is controlled by the 
operating system. 

Users   

A built-in group. After the initial 
installation of the operating system, the 
only member is the Authenticated Users 
group. When a computer joins a domain, 
the Domain Users group is added to the 
Users group on the computer. Users can 
perform tasks such as running 
applications, using local and network 
printers, shutting down the computer, 
and locking the computer. Users can 
install applications that only they are 
allowed to use if the installation program 
of the application supports per-user 
installation. 

Default Admin Users and Groups: 
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19.1- Add objects (users,group,OU,computers) in  active directory windows 
server 2008 

  windows server 2008فى  active directory  داخل( users,group,OU,computers) اضافة

 

Create user 
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Set password 

 

 

Set password 
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Create OU 

 

Create OU 
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Create group 

To create group right click on ITUsers OU and Click New and then click Group: 
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 Type group name , Group scope and type for that and click OK: 

 

The Group type indicates whether the group can be used to assign permissions to other network 
resources, such as files and printers. Both security and distribution groups can be used for e-mail 
distribution lists. 

The Group scope determines the visibility of the group and what type of objects can be contained 
within the. 

 

ITGroup group created: 
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To add member to that group double-click on that groups and click Members, click Add and type 
name for that user and click OK 

 

And click OK: 

 

 



  
     

54 
  أستاذ عبدالسلام صالح الراشدي 

19.1.1- create objects in active directory in windows server 2008 by using 
command line 

Open run  

 

Type cmd 
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Type those commands  

C:\> dsadd ou "ou=Elrashdi,dc=limu,dc=local" 

2- Delete OU 

C:\>dsrm "ou=Elrashdi,dc=limu,dc= local " 

3- Add child OU 

C:\>dsadd ou "ou=abdo,ou=Elrashdi,dc=limu,dc=local" 

4- Delete child OU 

C:\>dsrm "ou=abdo,ou=Elrashdi,dc=limu,dc=local" 

5- Add computer to active directory 

C:\>dsadd computer "cn=com1,cn=computers,dc=limu,dc= local " 

6- Delete computer 
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C:\>dsrm "cn=com1,cn=computers,dc=limu,dc= local " 

7- Add user to active directory 

C:\>dsadd user "cn=A.Elrashdi,cn=users,dc=limu,dc= local " -fn abdelsalam -ln saleh -pwd 
P@sw0rd -samid A.Elrashdi -upn A.Elrashdi@limu.loacl 

8- Delete user from active directory 

C:\>dsrm "cn=A.Elrashdi,cn=users,dc=limu,dc=local"  

19.2- Add objects (users,group,OU,computers) in  active directory windows 
server 2016 

Creating AD Users and Groups – Standard User Accounts 

Go through and setup all of the remaining user accounts for the environment and place them in 
the proper OUs. Remember, use the Copy feature as much as possible after setting up one user. 

Navigate to Group Policy OU | IT | Helpdesk | Users 

Right-click Users and select New | User

 

http://pc-addicts.com/wp-content/uploads/2016/02/Standard-AD-User-Create-1.png
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 Fill in the information 

 

Type a password twice. 

Leave the User must change password at next logon enabled 

 

Finish creating the users and placing them into the proper OUs. 

http://pc-addicts.com/wp-content/uploads/2016/02/Standard-AD-User-Create-2.png
http://pc-addicts.com/wp-content/uploads/2016/02/Standard-AD-User-Create-3.png
http://pc-addicts.com/wp-content/uploads/2016/02/Standard-AD-User-Create-2.png
http://pc-addicts.com/wp-content/uploads/2016/02/Standard-AD-User-Create-3.png
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Creating AD Users and Groups – Groups 

Finally, let’s create some groups and assign the associated people to them. 

  

Navigate to Group Policy OU | Groups – Security 

 Right-click Groups – Security 

Select New | Group 

 

http://pc-addicts.com/wp-content/uploads/2016/02/AD-Group-Create-1.png
http://pc-addicts.com/wp-content/uploads/2016/02/AD-Group-Create-2.png
http://pc-addicts.com/wp-content/uploads/2016/02/AD-Group-Create-1.png
http://pc-addicts.com/wp-content/uploads/2016/02/AD-Group-Create-2.png
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Fill in the information. For this one, I am calling this group IT Techs 

 

Now that the group is created, let’s add a member to it. 

Right-click the IS Techs group and select Properties 

 

In the Members tab, select Add. 

http://pc-addicts.com/wp-content/uploads/2016/02/AD-Group-Create-3.png
http://pc-addicts.com/wp-content/uploads/2016/02/AD-Group-Create-4.png
http://pc-addicts.com/wp-content/uploads/2016/02/AD-Group-Create-3.png
http://pc-addicts.com/wp-content/uploads/2016/02/AD-Group-Create-4.png
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Type the username and select Check Names. 

 

 

http://pc-addicts.com/wp-content/uploads/2016/02/AD-Group-Create-5.png
http://pc-addicts.com/wp-content/uploads/2016/02/AD-Group-Create-6.png
http://pc-addicts.com/wp-content/uploads/2016/02/AD-Group-Create-5.png
http://pc-addicts.com/wp-content/uploads/2016/02/AD-Group-Create-6.png
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When the system finds the account, you will see the full account details. Select OK.

 

Select OK when finished adding users to the group. 

 

 

http://pc-addicts.com/wp-content/uploads/2016/02/AD-Group-Create-7.png
http://pc-addicts.com/wp-content/uploads/2016/02/AD-Group-Create-8.png
http://pc-addicts.com/wp-content/uploads/2016/02/AD-Group-Create-7.png
http://pc-addicts.com/wp-content/uploads/2016/02/AD-Group-Create-8.png
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When finished, let’s nest a couple of groups within another group. 

This example, we have two Managers groups: Sales and Service Managers. We want to add 
those groups to a Management group. 

Right-click the Management group and select Properties. 

In the Members tab, click Add, type the names of the groups, and add them to the group. 

It should look like this: 

 

http://pc-addicts.com/wp-content/uploads/2016/02/AD-Group-Create-9.png


  
     

63 
  أستاذ عبدالسلام صالح الراشدي 

That’s it for this one! We have a foundation for our environment! Stay tuned for our next tutorial 
in the series! 

20-Join computers to domain controller 
التحكن فً جهٌغ الاجهسة الهوجودة فً الشبكة فٌجب ؼلًٌا اضافة جهٌغ الاجهسة داخل  لكً ٌستطٌغ

 الاجهسة داخل الذووٌيالذووٌي الزي تن اٌشائه وسبقا والطور التالً توضٌح كٌفه اضافة 

Before join computer to domain you have to check connectivity 

between server and Clint and put DNS on the Clint 
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Join computer to domain 
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Put the Ip of DNS server 

 

Join computer to domain 
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  ادخال اسن الذووٌي         

 

You have to type username and password 

that already save in active directory  

 ادخال اسن وستخذم ووجود داخل الذووٌي
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Type username and password 

 

Now computer is joined 

 

After restart the computer you have type limu\  then anf username and password to login  
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Now preparing the desktop 
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Now preparing the desktop 

 

21-Group  policy in windows server  

بكل بساطة هً ؼبارة ؼي اداة تًشًء وي خلالها قواؼذ تتٌح التحكن فً الهستخذوٌي والهوارد والاتطال 
بالوظول الى الاقراص   بحٌج تهًغ او تسهح بًاء ؼلى وا ٍرٍذه وذٍر الًظام. وحلا ارٍذ اى اسهح للهستخذم

الطلبة واوًغ غيره وي رلك واسهح للهستخذم بتغير خلفٌة سطح الهكتب واوًغ باقً الهستخذوٌي، واسهح 
 الخ.... للهستخذم  ووشاركة والوظول الى الهلفات الهشتركة واوًغ غيره

Group Policy is a hierarchical infrastructure that allows a network administrator in charge of 
Microsoft's Active Directory to implement specific configurations for users and computers. 
Group Policy can also be used to define user, security and networking policies at the machine 
level. 

Group Policy is a feature of the Microsoft Windows NT family of operating systems that controls 
the working environment of user accounts and computer accounts. Group Policy provides 
centralized management and configuration of operating systems, applications, and users' settings 
in an Active Directory environment. A version of Group Policy called Local Group Policy ("LGPO" 
or "LocalGPO") also allows Group Policy Object management on standalone and non-domain 
computers. 
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21.1- Apply Password policy in window server 2008  
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21.2- Allow user to connect locally on domain controller  
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21.3- Change  Desktop Wallpaper by Group Policy in Server 2012 R2 

 تغير خلفية سطح المكتب عن طريق القروب بولسي

 

We have created an Organizational Unit (OU) naming “Finance” and added some users in the OU 

 

Open GPMC (Group Policy Management Console) console, right click on the OU “Finance” and 
then click on “Create a GPO in this domain, and Link it here“ 
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On New GPO console,  enter the name of  group policy object. In this practical, the name of our 
GPO is “Set Desktop Wallpaper“. Click on Ok. 

 

To deploy desktop wallpaper through Group Policy, right click on the GPO “Set Desktop 
Wallpaper” and click on “Edit” to modify the GPO settings. Default Group Policy Objects are 
blank templates, we have to define the policy to make it work. 
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To Set Desktop Wallpaper via Group Policy, on Group Policy Management Editor Console, under 
User Configuration expand Policies then expand Administrative Templates. Under Desktop, click 
on Desktop to expand all policies. Now double click on Desktop Wallpaper to  open its settings. 

Under Desktop wallpaper console, we have to give the fully qualified path and name of the file 
that stores the wallpaper image. If the specified file is not available when the user logs on, no 
wallpaper is displayed. Moreover, users cannot specify alternative wallpaper. Select Enabled to 
enable the policy and specify the UNC path \\dc01\share\wallpapers\wall01.jpg. You can also use 
the setting to specify that the wallpaper image be centered, tiled, or stretched.  Users cannot 
change this specification. 

  



  
     

80 
  أستاذ عبدالسلام صالح الراشدي 

Now go to the client machine and login with the Domain User. You can see new Desktop 
Wallpaper would be deployed for the all the users created in Finance OU. 

21.4-  Hide C Drive Using Group Policies in Active Directory on Windows Server 
2012 R2 

 على جهاز معينC اخفاء القرص الصلب 

Creating a Group Policy Object 

Open server manager dashboard and click Group Policy Management. 

 

Expand the Tree: <domain name> node and right-click Group Policy Objects. Click New. 

 

http://www.faqforge.com/wp-content/uploads/2017/01/1-21.png
http://www.faqforge.com/wp-content/uploads/2017/01/2-22.png
http://www.faqforge.com/wp-content/uploads/2017/01/1-21.png
http://www.faqforge.com/wp-content/uploads/2017/01/2-22.png
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Provide a meaningful name and click OK. 

 

Right-click the GPO (Group Policy Object) you created in above step and click Edit. 

 

Go to User Configuration > Administrative Template > Windows Components > File 
Explorer. Right-click Hide these specified drives in My Computer and click Edit. 

http://www.faqforge.com/wp-content/uploads/2017/01/3-25.png
http://www.faqforge.com/wp-content/uploads/2017/01/4-20.png
http://www.faqforge.com/wp-content/uploads/2017/01/3-25.png
http://www.faqforge.com/wp-content/uploads/2017/01/4-20.png
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Choose Restrict C drive only and click Apply and then OK. 

 

http://www.faqforge.com/wp-content/uploads/2017/01/5-18.png
http://www.faqforge.com/wp-content/uploads/2017/01/6-15.png
http://www.faqforge.com/wp-content/uploads/2017/01/5-18.png
http://www.faqforge.com/wp-content/uploads/2017/01/6-15.png
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Linking a GPO (GroupPolicy Object) to an OU (Organisational Unit) 

Right-click the OU (In my case it is Students) you need to apply the policy and click Link an 
Existing GPO. 

 

Choose the GPO you created in above steps and click OK and you are done. 

 

http://www.faqforge.com/wp-content/uploads/2017/01/7-15.png
http://www.faqforge.com/wp-content/uploads/2017/01/8-12.png
http://www.faqforge.com/wp-content/uploads/2017/01/7-15.png
http://www.faqforge.com/wp-content/uploads/2017/01/8-12.png
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Testing the Group Policy 

Login to a client machine with a user and you will notice there is no C drive in My Computer. 
Make sure the user is from OU you chose in above steps. 

 

21.5- Changing the desktop background using Group Policy in windows server 
2016 

 windows server 2016تغير خلفية سطح المكتب عن طريق قروب بولسي 

Group Policy Configuration 

http://www.faqforge.com/wp-content/uploads/2017/01/11-11.png
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Right, lets fire up Group Policy Management. 

To start with we’ll create a new Group Policy Object, I’ll call it “Windows Server 2016 – Desktop 
Background” 

 

The policy setting that we want to edit is under “User Configuration” -> “Policies” -> 
“Administrative Templates” -> “Desktop” -> “Desktop” -> “Desktop Wallpaper” 
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Double click the “Desktop Wallpaper” setting 

 

 Click “Enable” 

 Set the wallpaper name to the UNC of the location of your desktop image file i.e. 
\\domain.com\NETLOGON\Backgrounds\WindowsServer2016Background.jpg 

 Set the “Wallpaper style” to “Fill” 
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 Click “OK” 

Within the same GPO navigate to “Computer Configuration” -> “Policies” -> “Administrative 
Templates” -> “System” -> “Group Policy” and locate the GP setting called “Configure user 
Group Policy loopback processing mode” 

 

 

Enable this setting and change the “Mode” to “Replace” 

The reason for this setting is to ensure that the “User Configuration” settings are applied to the 
server when the user logs in.  If this setting isn’t configured the policy won’t get applied to the 
server because the GPO is only associated to a OU with server (computer) objects.  Once done 
we can close this window and return to the Group Policy Management screen. 

Ok, as mentioned above this GPO is going to be applied to the server OUs however I suspect that 
your server OUs also contain Windows 2008/2012/2012R2 servers and you don’t want a Server 
2016 desktop applied to these servers.  To stop this from happening we can create a WMI filter 
that’ll single out Server 2016 servers. 

So…from Group Policy Management find “WMI Filters”, right click it and select “New” 
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Give it a name and description i.e. “Windows Server 2016” 

In the queries window click “Add” and add the following query 

select * from Win32_OperatingSystem where Version like “10.%” 

 

This query will ensure that the OS version is 10  (i.e. Server 2016) and won’t apply to any OS 
versions below this.  Click “OK” and click “Save” to exit the WMI filter window. 

Applying the GPO 
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Ok, so we have our nice new GPO created, the background image on the server and finally a WMI 
filter created to ensure that only 2016 Servers get the new background. 

We just need to apply this GPO to the OU container that houses the servers, in my example I am 
targeting the DCs.  Then we need to set the WMI filter on the GPO to be the one we just created 
above. 

 

All needs to be done now is to run GPUPDATE on the servers.  Log off and log back in and see 
that nice new background! 

22-Delegation in windows server 

 container اعطاء تفويض او صلحيه للمستخذم او مجموعة من المستخذمين على مستوى الذومين او 
  OUاو 

Delegation is one of the most important security features of Active Directory Domain Services. 
Delegation enables a higher administrative authority to grant specific administrative rights for 
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containers and subtrees to individuals and groups. Domain administrators, with broad authority 
over large segments of users, are no longer required. 

 

 

22.1- Delegation in windows server 2008 

 windows server 2008تفوٍض او ظلاحٌات ؼلً طرٍق 

You can use the Delegation of Control Wizard to assign special permissions. 

The following permissions can be set with one click: 

 Create, delete an manage user accounts 
 Reset user passwords and force password change at next logon 
 Read all user information 
 Create, delete and manage groups 
 Modify the membership of a group 
 Manage Group Policy links 
 Generate Resultant Set of Policy (Planning and Logging) 
 Create, delete and manage inetOrgPerson acocounts 
 Reset inetOrgPerson password an force password change at next logon 
 Read all inetOrgPerson information 
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Active Directory Delegation wizard 

This wizard is available when you open Active Directory Users and Computers console and 
select Organizational Unit (OU) or domain on which you want to start delegating privileges. Click 
right mouse button and choose “Delegate Controll…” option. You should see a wizard 
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Follow with the wizard and choose desired options. At the first screen, you will be prompted for 
user or group to which you want to grant permissions. 

 

Note! It is good practice to not add users directly in Delegation Control wizard. Instead of adding 
them directly, please create dedicated group and grant permission to it. Put each user who 
requires permissions into that group. 



  
     

93 
  أستاذ عبدالسلام صالح الراشدي 

 

 

 

In case that you want to create a custom task to delegate, choose the second option and click 
“Next” button 
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choose “Only the following objects in this folder” option and select appropriate object(s) from the 
list 
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22.2- Delegation in windows Server 2012  

 windows server 2012تفويض او صلاحيات علي طريق 

You can use the Delegation of Control Wizard to assign special permissions. 

 The following permissions can be set with one click: 
 Create, delete an manage user accounts 
 Reset user passwords and force password change at next logon 
 Read all user informaiton 
 Create, delete and manage groups 
 Modify the membership of a group 
 Manage Group Policy links 
 Generate Resultant Set of Policy (Planning and Logging) 
 Create, delete and manage inetOrgPerson acocounts 
 Reset inetOrgPerson password an force password change at next logon Read all 

inetOrgPerson information 
Here is a example. 

In Users and Computers click on a OU or group with the right mousekey. 

Click "Delegate Control“ 
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The "Delegation of Control Wizard" starts 

Click "Next" 

Select a User or Group 

 

 

Click "Next" 
Select the rights you want to delegate 
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23- Security and Sharing windows server 

the difference between share permissions and file permissions; essentially they refer to the 
security setting that a user may have on a local server, versus a folder or file shared on that 
server. In short, share permissions apply to files or folders shared over the network and file 
permissions are used to restrict a user who is logged onto that machine. Figuring out how these 
permissions combine was a pain in NT, however Microsoft has included an effective permissions 
tool with XP and Windows Server 2003. Just click on the shared file or folder in Explorer, choose 
the Security tab, click Advanced, and then choose the tab for Effective Permissions. 
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23.1- Security and Sharing windows server 2008 

وهً ؼبارة ؼي طرٍقة وػٌي لحهاٍة الهجلذات وي الذخول الغير وصرح بها  Securityؼهلٌة 
لحهاٍة هزا الهجلذ او الهلف بحٌج ٍتن تحذٍذ الاشخاص الهخول لهن بذخول اٍضا الطلاحٌات 

 الهحذد لكل شخض. 

  loginوغ ولاحظة اى ؼهلٌة الاوي ؼادة تطٌق ؼًذم ٍذخل وستخذم ؼًذها ظلاحٌة بػهل 
 ؼلً السيرفر. 

 

وهً وشاركة هزا الهجلذ ؼي طرٍق الشبكة بحٌج ٍهكي الوظول الً  Sharingام ؼهلٌة 
جهٌغ الهجلذات الهوجودة داخل السيرفر ؼي طرٍق الاجهسة الاخرى داخل الشبكة كلا وفقا  

 للطلاحٌات الهػطاة له ؼي طرٍق وذٍر الشبكة. 
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23.2- security and sharing in windows server 2016 

Share Files and Folders in Windows Server 

Before start sharing files make sure that the advanced sharing settings is configured correctly 
from control panel with firewall settings then select the folder you want to share. Here we will 
share files with File and Storage Services, it’s already available in windows server by default. 

Go to Server manager click File and Storage Services then click shares>tasks>New share to 
create a folder share on server. 
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New Share 

Select a share profile for the folder you want to share then click Next. 

SMB Share Quick: (SMB) is the standard file sharing used by all versions of Windows. SMB Share 
Quick provides basic SMB sharing with full share and NTFS permission. 

SMB Share Advanced: Provides SMB sharing with full share and NTFS permission and access to 
services provided by File Server Resource Manager. 

SMB Share Application: Provides SMB sharing with settings suitable for Hyper-V and other 
applications. 

 

NFS Share Quick: (NFS) is the standard file sharing protocol used by most UNIX, Linux. NFS 
Share Quick provides NFS sharing with authentication permission and access to services 
provided by File Resource Manager. 

NFS Share Advanced: Provides NFS Sharing with authentication and permission and access to 
services provided by File Resource Manager. 

 

Share Profile 
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Now select the server and select a volume on the server or specify the folder path you want to 
share. To share a custom path, choose Type a custom path and browse the folder then click Next. 

Share path 

On the specify share name page, type a share name and click Next. 

 

 

Share Name 
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Here you have to select the sharing options you need, if you don’t know the definition read then 
mark them if required. 

Select any or all of the following options: 

Enable Access-Based Enumeration: Prevents users from seeing files and folders 

they do not have permission to access. 

Allow Caching Of Share: Enables offline users to access the contents of this share. 

Enable BranchCache On The File Share: Enables BranchCache servers to cache 

files accessed from this share. 

Encrypt Data Access: Causes the server to encrypt remote file access to this share. 

 

Configure Share Settings 

 Now Specify the permissions to control access read or write by clicking on Customize 
permissions then add, remove or change users permission and click Next. 
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Permissions 

 

Confirm that the shared settings are configured properly and click Create. 

 

Confirmation 

The share was created successfully with its appropriate permissions, click close. 
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Shared 

To check the folder shared go to Network>your computer then your shared files will be there. 

Also you can see them by typing \\yourcomputername\ in the file explorer. 

Configure file Shares using file Explorer 

 Navigate to the folder then right click and select Properties, click on sharing tab then click 
Advanced sharing. 

 

 

Sharing 
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Mark on Share this folder and enter a share name then click on permissions to add, remove or 
change permissions of users and click ok. 

When the folder sharing is configured properly, click Apply then ok. Your folder will be shared 
successfully. 

Also, you can manage caching of the folder by clicking on caching and select the one you want. 
(Caching enables offline files for the users those who have enabled offline files. You can choose if 
the folder should be available offline or not. 

 

Offline Settings 

All right, this was all about configured file shares in windows server 2016, hope it would be 
helpful and informative. 
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24-Install Remote Server Administration Tools (RSAT) 

RSAT  وهً اداء تسهح بتحهٌل جهٌغ الخذوات الرئٌسة الهوجود داخل السيرفر وحل 

Active directory users and computers, server manager, DNS,DHCP  ؼلى وًٍذوزclient  (windows 
seven,8,10.) 

Remote Server Administration Tools (RSAT) enables IT administrators to remotely manage roles 
and features in Windows Server 2019, Windows Server 2016, Windows Server 2012 R2, Windows 
Server 2012, Windows Server 2008, and Windows Server 2008 R2 from a computer that is 
running Windows 10, Windows 8.1, Windows 8, Windows 7, or Windows Vista. 

You cannot install RSAT on computers that are running Home or Standard editions of Windows. 
You can install RSAT only on Professional or Enterprise editions of the Windows client operating 
system 

RSAT allows administrators to run snap-ins and tools on a remote computer to manage features, 
roles and role services. The software includes tools for cluster-aware updating, Group Policy 
management and Hyper-V management, as well as the Best Practices Analyzer. 

 

RSAT runs on Windows 7, Windows 8, Windows Server 2008, Windows Server 2008 R2 and 
Windows Server 2012. 
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How to Install Remote Server Administration Tools (RSAT) on Windows 7 

After downloading either the 64-bit or 32-bit version, based upon your needs, you will then 
install it on any Windows 7 system that will be used to remotely manage your servers. 

Note: In order to use RDP to manage your servers you do not need to install anything! The RSAT 
package will allow you to connect to the servers on your network as though you were using one 
of the tools on one of your servers, and allow you to perform all the management tasks on your 
network 

you must be either a member of the Administrators group on the computer on which you want to 
install the Administration Tools pack, or you must be logged on to the computer by using the 
built-in Administrator account. 

Remote Server Administration Tools Installation Instructions; 

This article shows you how to download and install an important update in Windows 7. NOTE: All 
versions of Administration Tools Pack or Remote Server Administration Tools for Windows Vista 
with SP1 need to removed from the computer before downloading this version. (Including copies 
in different languages) 

Double-click the downloaded file after choice the type version 64bit or 32bit  to start the Remote 
Server Administration Tools for Windows 7 Setup Wizard. Follow all the steps through the 
installation (basically it’s “Next” all the way to the “Finish” button…) 
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When you run the update package you will see this message, which explains that you are able to 
install an update – click ‘Yes’ 
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Next, click Start, click Control Panel, and then click Programs. In the Programs and Features area, 
click Turn Windows features on or off. 
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Next, click Start, click Control Panel, and then click Programs. In the Programs and Features area, 
click Turn Windows features on or off. 

 

If you are prompted by User Account Control to enable the Windows Features dialog box to 
open, click Continue. 
In the Windows Features dialog box, expand Remote Server Administration Tools. Select the 
remote management tools that you want to install. Click OK. 

If the Start menu does not display the Administration Tools shortcut you will need to configure it: 

Right-click Start, and then click Properties. 

On the Start Menu tab, click Customize. 

In the Customize Start Menu dialog box, scroll down to System Administrative Tools, and then 
select Display on the All Programs menu and the Start menu. Click OK. Shortcuts for snap-ins 
installed by Remote Server Administration Tools for Windows 7 are added to the Administrative 
Tools list on the Start menu. 
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25-Additional Domain Controller 

الاجابة ؼي هزا السؤال بسٌطة جذا اولا  ,Additional domain لهارا ٌحي ٌحتاج الً "ٌطاق اضافً" او
 او لتحسٌي الهطادقة للًطاق فً ووقغ بػٌذ او بالاٌجليزي Services Redundancy لخذوات الوفرة او ال

for domain authentication improvement in remote site, ٌاٌٌا فً حالة فشل ال server  او توقفه ؼي
  ٍقوم بجهٌغ الخذوات والوظائف الخادم الاولالزي ٍستطٌغ اى  الػهل ٍكوى لذًٍا واحذا اخر

ؼلٌك بتفػٌل خطائض كارت الشبكة لكً تبذاء ؼهلٌة الترقٌة. كها  sever  اٌت تحتاج الً تستطٌب الاولا 
او القابلة  subnet routable او ال subnet وي ٌفس ال static IP ٍتطلب domain controller server اى ال

واٌت تحتاج  DNS Servr هذ ؼلًتػت Directory Services للتوجٌه داخل الشبكة كها اى خذوات الذلٌل او ال
 DNS IP ٍستخذم additional server الً الاشارة بشكل ظحٌح اٍي ٍتن تشغٌل الخذوة، فً وحالًا هزا ال

address 192.168.1.1 كها ٍوجذ بالطورة فً الاسفل: 

Why do we need to add additional Domain Controller? This answer is very simple: “for services 
redundancy” or “for domain authentication improvement in remote Site”. 
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•In case of server failure, we still have another one which can provide necessary services in our 
network, which avoids business discontinuity. 

 

25.1- Install Additional Domain Controller windows server 2008 

To set up an Additional Domain Controller, I will use the dcpromo.exe command. To use the 
command, click on Start > Run > and then write dcpromo > Click OK 

 

The system will start checking if Active Directory Domain Services ( AD DS) binaries are 
installed, then will start installing them. The binaries could be installed if you had run the 
dcpromo command previously and then canceled the operation after the binaries were installed. 
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 The Active Directory Domain Services Installation Wizard will start, either enable the 
checkbox beside Use Advanced mode installation and Click Next , or keep it unselected and click 
on Next 

 

On the Choose a Deployment Configuration page, click Existing forest, click Add a domain 
controller to an existing domain, and then click Next. 
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On the Network Credentials page, type your domain name, my domain name is elmajdal.net ( was 
set in the previous article ) , so I will type LIMU.local 
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Additional Domain Controller 

To set up an Additional Domain Controller, you will need an account that must be either a 
member of the Enterprise Admins group or the Domain Admins group. We have two options:  

My Current logged on credentials ( DomainName\Username or MachineName\Username)  

Alternate credentials  

If you have previously joined this server to the domain and you are currently logged in to it with 
an Enterprise Admin/Domain Admin user, then you can use the first option (My current logged 
on credentials) . As you can see this option is grayed here, and the reason for this is below it. It is 
because I'm currently logged in with a local user, the machine is not a domain member. I'm left 
out with the second option: Alternate credentials  

•To enter the Alternate credentials, click Set. In the Windows Security dialog box, enter the user 
name and password for an account that must be either a member of the Enterprise Admins group 
or the Domain Admins group > then click Next.  

Enter the credentials 

 

On the Select a Domain page, select the domain of the Additional Domain Controller, and then 
click Next, as I already have only one domain, then it will be selected by default 
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Select the site of domain controller 

On the Select a Site page, either enable the checkbox beside Use the site that corresponds to the 
IP address of this computer, this will install the domain controller in the site that corresponds to 
its IP address, or select a site from the list and then click Next. If you only have one domain 
controller and one site, then you will have the first option grayed and the site will be selected by 
default as shown in the following image 

Select the site of domain controller 
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DNS and Global catalog 

On the Additional Domain Controller Options page, By default, the DNS Server and Global 
Catalog checkboxes are selected. You can also select your additional domain controller to be a 
Read-only Domain Controller (RODC) by selecting the checkbox beside it 

DNS and Global catalog 

My primary domain controller is a DNS Server is well, and this can be verified by reading the 
additional information written in the below image, that there is currently 1 DNS server that is 
registered as an authoritative name server for this domain. I do want my Additional DC to be a 
DNS server and a Global catalog, so I will keep the checkboxes selected. Click Next 

Additional Domain Controller 

 

 

Select DNS 
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If you select the option to install DNS server in the previous step, then you will receive a message 
that indicates a DNS delegation for the DNS server could not be created and that you should 
manually create a DNS delegation to the DNS server to ensure reliable name resolution. If you 
are installing an additional domain controller in either the forest root domain (or a tree root 
domain) , you do not need to create the DNS delegation. In this case, you can safely ignore the 
message and click Yes. 

 

Install form media 

In the Install from Media page ( will be displayed if you have selected Use advanced mode 
installation on the Welcome page, if you didn't select it, then skip to step # 15), you can choose to 
either replicate data over the network from an existing domain controller, or specify the location 
of installation media to be used to create the domain controller and configure AD DS. I want to 
replicate data over the network, so I will choose the first option > click Next 

Install form media 
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Select a source domain 

 

Install read only control or not 

If you want to choose from the list, any domain controller can be the installation partner. 
However, the following restrictions apply to the domain controllers that can be used as an 
installation partner in other situations:  
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A read-only domain controller (RODC) can never be an installation partner.  

•If you are installing an RODC, only a writable domain controller that runs Windows Server 2008 
can be an installation partner.  

•If you are installing an additional domain controller for an existing domain, only a domain 
controller for that domain can be an installation partner.  

Log file and sysvol 

Now you will have to specify the location where the domain controller database, log files and 
SYSVOL are stored on the server. The database stores information about the users, computers 
and other objects on the network. the log files record activities that are related to AD DS, such 
information about an object being updated. SYSVOL stores Group Policy objects and scripts. By 
default, SYSVOL is part of the operating system files in the Windows directory Either type or 
browse to the volume and folder where you want to store each, or accept the defaults and click 
on Next 

Finish installation 
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Backup and recovery 

Note : Windows Server Backup backs up the directory service by volume. For backup and 
recovery efficiency, store these files on separate volumes that do not contain applications or 
other nondirectory files. 

•In the Directory Services Restore Mode Administrator Password (DSRM) page, write a password 
and confirm it. This password is used when the domain controller is started in Directory Services 
Restore Mode, which might be because Active Directory Domain Services is not running, or for 
tasks that must be performed offline. 

 

Finish installation 

Summary page will be displayed showing you all the setting that you have set . It gives you the 
option to export the setting you have setup into an answer file for use to automate subsequent 
AD DS operations, if you wish to have such file, click on the Export settings button and save the 
file. Then click Next to begin AD DS installation 

Active Directory Domain Services installation will be completed, click Finish, then click on 
Restart Now to restart your server for the changes to take effect 
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25.2- Add Additional Domain Controller to a windows Server 2012 

When you try and run DCPromo from the explorer shell on Windows Server 2012, you will 
receive the following message “The Active Directory Domain Services Installation Wizard is 
relocated in Server Manager.. 
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No DCPromo, what now?! DCPromo is deprecated in Windows Server 2012, so adding an 
additional Domain Controller is slightly different than in earlier versions. The new process is still 
straight forward, and the wizard will even extend the schema (to version 56) for you- meaning 
it’s a one-stop process. Adding a Windows Server 2012 Domain Controller requires a Windows 
Server 2003 forest functional level or higher on your existing forest.  

•Promoting a Server 2012 to a Domain Controller  

•Open Server Manager, select Local Server on the left hand side then choose Manager -> Add 
roles and Features.  

Add roles and features 

 

Add roles and features. 

 

Select first option 
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Select the server you wish to promote. 

 

Click Add Features 
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Add features 

 

AD DS 
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Confirmation 

 

Results
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You’ll now notice you have a notification, prompting you to promote this server to a domain 
controller. 
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We are adding a domain controller to an existing domain, specify the domain and domain 
administrator credentials. 

 

It will make the additional DC a DNS and GC by default, we do not want to make this a Read Only 
Domain Controller. You have the option to add the DC to a particular Site. Enter your DSRM 
password (as usual, keep this safe!). 
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You can typically ignore the warning about DNS delegation, a more detailed explanation can be 
found here  

 

 

You can install from Media, which is useful if you are promoting a DC in a branch office with a 
poor connection- it will significantly reduce the initial Active Directory replication. You can 
specify a particular DC for the initial replication. 
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This screen tells us it will prepare the Forest, Schema and domain for us (Server 2012 uses 
Schema Version 56). 

 

 

Review screen and option to view the Powershell script. 
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Click Install. 

 

The install will tick over and when it has finished the server will be restarted. 
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25.3-Additional domain control in windows server 2016 

Prerequisites 

 Static IP is configured 

 Administrator account has strong password 

 Firewall is turned off 

 DNS server settings in TCP/IPv4 are correct and they are pointing to a domain controller 

Add a New Domain in Existing Forest in Windows Server 2016 

Open server manager dashboard and click Add roles and features. 

Read the prerequisites and click Next. 

 

Choose Role-based or feature-based installation and click Next. 

https://www.faqforge.com/wp-content/uploads/2017/04/1-6.png
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Choose the destination server on which you want to configure the new domain and click Next. 

 

Choose Active Directory Domain Services from server roles. As soon as you check the server 
role, a new window pop up click Add Features. 

https://www.faqforge.com/wp-content/uploads/2017/04/2-6.png
https://www.faqforge.com/wp-content/uploads/2017/04/3-6.png
https://www.faqforge.com/wp-content/uploads/2017/04/2-6.png
https://www.faqforge.com/wp-content/uploads/2017/04/3-6.png
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Click Next. 

 

Click Next. 

https://www.faqforge.com/wp-content/uploads/2017/04/4-6.png
https://www.faqforge.com/wp-content/uploads/2017/04/5-5.png
https://www.faqforge.com/wp-content/uploads/2017/04/4-6.png
https://www.faqforge.com/wp-content/uploads/2017/04/5-5.png
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https://www.faqforge.com/wp-content/uploads/2017/04/6-5.png
https://www.faqforge.com/wp-content/uploads/2017/04/7-4.png
https://www.faqforge.com/wp-content/uploads/2017/04/6-5.png
https://www.faqforge.com/wp-content/uploads/2017/04/7-4.png
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Click Install and wait for an installation to finish. This may take several minutes to complete. 

 

Click Promote this server to a domain controller. 

 

https://www.faqforge.com/wp-content/uploads/2017/04/8-4.png
https://www.faqforge.com/wp-content/uploads/2017/04/9-4.png
https://www.faqforge.com/wp-content/uploads/2017/04/8-4.png
https://www.faqforge.com/wp-content/uploads/2017/04/9-4.png
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Choose to Add a new domain to an existing forest, and tree domain from domain type. Provide 
forest name, new domain name, and credentials of an account which is part of enterprise admin 
group. Click Next when you are done. 

 

Provide Directory Services Restore Mode (DSRM) password and click Next. Keep the rest of the 
options as default while making sure the options for Domain Name System (DNS) Server and 
Global Catalog (GC) are checked. 

https://www.faqforge.com/wp-content/uploads/2017/04/10-4.png
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Ignore the warning and click Next. 

 

Click Next. 

https://www.faqforge.com/wp-content/uploads/2017/04/11-4.png
https://www.faqforge.com/wp-content/uploads/2017/04/12-4.png
https://www.faqforge.com/wp-content/uploads/2017/04/11-4.png
https://www.faqforge.com/wp-content/uploads/2017/04/12-4.png
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Click Next. 

 

https://www.faqforge.com/wp-content/uploads/2017/04/13-4.png
https://www.faqforge.com/wp-content/uploads/2017/04/14-3.png
https://www.faqforge.com/wp-content/uploads/2017/04/13-4.png
https://www.faqforge.com/wp-content/uploads/2017/04/14-3.png
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Click Install and wait for the configuration to finish. This may take several minutes to complete. 

 

When you are done with configuration, the server will be rebooted automatically. After reboot, 
you can login with your domain admin account and start managing the new domain. 

https://www.faqforge.com/wp-content/uploads/2017/04/15-2.png
https://www.faqforge.com/wp-content/uploads/2017/04/16-2.png
https://www.faqforge.com/wp-content/uploads/2017/04/15-2.png
https://www.faqforge.com/wp-content/uploads/2017/04/16-2.png
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26-Read only domain controller 

 Active هو خادم ٍستضٌف أقسام للقراءة فقط فً قاؼذة بٌاٌات (RODC) وجال للقراءة فقطوحذة تحكن 
Directory وٍستجٌب لطلبات وطادقة الأواى. 

فً وضغ القراءة فقط ، ٍهكي لوحذة التحكن بالهجال الاستجابة للطلبات بسرؼة أكبر ٌظرًا لأٌه لا داؼً 
 إلى ٌسخها ٌسخًا وتهاخلًا إلى وحذات التحكن بالهجال الأخرى.للقلق بشأى وػالجة التغٌيرات التً تحتاج 

Why would you ever want to deploy RODCs? This domain controller mode is highly useful if you 
want to provide Active Directory authentication services in a location that is not adequately 
secure for a writable copy of your Active Directory database. Also, in read-only mode, the 
domain controller can respond to requests more quickly since it doesn’t have to worry about 
processing changes that need to be replicated up to other domain controllers. It is also a good 
option if you have an application that performs best when installed on a domain controller. By 
running that application on an RODC rather than a regular domain controller, you don’t run the 
risk that the DC will be inadvertently used by the application to make changes to your directory. 
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26.1- Read only domain controller in windows server 2008 

To set up an read only domain Controller, I will use the dcpromo.exe command. To use the 
command, click on Start > Run > and then write dcpromo > Click OK 

 

 

The system will start checking if Active Directory Domain Services ( AD DS) binaries are 
installed, then will start installing them. The binaries could be installed if you had run the 
dcpromo command previously and then canceled the operation after the binaries were installed. 

 

The Active Directory Domain Services Installation Wizard will start, either enable the checkbox 
beside Use Advanced mode installation and Click Next , or keep it unselected and click on Next 
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On the Choose a Deployment Configuration page, click Existing forest, click Add a domain 
controller to an existing domain, and then click Next. 
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On the Network Credentials page, type your domain name, my domain name is elmajdal.net ( was 
set in the previous article ) , so I will type LIMU.local 

 

Enter the credentials 

 

On the Select a Domain page, select the domain of the Additional Domain Controller, and then 
click Next, as I already have only one domain, then it will be selected by default 
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Select the site of domain controller 

On the Select a Site page, either enable the checkbox beside Use the site that corresponds to the 
IP address of this computer, this will install the domain controller in the site that corresponds to 
its IP address, or select a site from the list and then click Next. If you only have one domain 
controller and one site, then you will have the first option grayed and the site will be selected by 
default as shown in the following image 

Select the site of domain controller 
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DNS and Global catalog 

On the read only domain Controller Options page, By default, the DNS Server and Global Catalog 
checkboxes are selected. You can also select your additional domain controller to be a Read-only 
Domain Controller (RODC) by selecting the checkbox beside it. 

Read only domain controller 

 

Specify the password replication 
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You can add specific user from original domain controller to read information from primal 
domain controller 
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Select Specific user 
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Select DNS 

If you select the option to install DNS server in the previous step, then you will receive a message 
that indicates a DNS delegation for the DNS server could not be created and that you should 
manually create a DNS delegation to the DNS server to ensure reliable name resolution. If you 
are installing an additional domain controller in either the forest root domain (or a tree root 
domain) , you do not need to create the DNS delegation. In this case, you can safely ignore the 
message and click Yes. 

 

 

 

Install form media 

In the Install from Media page ( will be displayed if you have selected Use advanced mode 
installation on the Welcome page, if you didn't select it, then skip to step # 15), you can choose to 
either replicate data over the network from an existing domain controller, or specify the location 
of installation media to be used to create the domain controller and configure AD DS. I want to 
replicate data over the network, so I will choose the first option > click Next 
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Install form media 

 

 

Select a source domain 

On the Source Domain Controller page of the Active Directory Domain Services Installation 
Wizard, you can select which domain controller will be used as a source for data that must be 
replicated during installation, or you can have the wizard select which domain controller will be 
used as the source for this data. You have two options :  

Let the wizard choose an appropriate domain controller  Use this specific domain controller  
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Select a source domain 

 

Log file and sysvol 

Now you will have to specify the location where the domain controller database, log files and 
SYSVOL are stored on the server. The database stores information about the users, computers 
and other objects on the network. the log files record activities that are related to AD DS, such 
information about an object being updated. SYSVOL stores Group Policy objects and scripts. By 
default, SYSVOL is part of the operating system files in the Windows directory Either type or 
browse to the volume and folder where you want to store each, or accept the defaults and click 
on Next 

Finish installation 
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Backup and recovery 

Note : Windows Server Backup backs up the directory service by volume. For backup and 
recovery efficiency, store these files on separate volumes that do not contain applications or 
other nondirectory files.  

•In the Directory Services Restore Mode Administrator Password (DSRM) page, write a password 
and confirm it. This password is used when the domain controller is started in Directory Services 
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Restore Mode, which might be because Active Directory Domain Services is not running, or for 
tasks that must be performed offline.  

Backup and recovery 

 

Finish installation 

Summary page will be displayed showing you all the setting that you have set . It gives you the 
option to export the setting you have setup into an answer file for use to automate subsequent 
AD DS operations, if you wish to have such file, click on the Export settings button and save the 
file. Then click Next to begin AD DS installation 
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Finish installation 

Active Directory Domain Services installation will be completed, click Finish, then click on 
Restart Now to restart your server for the changes to take effect 

 

 

 

 

26.2- Read only domain control in windows server 2012 

You’ll now notice you have a notification, prompting you to promote this server to a domain 
controller. 
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We are adding a domain controller to an existing domain, specify the domain and domain 
administrator credentials 
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It will make the read only DC a DNS and GC by default, we do not want to make this a Read Only 
Domain Controller. You have the option to add the DC to a particular Site. Enter your DSRM 
password (as usual, keep this safe!). 
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You can install from Media, which is useful if you are promoting a DC in a branch office with a 
poor connection- it will significantly reduce the initial Active Directory replication. You can 
specify a particular DC for the initial replication. 

 

This screen tells us it will prepare the Forest, Schema and domain for us (Server 2012 uses 
Schema Version). 
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Click Install. 

 

 

The install will tick over and when it has finished the server will be restarted. 
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27- Tree  Domain 

تتكوى شجرة الهجال وي ؼذة ٌطاقات تشترك فً وخطط وتكوٍي شائػٌي ، وها ٍشكل وساحة اسن 
بواسطة ؼلاقات الحقة. الذلٌل الًشط ؼبارة ؼي وجهوؼة وجاورة. ٍتن أٍضاً ربط الهجالات فً شجرة وػاً 

 واحذة أو أكثر وي الأشجار.

A domain tree is made up of several domains that share a common schema and configuration, 
forming a contiguous namespace. Domains in a tree are also linked together by trust 
relationships. Active Directory is a set of one or more trees. 

Trees can be viewed two ways. One view is the trust relationships between domains. The other 
view is the namespace of the domain tree. Child domain is a part of your main domain, if 
yahoo.com is your main domain then your sub domain will be mail.yahoo.com.  

Domain Controller is simply a physical machine, on which you install your domain. 
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27.1- Install tree  Domain in  windows server 2008 

To set up an tree Domain, I will use the dcpromo.exe command. To use the command, click on 
Start > Run > and then write dcpromo > Click OK 

 

The system will start checking if Active Directory Domain Services ( AD DS) binaries are 
installed, then will start installing them. The binaries could be installed if you had run the 
dcpromo command previously and then canceled the operation after the binaries were installed. 

 

The Active Directory Domain Services Installation Wizard will start, either enable the checkbox 
beside Use Advanced mode installation and Click Next , or keep it unselected and click on Next 
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Select create a new domain tree root instead of a new child domain 
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Write name of parent domain 

 

Name of tree 

 

Domain Netbios name 
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Select a site 
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DNS 

 

 

Source domain controller 
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27.2- Install tree  Domain in  windows server 2012 

 

 

Enterprise admin password of parent domain 

 

 

Select the following options 
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DNS 

 

Netbios domain name 
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Next 
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Next then finish 

 

 

28-Child Domain 

A child domain  هوdomain  ًآخر ضهي أحذ الأبوٍي فً تسلسل هروً فactive directory  .الًشط
 forestسيرث ٌفس اسن وجال الرئٌسً وٍكوى فً ٌفس 

A child domain is another domain under a parent one in an active directory domain hierarchy. A 
child domain under a parent will inherit parent name and will in same forest  

You require additional domains within your AD DS forest. If the new domain is to share a 
contiguous namespace with one or more domains, you need to create a new child domain.  
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28.1-  Child Domain in windows server 2008R2 

To set up an Additional Domain Controller, I will use the dcpromo.exe command. To use the 
command, click on Start > Run > and then write dcpromo > Click OK 

 

The system will start checking if Active Directory Domain Services ( AD DS) binaries are 
installed, then will start installing them. The binaries could be installed if you had run the 
dcpromo command previously and then canceled the operation after the binaries were installed. 
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The Active Directory Domain Services Installation Wizard will start, either enable the checkbox 
beside Use Advanced mode installation and Click Next , or keep it unselected and click on Next 
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Choice create a new domain in existing forest 

 

Write name of parent domain 

 

Click set then type enterprise admin of parent domain 
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Browser then choice parent domain 
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Type name of child domain 

 

Domain Netbios name 

 

Select a site 
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Source domain controller 

 

Log files and sysvol 
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 Restore password 
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Summary 

 

28.2- Child Domain in a windows Server 2012 

When you try and run DCPromo from the explorer shell on Windows Server 2012, you will 
receive the following message “The Active Directory Domain Services Installation Wizard is 
relocated in Server Manager. For more information. 
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Add roles and features 

 

Add roles and features. 
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Select first option 

 

Select the server you wish to promote 
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Click Add Features. 

 

Add features 

 

AD DS 
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Confirmation 

 

Results 
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You’ll now notice you have a notification, prompting you to promote this server to a domain 
controller. 

 

 

Add a new domain to an existing domain 
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Select parent domain 

 

  

Type Enterprise password for admin 
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Choice the following then next 

 

 

Next 

 

 

Netbios domain name 
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Next then finish 

 



  
     

198 
  أستاذ عبدالسلام صالح الراشدي 

29-Trust between domains 
وختلفة وٌرٍذ اى ٍكوى هًاك ؼلاقة خقة وتوخٌقٌة بٌي هزه  forestsاحٌاٌا ٍكوى ؼًذٌا اكثر وي وجال فً 

 .الهجالات الهختلفة بحٌج ٍتن تبادل البٌاٌات والهػلووات بشكل سلسل وبذوى أي تػقٌذات 

You can link two disjoined Active Directory Domain Services (AD DS) forests together to form a 
one-way or two-way, transitive trust relationship. You can use a two-way, forest trust to form a 
transitive trust relationship between every domain in both forests. 

 

First open DNS 

 

First on domain controller of limu domain Open forward lookup zones the properties of limu.local 
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Zone transfers then allow zone transfers 
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Second on domain controller of ABC domain Open forward lookup zones the properties of 
abc.local 

 

Zone transfers then allow zone transfers 
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On abc domain Open the DNS then new zone 

 

 

Next 
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Secondary zone 

 

Type name of primer zone in another domain 

 

Ip address of another domain 
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Finish 
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Same in limu.local domain 

 

 

Zone name 
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Ip address of another domain 

 

Finish 

 

 

Open active directory domains and trusts 
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On abc domain Properties of abc.local 

 

 

On abc domain Properties of abc.local 
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Trusts 
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New trust 

 

Next 

 



  
     

209 
  أستاذ عبدالسلام صالح الراشدي 

Type name of another domain 

 

 

On abc domain complete the steps 
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Forest trust 

 

 

Two – way 
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Both this domain and the specified domain 

 

Type password of another domain 

 



  
     

212 
  أستاذ عبدالسلام صالح الراشدي 

Domain-wide authentication for LIMU.local 

 

Also for local domain 
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Trust complete 

 

Yes confirm 
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Yes confirm 

 

Finish 
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30-Backup windows server and active directory  

وي اهن الاشٌاء الزي ٍجب اى ؼهلها لضهاى استهرارٍة الػهل فً بٌئة الػهل الكبيرة هً ؼهل ٌسخ 
 windows server and active directoryاحتٌاطٌة لل 

Backing up Server 2008 Active Directory 

Now that we have the backup features installed we need to backup Active Directory. You could 
do a complete server backup, but what if you need to do an authoritative restore of Active 
Directory? 

As you'll notice in Server 2008, there isn't an option to backup the System State data through the 
normal backup utility. 

30.1-  Install Windows Server Backup 

Go to Start menu, and then select Administrative Tools, click on Server Manger. 

Under Server Manager window, click on the Add Features link from the features summary 
section. 
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Select the Windows Server Backup Features, and then click on Next. The Command-line Tools 
allows you to perform a DC backup and recovery from the command line.  

 

Backup Windows Server 2008 Active Directory 

Now that we have Windows Server Backup installed lets perform our first backup of Active 
Directory in Windows Server 2008. 

Go to Start menu, and then select Administrative Tools, click on Windows Server Backup. 
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Select the Backup Once option to perform an immediate backup as illustrated in the screen 
below. 

 

It will bring up the Backup Once Wizard, select Different Options and then click Next. 
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If you want to perform a full backup of your server, click on the Full server option. Now we’re 
going to perform a system state backup, so we choose the Custom option.  

 

In the next window, you can customize the items you want to backup. 
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Click on Add Items button, check the System state option from the list. You can also choose to 
backup the entire NTFS volume on your computer. 

 

Specify the destination type for your backup. A system-state backup can’t be performed directly 
to a network share so we have to choose the Local drives.  
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Next select a volume to store the backup. Windows Server Backup requires you to provide a 
separate target volume for the backup data. In single-volume server, you may need to shrink the 

existing partition to create a volume dedicated solely to backup data. 

 

 

In the next window, confirm the options you have selected and then click on Backup.  
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If you want to script the backup process, or if you are backing up a server on a Server Core 
installation, you can use the WBADMIN.EXE command-line program. WBADMIN provides a 

complete set of options that perform essentially the same functions as the MMC snap-in, 
including performing a system state backup 
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30.2- Restore window server 2008 

 window server 2008.إؼادة الًسخة الاحتٌاطٌة التً تن اخزها وسبقا فً حاله وجود وشكلة فً 

Start the computer by using the Windows Server 2008 DVD  

On the first screen Click Next. 

 

Select the “Repair your computer” option in the lower-left corner of screen. 

 

 



  
     

223 
  أستاذ عبدالسلام صالح الراشدي 

 It will show you any currently installed operating systems. Click Next. 

 

f this screen is blank you may have to load a third-party driver for your mass storage driver. You 
can click Load Drivers to load the mass storage driver from your USB flash drive. 

Click “Windows Complete PC Restore” 
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It will report “A valid backup location could not be found”. Click cancel. 

 

Select “Restore a different backup” then next. 

 

 

Click Advanced. 
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If the network adapter driver is included with Windows Server 2008 you can click “Search for a 
backup on the network. If the network adapter driver is not included you have to click “install a 
driver” and browse to your driver to load it. In my test I was using a Hyper-V virtual machine 
with the legacy network adapter. The legacy network adapter driver is in Windows Server 2008 
so that it just works. The synthetic driver is not included.  

 

Select the backup listed and then click Next. 
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Select the backup then Next. 

 

You are presented with the restore options. 
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The exclude disks option enables you to exclude disks from the restore process. 

The advanced button has the following options.  

 

Click Finish to confirm the settings. 

 

If you selected “Format and repartition disks” you are prompted with “Windows Complete PC 
restore will format the disks you chose to restore, which will erase all existing data”.  Click “I 
confirm that I want to format the disks and restore the backup”.  
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You can monitor the progress through the final dialog box. 

 

The restart will automatically occur or you can delay it. 

 

For some scenarios, you may want to do this manually. The following lists the basic general steps 
to do this at the command prompt.  
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At the following screen select the “Command prompt” option. 

 

The following subcommands for wbadmin provide backup and recovery functionality from a 
command prompt. 

To configure a backup schedule, you must be a member of the Administrators group. To perform 
all other tasks with this command, you must be a member of the Backup Operators or 
the Administrators group, or you must have been delegated the appropriate permissions. 

You must run wbadmin from an elevated command prompt. (To open an elevated command 
prompt, click Start, right-click Command Prompt, and then click Run as administrator.) 

Subcommand Description 

Wbadmin enable backup  Configures and enables a daily backup schedule. 

Wbadmin disable backup  Disables your daily backups. 

Wbadmin start backup Runs a one-time backup. If used with no parameters, uses the 
settings from the daily backup schedule. 

https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/wbadmin-enable-backup
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/wbadmin-disable-backup
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/wbadmin-start-backup
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Subcommand Description 

Wbadmin stop job Stops the currently running backup or recovery operation. 

Wbadmin get versions Lists details of backups recoverable from the local computer or, if 
another location is specified, from another computer. 

Wbadmin get items Lists the items included in a specific backup. 

Wbadmin start recovery  Runs a recovery of the volumes, applications, files, or folders 
specified. 

Wbadmin get status Shows the status of the currently running backup or recovery 
operation. 

Wbadmin get disks Lists disks that are currently online. 

Wbadmin start 
systemstaterecovery 

Runs a system state recovery. 

Wbadmin start 
systemstatebackup 

Runs a system state backup. 

Wbadmin delete 
systemstatebackup 

Deletes one or more system state backups. 

https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/wbadmin-stop-job
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/wbadmin-get-versions
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/wbadmin-get-items
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/wbadmin-start-recovery
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/wbadmin-get-status
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/wbadmin-get-disks
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/wbadmin-start-systemstaterecovery
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/wbadmin-start-systemstaterecovery
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/wbadmin-start-systemstatebackup
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/wbadmin-start-systemstatebackup
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/wbadmin-delete-systemstatebackup
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/wbadmin-delete-systemstatebackup
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Subcommand Description 

Wbadmin start 
sysrecovery 

Runs a recovery of the full system (at least all the volumes that 
contain the operating system's state). This subcommand is only 
available if you are using the Windows Recovery Environment. 

Wbadmin restore catalog  Recovers a backup catalog from a specified storage location in the 
case where the backup catalog on the local computer has been 
corrupted. 

Wbadmin delete catalog  Deletes the backup catalog on the local computer. Use this 
command only if the backup catalog on this computer is corrupted 
and you have no backups stored at another location that you can 
use to restore the catalog. 

 

 

 

 

 

  

https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/wbadmin-start-sysrecovery
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/wbadmin-start-sysrecovery
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/wbadmin-restore-catalog
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/wbadmin-delete-catalog
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