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   :ا�
 د*�
  

�ت ا��وت ��� ���ت $�#"!�ام %&'��ب أه3 ا2*1ر ا�/".-,) $&+*() ا"%��89 ه7ا ا:;
 $G#-1ب #-س و$س�< إذ ;:",B* C$ D ا�/س"1ى ا�/&"�ئ إ�> ا�/"1#< إ�> ا�/",�م

H 1ب-#G$ I"/*و D�/ ،ب  ;&�أ و�"%��*) BK اK (*�,/$TCP/IP Models ت�,�&OPو 
Client/Server BK DST* ح+V <-K و;ح"1ي ��ت ا��وت ��� آ/�-��#"!�ام $ Socket 
Programming وال Network Layer Protocols ام ال�!"#� و$:�ء أ�^/) *",�*) $
Multicasting  ت ال� وأ�^/) ا�"حRemote Desktop BK 3% آ�G^/) ا�/Pa/+ات و$+*(�
 �  Application Layer آ/� و;ح"1ي V <-K+ح *DST 2ه1P+$ 3آe1ت ال، $.� و�d+ه

�ت %&'��ت ا�)*+$ gh �iP� V+ح *m BK DST+ق ا�ح/�;) ووIk وأ�j+ا، وا#"!�ا*
�ت %&'��ت ا�)*+$ gh ت�#�   ...  ا�oSح��ت وا�س�

  
  
  

  :ا�هداء
  
�ب إ�>اه�ي ه7ا "%��3 وا�/&+*(�B ب ا�oO  ا�.�  ...ا�.+ب I�/H gh أ�ح�ء ا
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��� ا�.ر��1ا�0/.ل*��- ���� ا�����و��� وا��  : �� ا�
  

��� ا�����و���� :ا�
Chapter 1: An Overview on Networks & TCP/IP Programming 

  
Chapter 2: Managed I/O: Streams, Readers, and Writers 

 

Chapter 3: The Socket & Network Layer Programming 

 

Chapter 4: Advanced Multicasting Systems 

 

Chapter 5: Application Layer Programming 

 

Chapter 6: Network Security Programming 

 

��� ا�.ر��1� :ا�
�ت ا�(�;�ة #1ف Pح"1ي ا�:س!) ا�1ر�9) h�ksا B* +�t%�ذ P"%1ن *uou B) إ، K-> ا

g-; �  :أwHاء آ/
  

 وJava I�/H  والC++6  والVB6 ال  �/&+*(B* B�-Sh: 3i*g و;"%1ن :ا2ولا�(wء 
 ا�/&+*(�B ا�/:",-�B إ�> ا��وت ���

Part 1: Preparation to Dot Net  

 

Chapter 1: Dot Net Infrastructure & OOP 

 

Chapter 2:ADO.NET  

 

���) 1ShلB* و;"%1ن :ا����3ا�	2ء /u :(*�,"/��ت ا%&'�  اح"+ف $:�ء أ�^/) ا
�ت ا��وت ����:,P ام�!"#�$ 

Part 2: .Net Networks & TCP/IP Programming  

 

Chapter 3: An Overview on Networks & TCP/IP Programming 

  
Chapter 4: Managed I/O: Streams, Readers, and Writers 

 

Chapter 5: The Socket & Network Layer Programming 

 

Chapter 6: Advanced Multicasting Systems 

 

Chapter 7: Application Layer Programming 

 

Chapter 8: Remotting & Web Services 

 

Chapter 9: .Net Security Overview & Network Security Programming 

 

Chapter 10: Performance Improvement & Multithreading 

 
�ت و*'�ر;K (�-/K I-> أ�^/)  :ا�4��3ا�	2ء ,�&OP��� وت���ت $�#"!�ام ا%&'�  .ا

 
Part 3: .Net Networks Applications & Real Projects   

 

  ...ا�
?�و<� �� ا����ب وا�
=�ر;> ا�*��3 ;ح�.ي ���7���CD 5�# إ�5 
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��� ا�����و����  :��Cس ا�
ح�.;�ت �
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C. Multicast Conferencing Systems : 

1.Full/Half Duplex Multicast Video Conferencing System. 

2.Full/Half Duplex Multicast Desktop Conferencing 

System. 

3.Full/Half Duplex Multicast Text Conferencing System 
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Chapter 5: Application Layer Programming …………………………… Page 98 

 

Application Layer Programming 
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B. SMTP Programming 
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F. FTP Programming 
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   ا��<
[ ا��<�\ ��\ ا]

  

   IP/TCP* د*� �� ��*	� ا�="��ت و ��و'.آ.ل  : 1.1

�ل SPو#�-) ا +&K �i�.$ I* (-S"* ةwiH2ا B* (K1/)* gه (%&'�*B ا�/.+وف أن ا

 (/^:/�� ا�",س�3 ا�/.+وف :;���ل وا�"OSI +/P g*.�:) و*B ه:� #�:�رج SPeا (�-/.�

Pو (:�.* (Tو�� �i:* (,&m D%��ت ,&m (.&ت$س�,&m (.$أر <��ره� إS"jس) (3 ا/j

�"%��ت1P+$ ghTCP/IPآ1ل )  gh $.� ا,&O� : وB�&P ا�1Sرة ا�/+h,) ه�7 ا

  

  

  

  

  

 B�$ ل�SPeا (�-/K اء+HsClient و Server g-; �  : ;-wم *

 D#+/��ز اi)�   :ghClient ا

�) ا�/+#-) gh ال �#+�1��� اP (�-/K أ�&PApplication Layer D*�."�� ه:� اi"Tوو�� 

 <�� *B ص��) ��S) إi-;1حPو �iسT� (��#+�� K&+ ا�'&%) I*Data اi��،  ;/%B إر#

 (Vرد���ت ا�)*+$ gThChat <� 3u إ�> P 3"; ASCII CodeحD;1 ا�:ص ا�/%"1ب إ

 B* (K1/)*Binary Code +&K �i���"(w�iه� وإر# (h1TS* gh Ik1P Socket  7ي�وا

�ت ال m >$+;Application Layer&,) ال ,&m (�,$ I* TCP/IP  1ةO!�وه:� ��k1P ه�7 ا

...  
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�) ا�/%"1$) آ:ص $�#"!�ام ال �#+� إ�> ASCIIEncoding ClassوP (,;+m B�&PحD;1 ا

Byte Array:   

#C  

String str=Console.ReadLine(); 
ASCIIEncoding asen= new ASCIIEncoding(); 

   byte[] ba=asen.GetBytes(str); 

   

NET.VB 

Dim str As String = Console.ReadLine 
Dim asen As ASCIIEncoding = New ASCIIEncoding 
Dim ba As Byte() = asen.GetBytes(str) 

�ت P upper Layers,س�3 ال ghOSI P3 �/1ذج ,&m (uou <�   إ

Application </س; ��*� �Tسه أو *�+&��*I* D ا."� User Interface   

Presentation<��ت إ���&�� $"حD;1 ا,$��ت ا�/+#-) وهg آ/� �i+ت #���&�  D�t/P ا

  . ASCIIال

Session��ز;B و ا�".+;� $&.�3i اi)��B�$ �m ا!"�� ا�&�ء $./-�) اi�hو �.& ) �"h

  …) ا�(-س)

� 1H1$د TCP/IP (,&mأ*� gh $+و1Pآ1ل ال T"%h Application ت�,&O� وا�"P g,1م $./D ا

 gh <� ;"3 ا�".+ف وh"� ا�(-س) $.�ة 1Ojات OSI ،  ghsession Layerا�otث ا2و

 g-; �  :وهg آ/

�لPاe إH+اء -1S ز�i)$ g��&/�$.� Pح�;�  ا�/ح�د وذ�Port Cال  و K IP&+ ال server ا

 +&K ل #1اء�SPeا (�-/KUDP +&K أو TCP  

�ز الAuthentication ا�".+;� $:Tسه وD/K ال -2iH �-OP إذا ServerC�   ذ

3- �i�h(-س) أو ر�   9&1ل أو ر�h ا�(-س) و;"3 ذ�C $ ر#�ل ا�/1اh <-K (,h"� ا

�*K Port-> الServer D/.$ Listening $�أ ا�(-س) و�9�م ال-4�+&���ص $!�  �  ا

  

 D#+/��ز اiH 1م,; �m�!"�� ;"3 ا�/1اh <-K (,h"� ا�(-س) وا�&�ء $./-�) ا*�:K

Client (,&m ��) إ�> ا�O&,) اj2+ى وهg ه:�#+� وgh هTransport �7 $"ح/�D ا

 +&K ل #1اء�SPeا (.�&m �;ح�P 3"; (,&O� أو K&+ ال TCP  - Connection Protocolا

UDP - Connectionless ProtocolTh  �g ا�&+و1Pآ1ل ا2ول ;"P 3ح�;� B�h+m وه/

�ل أ*� ال Portا�/+#D وا�/س",&D وSPeا UDP و D#+/� P 3"�hح�;� ا�O+ف ا

 D&,"س/��ري(ا�"jال ) ا D/K B%/; أي ا�هBroadcast (:�.* (iH �;ح�P ون�$ 
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�) أي أن أي V!ص ;,1م $"K �:S&+ ه7ا ال�#+��ل ا&,"#ePort Listening I�O"س; 

��) ا#",&�#+��ل ;D/K �k1 ه�7 ا�O&,)، ل اt* ��#"!�ام ال وه:$ TCP Protocol:  

  

:#C 

TcpClient tcpclnt = new TcpClient(); 
tcpclnt.Connect("192.168.0.2",8001);  
 

:NET.VB 

Dim tcpclnt As TcpClient = New TcpClient 
tcpclnt.Connect("192.168.0.2", 8001) 

  

�gh �k1*g آ/� هBTCP 1 ا�1ص1ل gh ال وK 3"P/-�) ا�"ح,¨ *�"�  : ا�'%D ا

  

 

� Acknowledgmentإذ أ�ه gh آK D/-�) إر#�ل ;"3 إر#�ل رد i�h �+&!; D#+/� إ�> ا

(��#+� ا�7ي Packet 3P ر39 ال Header Acknowledgment و;+#gh D ال  ، $1ص1ل ا

�ه $:(�ح� . ACK ID و;س/> ال ا#",&

  

'��) K&+ ا�#+��هw ;,1م $�7i ا�./-�) Class&%) �س"!�م gh ا��وت �� وsر#�ل اH 

�ل وإر#�ل NetworkStreamو;س/> SPeو#�-) ا I* D*�."� وه1 ا�/س»1ل BK ا

 D%'$ g:./��) إ�> ا�O+ف ا�#+�  �TسهSocketأو $�#"!�ام ال ،  Stream Dataا

) DST��¬ا�^+ ا�t��ل K-> ذ�C)اt/وآ : 
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C#: 
NetworkStream mynetsream = tcpclnt.GetStream ();  
StreamWriter myswrite = new StreamWriter (mynetsream); 
myswrite.WriteLine("Your Message"); 
 

:NET.VB 

Dim mynetsream As NetworkStream = tcpclnt.GetStream 
Dim myswrite As StreamWriter = New StreamWriter(mynetsream) 
myswrite.WriteLine("Your Message") 
 

 <��) ووK Ik:1ان ا�/+#Network Layer  Dو$.� ذ�P Cس-3 إ�#+�إذ K 3"P:�1) ا

� K&+ ال i��� وPس-3 إ�> ا�O&,) ا2د�> ��"3 إر#i�-K D&,"س/� Physical Tunnelوا

 �i�-K (-t*2ا B*وIP,IPv6,ARB-Address Resolution Protocol...   

D&,"س/��ز اi)-��/+Server h  الأ*� $:س&) ��ت و�%B �,1م $,&O�ور T� <-Kس ا

�.%س ح�¬ ;س"-3 آ+ت ا�'&%) ال �$Bits  <��"ح1ل إData link 3u Network 3u 

Transport 3u Application B* ح1لP �i:*و Binary <� .. Text إ�> ASCII و*ASCII B إ

  : Serverوه�7 ا�%1د ;�k1 *&�أ D/K ال 

 

:#C  

TcpListener myList=new TcpListener("127.0.0.1",8001);  

myList.Start(); 
Socket s=myList.AcceptSocket(); 
byte[] b=new byte[100];  
int k=s.Receive(b);  
for (int i=0;i<k;i++) 
Console.Write(Convert.ToChar(b[i]));  
s.Close(); 
 
 
VB.NET: 
 
Dim myList As TcpListener = New TcpListener("127.0.0.1", 8001) 
myList.Start() 
Dim s As Socket = myList.AcceptSocket 
Dim b(100) As Byte 
Dim k As Integer = s.Receive(b) 
Dim i As Integer = 0 
While i < k 
Console.Write(Convert.ToChar(b(i)))            
System.Math.Min(System.Threading.Interlocked.Increment(i), i - 1) 
End While 
s.Close() 
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1.2 : Connectionless Sockets Via UDP  

  

� BK ال ,$�# �:uح�PTCP – Connection Oriented Protocol � TCP $+و1Pآ1ل ال أن و$�:

�ص $ه K <-K:1ان Headerه1 $+و1Pآ1ل *H1ه وه7ا ;.:g ا�ه ;-wم اح"1اء ال !� ا

�م $./-��ت ا�أ;��ا�/+#D و K:1ان ا�/س",&D آ/� ;-wم �,� و Authentication"ح,¨  ا

�ت ا�"ح,¨ *B ا�1ص1ل �-/K 3K�; ام ال�!"#�$Acknowledgment  D%'$ 3�-س"�و ا

�ذا �1 آ�ن آD ذ�3i* +�d C $:س&) �C .... ا�Sح�� * B%��*(C إذ�+$ B* �;+P 1م أن,; 

 ¬$ (�-/.$gKإذا Broadcast و (��#+��"C وB* C/i; e #1ف ;س"-3 ا�#+� أن 

�ل�ل و ا�س+gh (K اsر#&,"#eا g#� وP C�-K �H+ك $+و1Pآ1ل إذا هg ا��iف ا#2

�ل أ;�� و;س/> UDP User Datagram Protocol وا�"H1ه �ح1 ال TCPال $ 

Connectionless Protocol ل�� ;س/> $* D/K I�O"سP 1آ1لPو+&� gh ه7ا ا

Broadcast و ال Multicast) Broad - ل� إ�>ر#�ل ;.:g اMulti-s ا�%D و إ�>;.:g اsر#

 B�.$ �7jGP أن;V �H1+ط وح�� ;-wم ) ;.:g اsر#�ل �1اح� Uni->,h*(/K1) وال

�ر&"Keا#"!�ام ال ا �:K UDP ¬&� ا�'&%) ا�"g أن وهBroadcast 1 م$�#"!�ا �./-�) ا

 +V�&* D%'$ �i.* DS"P �i� ¬$ D/K �;+PDirect Connection 1د أيHون و�$ Router 

 D&,"س/��ت ا�&¬ اsذاRouter gK ال أن إذ$�:C و$�B ا�-/K I:/; Broadcast ¬ح� 

و*B ا�/.+وف أن ال ،  C أو B أو A #1اء P Range Class%1ن ا�'&%) B/k ال أن;-wم 

IP Address  <���S!* gص �Network D ا2ول *!Sص �'&%) ���wHB*,س3 إt� وا

HOSTg��"�  : وآ/� هgh �k1* 1 ا�'%D ا

  

  
  

 D/.� ot*Broadcastال  إ <�Address : 10.0.0.0 – 255.0.0.0  C�: آ/� ;-g;"3 ذ

10.255.255.255 <���) ا2و!� و;�) أن ;&,> Network IDهg ال ( 10( ح�¬ أن ا

�ص $�ل !��ص) $�ل 255 آ/� ه1 و;Ik1 ال Network IDا�(wء ا!��ت ا��!� I�/H gh ا

HOST ID...  
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 و ال P  �Name Space Net.System.+;أوw-;eم  gh ا��وت ��� UDP ال e#"!�ام

System.Net.Socket ال gh ح¶ ا�هe TCPر39 ال �;+.P مw-; ن��ز Port آi)-� وا�.:1ان 

 D&,"س/� آ/� وPس"h TCP D/K I�O"س"T;+.P I�Oه آ/� هgh UDP gh 1 ال أ*�ا

Broadcast ا�!"#��ق آ��B* B ا�%oس IPAddress.Any م$,"Vا �.$ IPEndPoint 

)O,� g:.Pفو�i� Methodال  م$�#"!�ا �K Portم Pح�;� ر39 الأ;��وPس"I�O ) ) ا

Bind �iT;+.P 3"; ¬0 ب ح� ...  

g��"��ل اt/��) K&+ ه7ا وا�"h Port 5020�:S"� ال;"gh 3 ا�#+�� 3u ا#"oم اi�-K 

� K-> ا�%D $�ون Pح�;� رPort 39الi.;1زPال  وPortال <-K �i/�-سP 3"; ¬ح� Port 

 (�-/.�  : صPort+T وه1 ال�ا�&+ود آ�#ا�/!Sص 
 

:#C 

IPEndPoint ipep = new IPEndPoint(IPAddress.Any, 5020); 

 

NET.VB 

Dim ipep As IPEndPoint = New IPEndPoint(IPAddress.Any, 5020) 
  

g-; ��"ح�;� �1ع ا�&+1Pآ1ل ا�/س"!�م ;"3 ذ�C آ/: 

:#C 

Socket newsock = new Socket(AddressFamily.InterNetwork,    

SocketType.Dgram, ProtocolType.Udp) 

 

NET.VB 

Dim newsock As Socket = New Socket(AddressFamily.InterNetwork, 

SocketType.Dgram, ProtocolType.Udp) 

  

 3u+;+/Pف ور39 ال�i�  ... Send إ�> ا�/�1tد O,� Port) ا

� gh ا�O+ف ا�/س",&Bind Method >,h Dال i.kال  ;"3 و >$+P إذIP Address 39ور 

�ل Portال $ Socket :   

 :#C 

newsock.Bind(ipep); 
 
VB.NET: 
newsock.Bind(ipep)  

  

� إ�> آI* DS"; B* D الit$ �;+و� (��#+� K Port-> الServerاºن 3P ا#",&�ل ا

g-; � : ا�س�$,) و�./D ذ�w-; Cم أوO,� �;+.P e) ا��iف آ/

:#C 

IPEndPoint sender = new IPEndPoint(IPAddress.Any, 0); 

EndPoint Remote = (EndPoint)(sender); 
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VB.NET: 
Dim sender As IPEndPoint = New IPEndPoint(IPAddress.Any, 0) 
Dim Remote As EndPoint = CType((sender), EndPoint) 

 

�)  صT+ وه7ا ;.:g إر#�ل اPort ور39 الeAnyح¶ أن K:1ان �,O) ا��iف ه1 �#+�

�) و ال�#+� Serverا�/س"-/) إ�> ا�%D و$/� 3i�h ا�'!ص *+#D ا

 

�) *B ال�#+�  : *+ة أj+ى K&+ ا�'&%)Server إ�> الServerه:� ;"3 ا#"oم ا

 

:#C 

recv = newsock.ReceiveFrom(data, ref Remote); 
 
VB.NET: 
recv = newsock.ReceiveFrom(data, Remote)  

  

�K (K:1ان *+#D ا&O��iسT� (��#+��) و ا�#+�: 

:#C 

Console.WriteLine("Message received from {0}:", Remote.ToString()); 

Console.WriteLine(Encoding.ASCII.GetString(data, 0, recv)); 

 

VB.NET: 
Console.WriteLine("Message received from {0}:", Remote.ToString) 
Console.WriteLine(Encoding.ASCII.GetString(Data, 0, recv)) 

 

�ز K C&'; �;�H-> الiH D%��) P+ح�&�) �� ا�ه �Server,1م ه:� $ ر#�ل ر#i$ �+&!� 

1�ه B/k اwiH2ةjد <-K (,h1ا/� :3P ا

:#C 

string welcome = "Welcome Customer ..."; 

data = Encoding.ASCII.GetBytes(welcome); 

newsock.SendTo(data, data.Length, SocketFlags.None, Remote); 

VB.NET: 
Dim welcome As String = "Welcome Customer ..." 
Data = Encoding.ASCII.GetBytes(welcome) 
newsock.SendTo(Data, Data.Length, SocketFlags.None, Remote) 

 

 ��) gh أي وInfinity LoopB* �9ه:� D&9 أي  ا��iف *:ه هK 1:� ا#",&�ل أي ر#

�ز ;,1م الiHServer (%&'�� إ�> آB* D هK 1-> اi/�-سPو �i*o"#�إذا أردت ...  $

 +���P I�O"سP (/-"س/���D ا#+� إ�> gh infinity loop ال PTrueح�;� �Kد *.�B* B ا

��;+P 39أي ر..  
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:#C 

while(true) 

  { 

    data = new byte[1024]; 

    recv = newsock.ReceiveFrom(data, ref Remote); 

   

    Console.WriteLine(Encoding.ASCII.GetString(data, 0, recv)); 

    newsock.SendTo(data, recv, SocketFlags.None, Remote); 

  } 

server.Close(); 
 
VB.NET: 
 
While True 
Data = New Byte(1024) {} 
recv = newsock.ReceiveFrom(Data, Remote) 
Console.WriteLine(Encoding.ASCII.GetString(Data, 0, recv)) 
newsock.SendTo(Data, recv, SocketFlags.None, Remote) 
End While 
server.Close()  

  

�) إذا 3P ا�!+وج *Socket Bال ه:� ;"3 إodق ��B ;"3 ا�1ص1ل و gh Infinity Loop ح 

�m."ه Ik1$ إ�> ه�7 ا�:,O) إe إذا ,* 3PBreak B/k  الInfinity Loop ط+V ¨hو 

 B�.* أي (:�.* (���) أو �ص ر#��) ا#",&�ل ر#� B* Loop #�"3 ا�!+وجا�ه gh ح

 آ/�  Server�.$ BKإodق ال  ا�P Cس"I�O  وه7ا ;.:Socketgال  إodق و#�"3

�) ورود �ص *.�C:%/;Server B و'P (-/H Ik��D أي *-� 7�T:Pي K-> ال� gh ح

 .وه%7ا 

 

 C#: 
using System; 
using System.Net; 
using System.Net.Sockets; 
using System.Text; 
 
class SimpleUdpSrvr 
{ 
    public static void Main() 
    { 
        int recv; 
        byte[] data = new byte[1024]; 
        IPEndPoint ipep = new IPEndPoint(IPAddress.Any, 5020); 
        Socket newsock = new Socket(AddressFamily.InterNetwork, 
                SocketType.Dgram, ProtocolType.Udp); 
        newsock.Bind(ipep); 
        Console.WriteLine("Waiting for a client..."); 
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        IPEndPoint sender = new IPEndPoint(IPAddress.Any, 0); 
        EndPoint Remote = (EndPoint)(sender); 
        recv = newsock.ReceiveFrom(data, ref Remote); 
        Console.WriteLine("Message received from {0}:", Remote.ToString()); 
        Console.WriteLine(Encoding.ASCII.GetString(data, 0, recv)); 
        string welcome = " Welcome Customer ..."; 
        data = Encoding.ASCII.GetBytes(welcome); 
        newsock.SendTo(data, data.Length, SocketFlags.None, Remote); 
 
        while (true) 
        { 
            data = new byte[1024]; 
            recv = newsock.ReceiveFrom(data, ref Remote); 
 
            Console.WriteLine(Encoding.ASCII.GetString(data, 0, recv)); 
            newsock.SendTo(data, recv, SocketFlags.None, Remote); 
        } 
    } 
} 
  

 

VB.NET: 
 
Imports System 
Imports System.Net 
Imports System.Net.Sockets 
Imports System.Text 
 
Class SimpleUdpSrvr 
 
    Public Shared Sub Main() 
        Dim recv As Integer 
        Dim data(1024) As Byte 
        Dim ipep As IPEndPoint = New IPEndPoint(IPAddress.Any, 5020) 
        Dim newsock As Socket = New Socket(AddressFamily.InterNetwork, 
SocketType.Dgram, ProtocolType.Udp) 
 
        newsock.Bind(ipep) 
        Console.WriteLine("Waiting for a client...") 
        Dim sender As IPEndPoint = New IPEndPoint(IPAddress.Any, 0) 
        Dim Remote As EndPoint = CType((sender), EndPoint) 
        recv = newsock.ReceiveFrom(data, Remote) 
        Console.WriteLine("Message received from {0}:", Remote.ToString) 
        Console.WriteLine(Encoding.ASCII.GetString(data, 0, recv)) 
        Dim welcome As String = " Welcome Customer ..." 
        data = Encoding.ASCII.GetBytes(welcome) 
        newsock.SendTo(data, data.Length, SocketFlags.None, Remote) 
        While True 
            data = New Byte(1024) {} 
            recv = newsock.ReceiveFrom(data, Remote) 
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            Console.WriteLine(Encoding.ASCII.GetString(data, 0, recv)) 
            newsock.SendTo(data, recv, SocketFlags.None, Remote) 
        End While 
    End Sub 
End Class 

 

�ص $�ل !��9�م ال  ، Clientاºن ا�(wء ا <-K ��ء S",;Client+ ا�./D ه:'� $ I* (س-H 

�ل وذ�T;+.P �.$ Cه Serverال$ IPEndPoint ور39 الPort أن eإ ¨$� وآ/� gh 3P ا�س

�) *B ال�#+� وإر#�ل Serverاo"jeف هgh 1 ا�T��1) إذا ;,"K >,h +S-> ا#",&�ل ا

�ه �ه K&+ ال��Port  gأي ر#�"��م $�7i ا�./-�) ا�^+ ا�%1د ا�,-� :ا�/!Sص 

 
C#: 
using System; 
using System.Net; 
using System.Net.Sockets; 
using System.Text; 
 
class SimpleUdpClient 
{ 
 
    public static void Main() 
 
{ 
 
 byte[] data = new byte[1024]; string input, stringData; 
 
IPEndPoint ipep = new IPEndPoint( IPAddress.Parse("127.0.0.1"), 5020); 
 
 Socket server = new Socket(AddressFamily.InterNetwork,SocketType.Dgram, 
ProtocolType.Udp); 
 
�) h,�ان  ��لgh حSPeالا I* Server  (��#+��� ;^i+ ا�"�)ا  
  string welcome = "Hello, are you there?"; 
 
 data = Encoding.ASCII.GetBytes(welcome); 
 server.SendTo(data, data.Length, SocketFlags.None, ipep); 
 IPEndPoint sender = new IPEndPoint(IPAddress.Any, 0); 
 EndPoint Remote = (EndPoint)sender; 
  
 data = new byte[1024];  
 int recv = server.ReceiveFrom(data, ref Remote); 
 Console.WriteLine("Message received from {0}:", Remote.ToString()); 
 Console.WriteLine(Encoding.ASCII.GetString(data, 0, recv)); 
 
while(true)  D��#+��%P gس"I�O إر#�ل �Kد �d+ *ح�د *B ا  
 { 
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  input = Console.ReadLine(); 
  Exit   �"(-س) اآ��ء اiإذا أردت إ� (��  gh ح
 
if (input == "exit") 
   break; 
 
  server.SendTo(Encoding.ASCII.GetBytes(input), Remote); 
  data = new byte[1024]; 
 
  recv = server.ReceiveFrom(data, ref Remote); 
  stringData = Encoding.ASCII.GetString(data, 0, recv); 
  Console.WriteLine(stringData); 
 
 } 
 
 Console.WriteLine("Stopping client"); 
 server.Close(); 
 
} 
 
} 

  

VB.NET: 
Imports System 
Imports System.Net 
Imports System.Net.Sockets 
Imports System.Text 
 
Class SimpleUdpClient 
 
    Public Shared Sub Main() 
        Dim data(1024) As Byte 
        Dim input As String 
        Dim stringData As String 
        Dim ipep As IPEndPoint = New 
IPEndPoint(IPAddress.Parse("127.0.0.1"), 5020) 
        Dim server As Socket = New Socket(AddressFamily.InterNetwork, 
SocketType.Dgram, ProtocolType.Udp) 
        Dim welcome As String = "Hello, are you there?" 
        data = Encoding.ASCII.GetBytes(welcome) 
        server.SendTo(data, data.Length, SocketFlags.None, ipep) 
        Dim sender As IPEndPoint = New IPEndPoint(IPAddress.Any, 0) 
        Dim Remote As EndPoint = CType(sender, EndPoint) 
        data = New Byte(1024) {} 
        Dim recv As Integer = server.ReceiveFrom(data, Remote) 
        Console.WriteLine("Message received from {0}:", Remote.ToString) 
        Console.WriteLine(Encoding.ASCII.GetString(data, 0, recv)) 
        While True 
            input = Console.ReadLine 
            If input = "exit" Then 
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                ' break  
            End If 
            server.SendTo(Encoding.ASCII.GetBytes(input), Remote) 
            data = New Byte(1024) {} 
            recv = server.ReceiveFrom(data, Remote) 
            stringData = Encoding.ASCII.GetString(data, 0, recv) 
            Console.WriteLine(stringData) 
        End While 
        Console.WriteLine("Stopping client") 
        server.Close() 
    End Sub 
End Class 

  

�*I* D ال ا�(wء$�:� gh ه7ا ."� و$�:� ا�T+ق UDP Connectionless Protocol آ��T) ا

 B�$ه و:�$TCP Connection Oriented Protocol ...  
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1.3: Threading Overview& Streaming    
 

�:h+.PاءwHأ <-K �,$�#  OSI و TCP/IP  gh ت�,&O��*I* D ه�7 ا."�و$�:� آ��T) ا
�ت%&'��*I* D #1ف �&�Bا�(wءوgh ه7ا  ، $+*(��ت ا."� Stream Libraryال   آ��T) ا

�h) إ�> ا#"!�ام ال  sBinary Dataر#�ل ks�$ Thread ��)*+$ gh(%&'� ...ت ا
 

 eال: أو Socket :  أن �,$�# �� Socketال9-:i�oj B* ت����&� هg ا2داة ا�"D,� 3"; g ا
 �;+.P (;ا�&�� ;-wم gh اi*ا�!"#eو +jأ <��ز إiH B*System.Net.Sockets  ¬ح� 

� Classesال  �K <-Kد Namespaces B* 3!kال ;ح"1ي ه7ا i*3 ا#"!�ا"; g"� وا
&'��ت ا�)*+$ gh (% DST��¬ا�^+ ا�t�  .ا

  
 C:%/;الClasses Stream D,� B* Text أو Object،  B* D*�."�� آ��T) ا,$�# �ح�¬ $�:

�:,Socket Dال Text  ام�!"#�$Stream Reader وال Stream Writer  ه7ا ghءوw)� ا
 D,:��*D *.ه ."��ت و;/%B أن ;%1ن ص1رة B�&:#Object ) آ�(�T ا���&�أي �1ع أB* +j ا

Image أو ص1ت Voice <�وآ/� هBinary Data(..  ، 1 أو أي gVء B%/; +jÀ أن ;ح1ل إ
 Object أ*� 3u Binary gh إ�> Code ASCII إ�>Text آ:� �ح1ل Textا�ح�ل D,� gh ال 

�*D *.ه $�#"!�ام ال."�� *�h Stream Classes  B"3 اi�� Name  وا�"g ;"3 ا�1ص1ل إ
Spaces System.IO �7ح"1ي هPو  Classes ال <-KBinary Reader ال  وBinary 
Writer C:%/P g"��*I* D أي وا."� Stream وال Stream Readerوال  B* Object ا
Writer ال I* D*�."��*File Stream I* Dوال  Text وا�"B* C:%/P g ا."��"سD�i ا 

�ت T-/��hاks��ت  �حT¶ ا�&�Buffer وا�"P gس"!�م ك Memory Stream إ�> ال )$��
 �i��� أو $.� ا#",&i����D&9g إر#t�  .ا�^+ ا�DST ا

    

  
  

 Binaryال $�#"!�ام Binary إ�> Objectح�¬ Pس��Kك  ه�7 ا�/%"&) P <-KحD;1 أي 
Writer ام�!"#�$ (%&'��ه K&+ ا��"سDi إر# Network Stream ى+jح1;-ه *+ة أP 3u 
 <��#"!�ام Objectإ$ Binary Reader ،  g,�&OP ل�t/ء وآ�K-> ه7ا #1ف �,1م $&:

 D,� (�-/.$ 1م,; �*��+$Image +jأ <��ز إiH B* Client/Server ء� و�-&�ء 39 $ �'
�g *'+وع �"�  :�H;� آ/� gh ا�'%D ا
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(h�k $ 39 (;ا�&��� Namespaces  الgh ا�"�   :)ا
:#C  

using System.Net.Sockets; 
using System.IO; 
 
VB.NET: 
Imports System.Net.Sockets 
Imports System.IO  
  

�ق ,"Vا B* eأو �$ e ل��HÁ+اء K/-�) اsر#Instance سo%� B* MemoryStream ا
�"!B;w ا�1Sرة داDj ا�7اآ+ة  �i*�!"1ف �س# g"�� eح,� *D%'$ �9a واi��%g �ح1

 (h1TS* <�� Binaryإi���#"!�ام   3u إر#$ NetworkStream  ال +&KSocket  <�إ
�ز الiHServer: 

:#C   
try 
{ 
�ص $1Sرة!��ث ا&�  Pح�;� ا
openFileDialog1.ShowDialog (); 
string mypic_path =openFileDialog1.FileName ; 
pictureBox1.Image = Image.FromFile(mypic_path); 
  
MemoryStream ms = new MemoryStream();  
pictureBox1.Image.Save(ms,pictureBox1.Image.RawFormat);  
�;�� B* (h1TS* gh ا�:1ع $i.k1رة ووS�  B;w!P ا
byte[] arrImage = ms.GetBuffer(); 
ms.Close(); 

�ز الi)$ ل�SPeاServer1ان وال:.�  ا�/ح�دK Port&+ ا
TcpClient myclient = new TcpClient (txt_host.Text,5020);//Connecting with 
server 
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VB.NET: 
openFileDialog1.ShowDialog  
Dim mypic_path As String = openFileDialog1.FileName 
pictureBox1.Image = Image.FromFile(mypic_path)  
Dim ms As MemoryStream = New MemoryStream 
pictureBox1.Image.Save(ms, pictureBox1.Image.RawFormat)  
Dim arrImage As Byte() = ms.GetBuffer 
ms.Close  
Dim myclient As TcpClient = New TcpClient(txt_host.Text, 5020)  

  
:#C  

�ز ال iH <�  Serverإر#�ل ا�1Sرة ا�/!�w) إ
NetworkStream myns = myclient.GetStream (); 
BinaryWriter  mysw = new BinaryWriter (myns); 
mysw.Write(arrImage);//send the stream to above address 

  
 Stream وا�(-س) و ال Socketالإodق 

mysw.Close (); 
myns.Close (); 
myclient.Close (); 
 
} 
catch (Exception ex){MessageBox.Show(ex.Message );} 
 
VB.NET: 
Try  
Dim myns As NetworkStream = myclient.GetStream 
Dim mysw As BinaryWriter = New BinaryWriter(myns) 
   mysw.Write(arrImage)  
   mysw.Close  
   myns.Close  
   myclient.Close  
 Catch ex As Exception  
Msgbox(ex.Message)  
 End Try  
  

 ����k : الServer  
�ص $�ل!� وا�7ي ;,1م $./-�) ا�"Server �:S#1ف ا$�أ gh ه7ا ا�(wء V+ح ا�(wء ا

�#"!�امSocket ال  Stream+&K وا#",&�ل ال KPort-> ال$ �iPال   و 9+اء Binary 
Reader�%)$او <�� D&9 اsر#�ل ( وPح1;-ه إi�-K ن�gh ،  *+ة أj+ى )ص��"ه ا�"g آ

�ل �+;� ه7t/���ص �H;�ة ا#",&�ل ص1رة ا اSj ��� وت��� ا:;���) وh+ت �وgh ه�7 ا�ح
�ص�) ghControls ال j �i:/k B*و �i�h 1دةH1/��ص) ب ال Image.FromStream ا!� ا

PictureBox لoj B* (-#+/�� إ*%���) K+ض ا�1Sرة ا:�-K DiسP g"��%Stream g  وا 
 B* �i-;1حP 3";Binary Stream<-K ض+.P ص1رة <��ل Picturebox ال  إt/� ا�^+ ا

 g��"�  :ا
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:#C 
using System.Net.Sockets ;  
using System.IO; 
 
// Objects  Declaration 
TcpListener mytcpl; // Declare TCP Listener 
Socket mysocket; // Declare an object from Socket Class 
NetworkStream myns; //  
StreamReader mysr; 
void Image_Receiver() 

  { 
 
mytcpl = new TcpListener (5000);// Open The Port 
mytcpl.Start ();// Start Listening on That Port 
mysocket = mytcpl.AcceptSocket ();// Accept Any Request From Client and 
Start The Session 
 
myns = new NetworkStream (mysocket);// Receive The Binary Data From 
Port 
pictureBox1.Image = Image.FromStream(myns); // Show The Image that 
Resaved as Binary Stream 
mytcpl.Stop();// Close TCP Session 
 
     if (mysocket.Connected ==true)//if Connected Start Again 
 { 

 
 while (true) 

 { 
 Image_Receiver();// Back to First Method 

 } 
 } 
} 
 
VB.NET: 
Private mytcpl As TcpListener 
Private mysocket As Socket 
Private pictureBox1 As System.Windows.Forms.PictureBox 
Private mainMenu1 As System.Windows.Forms.MainMenu 
Private menuItem1 As System.Windows.Forms.MenuItem 
Private saveFileDialog1 As System.Windows.Forms.SaveFileDialog 
Private myns As NetworkStream 
 
Sub Image_Receiver() 
    mytcpl = New TcpListener(5000) 
    mytcpl.Start() 
    mysocket = mytcpl.AcceptSocket 
    myns = New NetworkStream(mysocket) 
    pictureBox1.Image = Image.FromStream(myns) 
    mytcpl.Stop() 
    If mysocket.Connected = True Then 
        While True 
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            Image_Receiver() 
        End While 
    End If 
End Sub  
  

�ء '� $ 39 ¨�&O"��g *'+وع و�"�  : �H;� آ/� gh ا�'%D ا
  

  
  

 �kال أmethodس��$,) gh  اclass�i��K�"#�$ 39 3u �*��+&� الIk1  $ ا
Image_Receiver() ال gh ��*� أو $ح�ث $�أ ا�"'��Constructer Dا*�+&���ص $!� ا

�ص !��ل ا$Form ، ح�ثو gh (���"��ص  Closing  ال ا�/�1tد ا!��ل  ا$Form:  
:#C  

private void Form1_Closing(object sender, 
System.ComponentModel.CancelEventArgs e) 
{ 
 try 

 { 
  mytcpl.Stop (); 

  Application.Exit(); 
 } 
catch (Exception ex) {MessageBox .Show (ex.Message );} 

  } 
 
VB.NET: 
Private Sub Form1_Closing(ByVal sender As Object, ByVal e As 
System.ComponentModel.CancelEventArgs) 
    Try 
        mytcpl.Stop() 
        Application.ExitThread() 
        Application.Exit() 
    Catch ex As Exception 
Msgbox(ex.Message) 
    End Try 
End Sub 

�"Gآ� *B إodق  C��*� Socketالوذ�+&��ء اiإ� �:K ،..  
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�g إ�> ال �"��h) ا�%1د اk $ 39 Save Button(-&,"س/��%B;w!P B* B%/"P g ا�1Sرة ا :   

 

:#C  

try 
{ 
   
saveFileDialog1.Filter = "JPEG Image (*.jpg)|*.jpg" ;  
if(saveFileDialog1.ShowDialog() == DialogResult.OK)  
 {  
string mypic_path = saveFileDialog1.FileName; 
pictureBox1.Image.Save(mypic_path); 
 } 
} 
catch (Exception){} 
 
VB.NET: 
 
Try  
 saveFileDialog1.Filter = "JPEG Image (*.jpg)|*.jpg"  
 If saveFileDialog1.ShowDialog = DialogResult.OK Then  
Dim mypic_path As String = saveFileDialog1.FileName 
   pictureBox1.Image.Save(mypic_path)  
 End If  
Catch generatedExceptionVariable0 As Exception  
End Try  

Threading Overview:   

�*� وا�س&� أن ال Infinity Loop#1ف ;aدي ال �+&��� إ�> P.-�¨ ا:.k7ي و� Loop وا
�O:* <-K D/.;Global Area D,) ال  (SS!/� إذ �gV 7T:; Bء إForm �.$ e وا

�ء ال i"ا�Loop ح�ث أ$�ا إذ ا�ه; B� ��  ، Infinity Loop وه1 *:� �*�9 Dح� ا��وت ��� ا
P ام�!"#�$ gوه (-%'/�� ال ��7i ا�H1�1:%Threading ()��./�� وا�"P gس/� $

 D/Kو ���./��م K-> اi/��� وذ�oj B* Cل P,س�3 ا�./�ا�/"1از;) T� <-Kس ا
Session ل��*� وه1 *� ;س/> $�+$ D%� (-ST:* Multitasking .. �*��+&�وه:� ua; e+ ا

�م $'%D آ&�+ ^:�B ال  *:Loop gh D/."# ThreadK DSTآ/� أن ال K-> *1ارد ا
Thread ل��ص $!��Form  g ا�"�  :ا�^+ ا�'%D ا
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�h) ال kإ D&9 ح¶ ا�هeThread ن� وه7ا هO:* <-K D/.; Global Area 1,) ال Loop آ
�ص Thread D/K 3P Session#&� ا�&<ء ا�'�;� و$.� ا#"!�ام ال j  D�Loop  ¬ح�$

 I* 1ازي"* D%'$ D/.;�*��+&�   .. ا
  
  

   :Namespace System.Threadingال wم أوThread -; �;+.P eوe#"!�ام ال 
  

:#C  
using System.Threading;  
  
 
VB.NET: 
imports System.Threading  
 
  

�ق ,"V3 اuInstance D/K �;+P g"�� Thread *:ه وإدراج ا#3 ا�/�1tد اi�gh ال  
Delegate�i$ ص�!�  :  آ/� ;-g  ا

  
  

:#C  
Thread myth; 
myth= new Thread  (new System.Threading .ThreadStart(Image_Receiver)); 
myth.Start (); 

     
 

VB.NET: 
Imports System.Threading 
 
Dim myth As Thread 
myth = New Thread(New System.Threading.ThreadStart(Image_Receiver))  
myth.Start 

 
  

  (h�k $ 39 نeأApplication.ExitThread ح�ث ال gh Closing Formg-; �  آ/
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   :#C  
private void Form1_Closing(object sender, 
System.ComponentModel.CancelEventArgs e) 
{ 
 try 

 { 
  mytcpl.Stop (); 

  Application.ExitThread (); 
  Application.Exit(); 

 } 
catch (Exception ex) {MessageBox .Show (ex.Message );} 
  
 } 

  
  

VB.NET: 
Private Sub Form1_Closing(ByVal sender As Object, ByVal e As 
System.ComponentModel.CancelEventArgs) 
    Try 
        mytcpl.Stop() 
        Application.ExitThread() 
        Application.Exit() 
    Catch ex As Exception 
        Msgbox(ex.Message) 
    End Try 
End Sub 
  
  
  

 وT� ghس ا�Thread �91 را�.) �Hا إذ 'P B* C:%/P��D أآw�*Thread B* +tة ال 
�*� وه1 *� ;س/> $�ل �+&� وا�7ي #V <-K gPÇ+حه  MultithreadingوT� ghس ا
�ب"%�  .$"gh D�ST ا�:س!) ا�1رB* (�9 ا
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1.4 :IP Multicasting o
   Multicasting Group وا��pدا*�C �ع
  
� 1P+$ BKآ1ل ال Pح,$�# �:u�UDP �#�ح�¬  وV+ح:� آ��T) ا#"!�ا*ه �./D $+ود آ

�#"!�ام $ � وا�7ي ;-w*ه PIPAddress.Anyس"D/K I�O ا�&+ود آ�#� $B�",;+O إ*
�ه أي Port ;,1م $./-�) ا�"K �:S-> الServerو1Hد oj B* D&,"ح�د ح�¬ ;س/� ا

!"#�� إ�> آD اwiH2ة أو $it&$ 3 ;,1مu (�� وا�7ي *�IPAddress.Broadcast Bام ر#
�ز iH 1دH1��ه ;/%D/K B $¬ إ�> آD اwiH2ة ح�¬ k e+ورة ojServer ح�¬ أن$ 

 <-K �:S"��) إ�> ا�/ح�د و Portال ا�%D ;/%:ه ا�� أي ر#i�oj B* D#+;و D&,"س; 
 (�-/K ه&'Pة وwiH2ا Dال آBroadcast I/"س; I�/)� K/-�) ا�&¬ اsذاgK ح�¬ أن ا

*B D%��ت K:�ه� ،  ا�%D و;+#D إ�> اK1/)* <�;(� أ*� إذا أرد�� P,س�3 اsر#�ل إ
 ،  Multicast Group وذ��i$ Cف ا#"!�ا*ه �./D ال IP Multicasting ال ا#"!�ام 

�ه  �SSj 7اi��ت و%&'��ت ا�)*+$ gh ا�H (/i/�;."&+ ه7ا ا�/1k1ع *B ا�/1اI�k ا
DSh(�,&��ت ال )+ا$Iا�^+ ا�DST ا� ( *:BK DST ا�)*+$ �-dإذ أن ا Conferences 

 K-> ا�ه اsر#�ل إ�> *K �/".PMulticast B* (K1/)-�ه $'%D آ&�+ و;.+ف 
�#"!�ام Managedا�/س"!�*�B #1اء آ�ن $ Client/Server ز�iH C�� ح�¬ ;%1ن ه:

Server ال B* D��#+�� إ�> gh Group Clients ا�'&%) و��T"ه ا#",&�ل اi�� 3u إر#
*��g آ�"�  :D ا�/(/K1) *+ة أj+ى ا�^+ إ�> ا�'%D ا
  

  
  

�م إ�> ا�/D&9 B* (K1/) ال /��eا �-m ل� وإذا واeClients ¨hح¶ ا�ه ;"3 إر#
�ز إ�> ال Serverالi)��ص) $هK IP Address List-> ا�O-� ;,1م K 3�$:1ان ا!�  ا

�ءأ و;"3 اsر#�ل إ�> IP Multicast I�/HوP'"+ك آT:$ (K1/)* Dس ال �K 
 وه1 *�$�Class D B وا�7ي ;,B/k I ال IP Multicastا�/(/K1) ا�"P g'"+ك $:gT ال 

�,$�#.  
  

��g و;س/> $�ل  t�ح�¬  أن آunmanaged - peer-to-peer Technique    D ا�:1ع ا
�ز ;./D ك iHserver و client ز�i)� *+آwي  *!Sص T� gh Serverس ا��91 وe و1Hد 

��ل وا&,"#eا (�-/.� (K1/)/��م  إ�> ا/��eا �-m <-K (,h1ا/�"1ز;I  ح�¬ P"3 ا
�ل و &,"#e3  اu م�/��eا gh ¨ح��ه ا )K1/(/��ز gh اiH وأي g��,-P D%'$

 g��"�  :اsر#�ل إ�> آ�*D ا�/e (K1/)ح¶ ا�'%D ا
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 D��ص) j B;و�:K ص�S!P 3PMulticasting  ل�  IP Multicast Address وه1 *� ;س/> $
�  : ;-g وهg آ/

 
 B* ى�/��ت ا�/ح-�) 224.0.0.255 إ�> 224.0.0.0ا%&'� LAN   
 B* ى�/��D 224.0.1.255 إ�> 224.0.1.0ا Internetwork  
 B* ى�/��D 224.0.255.255 إ�> 224.0.2.0ا AD-HOC Network block    

  
 D��#"!�ام ال �9IP Multicast*� ا��وت ��� د3K آ&�+ $ Socket Namespace ¬ح� 

P 3"; 1دt�/��#"!�ام ال ا$ �iT;+.SetSocketOption  ت��-/K 1م $ دارة,P g"�وا
 (K1/)/��م وا�!+وج *B وا�> ا/��eاmulticast group) join &  leave ( P �س"!�م آ/

  (;1�.��ء ا���h) وإksAddMembership و DropMembership الس"!�م ;  و 
UdpClient Objectح�;� ر39 ال"� Port 7ي��ه "3 #� واoj B* ت����&� ا#",&�ل ا

�h) إ�> P.+;� ال ks�$IP Multicasting  1ف# g"��ت اi)��ه Pح�د اoj B* 7ي� وا
�) *oj Bل Pح�;� ال �#+��ص $'&%�ت ا�/ح-�) PRange IPس",&D ا!� ح�¬ LAN ا

 IP Multicast و;س"!�م �Tس ال Port;س"I�O أي V!ص ;":K �S-> ه7ا ال
��#+��ت $ح�¬ ، ) ا#",&�ل ه�7 اiH ة�K <��)  إ��s gر#�ل ر#�"�;س"!�م ا�%1د ا

�لGroup  224.100.0.1 و B/k ال �Port 5020س"!�م ر39 الt/آ :  
:#C  

using System; 
using System.Net; 
using System.Net.Sockets; 
using System.Text; 
 
class MultiSend 
{ 
    public static void Main() 
    { 
        Socket server = new Socket(AddressFamily.InterNetwork, 
                SocketType.Dgram, ProtocolType.Udp); 
        IPEndPoint iep = new IPEndPoint(IPAddress.Parse("224.100.0.1"), 
5020); 
        byte[] data = Encoding.ASCII.GetBytes("This is a test message"); 
        server.SendTo(data, iep); 
        server.Close(); 
    } 
} 
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 VB.NET: 
Imports System 
Imports System.Net 
Imports System.Net.Sockets 
Imports System.Text 
 
Class MultiSend 
 
    Public Shared Sub Main() 
Dim server As Socket = New Socket(AddressFamily.InterNetwork, 
SocketType.Dgram, ProtocolType.Udp) 
Dim iep As IPEndPoint = New IPEndPoint(IPAddress.Pars("224.100.0.1"), 
5020) 
Dim data As Byte() = Encoding.ASCII.GetBytes("This is a test message") 
server.SendTo(data, iep) 
server.Close() 
    End Sub 
End Class 

  
 �;+."$ ��) وهSocket gالgh ا�&�ا;) 9/:�#+� $"ح�;� ا�(i) ا�"g #1ف Pس",&D ا

)(%&'��#"!�ام ال أي V!ص ;":K �S-> ا$ IP Multicast Groupح�د/�P 3uح�;� )  ا
 IP و$.� ذ�P Cح�;� �,O) ا��iف وذ�Ik1$ C ال،  وا�&+1Pآ1ل ا�/س"!�م  Socketال�1ع 

Multicast7ي �+;� و;"&.ه ر39 ا��هPortل اoj B* ت����&�  : ا�"g #�"3 ا#",&�ل ا
  
    

 �;+.P ل #1ف �س"!�م�&,"#eا �*��ء $+�'�sال وSocket سه و����  الT� 
UdpClient Object9ه ر�  : ا�"g �+;� ا�"K �:S-�ه3Port ال و�س:� 

  
:#C  

using System; 
using System.Net; 
using System.Net.Sockets; 
using System.Text; 
 
class UdpClientMultiRecv 
{ 
    public static void Main() 
  { 
   UdpClient sock = new UdpClient(5020); // ر39 ال <-K �:S"�  ه7اPortا
   sock.JoinMulticastGroup(IPAddress.Parse("224.100.0.1"), 50); 
 وه7ا ;.:g ا�C #1ف K �:S"P-> ا�/�ى ا�/ح�د    
 
   IPEndPoint iep = new IPEndPoint(IPAddress.Any, 0);  
 
 //  �;��) B* (h1TS* gh ا�:1ع $�#+��ت وP.&») ا���&� ا#",&�ل ا
   byte[] data = sock.Receive(ref iep); 
 
//  <��V)أ#%gا�"حD;1 إ'��) K-> ا�#+��K) ا&m 3u آ1د  
   string stringData = Encoding.ASCII.GetString(data, 0, data.Length); 
   Console.WriteLine("received: {0} from: {1}", stringData, iep.ToString()); 
   sock.Close();}}  
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VB.NET: 
Imports System 
Imports System.Net 
Imports System.Net.Sockets 
Imports System.Text 
 
Class UdpClientMultiRecv 
 
    Public Shared Sub Main() 
        Dim sock As UdpClient = New UdpClient(5020) 
        sock.JoinMulticastGroup(IPAddress.Parse("224.100.0.1"), 50) 
        Dim iep As IPEndPoint = New IPEndPoint(IPAddress.Any, 0) 
        Dim data As Byte() = sock.Receive(iep) 
        Dim stringData As String = Encoding.ASCII.GetString(data, 0, 
data.Length) 
        Console.WriteLine("received: {0} from: {1}", stringData, iep.ToString) 
        sock.Close() 
    End Sub 
End Class 
  
 

�  آ/� ;/%B ا#"!�ام ا�%1د;i���ت و إر#���&��ل ا&,"#e ق *".�دة+m �H1P ح¶ ا�هe B�
�ل آ/� ;/%:C إر#�ل &,"#eل و ا��Áر# �*��+&� إ�> Imageا�س�$,�T� gh Bس ا

��� ا�:ص H )I$ا+� إذ *� Binary  C�-Kأو أي gVء أP B%/; +jح1;-ه إ�> ) ا�^+ ا�DST ا
�h) ال k1ى إ#memory Stream وال Binary Reader  والBinary Writer  <�إ

 C:%/; ��ل آ/&,"#eل و ا��ت Kآ1د اsر#iH <��*�+ا إ%��*� sر#�ل ص1رة K&+ ا�+$ D/
# g"��ص�) وا!�� gh *".�دة $�#"!�ام �Tس اiح+V <-K gPÇI$ا+�   ...ا�DST ا
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�\ ا] ا��<
[ ا��<�\�  
  

2.1  :and Writers, Readers, Streams: O/Managed I:   
  

K D%'$ ء ا2ولw)�� gh ا,$�# �:uح�P ت ال��م BK ا#"!�ا*Streams Library 
� sر#�ل i*وا#"!�اBinary Data و Text Data ل��ل 9/:� $ ر#t/وآ +jÀ <��ز إiH B* 

�#"!�ام ال Server إ�> ال Clientص1رة *B ال $ Binary Reader & Binary Writer  ..   
�ت *StreamBإن ا��iف *B إ�'�ء *%"&�ت ال ���&��ن إ�>  هP 1سD,� (�-/K D�i ا%* 

�ت أو T-/��ز آ/� ه1 ا�ح�ل $".�*I* D اi)�أj+ #1اء K&+ ا�'&%) أو داT� Djس ا
 �:�-K DiسP ¬ح� +P1�&/%���ز jÀ+ *1ص1ل $iH أو (�h+m أو أي (.$�O��*I* D ا."�ا

 <�� إi-;1حP (�-/KByte Array ����آD ا�"g آ'/�� وه1 *� حD ا�%B* +�t اi�� وإر#
"��*1P I* DاHه ا�/&+*(�gh B ا.Binary Data   ..   

�*I* D ال ."�وا���+ *"wا*B�$1-#G$ Synchronous    B ا�/"wا*B%/;Stream B ا
Asynchronous ال I�/H D/.P gkا+"hا D%'$و  IO Streams B*اw"/��2#-1ب ا$ 

�م إذ ;,1م $ odق ال^:� eProcessingآB ا�.�� �hه ه�uGP 1+� ا�'�;� K-> أدا��) ا
Unitال gh  Thread �.$ eإ +jÀ +*7 أي أ�T:"$ �/س; e ¬ح�$ �*��+&-� (SS!/� ا

�) إذا آ:� ��ر;) و�S:; e ا$�À ا#"!�ام ا2#-1ب ا�/"wا*gh B ح)��ء *B ا�./-�) اi"�eا
�*I* D أwiHة 9+اءة وآ"�$) $�O») �س&�� *Dt ال ."PFloppy Disk أو ال Magnetic Tape 

"��ت ا�)*+&��� *�H (/iا $i:%� K �/".P gReal Time-> أ�^/) ا�B*w ا�ح,�,g أو ال 
Systems 1ت وه����&�� P."/� ا2#-1ب ا�/"wا*K gh B/-�) إر#�ل وا#",&�ل اiح�¬ أ� 

 �i�-K (-t*2ا B*7 ا2*+ و�T:P B* ء�i"�eا Bح� <��م $Gي K/-�) أj+ى إ�,�� ;/:I ا*
�9) أ�^/) ا�سح� أو اs;�اع gh ا�+ص�� ا�&:%g أو أ�^/) ح(O$ BحV 7اآ+  أو"�w ا

  ���P و�d+هi��) إذا آ�ن $+��*(e C ;ح"�ج إ�> و1Hد ا�!1اص ا�س�$,) .. ا�� gh ح.&m
  B*اw"* +����#"!�ام ا2#-1ب ا$ �S:; � ح�¬ Pس"KAsynchronous B* I�O:�ه

 (�-/.��ء اiر إ��^"�e (H��() و$�ون ا�ح�./��ت أj+ى gh وح�ة ا�-/K 7�T:P ه�oj
�ر;))��ل أو إj+اج Separate thread إذ ;"3 إ�'�ء  اjإد �-m (�-/K D%�  +ua; e �/* 

�$) P(+ى *oj Bل "%��#"!�ا*ه إذا آ��� K/-�) ا�,+اءة أو ا$ �S:;م  و�^:�K-> أدا��) ا
أwiHة $�O») �س&�� و;/%w�/P B ا�/�1tد ا�/"wا*BK B ا���+ *"wا*gh B ا��وت ��� 

�  Endgh أو 1H1$Beginد آ-/) i�-K ل�t/وآ B*اw"* +��� $�ا;) ا#3 ا�/�1tد ا
BeginWrite و BeginRead و ال EndWrite و ال EndRead..  

  
  

vأو :Stream Classes   
  

�ت ال �-/K ��� وت��وا�/:�رP (Hح�  B* (K1/)/$ Classes ال 3K�P Streams ا
Name Space System.IO ت��-/.��ل و اjs+اج � وا�"P gس"!�م jدsت:,ا����&�.  D ا

�  ، PStream Classes ، Backing storageس"!�م  $.� ال i�-K (-t*2ا B*و
FileStream  و ال BufferedStream وال  MemoryStream e �i�.$ ن h C� وآ7
� ال Back Storage;س"!�م أي i�-K (-t*2ا B*و NetworkStream س"!�مP g"� وا

�:,D ال Stream#و$�ون ا (%&'�و P,س3 ال  ، Backing Storage"!�ام   K&+ ا
Stream Classes g��"�  : gh ا��وت ��� آ/� gh ا�'%D ا
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1- BufferedStream Class  :  7اآ+ة��ح(w *,�ار *.�B* B ا g#�و;س"!�م $'%D أ#

�ت ال �)*+&��":K 7�T/-�) *.�:) آ/� Pس"!�م $.� ا �9a* D%'$Buffering Bحس�"� 
� ا2دا��) ح�� P%1ن آ7اi�-K ل�t/ل وآ�&,"#eل أو ا��() و اsر#�./�آ+ة و#�B�$ (O ا

 �i"K�&m اد+/��ت ا���&��"!B;w ا (O�#ذاآ+ة و (.$�O��K) ح�¬ Pس"!�م ا&O��ت ا�)*+$
 �9a* D%'$ ، ا#"!�ام ال B* g#��ت ا�"B/%;Buffering g ا��iف ا#2�-/.� gh ا

jsل و ا�jدsت ا��-/K B* أ#+ع ���./�� اi�h ت ;%1ن����&��() ا�+اج ح�¬ ;"3 *.
� gh ال i.kووBuffer D%'$ (ا2دا�� Bحس�P gh 3ه�� وه1 *� ;سi�� gh ا�"^�ر إر#

�ت *I ال BufferedStream و;س"!�م ال، آ&�+ %&'��ت ا�)*+$ gh �Pد�K 
NetworkStream e ¬7اآ+ة ح��� K&+ ا�'&%) gh اi���ت ا�/+اد إر#���&��"!B;w ا 
o%�� Backing storageس ;س"!�م ه7ا ا,$�# � ..  آ/� ذآ+�

  
 w)3 ح"; gkا+"hا D%'$4096 bytes ا#"!�ام ال �:K BufferedStream B%/;و 

 (H�� حس� ا�حi-�-,P أو �iPد��ل آ/� ;-BufferedStreamgو;س"!�م ال .. ز;t/آ :  
  

#C 

using System; 
using System.Text; 
using System.IO; 
namespace Network_Buffering 
{ 
    class Program 
    { 
        static void Main(string[] args) 
        { 
            ASCIIEncoding asen = new ASCIIEncoding(); 
            byte[] xx = asen.GetBytes("Hello Buffering");  
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            MemoryStream ms = new MemoryStream(xx); 
            readBufStream(ms); 
        } 
  public static void readBufStream(Stream st) 
      { 
       // Compose BufferedStream  
BufferedStream bf = new BufferedStream(st); 
byte[] inData = new Byte[st.Length]; 
 
// Read and display buffered data  
bf.Read(inData, 0, Convert.ToInt32(st.Length)); 
Console.WriteLine(Encoding.ASCII.GetString(inData)); 
        }  
    } 
} 
 
 
VB.NET: 
Imports System 
Imports System.Text 
Imports System.IO 
Namespace Network_Buffering 
 
    Class Program 
 
        Shared Sub Main(ByVal args As String()) 
            Dim asen As ASCIIEncoding = New ASCIIEncoding 
            Dim xx As Byte() = asen.GetBytes("Hello Buffering") 
            Dim ms As MemoryStream = New MemoryStream(xx) 
            readBufStream(ms) 
        End Sub 
 
        Public Shared Sub readBufStream(ByVal st As Stream) 
            Dim bf As BufferedStream = New BufferedStream(st) 
            Dim inData(st.Length) As Byte 
            bf.Read(inData, 0, Convert.ToInt32(st.Length)) 
            Console.WriteLine(Encoding.ASCII.GetString(inData)) 
        End Sub 
    End Class 
End Namespace 
 

  <��#"!�ام ال Byte Arrayح�¬ 9/:� $"حD;1 �ص إ$  ASCIIEncoding gh ح/�-هPو
�ه� ح�¬ 3u readBufStream ار#-:�� إ�> ا�/�1tد KMemoryStream&+ ال �G'ا� g"� وا

� ال i�oj B* � وح/-:�� gh ذاآ+ة *9a") $س"!�ام ا�%oس ال Streamا#",&-:
BufferedStreamهP��K) *ح"1;&O$ �:/9 3u  ى $س"!�ام+jص *+ة ا� <� $.� Pح1;-ه إ

�K"ه Encoding.ASCIIال&mو ..  
  
2- MemoryStream Class :  ه $./-�) ال�&V 1وهBuffring ��H Dإذ ;."&+ آح (,$� ا�س

 BK C�:�; ¬ل ح���ت $'%gh �9a* D ا�7اآ+ة D&9 اsر#�ل أو ا#2",&���&��"!B;w ا
'$ (�-/.�� ;س+ع ا/* �-* D%V <-K �i:;w!P ل�t/آ g-; �%D آ&�+ و;س"!�م آ/

�"!B;w ص1رة gh ا�7اآ+ة  �i:*�!"#ح�¬ ا:  



 35

#C 

MemoryStream ms = new MemoryStream();  
pictureBox1.Image.Save(ms, System.Drawing.Imaging.ImageFormat.Jpeg);  
 
byte[] arrImage = ms.GetBuffer(); 
ms.Close(); 
 
VB.NET: 
Dim ms As MemoryStream = New MemoryStream 
pictureBox1.Image.Save(ms, System.Drawing.Imaging.ImageFormat.Jpeg)  
Dim arrImage As Byte() = ms.GetBuffer 
ms.Close 

  
3- NetworkStream Class :  �,$�# �i*ا�!"#�$ �:/9 �ح�¬ P,1م $".�*I* D ال ، وآ/

Stream ام ال�!"#�$ (%&'��ه K&+ ا�� *s Socket Bر#i��K�"#و;"3 ا Name 
Spaces  System.Net.Sockets +&".;س وo%� إذ �G$ unbuffered eه NetworkStreamا

 <-K ح"1ي;Backing Storage ا#"!�ام ال D�T;و  BufferedStream Class ه.*
�"حس�B ا2داء   �i:;w!"$ �:/9 g"��ل ح�¬ �+;� إر#�ل ا�1Sرة اt/آ g-; � وPس"!�م آ/

��ز أK +j&+ ال gh اiH <��ل ا�س�$¨ $7اآ+ة إt/Socket:  
  

#C 

TcpClient myclient = new TcpClient (“localhost”,5020);//Connecting with 
server 
 
NetworkStream myns = myclient.GetStream (); 
 
BinaryWriter  mysw = new BinaryWriter (myns); 
mysw.Write(arrImage);//send the stream to above address 
mysw.Close (); 
myns.Close (); 
myclient.Close (); 
 
VB.NET: 
Dim myclient As TcpClient = New TcpClient(localhost, 5020) 
Dim myns As NetworkStream = myclient.GetStream 
Dim mysw As BinaryWriter = New BinaryWriter(myns) 
mysw.Write(arrImage)  
mysw.Close  
myns.Close  
myclient.Close 
  

4- FileStream :  ام�!"#�$ �i��K�"#3 ا";Name Spaces System.IO س"!�مPو 
 �-* B* اءة+,��$) إ�> *-� أو ا"%-��ت #1اء T-/��*I* D ا."�$'%D ا#�#gh g ا

�"حBuffer B;w ح�¬ Pس"!�م ذاآ+ة Backing Storage ClassوP."&+ ه�7 ا�%oس  
($�"%��ء *K B/-�) اi"�sا Bح���ت $'%gh �9a* D ا�7اآ+ة ���&� أو ا�,+اءة و*B ا2*1ر ا

 g-; ��$) K-�ه وPس"!�م آ/"%�� Pح�;� *س�ر ا�/-� ا�/+اد ا�,+اءة *:ه أو اi�h (*�i� :ا
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#C 

FileStream FS = new FileStream(@"C:\MyStream.txt", 
FileMode.CreateNew);// Any Action For Example CreateNew to Create Folder 

 
VB.NET: 
Dim FS As FileStream = New FileStream("C:\MyStream.txt", 
FileMode.CreateNew) 

  
� ا#"!�ام ال ::%/;Enumeration ال I* (���"�   :FileMode ا

  
  

1- Append o1د اصH1/��h) �ص *� إ�> ا�/-� اks   
2- Create D/.$ و;,1م �;�H �-* ء�'�s overwriting 1دH1* �-/��> إذا آ�ن ا� gh ح

  &¨$'%D *س
3- CreateNew ال gh ��) و1Hد ا�/-� Exception إe ا�ه ;.Create gO وه1 آ/� gh ح

  $'%D *س&¨
4- Open gO.; ¬ح� ��,+اءة *-� * Excptionح�د/��) �Kم و1Hد ا�/-� ا�   gh ح
5- OpenOrCreate 1د� ;,1مHم و�K (���) إذا و�H ا�/-� ;,1م $,+اءPه وgh ح� gh ح

��ه'� $.  
6- Truncateو   �dر�h ه-.Hو �-/�  ;س"!�م �ح7ف *ح"1;�ت ا
  
  

 ����k :Stream Members:   
�ت ال &"%* �i$ ك+"'P g"��B* (K1/)* C ا�!1اص1 و ا�/��1tدس ا� وهStream gه:

 g-; �  :آ/

  
  

1- CanRead و CanWrite ن ال� ا�/س"!�م ;,&Stream D وPس"!�م �/.+h) إذا آ
�$) أم e ح�¬ "%��) إذا آ�ن ;,&D و K (/�9 IH+PTrue/-�) ا�,+اءة أو ا� gh False gh ح

�Tحص *�ى  ($�"%��دة D&9 إH+اء K/-�) ا�,+اءة أو اK و;س"!�م D&,; e أ�ه (��ح
 (�  ..ا�oSح�) D&9 ا�/ح�و

2- CanSeek ح�¬ ;س"!�م ال Seeking ال I91* �;ح�"��دة K Current Stream 
�ت ا�"P gس"!�م #o%��دة 3K�P ا.� ه�7 ا�./-�) *Dt ال Backing Storageوا
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FileStream (/�9 IH+P ��) إذا آ�ن ال false وTrue (/�9 IH+P وK:�ه� gh Stream ح
Class <-K ح"1ي; e Backing Storage.   

3- CanTimeout (/�9 IH+Pو True ن ال��) إذا آ��ص�) ال  gh stream حj <-K ح"1ي; 
Timeout (�-/.-�  .  وا�"gO.P g و�9 *ح�د 

4- Length ح(3 ال (h+./��ل Stream وPس"!�م $ Byte (h+./� �i:* دة�T"#eا B%/;و 
�;) ال i�Stream ح(3 ال <-K ء�:$ (h1TS/�   .Stream أو �"ح�;� ح(3 ا

5- Position س"!�م الPو Get و Set ل I91/��/.+h) أو Pح�;� ا Stream   
  : ;-B* (K1/)/$  g ا�/�1tدس وهg آ/�StreamوP'"+ك *%"&�ت ال 

  
1-  ��  : MethodsSynchronousا�
�3.دس ا�
�2ا*

  
I. Read و ReadByte اءة+,� Buffer وw!P;:ه gh ال Stream Data وPس"!�م 

�#"!�ام ال $ �iP3 9+اء"�# g"��ت ا";�&� ReadByteو;/%P Bح�;� �Kد ا
�;) ال i� (h+.* �i�oj B* I�O"س� � Read ح�¬ IH+P ال Streamآ/

�ء ال ReadByte (/�9  -1 وال �90/) i"ا� (�� .gh Stream ح
II. Write وال WriteByte ال +&K ل� و;/%Stream B وPس"!�م �./-�) اsر#

� gh آD *+ة $�#"!�ام ال i"$��ت ا�"g #�"3 آ"";�&�Pح�;� �Kد ا
WriteByte. 

 
2-  ��  : MethodsAsynchronousا�
�3.دس ��y ا�
�2ا*
 

I. BeginRead وال BeginWrite(�-/.��$)  وPس"!�م "%� ا�,+اءة أو ا
�#"!�ام ال $Stream gh � ا���+ ا�/"wا*B وj 7jGP/س) $�رو*�"+ات آ/
 g��"� :ا�'%D ا

  
  
�$) K-�ه Byte Bufferال  -1"%�   وا�"g #1ف Pس"!�م �./-�) ا�,+اءة *:ه أو ا
�$) offsetال  -2"%�  وا�7ي #1ف ;ح�د �hه *I91 ا�,+اءة أو ا
�ت ا�"g #�"3  وا�7ي #1ف ;"�h 3ه Pح�;numByteال  -3";�&�� ا�ح� اB* <S92 ا

 �iPأو 9+اء �i"$� آ"
�ء Optional Delegate وهAsyncCallback 1ال  -4i"�eا �:K ه��K�"#ح�¬ ;"3 ا 

 ($�"%� *K B/-�) ا�,+اءة أو ا
 & Read وPس"!�م �"/�w ال User Provided Object وهStateobject gال  -5

Write Request ال �+�d BK Requests.  
+P ال IHBegin Methods ال IAsyncResult ال (�� Stream وا�7ي ;/Dt ح

Operation.   
   
II .EndRead وال EndWrite 7 ال�T:P ��) إذا أرد�� Stream وPس"!�م gh ح

Operation ال B* ء�i"�eا �.$ Stream Operationg���ر ،  ا�ح^"��ح�¬ ;&,> $
/��ء ا�./-�) ا�س�$,) 7T:; 3u ا�./-�) اi"1$)   ا�-O  

  
  : وه� Streamوه��ك �ع| ا�
�3.د وا��� '���دم �دارة ال 

  
1-  Flush ت ال��م ا�./-�) ا�/ح�دة ح�¬ ;"Buffer 3 وPس"!�م �"Ì;+T *ح"1;/Pإ �.$ 

  . Stream Object ا�7ي P 3Pح�;�� Destination gh إ�> ال D,�Buffer *ح"1;�ت ال 
  
2- Close ق الods س"!�مPو Stream+حPال  و +;Resources ال D&9 B* ح(1زة/� ا

Stream Object ص ب�!�� gh ا�(wء اi*ا�!"#�$ �S:;و Finally block أن B* آ�G"� و
�) ح�وث أي Streamال ��ء Exception #�"3 إ9odه وPح+;+ آ�h) ا�/1ارد gh ح:uإ 

�*��+&��ن �Kم $,�ء ه�7 ا�/1ارد gh ا�7اآ+ة $.� إodق ا/��  .ا�":7�T و
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3- SetLength ح�;� ح(3 ال"��ه eآStream B وPس"!�م ��ه أو ا#",&� وا�7ي �+;� إر#

�) إذا آ�ن ال �#1ف ;aدي ذا�C إ�>  SetLength أB* D9 ا�/ح�د gh ال ghStream ح
�ع ال O,ا�Stream 3�-# D%'$ ه��ص�) إe ،  و�Kم وص1!��P Bس"I�O ا#"!�ام ه�7 ا

B* C�7��ص�) إذا GPآ�ت ا�C-/P C ا�oSح�) !��7ا ;:CanSeek �S و oj CanWriteل ا 
   .T$Streamحص ا�oSح�) أوP D&9 eح�;� ح(3 ال 

  
 �3��k :Stream Manipulation :  

  
�:,B%/;Stream D ا#"!�ام *%"&�ت ال  Binary Data أو Text 3"; دة�.� وgh ا

�*I* D ال BinaryWriter و ال BinaryReaderا#"!�ام ال ."� Binary Data  3";و
�*I* D ال StreamWriter وال StreamReaderا#"!�ام ال ."� Text،   

�"حUnicodeEncoding B* D;1 أو ASCIIEncodingو;"3 ا#"!�ام ال  Stream <� إ
Text B*ل و�&,"#eا �:K Text <� K:� اsر#�ل ح�¬ Pس"!�م *Stream B* (K1/) إ

 g��"�  :ا�/�1tدس وهg آ/� gh ا�'%D ا
 

  
  

1- GetByteCount gوه Overloaded Method 7jGP ¬ح� Character Array أو String 
 B�.* ص� D,:� �iH��ت ا�"g #1ف �ح"";�&�  ..و�K IH+Pد ا

2- GetBytes ال D;1ح"� String <��#"!�ام  ال Byte Array إ$ �i�� ح"> �س"I�O إر#
Stream.   

3- GetCharCount 7jGP ¬ح� Byte Array�"g #1ف P%1ن gh ال  و�K IH+Pد ا2ح+ف ا
String ال gh أو Character Array.   

4- GetChars B* D;1ح"� وPس"!�م K:� ا#",&�ل String إ�> Byte Array وPس"!�م 
�ت *B ال ���&�� إ�> �ص *+ة أj+ى Streamاi�  . ح�¬ �ح1

  
� StreamWriter o و ال StreamReaderو��ع�*o *> ال � Text  vأو �	;

�� و'���دم آ
� ;��System.IOا�pد#���C *[ ال �"p \�� :  
  

StreamReader �-* B* اءة+,-�:  
#C  

StreamReader str = File.OpenText(openFileDialog1.FileName); 
textBox1.Text = str.ReadToEnd(); 
 
VB.NET: 
Dim str As StreamReader = File.OpenText(openFileDialog1.FileName) 
 textBox1.Text = str.ReadToEnd 
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  StreamWriter�-* <��$) إ"%-� :  
#C  

string fname = saveFileDialog1.FileName; 
StreamWriter fsave = new StreamWriter(fname); 
fsave.WriteLine(textBox1.Text); 
 
VB.NET: 
Dim fname As String = saveFileDialog1.FileName 
Dim fsave As StreamWriter = New StreamWriter(fname) 
 fsave.WriteLine(textBox1.Text) 
  

� BinaryWriter o وال BinaryReaderو ��ع�*o *> ال �  Binary Data \�; 
�� و'���دم آ
� ;��System.IOا�pد#���C *[ ال �"p \��  :  

  
BinaryReader  اءة+,�Binary Data ال B* Stream:  

#C  
NetworkStream myns = new NetworkStream(mysocket); 
BinaryReader br = new BinaryReader(myns); 

BinaryWriterr  ل� :K Socket&+ ال Stream إ�> ال sBinaryDataر#
  

TcpClient myclient = new TcpClient("localhost", 5020); 
NetworkStream myns = myclient.GetStream(); 
BinaryWriter mysw = new BinaryWriter(myns); 
mysw.Write(arrImage); 
 
VB.NET: 
Dim myns As NetworkStream = New NetworkStream(mysocket) 
Dim br As BinaryReader = New BinaryReader(myns) 
Dim myclient As TcpClient = New TcpClient("localhost", 5020) 
Dim myns As NetworkStream = myclient.GetStream 
Dim mysw As BinaryWriter = New BinaryWriter(myns) 
 mysw.Write(arrImage)  
 

Remote Control Example دام ال��p�� Writer& Stream Reader :  
  

 vآ[ Chatting*�3ل '?"� � ���ط p.ف ����دم ��ه ����*� �"�ه ب 
�� ��ر�pل pServer.ف ����د*ه �#?�ء أوا*� إ�5 ال 
 <�4 ;��0ض إذا 1

 �
�� *notepad �3 �&ن ; .م ��0ح ال server إ�5 ال notepadآ�
 ��ه وإذا 1
 ������Calcإ �C��p5 ال وإر�Server ه وه��ا�� �"pف ;�0ح ا��� ا�ح�.p :  

   
 eل : أو��*� ال : Clientإ�'�ء $+��*� اsر#�+$ BK ل��*� اsر#�+$ �-"!; e Client 
Chat ال gh ه��'� $ � TCP Connection و;س"!�م �hه آChapter1 B* D ا�7ي 9/:
�#"!�ام ا�/�1tد  Hs+اء K/-�) اsر#�StreamWriter و ال NetworkStreamوال &h ل

WriteLine ال B/k 1دةH1/� P (�-/K 3"PحD;1 ا�:ص ا�/%"1ب StreamWriter Object ا
�#"!�ام ال Bytes إ�> *B* (K1/) ال ghTextbox ال $ �i����"3 إر# 

NetworkStream ال +&K TCP Socket Connectionال �*��+$ <� و�-&�ء Server 39 إ
 gh ��ء  *'+وع �H;� آ/'� $ g��"�  :ا�'%D ا
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 (h�k $ 39 3uName Spaces (���"� : ا
#C  

using System.Net.Sockets ; 
using System.IO; 

 ghSend Buttong��"��$) ا�%1د ا"%$ 39 :  
try 
 { 
TcpClient myclient = new TcpClient (txt_host.Text,5020); //  �;+.Pال Socket 
NetworkStream myns = myclient.GetStream (); // �%)$س"+;3 او-� إ#:�د� إ�> ا
StreamWriter mysw = new StreamWriter (myns); 
mysw.WriteLine(txt_msg.Text); 
 
mysw.Close (); 
myns.Close (); 
myclient.Close (); 
 } 
catch (Exception ex) {MessageBox.Show (ex.Message );}  
 
VB.NET: 
imports System.Net.Sockets ; 
imports System.IO; 
 
Try  
Dim myclient As TcpClient = New TcpClient(txt_host.Text, 5020) 
Dim myns As NetworkStream = myclient.GetStream 
Dim mysw As StreamWriter = New StreamWriter(myns) 
 mysw.WriteLine(txt_msg.Text)  
 mysw.Close  
 myns.Close  
 myclient.Close  
Catch ex As Exception  
Msgbox(ex.Message)  
End Try  

  
�ء $+��*� ال '�sوServer ل ال� Text وPح1;-ه إ�> Stream وا�7ي ;./K D-> ا#",&

�g .. *+ة أj+ى �"��ء *'+وع �H;� آ/� gh ا�'%D ا'� $ 39:  
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 (h�k $ 39Name Spaces (���"� : ا
#C  

using System.Net.Sockets ; 
using System.IO; 
using System.Threading; 

�ر;� ا."��h) اk3 إu (���"�: 
TcpListener mytcpl;// Objects  Declaration  
Socket mysocket; 
NetworkStream myns; 
StreamReader mysr; 

 g-; � :3u �,1م $ �'�ء *�1tد �H;�ة آ/
void our_Server () 
  { 
mytcpl = new TcpListener (5020);// Open The Port 
mytcpl.Start ();// Start Listening on That Port 
mysocket = mytcpl.AcceptSocket ();// Accept Any Request From Client and 
Start a Session 
myns = new NetworkStream (mysocket);// Receives The Binary Data From 
Port 
mysr = new StreamReader (myns);// Convert Received Data to String 
string order = mysr.ReadLine(); 
 
// you can add any order and Response Here 
if (order=="notepad") System.Diagnostics.Process.Start("notepad");   
else if (order=="calc") System.Diagnostics.Process.Start("calc"); 
else MessageBox.Show("Sorry Sir Your Request is not in my hand",order); 
 
mytcpl.Stop();// Close TCP Session 
    
if (mysocket.Connected ==true)// Looping While Connected to Receive 
Another Message  
 { 
 while (true) 
 { 
 our_Server ();// Back to First Method 
 } 

} 
} 

VB.NET: 
Private mytcpl As TcpListener 
Private mysocket As Socket 
Private myns As NetworkStream 
Private mysr As StreamReader 
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Sub our_Server() 
    mytcpl = New TcpListener(5020) 
    mytcpl.Start() 
    mysocket = mytcpl.AcceptSocket 
    myns = New NetworkStream(mysocket) 
    mysr = New StreamReader(myns) 
    Dim order As String = mysr.ReadLine 
    If order = "notepad" Then 
        System.Diagnostics.Process.Start("notepad") 
    Else 
        If order = "calc" Then 
            System.Diagnostics.Process.Start("calc") 
        Else 
Msgbox("Sorry Sir Your Request is not in my hand", order) 
        End If 
    End If 
    mytcpl.Stop() 
    If mysocket.Connected = True Then 
        While True 
            our_Server() 
        End While 
    End If 
End Sub 
  

�) ورود أي Socketح�¬ P,1م ه�7 ا�/�1tد $"K �:S-> ال � ;,1م gh Request ح
�/1اK (,h-�ه وإ�'�ء �$Session +&K ت����) ورود أي $�� Socketال �H;�ة *.ه وgh ح
�#"!�ام ال $ �i/-س";StreamReader <�� إi��) Text و;ح1�#+� 3u �,1م $Tحص ا

 ����#"!�ام ا�(/D ا�'+ot/h (�m إذا آ$ gه (��#+�� notepadاi��K�"#3 ا"; 
�#"!�ام ا�/�1tد $Start سo%� Name وا�/1H1دة Process gh ا�/1H1دة B/k ا

Spaces  System.Diagnostics...  
 B/k �i-��'"� gh ح�ث $�أ ا�"'��Thread Dال  B* �$e �;�H وThread �;+.P Ikو

D�Form g-; � : آ/
#C  

 private void Form1_Load(object sender, System.EventArgs e) 
 { 
Thread myth; 
myth= new Thread  (new System.Threading .ThreadStart(our_Server));  
myth.Start (); 
 } 
 

�gh g ح�ث ال �"��h) اk $ 39 3uForm Closing قodإ B* آ�G"� C� وال Socketال وذ
Stream �*��+&�  .. gh ا

private void Form1_Closing(object sender, 
System.ComponentModel.CancelEventArgs e) 
{ 
try 
 { 
mytcpl.Stop (); 
Application.ExitThread (); 
Application.Exit(); 
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 } 
catch (Exception ex) {MessageBox .Show (ex.Message );} 

  
VB.NET: 
  
Private Sub Form1_Load(ByVal sender As Object, ByVal e As 
System.EventArgs) 
    Dim myth As Thread 
    myth = New Thread(New System.Threading.ThreadStart(our_Server)) 
    myth.Start() 
End Sub 
 
Private Sub Form1_Closing(ByVal sender As Object, ByVal e As 
System.ComponentModel.CancelEventArgs) 
    Try 
        mytcpl.Stop() 
        Application.ExitThread() 
        Application.Exit() 
    Catch ex As Exception 

Msgbox(ex.Message) 
    End Try 
End Sub 
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Dot Net Networks & TCP/IP Programming 

Chapter 3  
The Socket & Network Layer Programming 

 
 

The Socket & Network Layer Programming 
 

A. Socket Programming 
B. Socket Class Members 
C. TCP & UDP Classes Members 
D. Asynchronous Sockets 
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�\ ا] ا��<
[ ا��<�\�  
 

3.1 :Network Layer Programming& Socket :   
  

 ghNetwork Layer ه7ا ا�(wء #1ف �&�D%'$ B أآm ()*+$ BK o�STP +t&,) ال 
 <�� *B و إi-;1حP �.$ ت����&�� sر#�ل وا#",&�ل اi.* D*�."� Streamوهg ا�"g ;"3 ا

(%&'��#"!�ام ال ، K&+ ا$ �,$�# �:/9TCPو  UDP ق+T��ل و$�:� ا&,"#o��Áر#�ل  و 
� وgh ه7ا ا�(wء #1ف �"ح�ث BK ال /i:�$Socket Programming وال TCP & UDP 

Classes BK 1ف �"ح�ث# (;�i:�   .Asynchronous Socket وgh ا
  

vأو :Socket Programming   
  

� *Socketال أن *B ا�/.+وفi�oj B* ت����&��ز إ�>  هg ا2داة ا�"D,� 3"; g اiH B
 �;+.P (;ا�&�� ;-wم gh اi*ا�!"#eو +jأName Space System.Net.Sockets  ¬ح� 

� Classes ghال  �K <-Kد Name Space B* 3!k;ح"1ي ه7ا i*3 ا#"!�ا"; g"� وا
(%&'��*Socket Class I* D و#1ف �"ح�ث BK أه/� وه1 $+*(��ت ا."� إذ ;/%::� $/B ا

�V+ و;"%1ن ال  أو *I أي UDP أو ال TCPال &* D%'$ تe11آP+&� 1�Socketع أB* +j ا
Object Methodرو*�"+ا�$ (uou B* تg-; � : آ/

:#C   
Socket MySocket = new Socket(AddressFamily. , SocketType., ProtocolType.); 
 
VB.NET: 
Dim MySocket As Socket = New Socket(AddressFamily, SocketType, 
ProtocolType) 
  

�رو*�"+ ا2ول Pح�;� ��K1) ال &��*D *.ه IP Addressح�¬ ;"gh 3 ا."P 7ي #1ف� وا
 �i:*رات و��!��ت ال IPXو;.�K C�Oد آ&�+ *B ا%&V gh س"!�م/� ATM أو Novel وا

�ت ال %&V gh س"!�م/�و*B ...  و�d+ه�  NetBIOS Address أو ATM Networksوا
�رات ال�!��ت  وInterNetworkأه3 ه�7 ا�)*+&�ه1 *� �س"!�*ه $'%D دا�I* 3 ا

�ت و;.+ف K-> أن �1ع %&'���ص) $!��م IPv4 هB* 1 ا�:1ع IPا^� I* د�"./� وه1 ا
� وgh ا�/س",&D ا�,+;� �Hا #�"3 ����;%+و�h1# وأd-� أ�^/) ا�"'��D ا�/.+وh) ح*

�ء K:ه و��حD *ح-ه ال :�"#sاIPv6 ،ح�;� �1ع الP 3"; g��t��رو*�"+ ا&� gh Socket ا
�دة *� ;"3 ا#"!�ام Streamأي هD #1ف �س"!�م Kو +jء اgV ت أو����&� sر#�ل ا

��7i ا�/i/) ح�¬ ا�:� #:."/� �/�O) ا�"+ا#B* D ا�:1ع Streamال  Stream ،  ا+�jوأ
�ل Dih هB* 1 ا�:1ع SPÁ� أو $+و1Pآe1ت TCP أو �UDPح�د �1ع ا�&+و1Pآ1ل ا�/س"!�م 

Dt* ى+jأ ICMP Internet Control Message Protocol أو IGMP Internet Group 
Management Protocol ء ال��".+;� Socket أو ا�:� �+;� *ot إ�' IP Security Header 

�ر �"j $IPSecAuthenticationHeader ه�7 ا2*1ر Dt* ح+V <-K gPG� و#1ف � و�d+ه
Îء ا��/.+وف أن $+1Pآ1ل ال و*B ا UDP أو TCPوه:� #1ف �!"�ر ال ، eح,� إ�'TCP 

 �ه1P+$ 1آ1ل *H1ه وه7ا ;.:g إH+اء K/-�) ا�"ح,¨ *B ا�1ص1ل وا�"1ص�D إ�> V!ص *
 1P+$ 1ihآ1ل #+;I �س&�� و eآ:ه K 3K�; e/-�) ا�"ح,¨ *UDP B*ح�د أ*� $+1Pآ1ل ال 

 gKذاsا ¬&��ت ا�/+#-) وه�H ��T* 1ا Hs+اء K/-�) ا���&-�ا�1ص1ل ا�س-�3 
Broadcast ¬&��ت اK1/)* ء� ا2ول ا�(wء وه1 *� V+ح:�� Multicast Group gh وإ�'

�g و;&��h Bه ال �"���g أ�^+ إ�> ا�'%D اt��ص $�ل Headerوا!� Header وال TCP ا
�ص $�ل !��UDPا/i:�$ ق+T�  : وeح¶ ا

  
 

�-&%� ا�1اح� ح�¬ ;"�h 3ه K B;w!P:1ان Bits 32 و;"%1ن *TCP Header Bأوe ال  
/��-&%� Bits gh 16 وا�/س",&gh D#+16 Bits gh D ا g-س-س"� Bits 32 وا�+39 ا

h�ks��ت Checksum إ�> ال )ور39 ا�"ح,¨ $���&���ص $!��;) ;"3 وIk ا�(wء اi:� وgh ا
:  
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           TCP Header 
 
Data Offset: 4 bits the number of 32 bit words in the TCP Header.  This indicates 
where the data begins.  The TCP header (even one including options) is an integral 
number of 32 bits long. 
Window: The number of data octets beginning with the one indicated in the 
acknowledgment field which the sender of this segment is willing to accept. 
… 
 

� ال ���uUDP Header B* 32 و;"%1ن Bits <-K 1اح� و;ح"1ي��ت �-&%� ا���&� *B ا
 D#+/��ر;�ن و$'%D اh"+اChecksum gk أ*� ا�/س"-3 و ال K16 Bits:1ان ا�"jا �/ih 

  :  e ;"3 ا#"!�ا*K gh 3i/-�) اsر#�ل

 
UDP Header  

  
The Checksum in UDP Header. 16 bits. 
Computed as the 16-bit one's complement of the one's complement sum of a pseudo 
header of information from the IP header, the UDP header, and the data, padded as 
needed with zero bytes at the end to make a multiple of two bytes. If the checksum 
is cleared to zero, then checksuming is disabled. If the computed checksum is zero, 
then this field must be set to 0xFFFF. 
… 
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�ء Socket Programmingا#"!�ام ال '�s TCP Connection:   
�ل $�#"!�ام ال SPeا (�-/K +/PTCP Socket Connection Dاح+/� $/B* (K1/) ا

 g��"�  :وهg آ/� gh ا�'%D ا

  
  

�ء ال server و ال Clientإذ P&�أ ا�./-�) gh ال '� $ Socket g-; �  : آ/
:#C   

Socket MySocket = new Socket(AddressFamily.InterNetwork, 
SocketType.Stream, ProtocolType.Tcp); 
 
VB.NET: 
Dim MySocket As Socket = New Socket(AddressFamily.InterNetwork, 
SocketType.Stream, ProtocolType.Tcp) 

�#"!�ام ا�/�1tد 3uSocket ر$< ال $ g�� وPس"!�م I* Bind �:K >,h ا�%/&�P1+ ا�ح
"#eا g-; ��ل وآ/&,: 

:#C   
IPEndPoint ip = new IPEndPoint(IPAddress.Any, 5020); 
MySocket.Bind(ip); 
 
VB.NET: 
Dim ip As IPEndPoint = New IPEndPoint(IPAddress.Any, 5020) 
 MySocket.Bind(ip) 

�م $./-�) ا�"K �:S-> ال�,�د  و;/%:P Cح�listen ا�/ح�د $�#"!�ام ا�/�1tد 3uPort ا
 39+�� و��K Ik1د �d+ *ح�د �/+ر �ه اi�1&9 3"�# g"� 3u �,1م �K-1د اwiH2ة ا

�ل $�#"!�ام ا�/�1tد SPeا <-K (,h1ا/��$accept g-; � : وآ/
:#C   

MySocket.Listen(-1); 
MySocket.Accept(); 
 
VB.NET: 
MySocket.Listen(-1)  
 MySocket.Accept  
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oj B* ت����&��ت Receive B* (h1TS* ghل ا�/�1tد و;"3 ا#",&�ل ا���&� ح�¬ Ð&.P ا
 :  وآ/� ;-Byte gا�:1ع 

:#C   
byte[]Received=new byte[1024]; 
MySocket.Receive(Received); 
 
VB.NET: 
Dim Received(1024) As Byte 
 MySocket.Receive(Received) 
 

�ء '� $ �:/9 �� B* TCP-K ا�:1ع Connection  وه:iT;+."$ال و <Port)5020ل�t/آ  (
�ل $ �iO$ح�¬ ;"3 رSocketا�!"#���Listen g و9/:� $".+;� Bind ا�/�1tد م $i� e  

   ..1-ا�.�د 
 
  

�*� اsر#�ل �+$ �;+."��#"!�ام ال TCP Clientو$ Socket �;+.P B* �$e الSocket 
 إر#�ل  O,:$ IPEndPoint3u) ا��iف Port ور39 الServer*+ة أj+ى وإ#:�د K:1ان ال

�ت $�#"!�ا���&� socket وK 3"P/-�) اsر#�ل $/� T;+.P 3Pه gh ال Send ا�/�1tد ما
  : وآ/� ;-Stream Socket gح�¬ #:س"!�م 

:#C   
String str = Console.ReadLine(); 
ASCIIEncoding asen = new ASCIIEncoding(); 
byte[] msg = asen.GetBytes(str);  
 
Socket MySocket = new Socket(AddressFamily.InterNetwork, 
SocketType.Stream, ProtocolType.Tcp); 
IPEndPoint remote = new IPEndPoint(IPAddress.Parse("192.168.1.101"), 
5020); 
MySocket.Connect(remote); 
MySocket.Send(msg); 
MySocket.Close();  
 
VB.NET: 
Dim str As String = Console.ReadLine 
Dim asen As ASCIIEncoding = New ASCIIEncoding 
Dim msg As Byte() = asen.GetBytes(str) 
Dim MySocket As Socket = New Socket(AddressFamily.InterNetwork, 
SocketType.Stream, ProtocolType.Tcp) 
Dim remote As IPEndPoint = New 
IPEndPoint(IPAddress.Parse("192.168.1.101"), 5020) 
 MySocket.Connect(remote)  
 MySocket.Send(msg)  
 MySocket.Close  
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�ء Socket Programmingا#"!�ام ال '�s less ConnectionUDP:   
�ل $�#"!�ام ال SPeا (�-/K +/PUDP Socket Connection Dاح+/� $/B* (K1/) ا

 g��"�  :وهg آ/� gh ا�'%D ا
  

  
  

�$ه '"Pال و gh ��ل آ/SPeا (�-/KTCP ال gh (�-/.� server و ال Client  إذ P&�أ ا
�ء ال '� $Socket g-; �  : آ/

:#C   
Socket MySocket = new Socket(AddressFamily.InterNetwork, 
SocketType.Stream, ProtocolType.Udp); 
 
VB.NET: 
Dim MySocket As Socket = New Socket(AddressFamily.InterNetwork, 
SocketType.Stream, ProtocolType.Udp) 
 

�#"!�ام ا�/�1tد 3uSocket ر$< ال $ g�� وPس"!�م I* Bind �:K >,h ا�%/&�P1+ ا�ح
 g-; ��ل وآ/&,"#eا: 

:#C   
IPEndPoint sender = new IPEndPoint(IPAddress.Any, 5020); 
MySocket.Bind(sender); 
 
VB.NET: 
Dim sender As IPEndPoint = New IPEndPoint(IPAddress.Any, 5020) 
 MySocket.Bind(sender)  
 

�ت �س"!�م ا�/�1tد ���&��ل ا&,"#eوReceiveFrom (;ا�&� End Point ح�¬ �.+ف gh ا
Reference(,$�� T;+.P 3Pه gh ا�س* <-K ء� *h1TS* I) ال reference و�/+ر� ك  $:

Byte 1دt�/� *3u BString B �س"P I�OحD;1 ا�/h1TS) إ�> و* ReceiveFrom إ�> ا
  : وآ/� ;-ASCIIg ا�/1H1دة B/k ا�%oس ojGetStringل ا�/�1tد 

:#C   
int recv; 
byte[] data = new byte[1024]; 
EndPoint Remote = (EndPoint) (sender);  
recv = newsock.ReceiveFrom(data, ref Remote); 
Console.WriteLine(Encoding.ASCII.GetString(data, 0, recv)); 

 
VB.NET: 
Dim recv As Integer 
Dim data(1024) As Byte 
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Dim Remote As EndPoint = CType((sender), EndPoint) 
 recv = newsock.ReceiveFrom(data, Remote)  
 Console.WriteLine(Encoding.ASCII.GetString(data, 0, recv)) 
  

�ل ا#"!�ام ا�/�1tد و;"gh 3 اsر#SendTo B* �i-;1حP �.$ ت����&�� اi� ح�¬ �/+ر 
String <��ت ا�/+#-) إذ ;/%::� *.+h"ه *oj Bل ا�/�1tد Byte Array إ���&� وح(3 ا
Length و�1ع ال Flags D/K �;+� ¬ح� Broadcast ه ال��) ا�/+#-) وا�j+ا �/+ر �#+� 

EndPoint Objectg-; �  : وآ/
:#C   

string welcome = "Hello All"; 
data = Encoding.ASCII.GetBytes(welcome); 
newsock.SendTo(data, data.Length, SocketFlags.Broadcast, Remote); 
 
VB.NET: 
Dim welcome As String = "Hello All" 
 data = Encoding.ASCII.GetBytes(welcome)  
 newsock.SendTo(data, data.Length, SocketFlags.Broadcast, Remote) 
 

gh ه7ا ا2آ1اد Ikو B%/;  Infinity While Loop � $ح�¬ gi":P e أو ;/%P Bح�;�ه
�ل &,"#eل وا��ت اsر#�-/K B* B�.* د�.$..  

   
����k :Socket Classes Members :  
 
1- IPAddress Class:  �;+."� إ#:�د� إ�> ال ح�¬ ;/%IP Address  B و;س"!�م 

IPEndPoint � (*�.��ل وا��S�) اt/آg-; �  :ه آ/
:#C   

IPAddress newaddress = IPAddress.Parse("192.168.1.1"); 
 
VB.NET: 
Dim newaddress As IPAddress = IPAddress.Parse("192.168.1.1") 
  

 g-; ��رات P ghح�;� ا�.:1ان وهg آ/�j (.$ار B�$ ر��"jsا B%/;و:  
Any(%&'�   و;س"!�م �"/D�t أي K:1ان *"�ح K-> ا

Broadcast(%&'��(/�I اwiH2ة K-> ا gKذاsا ¬&�   و;س"!�م �"/D�t ا
Loopback D�   127.0.0.1 وهloopback 1 و;س"!�م �"/D�t ا�.:1ان ا�/.+وف 

None 1دHم و�K (���مNetwork Interfase و;س"!�م gh ح^:�   gh ا
  

 �i/1د وأهt�/�  :آ/� ;�B* (K1/)* 3K ا

Equals -��م K D%'$ 1دt�/��ر�) $�B  ;س"!�م ه7ا ا,/tow Objects � وه:
 IH+;و B1ا��:K B�$ (ر��,/-��$B�i و True#�س"!�م '"* ���� False إذا آ�� إذا آ

B�T-"!*.  

GetHashCode  (�ص� <��ع ا�.:1ان إHرs س"!�مPو Hash Code   

HostToNetworkOrder  ل��ص $!�   *B ا�.:1ان Network و;+IH ا�(wء ا

NetworkToHostOrder  IH+;ل  و��ص $!�   *B ا�.:1انHostا�(wء ا
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2- IPEndPoint Class:  1ان وال:.��"ح�;� ا ���Port D ح�¬ ا#"!�*: Host 
 g-; ��ه آ/ (*�.��ل $ه وا��S�) اSPe7ي �+;� ا� :وا

:#C   

IPEndPoint end = new IPEndPoint(IPAddress.Parse("192.168.1.1"), 5020); 

VB.NET: 
Dim end As IPEndPoint = New IPEndPoint(IPAddress.Parse("192.168.1.1"), 
5020) 

 
  : وهg آ/� ;-Socket Classg*(/K1) ا�!1اص ا�"gh 3K�P g ال 

AddressFamily  ال <-K (h+./��و;B ا:.�   Socket و;+(K1/)* IH ا

Available  ال B* اءة+,-��هwة )��ت ا���&�   Socket و;+IH ح(3 ا

Blocking  gO.;و Get أو Set ن ال��/.+h) إذا آ socket س"!�م ال; Blocking Modee أم   

Connected  ن��ص�) $%t+ة �/.+h) إذا آ!� I* DS"* Remote ال Socketال  وPس"!�م ه�7 ا
Hoste أم   

Handle  ال I* D*��م ا�"'��D ا�7ي ;".^� (h+./�   Socket و;س"!�م 

ProtocolType 7ي ;س�   Socket"!�م gh ال  و;س"!�م �/.+h) ا�&+و1Pآ1ل ا

RemoteEndPoint  ال BK ت�*1-.* IH+;و Socket ال I* 7ي ;س"!�م�   Remote Host ا

  
 :��pvدا*�'�Cوآ
�3ل 

:#C   
using System; 
using System.Net; 
using System.Net.Sockets; 
class Socket_ Properties 
{ 
    public static void Main() 
    { 
        IPAddress ia = IPAddress.Parse("127.0.0.1"); 
        IPEndPoint ie = new IPEndPoint(ia, 8000); 
        Socket fmo = new Socket(AddressFamily.InterNetwork, 
               SocketType.Stream, ProtocolType.Tcp); 
        Console.WriteLine("AddressFamily: {0}", 
               fmo.AddressFamily); 
        Console.WriteLine("SocketType: {0}", 
               fmo.SocketType); 
        Console.WriteLine("ProtocolType: {0}", 
               fmo.ProtocolType); 
        Console.WriteLine("Blocking: {0}", fmo.Blocking); 
        fmo.Blocking = false; 
        Console.WriteLine("new Blocking: {0}", fmo.Blocking); 
        Console.WriteLine("Connected: {0}", fmo.Connected); 
        fmo.Bind(ie); 
        IPEndPoint iep = (IPEndPoint)fmo.LocalEndPoint; 
        Console.WriteLine("Local EndPoint: {0}", 
                iep.ToString()); 
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        fmo.Close(); 
    } 

} 

VB.NET: 
imports System 
imports System.Net 
imports System.Net.Sockets 
 
Public Shared Sub Main() 
    Dim ia As IPAddress = IPAddress.Parse("127.0.0.1") 
    Dim ie As IPEndPoint = New IPEndPoint(ia, 8000) 
    Dim fmo As Socket = New Socket(AddressFamily.InterNetwork, 
SocketType.Stream, ProtocolType.Tcp) 
    Console.WriteLine("AddressFamily: {0}", fmo.AddressFamily) 
    Console.WriteLine("SocketType: {0}", fmo.SocketType) 
    Console.WriteLine("ProtocolType: {0}", fmo.ProtocolType) 
    Console.WriteLine("Blocking: {0}", fmo.Blocking) 
    fmo.Blocking = False 
    Console.WriteLine("new Blocking: {0}", fmo.Blocking) 
    Console.WriteLine("Connected: {0}", fmo.Connected) 
    fmo.Bind(ie) 
    Dim iep As IPEndPoint = CType(fmo.LocalEndPoint, IPEndPoint) 
    Console.WriteLine("Local EndPoint: {0}", iep.ToString) 
    fmo.Close() 

End Sub 

  :<����p 4> ا�
ع�.*�ت ا������

AddressFamily: InterNetwork 
SocketType: Stream 
ProtocolType: Tcp 
Blocking: True 
new Blocking: False 
Connected: False 
Local EndPoint: 127.0.0.1:8000 
Press any key to continue . . . 
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�3��k :UDP Classes Members& TCP  :  
  

 eالأو Classesل��ص) $!�   :Oriented Protocol  TCP Connection ا
  

  
 
1-Class TcpClient : ¬ال ح� B* (K1/)* <-K ح"1يPMethods وال Properties 

g-; �  :وهg آ/
  

eأو : �i$ (ص�!�   :TCPClient Methodsأه3 ا�/�1tد ا
  

Connect : ال I* ل�SPeا (�-/K اء+H2 س"!�مPوserver 1ان ال:K �i�h ح�¬ �/+ر IP 
�ص $�ل !� : وآ/� ;-Portg و ر39 الServerا

:#C   
TcpClient tcp = new TcpClient(); 

tcp.Connect(IPAddress.Parse("192.168.1.1"),5020); 

 
VB.NET: 
Dim tcp As TcpClient = New TcpClient 
 tcp.Connect(IPAddress.Parse("192.168.1.1"), 5020) 
 

Close : ال I* ل�SPeء ا�i�sTCP Socket.  
EndConnect:  ء�i�sAsynchronies Connection IH+P ¬ح� Asynchronies Result .  
GetStream : اءة ال+,� K gh/-�) اsر#�ل و B* Socket ال Streamو;س"!�م 

�ل&,"#eا.  
  

����u : ص��S!�   :TCPClient Propertiesأه3 ا
  

LingerState :  7jGPوget أو Set ال (h+.* ح�;� أو"� Linger Time   
NoDelay : 7jGPوget أو Set (h+.* ح�;� أو"� e أم +�jG"� B�.* �9ك و�  إذا آ�ن ه:

ExclusiveAddressUse : 7jGPوget أو Set (h+.* ح�;� أو"� ;س/� Socketال 
�#"!�ام ال $Client Porte أم .  

SendBufferSize و ReceiveBufferSize : 7jGPوget أو Set (h+.* ح�;� أو"�ح(3  
  .TCP Client Object وا�/.+ف stream gh ا�/س"!�م gh ال Bufferال 

SendTimeout و ReceiveTimeout : 7jGPوget أو Set (h+.* ح�;� أو"�  �91�ا
 gO.; ¬ل ح��&,"#sل أو ا��ح �./-�) اsر#"/��) أ�ه �Time Out �); 3ا� gh ح

  .ا�O+ف اoj +j2ل h"+ة ز*:�) *.�:)
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2-Class TcpListener : ¬ال ح� B* (K1/)* <-K ح"1يPMethods وال Properties 
g-; �  :وهg آ/

  
  

e1: أوt�/�� أه3 اi$ (ص�!�   :MethodsTcpListener د ا
  

AcceptSocket : ال I* ل�SPeا (�-/K 1ل&,�  .ClientوPس"!�م 
Start :  gوهOverloaded Method د�K �;ح�P 3"; �i���) P/+;+ ر39 إ� ح�¬ ا�ه gh ح

�$1ر أو ال O� و$�ون Pح�;� رQouee ��S; B�.* 39اwiH2ة ا�"P gس/� 1H1$ده� gh ا
  .*ح�د Qouee +�dال 

Stop :  ال gh �i.kو D�T;و �:S"� K:� ا#"!�ام FinallyوPس"!�م odsق K/-�) ا
�) ح�وث أي Catch و ال Tryال ��ء K/-�) ا�"gh �:S حiح"> ;"3 إ� Exception.  
  

����u : gh ص��S!�  :TcpListenerأه3 ا
  

LocalEndpoint :  ال IH+; ¬ح�IPور39 ال Port ال gh س"!�م/� LocalEndpoint ا
  .ا�/ح�د
Server : ال gh 1دt�/���ص و اS!�� �س"I�O ا�1ص1ل إ�> آD اi�oj B*وTCP Server 

� *Dt ال ,$�# �    و�d+ه�Listenو  Receive وال Sendto وال Acceptوا�"V g+ح:�ه
  

 ����uال Classes ل��ص) $!�   :Protocol  UDP Connectionless ا
  
1-Class UdpClient:  �;+."�� UDP Datagram Protocol ConnectionوPس"!�م :/9 

 �i.* D*�."�� واiT;+."$ �,$�� وهg آ/� ;-g ا�(wءوgh ه7ا #iP�  : #:&�B أه3 *ح"1;
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 �i$ (ص�!���ص اS!�  :و*B أه3 ا�/�1tد وا
  

JoinMulticastGroup و DropMulticastGroup : 3���ء ��K:1ان أو *(K1/) أو إ
 B;و�:.�  .B* Multicast Group ال*B ا

EnableBroadcast : 7jGPوGet أو Set ال D�.T"� Broadcasting ال gh socket.  
MulticastLoopback : 7jGPوGet أو Set  ح�;� الP أو (h+./�Mlticast Loopback.  

  
  
2-Class MulticastOption : ال gh و;س"!�مMulticasting 3"; ¬ح�  B;w!PIP 

Address List gh �i.* D*�."� Multicast Group D/.� Join و Drop 2ي Multicast 
Group�&,"#e (;1�K (h�ks ل�t/آ g-; �   : Multicast ر#��D ل وPس"!�م آ/

  
vف ال أو+.� UDP Socket g-; � : وآ/

:#C   
mcastSocket = new Socket(AddressFamily.InterNetwork,SocketType.Dgram, 
ProtocolType.Udp); 
  
VB.NET: 
mcastSocket = New Socket(AddressFamily.InterNetwork, SocketType.Dgram, 
ProtocolType.Udp) 
 

����k �;+."$ 1م,� Address List ال �i���ه gh ال 3u IP �س:� إ�j7ي �+;� إد� Group ا
�س%1ت $�#"!�ام ا�/�1tد Userأو �(.D ال �$ �iO$+� سهT:$ 1ان:.� وآ/� Dj�; Bind ا

 g-;: 
:#C   

IPAddress localIPAddr = IPAddress.Parse(Console.ReadLine()); 
mcastSocket.Bind(IPlocal); 
 

VB.NET: 
Dim localIPAddr As IPAddress = IPAddress.Parse(Console.ReadLine) 
 mcastSocket.Bind(IPlocal) 
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�3��k 1م $".+;� ال,� Multicast Option �� ا�.:1ان ا�/ح�د آ/i� :;-g و�س:� 
:#C   

MulticastOption mcastOption; 
mcastOption = new MulticastOption(localIPAddr); 
 
VB.NET: 
Dim mcastOption As MulticastOption 
 mcastOption = New MulticastOption(localIPAddr) 
 

�رو*�"+ا$ (uou 1دt�/�  ا2ول �"ح�;�تو*3u B ���� ا�"��+ K-> ال ح�¬ 7jGP ه�7 ا
 <-K +���"�� هUDP �7 أو TCP أو Socket أو IPv6 <-K أو IP <-K*س"1ى ا:"�� وgh ح

 <-K +��"� وMulticast Group gh إ�> IP إذ *� �+;�� هIP 3k  1#1ف �س"!�م ا
 (h�kإ B�$ ر��"jeا B%/;1;) و�K (h�kح�¬ �+;� إ +���"���g �ح�د �1ع اt��رو*�"+ ا&�ا

�ء 1�K;)   أو إ��1�KAddMembership;ه DropMembership ه ال�� وأ�j+ا �س:� إ
MulticastOption Objectg-; ���ه  و آ/'� $ �  : وا�7ي 9/:

C#: 
mcastSocket.SetSocketOption(SocketOptionLevel.IP,  
SocketOptionName.AddMembership,mcastOption); 

  
VB.NET: 
mcastSocket.SetSocketOption(SocketOptionLevel.IP, 
SocketOptionName.AddMembership, mcastOption)  
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3.2 : ProgrammingAsynchronous Sockets:   
  

 $'%D أآBK Asynchronous Socket +t ا#"!�ام ال ا�(wء#1ف �"ح�ث gh ه7ا 
� و#1ف �B* (K1/)* ¨&O اt*2-) ا�./-�) K-> ا#"!�ام ,$�� $ه #:uح�P �/K o�STP

Peت ا�%&'��ت ا�)*+$ gh B*اw"* +����ل اS...  
 gh D/.��ت ا�"P gح"�ج إ�> ا�)*+&��ل ا�/"wا*�H 3i* Bا gh اSPeوف أن ا+./�*B ا

 (�-/.��ء اi"ا� �.$ <��ل jÀ +*2+ إSPeام ا�!"#�ا�B*w ا�ح,�,g ح�¬ e ;س/� $
�ر;) وا#"!�ا*)��ت ا�"Dt* �-O"P g ه�7 ا2*1ر eها�-/.� آ�H 3i*  �S:; e Bا gh ا

�ت Pس"!�م ���&-��) إذا آ��� ا�(i) ا�/س",&-) � Slowأ$�ا ا#"!�ا*ه gh ح
Connection ال <-K (%&'��د ا/"K��ز;B ا�/+#I* D ا�/س",&D أو Dialup آi)��+$< ا 

�C *(/K1) آ&�+ة *B ا�/س"!�*�P Bس"!�م ال��) إذا آ�ن ه:� ح�¬ ghServer ح
/�س"!�*�K B-> ا�'&%) *B إH+اء K/-�) اsر#�ل I:/; gh ا2#-1ب ا�/"wا*B $,�) ا

�) آ1ن ال ��ز Server +jÀحiH B* ت����$ D&,"ام ،   ;س�!"#�$ �S:; (��وgh ه�7 ا�ح
�م $.�ة �,��*� ا�+&��) إذا أرد�� *B ا��ل ا���+ ا�/"wا*B إذ ;."&+ *�H 3iا gh حSPeا

�م وT� <-Kس ال i*Threadا�!"#�� ،  T� Connectionس ال م و$,$�# �أو آ/� ذآ+�
�ل $gOء �س&�� أو ا�ه ;�K �H1د *س"!�*�B ;س"!�*1ن �Tس SPeن ا��) إذا آ�gh ح

   ..Serverال 
   
  

 vأو Asynchronous Socket Class and its members:   
  

�ل �d+ ا�/"wا*B* (K1/)/$ B ال SPeوت ��� ا�� ا�/1H1دة B/k ال 3K�Pmethods ا
Socket Class"; g"�� *B ال  واi��K�"#3 اSystem.Net.Socket Namespaces �9و 

 Beginو�%gh  ، D $�ا;) أ#3 ا�/�1tدw�*Beginت ا��وت ��� ه�7 ا�/�1tدس 1H1$د ال 
Method �H1; Method End ع�Hرs س"!�مP g"�� واi� (-$�,* callback result �:K 
�ء ال i"ا�Begin Methodg-; � : *B ا�":7�T وهg آ/
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1- BeginAccept 1ل ال&,�  Object وإ#:�د� إ�> الClient Request و Pس"!�م 
AsyncCallback ال B%/"; 1ف# (,;+O� *B ا#",&�ل �Kد Server و$�#"!�ام ه�7 ا

�ء *B ا�./-�) B*Clients Requests ال i"�eر ا�^"�e (H� T� ghس ا��91 و$�ون ا�ح
�ء اK�"#ة ا+* Dآ gh 3"; ¬ر;) ح��)��/�1tد $�#"!�ام ال اAsyncCallback Delegate 

g-; � :وPس"!�م آ/� ;-g آ/
:#C   

m_mainSocket = new Socket(AddressFamily.InterNetwork, 
SocketType.Stream,ProtocolType.Tcp); 
IPEndPoint ipLocal = new IPEndPoint (IPAddress.Any, 5020); 
 
m_mainSocket.Bind (ipLocal); 
m_mainSocket.Listen (10); 
m_mainSocket.BeginAccept (new AsyncCallback (Client_request_method), 
null); 

 
VB.NET: 
m_mainSocket = New Socket(AddressFamily.InterNetwork, 
SocketType.Stream, ProtocolType.Tcp)  
Dim ipLocal As IPEndPoint = New IPEndPoint(IPAddress.Any, 5020) 
 m_mainSocket.Bind(ipLocal)  
 m_mainSocket.Listen(10)  
 m_mainSocket.BeginAccept(New AsyncCallback(Client_request_method), 
Nothing) 

 
�h) ال kح�¬ #�"3 إClient Requestgh Reference  Callback ¨$� *:BK DST ا�س
�ل ال methodوه:� B* �$e إ�'�ء &,"#e Client Request ء ال�iوإ� Client Accepted 

Object 1دt�/��#"!�ام ا$ EndAccept :  
C#: 
public void Client_request_method(IAsyncResult ar) 
    { 
Socket listener = (Socket)ar.AsyncState; 
Myclient = listener.EndAccept(ar); 
Myclient.Send(/* data to be send*/ ); 
listener.BeginAccept(new AsyncCallback(Client_request_method), listener); 
Console.WriteLine("Socket connected to {0}", 
client.RemoteEndPoint.ToString());    } 
 
VB.NET: 
Dim listener As Socket = CType(ar.AsyncState, Socket) 
 Myclient = listener.EndAccept(ar)  
 Myclient.Send  
 listener.BeginAccept(New AsyncCallback(Client_request_method), listener)  
 Console.WriteLine("Socket connected to {0}", 
client.RemoteEndPoint.ToString) 

 
  gh2005Dot Net أص&ح� ال  BeginAccept Methodg-; ��ل آ/%Vة أ�K 7jGP :  

  
 State و AsyncCallBack Delegate و7jGP 2005 و 2003ا�'%D ا2ول gh ا��وت ��� 

Object ال (���ع *.-1*�ت BK حHرs Request ال gh Socketg-; � : وآ/
MySocket.BeginAccept(AsyncCallback , object state)  
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��gh g ا��وت ��� t��ت ا�/س"-/) 2005ا�'%D ا���&� ح�¬ ;/%:�h Cه Pح�;� ح(3 ا

MySocket.BeginAccept(int Data_ Receive_Size , AsyncCallback , object state)  
 
 

�¬ gh ا��وت ��� �t�  Accepted Socket ح�¬ $/%�h Bه Pح�;� ال 2005ا�'%D ا
MySocket.BeginAccept(Socket accept_Socket ,int Data_ Receive_Size , 
AsyncCallback , object state) 
  

2- BeginConnect أ�&� K Socket-> ال Asynchronous Connection وPس"!�م 
� ال  ا�/ح�دPortور39 الi� وال Asynchronous Callback وال IPEndPoint ح�¬ ;س:� 

State Object-; �  :g وآ/
MySocket.BeginConnect(EndPoint IP,Syncallback Result,object state) 
 

�لt/آ g-; � :وPس"!�م آ/
:#C   

Socket MySocket = new Socket (AddressFamily.InterNetwork, 
SocketType.Stream, ProtocolType.Tcp); 
IPEndPoint ipend = new IPEndPoint(IPAddress.Parse("192.168.1.101"), 
5020); 
 
 MySocket.BeginConnect(ipend, new AsyncCallback(Connected), MySocket); 
 
VB.NET: 
Dim MySocket As Socket = New Socket(AddressFamily.InterNetwork, 
SocketType.Stream, ProtocolType.Tcp) 
Dim ipend As IPEndPoint = New 
IPEndPoint(IPAddress.Parse("192.168.1.101"), 5020) 
 

 : آ/� ;-P 3"; CallBack Socketgح�;� ال ghConnected Method ال 
:#C   

        public static void Connected(IAsyncResult iar) 
        { 
            Socket sock = (Socket)iar.AsyncState; 
            try 
            { 
                sock.EndConnect(iar); 
            } 
            catch (SocketException) 
            { 
                Console.WriteLine("Unable to connect to host"); 
            }} 
 
VB.NET: 
Public Shared Sub Connected(ByVal iar As IAsyncResult) 
    Dim sock As Socket = CType(iar.AsyncState, Socket) 
    Try 
        sock.EndConnect(iar) 
    Catch generatedExceptionVariable0 As SocketException 
        Console.WriteLine("Unable to connect to host") 
    End Try 
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End Sub 
 

3- BeginReceive ال B* ت����ل $�&,"#s س"!�مPو Client gh �i:;w!Pو Byte 
Arrayg-; �� آ/i� (*�.� : وا��S�) ا

 
MySocket.BeginReceive(Byte[] buffer,int offset, SocketFlags,AsyncCallback, 
object sate) 
 

�لt/آ g-; � :و;س"!�م آ/
:#C   

byte[] data = new byte[1024]; 
 MySocket.BeginReceive(data, 0, data.Length, SocketFlags.None, new 
AsyncCallback(ReceivedData), MySocket); 
 
void ReceivedData(IAsyncResult iar) 
        { 
     Socket remote = (Socket)iar.AsyncState; 
     int recv = remote.EndReceive(iar); 
     string receivedData = Encoding.ASCII.GetString(data, 0, recv); 
     Console.WriteLine(receivedData); 
        } 
 
VB.NET: 
Dim data(1024) As Byte 
MySocket.BeginReceive(data, 0, data.Length, SocketFlags.None, New 
AsyncCallback(ReceivedData), MySocket) 
 
Sub ReceivedData(ByVal iar As IAsyncResult) 
    Dim remote As Socket = CType(iar.AsyncState, Socket) 
    Dim recv As Integer = remote.EndReceive(iar) 
    Dim receivedData As String = Encoding.ASCII.GetString(data, 0, recv) 
    Console.WriteLine(receivedData) 
End Sub 
 

�ت *I91* B *ح�د BeginReceiveFromآ/� Pس"!�م ا�/�1tد ���&��ل ا&,"#s  ام�!"#�$
   .IPEndPoint Refrance Object ا�س�$¨  ا�"+آ��ح�¬ ;��ف إ�> UDPال 
  
4- BeginSend ال +&K D&,"س/��ت إ�> ا�O+ف ا�� وPس"!�م sر#�ل $�

Asynchronous Socket g-; �� آ/i� (*�.� :وا��S�) ا
 
MySocket.BeginSend (Byte[] buffer,int offset, SocketFlags,AsyncCallback, 
object sate) 
 

�لt/آ g-; � :وPس"!�م آ/
:#C   

private static void SendData(IAsyncResult iar) 
 { 
            Socket server = (Socket)iar.AsyncState; 
            int sent = server.EndSend(iar); 
  } 
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byte[] data = Encoding.ASCII.GetBytes("Hello Word"); 
MySocket.BeginSend(data, 0, data.Length, SocketFlags.None, 
new AsyncCallback(SendData), MySocket); 
  
VB.NET: 
Private Shared Sub SendData(ByVal iar As IAsyncResult) 
    Dim server As Socket = CType(iar.AsyncState, Socket) 
    Dim sent As Integer = server.EndSend(iar) 
End Sub 
Dim data As Byte() = Encoding.ASCII.GetBytes("Hello Word") 
MySocket.BeginSend(data, 0, data.Length, SocketFlags.None, AddressOf 
SendData, MySocket) 
 

�ت sر#�ل BeginSendtoآ/� Pس"!�م ا�/�1tد ���&� *ح�د Remote Host إ�> ا
�#"!�ام ال $UDP <�   .IPEndPoint Refrance Object ا�س�$¨  ا�"+آ��ح�¬ ;��ف إ

 
 

 : وه�2005 آ
� '\ إ���7 *	
.#� *[ ا�
�3.د ا�	د;دة �� ا�دوت ��� -5
BegonDiconnect ل و�SPeء ا�i�s BeginSendFiles  ل *-� و ال�ر#

BeginReceiveMessageFrom ت����&��ل �Kد *ح�د *B ا&,"#s س"!�مP g"� وا
�ن *ح�د gh ال %* gh �i:;w!PوBufer..   

 
 g��"�:ا�"+آ�� ا BeginSendFile 7jGP ال   

MySocket.BeginSendFile(string filename,AsyncCallback Asyn,object state) 
 
  

�BeginReceiveMessageFromgوال �"�  : ا�"+آ�� ا
MySocket.BeginReceiveMessageFrom(byte Buffer ,int offset,int 
size,SocketFlags sf,ref EndPoint,AsyncCallback ascb,object state) 
 

 
�BegonDiconnect gوال �"�  :ا�"+آ�� ا

MySocket.BeginDisconnect(bool reuseSocket,AsyncCallback ascb,object state) 
 

����k : ت ال� �"?'Asynchronous Socket ��� ا�دوت �� :  
  

�ل ا���+ *"wا*B* (K1/)/$ B ا�/+احP D&�أ $ �'�ء الSPeا (�-/K +/PObject Socket 
�&�أ  BeginConnect $.� ذ�P 3"; C.+;� ال ghServer Side ال  Asynchronous 

Connection ال <-K Socket  د� Method والObject IPEndPoint ح�¬ ;"3 إ#:
Asynchronous Callback وال State Object ل�SPeا (�-/K (��� وP&�أ gh ه�7 ا�حi� 

�ل $Socket ،  ال <��,&1ل ال BeginAcceptو$.� ذ�P C/+ر إ Client Request 3"; ¬ح� 
 D#+;و �-O�� $,&1ل ا�(-س) Client إ�> ال 9Acknowledgement&1ل اi�h ه/-.�� 

� ل $.� ا�/1اK (,h-> ا�(-س) ا�&�ء $�sر#�Client&�ء �Áر#�ل و ;س"I�O ال وإ*%���) ا
�#"!�ام ا�/�1tد $BeginSend ال D&,"و;س Server ال B* (��#+��#"!�ام Client ا$ 

� h ن �%BeginReceive (�-/K Dا�/�1tد ,$�# �� ا�/�1tد Begin وآ/� ذآ+�i-$�,P End 
�ل TThreadس ال  Hs+اء K/-�) أj+ى K-> �د�o#".�اSPeا w�* ��*� وه1 *�+&� gh ا

B*اw"/��ل اSPeا BK B*اw"* +���  .ا
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 �*��ه�3 ا�س�$,) #1ف �,1م اºن $ �'�ء $+�T/� Client/Server Chatting و$:�ء K-> ا
�ت K �/".;Asynchronous Socket-> ال ���&�  . sر#�ل وا#",&�ل ا

  
�gو�-&�ء 39 $ �'�ء *'+وع �H;� آ/�"�� gh ا�'%D ا:  

  

  
  

 : ا������pNamespaces.ف ����دم ال 
:#C   

using System.Net; 
using System.Net.Sockets; 
using System.Text;  
 
VB.NET: 
Imports System.Net 
Imports System.Net.Sockets 
Imports System.Text 
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Main Class( ���7�� \1أي �عد 'ع�;% ال  (��Global Declaration ال 
 :  ا��ع�ر;% ا������

:#C   
public class Form1 : System.Windows.Forms.Form 
 { 
Socket server = new Socket(AddressFamily.InterNetwork,SocketType.Stream, 
ProtocolType.Tcp); 
IPEndPoint iep = new IPEndPoint(IPAddress.Any, 5020); 
private byte[] data = new byte[1024]; 
private int size = 1024; 
 
VB.NET: 
Public Class Form1 Inherits System.Windows.Forms.Form 
 
Private server As Socket = New Socket(AddressFamily.InterNetwork, 
SocketType.Stream, ProtocolType.Tcp) 
 Private iep As IPEndPoint = New IPEndPoint(IPAddress.Any, 5020) 
 Private data As Byte() = New Byte(1024) {} 
 Private size As Integer = 1024 
  

�ع�ف ��Form Load ال p 4�> 1\ �����7 ا��.د ا����� Connection 
 k\ 'ع�;% #
��� 1".ل اv'/�ل Port 5020 و;ع
o #�5 الTCP;ع�
د #�5 ال 
  :��p��BeginAcceptدام ال 

:#C   
private void Form1_Load(object sender, System.EventArgs e) 
{ 
server = new Socket(AddressFamily.InterNetwork,SocketType.Stream, 
ProtocolType.Tcp); 
IPEndPoint iep = new IPEndPoint(IPAddress.Any, 5020); 
server.Bind(iep); 
server.Listen(5); 
server.BeginAccept(new AsyncCallback(AcceptConn), server); 
} 
 
VB.NET: 
Private Sub Form1_Load(ByVal sender As Object, ByVal e As 
System.EventArgs) 
    server = New Socket(AddressFamily.InterNetwork, SocketType.Stream, 
ProtocolType.Tcp) 
    Dim iep As IPEndPoint = New IPEndPoint(IPAddress.Any, 5020) 
    server.Bind(iep) 
    server.Listen(5) 
    server.BeginAccept(New AsyncCallback(AcceptConn), server) 
End Sub 
 

 Accepted وا��ي ��p\ ��ه إ��Cء ال kAccept Callback Method\ إ�=�ء 
Request دام ال��p�� EndAccept Method ل�pو�عد ذ�� إر 

Acknowledgement إ�5 ال Client op�'ل ا�?�� و." � �C�� ��"�' 
  : آ
� ;����p��BeginSend Methodدام ال 

  
  



 64

:#C   
void AcceptConn(IAsyncResult iar) 
{ 
Socket oldserver = (Socket)iar.AsyncState; 
Socket client = oldserver.EndAccept(iar); 
conStatus.Text = "Connected to: " + client.RemoteEndPoint.ToString(); 
string stringData = "Welcome to my server"; 
byte[] message1 = Encoding.ASCII.GetBytes(stringData); 
client.BeginSend(message1, 0, message1.Length, SocketFlags.None,new 
AsyncCallback(SendData), client); 
} 
 
VB.NET: 
Sub AcceptConn(ByVal iar As IAsyncResult) 
    Dim oldserver As Socket = CType(iar.AsyncState, Socket) 
    Dim client As Socket = oldserver.EndAccept(iar) 
    conStatus.Text = "Connected to: " + client.RemoteEndPoint.ToString 
    Dim stringData As String = "Welcome to my server" 
    Dim message1 As Byte() = Encoding.ASCII.GetBytes(stringData) 
    client.BeginSend(message1, 0, message1.Length, SocketFlags.None, New 
AsyncCallback(SendData), client) 
End Sub 
 
 

  : وآ
� ;���C�� BeginSendء ال kSend Callback method\ إ�=�ء 
:#C   

void SendData(IAsyncResult iar) 
{ 
Socket client = (Socket)iar.AsyncState; 
int sent = client.EndSend(iar); 
client.BeginReceive(data, 0, size, SocketFlags.None,new 
AsyncCallback(ReceiveData), client); 
} 
 
VB.NET: 
Sub SendData(ByVal iar As IAsyncResult) 
    Dim client As Socket = CType(iar.AsyncState, Socket) 
    Dim sent As Integer = client.EndSend(iar) 
    client.BeginReceive(data, 0, size, SocketFlags.None, New 
AsyncCallback(ReceiveData), client) 
End Sub 
 

 : وآ
� ;���C�� BeginReceiveء ال kReceive Callback method\ إ�=�ء 
  

:#C   
void ReceiveData(IAsyncResult iar) 
{ 
Socket client = (Socket)iar.AsyncState; 
int recv = client.EndReceive(iar); 
 if (recv == 0) 
 { 
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  client.Close(); 
  conStatus.Text = "Waiting for client..."; 
  server.BeginAccept(new AsyncCallback(AcceptConn), server); 
  return; 
 } 
string receivedData = Encoding.ASCII.GetString(data, 0, recv); 
results.Items.Add(receivedData); 
byte[] message2 = Encoding.ASCII.GetBytes(receivedData); 
client.BeginSend(message2, 0, message2.Length, SocketFlags.None,new 
AsyncCallback(SendData), client); 

  } 
 
VB.NET: 
Sub ReceiveData(ByVal iar As IAsyncResult) 
    Dim client As Socket = CType(iar.AsyncState, Socket) 
    Dim recv As Integer = client.EndReceive(iar) 
    If recv = 0 Then 
        client.Close() 
        conStatus.Text = "Waiting for client..." 
        server.BeginAccept(New AsyncCallback(AcceptConn), server) 
        Return 
    End If 
    Dim receivedData As String = Encoding.ASCII.GetString(data, 0, recv) 
    results.Items.Add(receivedData) 
    Dim message2 As Byte() = Encoding.ASCII.GetBytes(receivedData) 
    client.BeginSend(message2, 0, message2.Length, SocketFlags.None, New 
AsyncCallback(SendData), client) 
End Sub 
  
  

 وا�ن p.ف � .م ���=�ء ����*� ال Serverوه�� 1د '\ ا�C��vء *[ ����*� ال 
Clientا����� o�=ا� �� �
  : و��"دء 1\ ���=�ء *=�وع �د;د آ
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 : ا������pNamespaces.ف ����دم ال 
:#C   

using System.Net; 
using System.Net.Sockets; 
using System.Text; 
 
VB.NET: 
imports System.Net 
imports System.Net.Sockets 
imports System.Text 
 

Main Class( ���7�� \1أي �عد 'ع�;% ال  (��Global Declaration ال 
 :  ا��ع�ر;% ا������

:#C   
public class Form1 : System.Windows.Forms.Form 
{ 
 private Socket client; 
 private byte[] data = new byte[1024]; 
 private int size = 1024;   
 

  : 1\ ������ ا��.د ا�������Connect Button ال 
:#C   

conStatus.Text = "Connecting..."; 
Socket newsock = new Socket(AddressFamily.InterNetwork, 
SocketType.Stream, ProtocolType.Tcp); 
IPEndPoint iep = new IPEndPoint(IPAddress.Parse(textBox1.Text), 5020); 
newsock.BeginConnect(iep, new AsyncCallback(Connected), newsock); 

 
VB.NET: 
Private client As Socket 
Private data As Byte() = New Byte(1024) {} 
Private size As Integer = 1024 
 
 
conStatus.Text = "Connecting..."  
Dim newsock As Socket = New Socket(AddressFamily.InterNetwork, 
SocketType.Stream, ProtocolType.Tcp) 
Dim iep As IPEndPoint = New IPEndPoint(IPAddress.Parse(textBox1.Text), 
5020) 
newsock.BeginConnect(iep, New AsyncCallback(Connected), newsock) 

  
 : آ
� ;��kCallback Connect method\ 1\ ���=�ء 

:#C   
void Connected(IAsyncResult iar) 
{ 
client = (Socket)iar.AsyncState; 
 try 
 { 
client.EndConnect(iar); 
conStatus.Text = "Connected to: " + client.RemoteEndPoint.ToString(); 
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client.BeginReceive(data, 0, size, SocketFlags.None, new 
AsyncCallback(ReceiveData), client); 
 }  
catch (SocketException) 
  { 
 conStatus.Text = "Error connecting"; 
  } 
} 
 
 
VB.NET: 
Sub Connected(ByVal iar As IAsyncResult) 
    client = CType(iar.AsyncState, Socket) 
    Try 
        client.EndConnect(iar) 
        conStatus.Text = "Connected to: " + client.RemoteEndPoint.ToString 
        client.BeginReceive(data, 0, size, SocketFlags.None, New 
AsyncCallback(ReceiveData), client) 
    Catch generatedExceptionVariable0 As SocketException 
        conStatus.Text = "Error connecting" 
    End Try 
End Sub 
 

 : وآ
� ;���C�� BeginReceiveء ال kReceive Callback method\ إ�=�ء 
 

:#C   
void ReceiveData(IAsyncResult iar) 
{ 
Socket remote = (Socket)iar.AsyncState; 
int recv = remote.EndReceive(iar); 
string stringData = Encoding.ASCII.GetString(data, 0, recv); 
results.Items.Add(stringData); 
} 
 
 
VB.NET: 
Sub ReceiveData(ByVal iar As IAsyncResult) 
    Dim remote As Socket = CType(iar.AsyncState, Socket) 
    Dim recv As Integer = remote.EndReceive(iar) 
    Dim stringData As String = Encoding.ASCII.GetString(data, 0, recv) 
    results.Items.Add(stringData) 
End Sub 
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   :kSend Button\ إ���7 ا��.د ا����� �� ال 
:#C   

try 
{ 
byte[] message = Encoding.ASCII.GetBytes(newText.Text); 
newText.Clear(); 
client.BeginSend(message, 0, message.Length, SocketFlags.None,new 
AsyncCallback(SendData), client); 
newText.Focus(); 
} 
catch(Exception ex){MessageBox.Show(ex.Message);} 
 
VB.NET: 
Try  
Dim message As Byte() = Encoding.ASCII.GetBytes(newText.Text) 
 newText.Clear  
 client.BeginSend(message, 0, message.Length, SocketFlags.None, New 
AsyncCallback(SendData), client)  
 newText.Focus  
Catch ex As Exception  
Msgbox(ex.Message)  
End Try 
 

  : وآ
� ;���C�� BeginSendء ال kSend Callback method\ إ�=�ء 
  

:#C   
void SendData(IAsyncResult iar) 
{ 
 try 
 { 
 Socket remote = (Socket)iar.AsyncState; 
 int sent = remote.EndSend(iar); 
remote.BeginReceive(data, 0, size, SocketFlags.None, new 
AsyncCallback(ReceiveData), remote); 
   } 
catch(Exception ex){MessageBox.Show(ex.Message);} 
 
} 
 
VB.NET: 
Sub SendData(ByVal iar As IAsyncResult) 
    Try 
        Dim remote As Socket = CType(iar.AsyncState, Socket) 
        Dim sent As Integer = remote.EndSend(iar) 
        remote.BeginReceive(data, 0, size, SocketFlags.None, New 
AsyncCallback(ReceiveData), remote) 
    Catch ex As Exception 
Msgbox(ex.Message) 
    End Try 
End Sub 
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 : وآ
� ;���C�� BeginReceiveء ال kReceive Callback method\ إ�=�ء 

 
:#C   

void ReceiveData(IAsyncResult iar) 
{ 
 try 
 { 
Socket remote = (Socket)iar.AsyncState; 
int recv = remote.EndReceive(iar); 
string stringData = Encoding.ASCII.GetString(data, 0, recv); 
results.Items.Add(stringData); 
 } 
 catch(Exception ex){MessageBox.Show(ex.Message);} 
} 
 
VB.NET: 
Sub ReceiveData(ByVal iar As IAsyncResult) 
    Try 
        Dim remote As Socket = CType(iar.AsyncState, Socket) 
        Dim recv As Integer = remote.EndReceive(iar) 
        Dim stringData As String = Encoding.ASCII.GetString(data, 0, recv) 
        results.Items.Add(stringData) 
    Catch ex As Exception 
Msgbox(ex.Message) 
    End Try 
End Sub 

  
�� ��ن ����*� ال �>v �
 <�v Server 4 ;���% آ��3ا #[ ����*� ال Clientوآ

 أ*� BeginAccept Method وال Socket Connection ال �Serverع�ف �� ال 
�ع�ف ال ��Client ال � Socket Connection و ال BeginConnect Method  

 �� �C�   ...Clientل  واServerو'" 5 #
��� ا�ر�pل وا�pv "�ل ه� �0
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Dot Net Networks & TCP/IP Programming 

Chapter 4  
Advanced Multicasting Systems 
 
 

Advanced Multicasting Systems 
 

A. Architecture of Multicast Sockets 
B. Using Multicast Sockets with .NET 
C. Multicast Conferencing Systems: 

1. Full/Half Duplex Multicast Video 
Conferencing System. 

2. Full/Half Duplex Multicast Desktop 
Conferencing System. 

3. Full/Half Duplex Multicast Text 
Conferencing System 
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�\ ا] ا��<
[ ا��<�\�  
  

4.1: Advanced Multicasting Systems : 
  

� $".+;� ال ,$�# �:/9Multicasting ال B�$و �i:�$ ق+T� و$�:� Broadcasting و$�:� ا
� gh ا��وت ��� وgh ه�7 i.* D*�."�� وآ��T) اiKءأ�1اw)�� $'%D اi:K 1ف �"ح�ث# 

�ص) $+*(��ت ال jت و�%&'��ت ا�)*+$ gh ة+�&%�� اi"�/2ه C�أآo�STP +t وذ
Conferencing...  

  
 vأو  :Architecture of Multicast Sockets :  

  
�*I* D ال ."� و$�#"!�ام ال 1P+$ +&K UDPآ1ل ال B*Multicasting ا�/.+وف ا�ه ;"3 ا

Class D Subnet Mask 1آ1ل الP+$ ام�!"#��ت $K1/)/� – IGMP وK 3"P/-�) إدارة ا
Internet Group Management Protocol ال B* ءwH 17ي ه� Internet Protocol وا

Model"��h g ن $+1Pآ1ل ال  وآ/� ;"�� *B ا�'%D ا�IGMP ت��-/K <-K ح"1ي; 
�ت ���&-��) (ا�"ح,¨ *B ا�1ص1ل ا�س-�3 �#+� g-%��ت ا���&�ح�¬ ;"3 إر#�ل ح(3 ا

+T39 ص+�� Ik1$ اi�����ر;) إذ ;/%B إ�"jا gال ،  ) وه <-K � TTL Time toو Pح"1ي أ;�
Live(���%D ر# gkا+"heا +/.�3k إ�> ( sدار;) و�1ع ا�./-�) ا،  وا�7ي ;ح�د �hه ا

 (K1/)* ، (K1/)* B* ء����ع *.-1*�ت BK ا�/(K1/) ، إHأو إرMembership Query  (
� B/k ال �)*+$ � Class D ا�/ح�د �Range Dوأ�j+ا K:1ان ا�/(/K1) ا�"P 3"; gح�;�ه

 .  
  

  
  
 239.255.255.255 إ�> ghMulticasting   B*224.0.0.0 ال  Rangeو�S!P 3Pص ال  

I�O"قو�س+m (uot$ ��;ح�P وي�; D%'$ �* h  Static أو Dynamicس ال أو�  K-> أ#
Scope-Relative ل�t/آ g-; ��م Pس"!�م ه�7 ا�"1ز;.�ت آ/K D%'$و:  

�ت ا�/ح-�) h,< ح�¬ P 3"; e/+;+�   224.0.0.1ا�"!�Sص %&'�و;س"!�م I�/H gh ا
�ت أj+ى K&+ ال  أ*� إذا أرد�� ا�"/+;+ إ�> RouterVإ�> V&%) أj+ى K&+ ال %&Router 

 e Subnet ghآB $'+ط ا#"!�ام �Tس ال و h224.0.0.2:س"!�م ا�"!�Sص 
�ت اj2+ى %&'��ت �D ... اS�S!"��Multicastinggو�/.+I�/H (h ا�"�  :  ا�^+ ا�+ا$< ا

  
addresses-multicast/ssignmentsa/org.iana.www://http  

  
�#"!�ام ال B�$ Backbone Tunnels ال D,� 3";Multicast Packets ال $ Unicast 

Tunnel ال <�� *B داDj ا�'&%) إi�� إ�> Router و Router B* D#+P ح�¬ ;"3 إر#
  وه1 *� ;h1+ ا�%B* +�t الUnicast أ#-1ب ال م $�#"!�اBackbone TunnelأK +j&+ ال 
Bandwidth ال <�� gh Router ا�'&%) ح�¬ D#+P �س!) واح�ة إi.;و;,1م ه1 $"1ز 

 ه1 ا�ه ;."/� Multicast ا�/'%-) ا�1ح��ة gh ال KUnicast-> اwiH2ة $�#"!�ام ال 
  .D%'$UDP Connectionless Protocol آ�*K D-> ا#"!�ام ال 

  
�ت ال  uou gh) أ�1اع *B اMulticastingو;/%::� ا#"!�ام ال %&V gت وه�%&'�Peer 

to Peer ز�i)� ا�7ي Group وا�%D ;س",&D و ;+#B* D و إ�> ال Server ح�¬ e و1Hد 
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��g ، ه�h 1هt��) واح�ة إ�> ال Server Based Networkوا�:1ع ا� ح�¬ ;"3 إر#�ل ر#
Server و;,1م ال Server (%&'�� K-> $,�) اwiH2ة gh اi.;1ز"$  ، ¬��t�أ*� ا�:1ع ا

h ل الoj B* 3"�Router ،  �.$ 3"P ل��h g ن K/-�) اsر#�"�وآ/� ;"�� *B ا�'%D ا
�) Client و;+#D ال IP Multicast إ�> ا�/(/K1) ا�"C-/P g ال Clientا��/�م ال � ر#

� K-> اwiH2ة gh ا�/Router (K1/) ح�¬ ;,1م ال Routerواح�ة إ�> ال i.;1ز"$ 
   .Routing Table ال �*س"!�*

  

  
  
  

 ;"3 اsر#�ل Broadcasting ghوآ/� آ�ن ا�ح�ل gh اsر#�ل $�#"!�ام ال 
Multicasting ال gh ��ز *ح�د إ�> *(/K1) *.�:) و��س إ�> ا�%D آ/iH B* 
Broadcast ،  ةwiH2ا B* (K1/)* D1ن آ%Pُ ¬ح�Group ��ص و;"3 ا�"!�Sص آ/j 

� وh¨ ال ,$�# � T� (K1IP Multicastس ال  ح�¬ C-"/P آIP Multicasting/)* Dذآ+�
 D��ل %Vة أ�K �H1;وMulticasting (K1/)* <�� اsر#�ل إi�-K (-t*2ا B*و one to 

Group (K1/)* B* +tأآ <�   : one to Multi Group و اsر#�ل إ
  
 :to GroupOne   *(/K1) اsر#�ل– 1

  Receiver Users ا�7ي ;/-%ه ال T� IP Multicastingس ال User Senderو�hه ;/-C ال 
��ه ح�¬ D#+P ك Groupو;"3 اsر#�ل *B داDj ال �Kأ I�/H <� إ�> ال Unicast إ

Access Point 1ب ال-#G$ (K1/)/��ء gh ا�K2ا (h�� K-> آi.;ح�¬ ;,1م $"1ز 
Broadcastg��"�  :  وآ/� gh ا�'%D ا
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 :sGroup- to MultiOne  إ�> أآB* +t *(/K1)  اsر#�ل-2
  

�IP Multicasting D%1ن ال و�hه �9 ; User Sender BK �-"!* Receiver Users 3";و 
 B* ل��ت Group داDj ال Userاsر#K1/)* <�� وإi:* 1�K 17ي ه� إ�> ا�/(K1/) ا

�#"!�ام ، أj+ى $ �� Address Listو;"P 3ح�;�هi��ت ا�"g �+;� اsر#�ل K1/)/-� ...  
  

  
  
  



 74

����k: NET.th Using Multicast Sockets wi:  
  

�*I* D ال ."�� آ��T) ا,$�# �� K-> ال VMulticasting+ح::h+.Pوت ��� و�� gh ا
Members وال Classes �i$ (ص�!��ت  ا�-/.�وه:� #1ف �&�g'$ Bء *B ا�"D�ST ه�7 ا

� *B* (K1/) اt*2-) و$.� ذ�C #:,1م $&:�ء �^�م i�-K ¨&Oو�Conference System 
  ...   Multicasting*."/�ا K-> ال 

  
�*I* D ال ."��ت ا#2�#�) gh ا�-/.�   :B*Multicasting ا

  
�م -1/��eأو ا  B* وج+!�   : (K1/)*GroupDrop || Joining ا
  

�م إ�> ال /��eا (�-/K مw-P eMulticast Group �:S"��ت Pح,¨ #1ى ا�-/K أي 
 udpClient Objectو;"3 ذ�P �.$ C.+;� ،  ا�/ح�د IP Multicasting وال Kport-> ال 

 ا�7ي P 3"; IP Multicasting.+;� ال JoinMulticastGroup Methodو$�#"!�ام ال  
 :وآ/� ;-g#1ف �:�3 إ��ه 

:#C  
UdpClient sock = new UdpClient(5020);  
sock.JoinMulticastGroup(IPAddress.Parse("225.100.0.1"), 50); 
IPEndPoint iep = new IPEndPoint(IPAddress.Any, 0); 
 
VB.NET: 
Dim sock As UdpClient = New UdpClient(5020) 
sock.JoinMulticastGroup(IPAddress.Parse("225.100.0.1"), 50)  
Dim iep As IPEndPoint = New IPEndPoint(IPAddress.Any, 0) 
 

(K1/)* B* م�/��eا (�-/K ء���s g-; �: وآ/  
:#C  

sock.DropMulticastGroup(IPAddress.Parse("225.100.0.1")); 
 
VB.NET: 
sock.DropMulticastGroup(IPAddress.Parse("225.100.0.1")) 
 

أو ��DropMulticastGroup  3 و Methods  JoinMulticastGroupإذ Pس"!�م ال
�ء ���و;B إ:.� Class م$�#"!�او ، B* Multicast Group الK:1ان أو *B* (K1/) ا

MulticastOption :�::%/;  B;w!PIP Address List gh �i.* D*�."� Multicast Group 
 D/.�Join و Drop 2ي Multicast Group (;1�K (h�ks ل�t/آ g-; � وPس"!�م آ/

�&,"#eل D��   : Multicast ر#
  

vف ال أو+.� UDP Socket g-; � : وآ/
:#C  

mcastSocket = new Socket(AddressFamily.InterNetwork,SocketType.Dgram, 
ProtocolType.Udp); 
  
VB.NET: 
mcastSocket = New Socket(AddressFamily.InterNetwork, SocketType.Dgram, 
ProtocolType.Udp) 
 

����k �;+."$ 1م,� Address List ال �i���ه gh ال 3u IP �س:� إ�j7ي �+;� إد� Group ا
� $Userأو �(.D ال iO$+� سهT:$ 1ان:.��س%1ت $�#"!�ام ا�/�1tد  ;�Dj ا�Bind � وآ/

 g-;: 
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:#C  
IPAddress localIPAddr = IPAddress.Parse(Console.ReadLine()); 
mcastSocket.Bind(IPlocal); 
 

VB.NET: 
Dim localIPAddr As IPAddress = IPAddress.Parse(Console.ReadLine) 
mcastSocket.Bind(IPlocal) 
 

�3��k 1م $".+;� ال,� Multicast Optiong-; �� ا�.:1ان ا�/ح�د آ/i� : و�س:� 
:#C  

MulticastOption mcastOption; 
mcastOption = new MulticastOption(localIPAddr); 
 
VB.NET: 
Dim mcastOption As MulticastOption 

mcastOption) = New MulticastOption(localIPAddr  
 

 <-K +��"��رو*�"+اSetSocketOptionو*3u B ���� ا$ (uou 1دt�/� ت ح�¬ 7jGP ه�7 ا
 <-K +���"� UDP أو TCP أو Socket أو IPv6 <-K أو IP <-Kا2ول �"ح�;� *س"1ى ا

 <-K +��"�� ه�7 #1ف �س"!�م ا:"�� Multicast إ�> IP إذ *� �+;�� هIP 3k  1وgh ح
Group�K (h�kح�¬ �+;� إ +���"���g �ح�د �1ع اt��رو*�"+ ا&��ر  وgh ا�"jeا B%/;1;) و

�1�K (h;ه kإ B�$AddMembership (;1�K ء��� وأ�j+ا �س:� DropMembership  أو إ
��ه  و آ/� ;-MulticastOption Objectgإ��ه ال '� $ �  : وا�7ي 9/:

:#C 
mcastSocket.SetSocketOption(SocketOptionLevel.IP,  
SocketOptionName.AddMembership,mcastOption); 
 
VB.NET: 
Dim mcastOption As MulticastOption 
mcastOption = New MulticastOption(localIPAddr) 
  

2- (K1/)* <�  :Sending Data to a Multicast Group اsر#�ل إ
  

 e Socket$� أوP B* e.+;� ال IP Multicastingح"> �س"I�O اsر#�ل $�#"!�ام ال 
Object ام ال�!"#�$ UDP Connection د ال� إ�> Port ور39 ال IP Multicasting وإ#:

 ح�¬ sendto methodو�س"I�O اsر#�ل $�#"!�ام ال  ... Object IPEndPointال  
� ال i��) IPEndPoint Object وال �data as Bytes Arrayس:� � وآ/� ;-s gر#�ل ر#

(�S� :  
  

:#C  
Socket server = new Socket(AddressFamily.InterNetwork,SocketType.Dgram, 
ProtocolType.Udp); 
IPEndPoint iep = new IPEndPoint(IPAddress.Parse((“225.100.0.1”), 5020); 
byte[] data = Encoding.ASCII.GetBytes(msg.Text); 
server.SendTo(data, iep); 
server.Close(); 
msg.Clear(); 
msg.Focus(); 
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VB.NET: 
Dim server As Socket = New Socket(AddressFamily.InterNetwork, 
SocketType.Dgram, ProtocolType.Udp) 
Dim iep As IPEndPoint = New IPEndPoint(IPAddress.Parse("225.100.0.1"), 
5020) 
Dim data As Byte() = Encoding.ASCII.GetBytes(msg.Text) 
server.SendTo(data, iep)  
server.Close  
msg.Clear  
msg.Focus 
 

 Memory Stream آ ر#�ل ص1رة *B* �$e ot ا#"!�ام ال Binary Dataوsر#�ل 
�"!B;w ا�1Sرة gh ا�7اآ+ة K-> ه�») Stream <�� إi-;1حP 3u Byte Array C� و$.� ذ

�#"!�ام ال $ �i��  : وآ/� ;-sendto Methodgإر#
:#C  

MemoryStream ms = new MemoryStream(); 
PictureBox1.Image.Save(ms,System.Drawing.Imaging.ImageFormat.Jpeg); 
byte[] arrImage = ms.GetBuffer(); 
ms.Close(); 
Socket server = new Socket(AddressFamily.InterNetwork,SocketType.Dgram, 
ProtocolType.Udp); 
IPEndPoint iep = new IPEndPoint(IPAddress.Parse(“225.100.0.1”), 5020); 
server.SendTo(arrImage,iep); 
 

VB.NET: 
Dim ms As MemoryStream = New MemoryStream 
PictureBox1.Image.Save(ms, System.Drawing.Imaging.ImageFormat.Jpeg)  
Dim arrImage As Byte() = ms.GetBuffer 
ms.Close  
Dim server As Socket = New Socket(AddressFamily.InterNetwork, 
SocketType.Dgram, ProtocolType.Udp) 
Dim iep As IPEndPoint = New IPEndPoint(IPAddress.Parse("225.100.0.1"), 
5020) 
server.SendTo(arrImage, iep) 
 

�ل -3&,"#eا B* (K1/)*  a Multicast GroupFromData ng Receivi:  
 

 (K1/)* B* ل�&,"#eا I�O"ح�;� ال ح"> �سP B* eأو �$eIP Multicast ص�!� ا
�ت $�#"!�ام ال ���&��م إ��ه 3u ا#",&�ل ا/��e) و اK1/(/��$Receive Method 3";و 

 gh �ik+Kو (�S� (���ل ر#&,"#e g-; �  :list Boxذ�C آ/
:#C  

UdpClient sock = new UdpClient(5020);  
sock.JoinMulticastGroup(IPAddress.Parse(“225.100.0.1”), 50); 
IPEndPoint iep = new IPEndPoint(IPAddress.Any, 0);  
 
byte[] data = sock.Receive(ref iep); 
string stringData = Encoding.ASCII.GetString(data, 0, data.Length); 
listBox1.Items.Add(iep.Address.ToString() +" :_  "+stringData ); 
 
VB.NET: 
Dim sock As UdpClient = New UdpClient(5020) 
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sock.JoinMulticastGroup(IPAddress.Parse("225.100.0.1"), 50)  
Dim iep As IPEndPoint = New IPEndPoint(IPAddress.Any, 0) 
Dim data As Byte() = sock.Receive(iep) 
Dim stringData As String = Encoding.ASCII.GetString(data, 0, data.Length) 
listBox1.Items.Add(iep.Address.ToString + " :_ " + stringData) 

�ل ص1رة �س"!�م ال &,"#eوmemory Stream ال B* ت����&��ل ا&,"#e Receive 
Method («ه� <-K 7اآ+ة�� gh اi:;w!Pو Stream Data ص1رة *+ة <�� إi-;1حP 3u 

  : وآ/� ;-image.FromStream Methodgأj+ى $�#"!�ام ال 
 :#C  

UdpClient sock = new UdpClient(5020);  
sock.JoinMulticastGroup(IPAddress.Parse(“225.100.0.1”)); 
IPEndPoint iep = new IPEndPoint(IPAddress.Any, 0);  
    
byte[] data = sock.Receive(ref iep); 
MemoryStream ms = new MemoryStream(data); 
pictureBox1.Image = Image.FromStream(ms);  
sock.Close(); 
 
VB.NET: 
Dim sock As UdpClient = New UdpClient(5020) 
sock.JoinMulticastGroup(IPAddress.Parse("225.100.0.1"), 50)  
Dim iep As IPEndPoint = New IPEndPoint(IPAddress.Any, 0) 
Dim data As Byte() = sock.Receive(iep) 
Dim stringData As String = Encoding.ASCII.GetString(data, 0, data.Length) 
listBox1.Items.Add(iep.Address.ToString + " :_ " + stringData) 
 

  : �� ��*	��ت ا�="��ت ��Multicasting ا��pدام ال ه�*� *�<��ت 
  
�./-�) إر#�ل ال B* Network Stream ا�/oح¶ أ�:� e �س"I�O ا#"!�ام ال -1 

Multicasting 1دHو �i*ا#"!�ا �-O"; إذ TCP Socket Connection gh ح�"* +�d 1وه 
�#"!�ام ال Multicastingال $ �i:K ض� s Binaryر#�ل memory Stream و;س".

Stream ال +&K sendto method...   
  
�) �Kم و1Hد V&%) أو loopback ك C:%/; e Multicasting ا#"!�ام ال -2� gh ح

�ت ال ,�&OP B* أي ($+)P I�O"سP B� C�7��ل SPاMulticasting C��SPم ا�K (�� gh ح
%&'��$(.  

  
3- (K1/)* B* +tأآ <��ز أن ;:�3 إiH D%� B%/; ت *".�دة�iH B* D&,"ح�¬ ;س$ ،

�تK1/)* ة�K <�  .آ7�C ;س"I�O اsر#�ل إ
  
�دة P%1ن ا�س.) ا�/س/1ح) sر#�ل ال -4.� K sendto&+ ال gh Multicasting Data ا

Method ا#"!�ام ال C:%/; C�7� Stream وال Binary Reader & Writer *ح�ودة 
Reader & Writer �i:* e�$ ل�&,"#eل وا�  .. . sر#

  
�ر ال -5�"jا (�-/K 3"P IP Multicast D� ¨hو Network Topology C�7� �i%-/P g"� ا

 �,$��و;B ا�/ح�دة وه1 *� $�:"ه #:.��$ ��,"�  ..B* �$e ا
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�ات '�
  :�3��k Conferencing SystemsMulticasting '?"�� *=�وع ���م ا�
  

�ء ا�/ح�k+ة gh ه7ا ا�"O&�¨ #1ف �T"+ض و1Hد h+d) ص�T) ح�¬ ,� $ +k�;,1م ا�/ح
BK $.� أ*�م om$ه إذ �+;� ه:� D.H ا�oOب ;+ون ا#2"�ذ وآ/� ;س"I�O ا#2"�ذ رؤ;) 

h�ks� آ/� ;س"Power Point Slides I�O إ�> إ*%���) K+ض ا�/ح�k+ة K-> ال )om$ه $
  ... Text Chattingا�oOب ا�"ح�ث *I ا#2"�ذ $�#"!�ام 

  
�م *Pa/+ات #1ف �,1م ه:� $",س^� gأ�^/) ر��س�) وه (uou <��م ا�/Pa/+ات إ^� 3�

(�S:�gh ا�&�ا;) #1ف �,1م ، ا���T;1 و�^�م *Pa/+ات #�O ا�/%"� و�^�م ا�/Pa/+ات ا
g��"��*� و آ/� gh ا�'%D ا�+&-��V) ا�+��س�) '�  :  $./D ا

  

 
 

 
1-  Duplex Multicast Video Conferencing SystemHalf/Full :  
  
hو �:��*I*  D ال B* (K1/)* Classes ال Microsoft+ت ."P g"��ر�H) وا!�  DirectX 9 ا

+�*�%��*I* D ا."� �i*ا#"!�ا I�O"ة ح�¬ �س+V� أو ا�1Sت أو أي Scanner أو ال ا*&
  ghClasses Direct Show Dot Net ه7ا ا�"O&�¨ #1ف �س"!�م ال�h+m) أj+ى و

+�*�%��ط ص1رة K&+ ا,"�eا �ik+Kال  و <-KPicture box �� eح,i�� ح�¬ �س"I�O إر#
�#"!�ام ال Multicast Groupإ�> ال $ memory Stream وال Sendto method � وه1 *

 �,$�# ��:�$ ..  
  

� #1ف ��3 ال i*ا#"!�ا I�O"وح"> �سDirect Show Classes � إ�> ا�/'+وع وآ/
g-;:  
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�#"!�ام $ �i�K�"1ف �س# �i.* D*� : وح"> �".
:#C  

using DShowNET; 
using DShowNET.Device; 

 
VB.NET: 
imports DShowNET 
imports DShowNET.Device 
  

+�*�%��*� اsر#�ل K&+ ا�+$ D%V او#�%1نg��"� : آ/� gh ا�'%D ا
  

 
 

�ل K:� $�ا;) 'P��DeviceSelector Class D#1ف �س"!�م ال jدsز ا�iH ر��"js 
g-; ��*� وآ/�+&� :ا

  
:#C 

DeviceSelector selector = new DeviceSelector( capDevices ); 
selector.ShowDialog( this ); 
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dev = selector.SelectedDevice; 
 
VB.NET: 
Dim selector As DeviceSelector = New DeviceSelector(capDevices) 
selector.ShowDialog(Me)  
dev = selector.SelectedDevice 
 

�ط ا"�s و+�*�%�  : �H;�ة آ/� ;-method g #1ف �,1م $ �'�ء ا�1Sرة K&+ ا
:#C  

void OnCaptureDone() 
{ 

try { 
Trace.WriteLine( "!!DLG: OnCaptureDone" ); 
toolBarBtnGrab.Enabled = true; 
int hr; 
if( sampGrabber == null )return; 
hr = sampGrabber.SetCallback( null, 0 ); 
int w = videoInfoHeader.BmiHeader.Width; 
int h = videoInfoHeader.BmiHeader.Height; 
if( ((w & 0x03) != 0) || (w < 32) || (w > 4096) || (h < 32) || (h > 4096) ) 
return; 
int stride = w * 3; 
GCHandle handle = GCHandle.Alloc( savedArray, GCHandleType.Pinned ); 
int scan0 = (int) handle.AddrOfPinnedObject(); 
scan0 += (h - 1) * stride; 
Bitmap b = new Bitmap( w, h, -stride, PixelFormat.Format24bppRgb, (IntPtr) 
scan0 ); 
handle.Free(); 
savedArray = null; 
Image old = pictureBox.Image; 
pictureBox.Image = b; 
if( old != null ) old.Dispose(); 
toolBarBtnSave.Enabled = true;} 

catch( Exception){} 
} 
 
VB.NET: 
Private Sub OnCaptureDone() 
Try 
Trace.WriteLine("!!DLG: OnCaptureDone(" 
toolBarBtnGrab.Enabled = True 
Dim hr As Integer 
If sampGrabber Is Nothing Then 
Return 
End If 
hr = sampGrabber.SetCallback)Nothing  ،0(  
Dim w As Integer = videoInfoHeader.BmiHeader.Width 
Dim h As Integer = videoInfoHeader.BmiHeader.Height 
If)) w And& H03) <> 0 (OrElse) w < 32 (OrElse) w > 4096 (OrElse) h < 32 (
OrElse) h > 4096 (Then 
Return 
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End If 
Dim stride As Integer = w * 3 
Dim handle As GCHandle = GCHandle.Alloc(savedArray, 
GCHandleType.Pinned( 
Dim scan0 As Integer = CInt)handle.AddrOfPinnedObject(() 
scan0 += (h - 1) * stride 
Dim b As Bitmap = New Bitmap(w, h, -stride, PixelFormat.Format24bppRgb ،
New IntPtr(scan0(( 
handle.Free() 
savedArray = Nothing 
Dim old As Image = pictureBox.Image 
pictureBox.Image = b 
If Not old Is Nothing Then 
old.Dispose() 
End If 
toolBarBtnSave.Enabled = True 
Catch e1 As Exception 
End Try 
End Sub 
 

 D/K 3uTimer1رةS��ط ا,"���h gه e#"/+ار K/-�) ا�"��h) ا�%1د اkوإ : 
:#C  

int hr; 
int size = videoInfoHeader.BmiHeader.ImageSize; 
savedArray = new byte[ size + 64000 ]; 
 
VB.NET: 
Dim hr As Integer 
Dim size As Integer = videoInfoHeader.BmiHeader.ImageSize 
savedArray = New Byte(size + 64000) {} 

 
 إر#�ل ا�1Sرة و��.ه method ghوsر#�ل ا�1Sرة إ�> ا�O+ف اj2+ #1ف �س"!�م 

Timerg-; � : وآ/
:#C  

try 
{ 
MemoryStream ms = new MemoryStream(); 
pictureBox.Image.Save(ms,System.Drawing.Imaging.ImageFormat.Jpeg); 
byte[] arrImage = ms.GetBuffer(); 
ms.Close(); 
Socket server = new Socket(AddressFamily.InterNetwork,SocketType.Dgram, 
ProtocolType.Udp); 
IPEndPoint iep = new IPEndPoint(IPAddress.Parse(textBox1.Text), 5020); 
server.SendTo(arrImage, iep); 
server.Close();} 
catch (Exception){} 
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VB.NET: 
Try  
Dim ms As MemoryStream = New MemoryStream 
 pictureBox.Image.Save(ms, System.Drawing.Imaging.ImageFormat.Jpeg)  
Dim arrImage As Byte() = ms.GetBuffer 
 ms.Close  
Dim server As Socket = New Socket(AddressFamily.InterNetwork, 
SocketType.Dgram, ProtocolType.Udp) 
Dim iep As IPEndPoint = New IPEndPoint(IPAddress.Parse(textBox1.Text), 
5020) 
 server.SendTo(arrImage, iep)  
 server.Close  
Catch generatedExceptionVariable0 As Exception  
End Try 
 

+�*�%�آ/� #1ف ;"/%B* B رؤ;)  إ�> om$ه اوه:� ;س"I�O ا�/ح�k+ إر#�ل ا�1Sرة K&+ ا
+�*�%� و#1ف �T"+ض ه:� ا#"!�ا*ه �'&%) e #-%�) ح�¬ #�+#D اom$ه K&+ ا
�ت إ�> ال ���&� 1Pز;Access Point I و#1ف ;"e1 ال G$ Unicast#-1ب ال Access Pointا

�ء ا�/:�/�B إ�> ال �K2ا I�/H <��ت إ���&��Multicast Group 3iا �i-#+;و   
�#"!�ام ال $Broadcastg��"� : وآ/� gh ا�'%D ا

  
  

  
  
 
 

وآ/� �oح¶ gh ا�'%D ا�س�$¨ h ن ا�/ح�k+ ;:�3 إ�> *(/B�"K1 *(/K1) ا#2�7Pة 
 g225.100.1.1وه�i�-K ه$om ص1رة D&,"ب ،  ح�¬ #�سoO�و*(K1/) ا
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224.100.0.1 �i��وآ/� �oح¶ ا;�� h ن K/-�) اsر#�ل ..  وا�"g #1ف ;+#D ا�1Sرة إ
�#"!�ام ال Access Point2 وال B�$Access Point1 ال $ 3"P Unicast  ...   

B* �$e إ�'�ء $+��*� ، وح"> ;س"I�O ا�oOب رؤ;) أ#"�ذه3 وا#2"�ذ رؤ;) om$ه 
�ل ح�¬ #:س"!�م �Tس ال &,"#eاmethod 1رةS��ل ا&,"#e �,$�# �i:ح+V g"� ا

 D/.$ 39 ء�&-��New Formgو�"� : �H;� آ/� gh ا�'%D ا
  

 
     

�ل ا�1Sرة *B ال  Namespaces#1ف �س"!�م ال &,"#e (���"�  :Multicast Group  ا
  

:#C 
using System.Net.Sockets ; 
using System.Net; 
using System.IO; 
using System.Threading; 
 
VB.NET: 
imports System.Net.Sockets  
imports System.Net 
imports System.IO 
imports System.Threading 
 

 ($�"%$ 39 3umethodg-; ��ل آ/&,"#eا : 
  

void Image_Receiver() 
{ 
 UdpClient sock = new UdpClient(5020);  
 sock.JoinMulticastGroup(IPAddress.Parse(textBox1.Text)); 
 IPEndPoint iep = new IPEndPoint(IPAddress.Any, 0);  
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 byte[] data = sock.Receive(ref iep); 
 MemoryStream ms = new MemoryStream(data); 
 pictureBox1.Image = Image.FromStream(ms);  
 sock.Close();  
} 
VB.NET: 
Sub Image_Receiver() 
    Dim sock As UdpClient = New UdpClient(5020) 
    sock.JoinMulticastGroup(IPAddress.Parse(textBox1.Text)) 
    Dim iep As IPEndPoint = New IPEndPoint(IPAddress.Any, 0) 
    Dim data As Byte() = sock.Receive(iep) 
    Dim ms As MemoryStream = New MemoryStream(data) 
    pictureBox1.Image = Image.FromStream(ms) 
    sock.Close() 
End Sub 
 

� B* �$e ا#"!�ام ال i�K�"وح"> �سThreading (�-/.$ D��'"��م ا^� +uG"; e <"ح 
�ل &,"#eا ، D/.$ 39 C��e g#"!�ام ال Timerوح"> �,1م 7$�"� و�h Ikه ا�%1د ا
Threading:   

 :#C  
Thread myth; 
myth= new Thread  (new System.Threading .ThreadStart(Image_Receiver));  

   myth.Start (); 
 
VB.NET: 
Dim myth As Thread 
myth = New Thread(New System.Threading.ThreadStart(Image_Receiver))  
myth.Start 
  

+�*�%� K JPEG Image File 39-> ه�») اوح"> B;w!P B* B%/"P ا�1Sرة ا�/-",K (O&+ ا
�ء '� $saveFileDialogg-; � : وا#"��Kه آ/

:#C  
try 
{ 
 saveFileDialog1.Filter = "JPEG Image (*.jpg)|*.jpg" ;  
 if(saveFileDialog1.ShowDialog() == DialogResult.OK)  

{  
 

string mypic_path = saveFileDialog1.FileName; 
pictureBox1.Image.Save(mypic_path); 

 } 
} 
catch (Exception){} 
 
VB.NET: 
Try  
 saveFileDialog1.Filter = "JPEG Image (*.jpg)|*.jpg"  
 If saveFileDialog1.ShowDialog = DialogResult.OK Then  
Dim mypic_path As String = saveFileDialog1.FileName 
   pictureBox1.Image.Save(mypic_path)  
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 End If  
Catch generatedExceptionVariable0 As Exception  
End Try 
  

�ء *B ا�/'+وع ا2ول وه1 ال i"�e3 اP �9 �وح">  ، Video Conference Systemوه:
 #1ف �,1م $./Power Point D;س"I�O ا�/ح�K +k+ض ا�/ح�k+ة $�#"!�ام $+��*� ال 

 �"%/�  ...*'+وع *Pa/+ات #�O ا
  
2- Half Duplex Multicast Desktop Conferencing System/Full:  
  

+'/�وع هB�%/P 1 ا#2"�ذ *K B+ض ا�/ح�k+ة $�#"!�ام $+��*� ال ا��iف *B ه7ا ا
Power Point (&-O��ز ا#2"�ذ إ�> أwiHة اiH B* �"%/�،  ح�¬ #"+#D ص1رة #�O ا

�*� ا�س�$¨ gV ghء #1ى إ�'�ء �+&��",1م ClassesوK �-"!P e/-�) اsر#�ل BK ا 
� إ�> ال i���ط ص1رة #�O ا�/%"� و*3u B إر#,"��$Multicast Group 3u B*و 

� K-> ا�oOب $�#"!�ام ik+Kو �i��   ...Data Show Projectorا#",&
  

 �*��+&�  :وه:� *!D/K >O ا
 

  
 
  

�ز� iH <-K ة+k��h g ن ا#2"�ذ ;,1م $'+ح ا�/ح�"�وآ/� �oح¶ *B ا�'%D ا
ا�'!gS و;+#D ا�1Sرة إ�> ا�oOب وآ/� �oح¶ أ;�� h ن ه�7 ا�./-�) هg أح�د;) 

 ��)Peه�ا�)P�$ �i-.H B%/; � eآB* �$e B إ�'�ء *B Full || Half Duplex (K1/)وآ/
 �i-#+;ه وP+k��� إ�> ا#2"�ذ ح�¬ ;.+ض ا#2"�ذ *ح�O��H;�ة �./-�) اsر#�ل *B ا
�ز� K-> ا#2"�ذ إذ ;+#D ا�1Sرة iH ض+K بoO�إ�> *(/K1) ا�oOب و;س"I�O أح� ا

  ...إ�> *(/K1) ا#2"�ذ 
  

�ء $+�'�sو D/.$ 39 �"%/��*� إر#�ل ص1رة #�O اNew Form D%'� �H;� آ/� gh ا
g��"�  :ا
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 D/.$ ا;) #1ف �,1م�&��ط ص1رة #�O ا�/%"� وآ/� ;-ghThree Classesg ا,"�e :  
  

 eأوPlatFormInvokeGDI32.cs  ام ال�!"#�$ �"%/��ط ص1رة #�O ا,"�eGDI+ وال 
API: 
  

:#C  
using System; 
using System.Runtime.InteropServices; 
namespace SampleGrabberNET 
{ 
 
//This class shall keep the GDI32 APIs being used in our program. 

 public class PlatformInvokeGDI32 
 { 

 
  #region Class Variables 

  public  const int SRCCOPY = 13369376; 
  #endregion 

 
  #region Class Functions 

  [DllImport("gdi32.dll",EntryPoint="DeleteDC")] 
  public static extern IntPtr DeleteDC(IntPtr hDc); 

 
  [DllImport("gdi32.dll",EntryPoint="DeleteObject")] 
  public static extern IntPtr DeleteObject(IntPtr hDc); 

 
  [DllImport("gdi32.dll",EntryPoint="BitBlt")] 

  public static extern bool BitBlt(IntPtr hdcDest,int xDest,int 
yDest,int wDest,int hDest,IntPtr hdcSource,int xSrc,int ySrc,int RasterOp); 
 

  [DllImport ("gdi32.dll",EntryPoint="CreateCompatibleBitmap")] 
  public static extern IntPtr CreateCompatibleBitmap(IntPtr hdc,

 int nWidth, int nHeight); 
 

  [DllImport ("gdi32.dll",EntryPoint="CreateCompatibleDC")] 
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  public static extern IntPtr CreateCompatibleDC(IntPtr hdc); 
 

  [DllImport ("gdi32.dll",EntryPoint="SelectObject")] 
  public static extern IntPtr SelectObject(IntPtr hdc,IntPtr bmp); 

  #endregion 
  

  #region Public Constructor 
  public PlatformInvokeGDI32() 

  { 
  } 

  #endregion 
 }} 

      
:NET.VB 
Imports System  

Imports System.Runtime.InteropServices  
Namespace SampleGrabberNET  

  
'This class shall keep the GDI32 APIs being used in our program.  

Public Class PlatformInvokeGDI32  
  

#Region" Class Variables"  
Public Const SRCCOPY As Integer = 13369376  

#End Region  
  

#Region" Class Functions"  
_>DllImport("gdi32.dll",EntryPoint:="DeleteDC(" <  

Public Shared Function DeleteDC)ByVal hDc As IntPtr (As IntPtr  
End Function  

  
_>DllImport("gdi32.dll",EntryPoint:="DeleteObject(" <  

Public Shared Function DeleteObject)ByVal hDc As IntPtr (As IntPtr  
End Function  

  
_>DllImport("gdi32.dll",EntryPoint:="BitBlt(" <  

Public Shared Function BitBlt)ByVal hdcDest As IntPtr ،ByVal xDest As 
Integer ،ByVal yDest As Integer ،ByVal wDest As Integer ،ByVal hDest As 
Integer ،ByVal hdcSource As IntPtr ،ByVal xSrc As Integer ،ByVal ySrc As 

Integer ،ByVal RasterOp As Integer (As Boolean  
End Function  

  
_>DllImport ("gdi32.dll",EntryPoint:="CreateCompatibleBitmap(" <  

Public Shared Function CreateCompatibleBitmap)ByVal hdc As IntPtr ،ByVal 
nWidth As Integer ،ByVal nHeight As Integer (As IntPtr  

End Function  
  

_>DllImport ("gdi32.dll",EntryPoint:="CreateCompatibleDC(" <  
Public Shared Function CreateCompatibleDC)ByVal hdc As IntPtr (As IntPtr  

End Function  
_>DllImport ("gdi32.dll",EntryPoint:="SelectObject(" <  
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Public Shared Function SelectObject)ByVal hdc As IntPtr ،ByVal bmp As 
IntPtr (As IntPtr  
End Function  
#End Region  

  
#Region" Public Constructor"  

Public Sub New() 
End Sub  

#End Region 
End Class  

End Namespace  
  

 ����uPlatformInvokeUSER32.cs ال I* �i*�!"إذ #1ف �س Class ط�,"�e ¨$� ا�س
�#"!�ام ال $ �"%/�  :user32 APIص1رة #�O ا

:#C  
using System; 
using System.Runtime.InteropServices; 
namespace SampleGrabberNET 
{ 
// This class shall keep the User32 APIs being used in our program. 
 public class PlatformInvokeUSER32 
 { 
 
  #region Class Variables 
  public  const int SM_CXSCREEN=0; 
  public  const int SM_CYSCREEN=1; 
  #endregion   
   
  #region Class Functions 
  [DllImport("user32.dll", EntryPoint="GetDesktopWindow")] 
  public static extern IntPtr GetDesktopWindow(); 
 
  [DllImport("user32.dll",EntryPoint="GetDC")] 
  public static extern IntPtr GetDC(IntPtr ptr); 
 
  [DllImport("user32.dll",EntryPoint="GetSystemMetrics")] 
  public static extern int GetSystemMetrics(int abc); 
 
  [DllImport("user32.dll",EntryPoint="GetWindowDC")] 
  public static extern IntPtr GetWindowDC(Int32 ptr); 
 
  [DllImport("user32.dll",EntryPoint="ReleaseDC")] 

public static extern IntPtr ReleaseDC(IntPtr hWnd,IntPtr hDc); 
   
  #endregion 
 
  #region Public Constructor 
  public PlatformInvokeUSER32() 
  { 
  } 
  #endregion 
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 } 
 //This structure shall be used to keep the size of the screen. 
 public struct SIZE 
 { 
  public int cx; 
  public int cy; 
 } 
} 
VB.NET: 

Imports System  
Imports System.Runtime.InteropServices  

Namespace SampleGrabberNET  
 'This class shall keep the User32 APIs being used in our program.  

  Public Class PlatformInvokeUSER32  
  

Region" Class Variables"  
Public Const SM_CXSCREEN As Integer=0  
Public Const SM_CYSCREEN As Integer=1  

#End Region          
  

#Region" Class Functions"  
_>DllImport("user32.dll", EntryPoint:="GetDesktopWindow("<  

Public Shared Function GetDesktopWindow ()As IntPtr  
End Function  

  
_>DllImport("user32.dll",EntryPoint:="GetDC(" <  

Public Shared Function GetDC)ByVal ptr As IntPtr (As IntPtr  
End Function  

  
_>DllImport("user32.dll",EntryPoint:="GetSystemMetrics(" <  

Public Shared Function GetSystemMetrics)ByVal abc As Integer (As Integer  
End Function  

  
_>DllImport("user32.dll",EntryPoint:="GetWindowDC(" <  

Public Shared Function GetWindowDC)ByVal ptr As Int32 (As IntPtr  
End Function  

  
_>DllImport("user32.dll",EntryPoint:="ReleaseDC(" <  

Public Shared Function ReleaseDC)ByVal hWnd As IntPtr ،ByVal hDc As IntPtr (
As IntPtr  

End Function  
  

#End Region  
  

#Region" Public Constructor"  
Public Sub New() 

End Sub  
#End Region  

End Class  
'This structure shall be used to keep the size of the screen.  

Public Structure SIZE  
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Public cx As Integer  
Public cy As Integer  

End Structure  
End Namespace  

 
�t��u :CaptureScreen.cs ¬ح� �*��+&��gh +V ا&* D%'$ �i*�!"1ف �س# g"� وا

�*I* D ال.";Class  PlatFormInvokeGDI32 وال PlatformInvokeUSER32 Class:  
  
 

:#C  
using System; 
using System.Drawing; 
 
namespace SampleGrabberNET 
{ 
//This class shall keep all the functionality for capturing the desktop. 
 public class CaptureScreen 
 { 
  #region Public Class Functions 
  public static Bitmap GetDesktopImage() 
  { 
//In size variable we shall keep the size of the screen. 
 SIZE size; 
    
//Variable to keep the handle to bitmap. 
IntPtr hBitmap; 
//Here we get the handle to the desktop device context. 
IntPtr hDC = 
PlatformInvokeUSER32.GetDC(PlatformInvokeUSER32.GetDesktopWindow());  
//Here we make a compatible device context in memory for screen device 
context. 
IntPtr hMemDC = PlatformInvokeGDI32.CreateCompatibleDC(hDC); 
//We pass SM_CXSCREEN constant to GetSystemMetrics to get the X 
coordinates of screen. 
size.cx=PlatformInvokeUSER32.GetSystemMetrics(PlatformInvokeUSER32.SM
_CXSCREEN); 
//We pass SM_CYSCREEN constant to GetSystemMetrics to get the Y 
coordinates of screen. 
size.cy=PlatformInvokeUSER32.GetSystemMetrics(PlatformInvokeUSER32.SM
_CYSCREEN);    
//We create a compatible bitmap of screen size using screen device context. 
hBitmap = PlatformInvokeGDI32.CreateCompatibleBitmap(hDC, size.cx, 
size.cy); 
//As hBitmap is IntPtr we can not check it against null. For this purspose 
IntPtr.Zero is used. 
if (hBitmap!=IntPtr.Zero) 
 { 
//Here we select the compatible bitmap in memory device context and keeps 
the reference to Old bitmap. 
IntPtr hOld = (IntPtr) PlatformInvokeGDI32.SelectObject(hMemDC, hBitmap); 
//We copy the Bitmap to the memory device context. 
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PlatformInvokeGDI32.BitBlt(hMemDC, 0, 0,size.cx,size.cy, hDC, 0, 0, 
PlatformInvokeGDI32.SRCCOPY); 
//We select the old bitmap back to the memory device context. 
PlatformInvokeGDI32.SelectObject(hMemDC, hOld); 
//We delete the memory device context. 
PlatformInvokeGDI32.DeleteDC(hMemDC); 
 //We release the screen device context. 
PlatformInvokeUSER32.ReleaseDC(PlatformInvokeUSER32.GetDesktopWindo
w(), hDC);//Image is created by Image bitmap handle and stored in local 
variable. 
Bitmap bmp = System.Drawing.Image.FromHbitmap(hBitmap);  
//Release the memory to avoid memory leaks. 
PlatformInvokeGDI32.DeleteObject(hBitmap); 
//This statement runs the garbage collector manually. 
GC.Collect();//Return the bitmap  
return bmp; 
}//If hBitmap is null return null. 
return null; 
} 
#endregion 
} 
} 
 
VB.NET: 
Imports System 
Imports System.Drawing 
 
Namespace SampleGrabberNET 
'This class shall keep all the functionality for capturing the desktop. 
 Public Class CaptureScreen 
  #Region" Public Class Functions" 
  Public Shared Function GetDesktopImage ()As Bitmap 
'In size variable we shall keep the size of the screen. 
 Dim size As SIZE 
 
'Variable to keep the handle to bitmap. 
Dim hBitmap As IntPtr 
'Here we get the handle to the desktop device context. 
Dim hDC As IntPtr = 
PlatformInvokeUSER32.GetDC(PlatformInvokeUSER32.GetDesktopWindow(() 
'Here we make a compatible device context in memory for screen device 
context. 
Dim hMemDC As IntPtr = PlatformInvokeGDI32.CreateCompatibleDC(hDC( 
'We pass SM_CXSCREEN constant to GetSystemMetrics to get the X 
coordinates of screen. 
size.cx=PlatformInvokeUSER32.GetSystemMetrics(PlatformInvokeUSER32.SM
CXSCREEN( _ 
'We pass SM_CYSCREEN constant to GetSystemMetrics to get the Y 
coordinates of screen. 
size.cy=PlatformInvokeUSER32.GetSystemMetrics(PlatformInvokeUSER32.SM
CYSCREEN( _ 
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'We create a compatible bitmap of screen size using screen device context. 
hBitmap = PlatformInvokeGDI32.CreateCompatibleBitmap(hDC, size.cx, 
size.cy( 
'As hBitmap is IntPtr we can not check it against null. For this purspose 
IntPtr.Zero is used. 
If Not hBitmap.Equals(IntPtr.Zero (Then 
'Here we select the compatible bitmap in memory device context and keeps 
the reference to Old bitmap. 
Dim hOld As IntPtr = CType)PlatformInvokeGDI32.SelectObject(hMemDC, 
hBitmap), IntPtr( 
'We copy the Bitmap to the memory device context. 
PlatformInvokeGDI32.BitBlt(hMemDC, 0, 0,size.cx,size.cy, hDC, 0, 0, 
PlatformInvokeGDI32.SRCCOPY( 
'We select the old bitmap back to the memory device context. 
PlatformInvokeGDI32.SelectObject(hMemDC, hOld( 
'We delete the memory device context. 
PlatformInvokeGDI32.DeleteDC(hMemDC( 
 ' We release the screen device context. 
PlatformInvokeUSER32.ReleaseDC(PlatformInvokeUSER32.GetDesktopWindo
w(), hDC  (' Image is created by Image bitmap handle and stored in local 
variable. 
Dim bmp As Bitmap = System.Drawing.Image.FromHbitmap(hBitmap( 
'Release the memory to avoid memory leaks. 
PlatformInvokeGDI32.DeleteObject(hBitmap( 
'This statement runs the garbage collector manually. 
GC.Collect  ()' Return the bitmap 
Return bmp 
End If  ' If hBitmap is null return null. 
Return Nothing 
End Function 
#End Region 
End Class 
End Namespace 
 

��)methodوح"> �س"I�O ا�"حgh 3% ح(3 ا�1Sرة #1ف �%"� ال �"�  : ا
:#C  

public Bitmap ResizeBitmap( Bitmap b, int nWidth, int nHeight )  
{    
Bitmap result = new Bitmap( nWidth, nHeight );  using( Graphics g = 
Graphics.FromImage( (Image) result ) )    g.DrawImage( b, 0, 0, nWidth, 
nHeight );  
 return result; 
} 
 
VB.NET: 
Public Function ResizeBitmap(ByVal b As Bitmap, ByVal nWidth As Integer, 
ByVal nHeight As Integer) As Bitmap 
    Dim result As Bitmap = New Bitmap(nWidth, nHeight) 
    ' Using  
    Dim g As Graphics = Graphics.FromImage(CType(result, Image)) 
    Try 
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        g.DrawImage(b, 0, 0, nWidth, nHeight) 
    Finally 
        CType(g, IDisposable).Dispose() 
    End Try 
    Return result 
End Function 
  

�*I* D ال Namespaces#1ف �س"!�م ال ."� �*��+&���) gh ا�"�  :Multicasting ا
:#C  

using System.Net; 
using System.Net.Sockets; 
using System.IO; 
 
VB.NET: 
imports System.Net 
imports System.Net.Sockets 
imports System.IO 
  
  

 D/.$ 3 �,1مuTimer �"%/��ط ص1رة #�O ا,"�e  ال <�� إi�� Multicast Groupو إر#
  :ا�/ح�د 

:#C  
 Bitmap bt = new Bitmap(CaptureScreen.GetDesktopImage()); 
picScreen.Image = ResizeBitmap(bt, 352, 200 );   
MemoryStream ms = new MemoryStream(); 
picScreen.Image.Save(ms,System.Drawing.Imaging.ImageFormat.Jpeg); 
byte[] arrImage = ms.GetBuffer(); 
ms.Close();   
Socket server = new Socket(AddressFamily.InterNetwork, 
SocketType.Dgram, ProtocolType.Udp); 
IPEndPoint iep = new IPEndPoint(IPAddress.Parse(textBox1.Text), 5020); 
server.SendTo(arrImage,iep); 
server.Close(); 
 

VB.NET: 
Dim bt As Bitmap = New Bitmap(CaptureScreen.GetDesktopImage) 
picScreen.Image = ResizeBitmap(bt, 352, 200)  
Dim ms As MemoryStream = New MemoryStream 
picScreen.Image.Save(ms, System.Drawing.Imaging.ImageFormat.Jpeg)  
Dim arrImage As Byte() = ms.GetBuffer 
ms.Close  
Dim server As Socket = New Socket(AddressFamily.InterNetwork, 
SocketType.Dgram, ProtocolType.Udp) 
Dim iep As IPEndPoint = New IPEndPoint(IPAddress.Parse(textBox1.Text), 
5020) 
server.SendTo(arrImage, iep)  
server.Close  
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3-  Conferencing SystemTextplex Multicast DuHalf  /Full:  
  

 Text Chat Multicastوح"> ;س"I�O ا�O-&) ا�"ح�ث إ�> ا#2"�ذ $�#"!�ام ال 
Conference System ء��New Formg #1ف �,1م $ �'�"�  : �H;� وآ/� gh ا�'%D ا

  

  
 
  

�h) ال k $ 39 3uNamespaces(���"� : ا
:#C  

 using System.Net; 
 using System.Net.Sockets; 
 using System.Text; 
 using System.Threading; 
 
VB.NET: 
imports System.Net 
imports System.Net.Sockets 
imports System.Text 
imports System.Threading 
 

�) method �:K#1ف �س"!�م ال �#+���) Hs+اء K/-�) اsر#�ل ح�¬ #"+#D ا�"� ا
�) gh ال Enterا���< K-> ال �#+�  : ا�/!Sص Textbox $.� آ"�$) ا

 
:#C  

private void msg_KeyPress(object sender, 
System.Windows.Forms.KeyPressEventArgs e) 
{if(e.KeyChar == '\r'){ 
try{ 
Socket server = new Socket(AddressFamily.InterNetwork,SocketType.Dgram, 
ProtocolType.Udp); 
IPEndPoint iep = new IPEndPoint(IPAddress.Parse(txt_host.Text), 5020); 
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byte[] data = Encoding.ASCII.GetBytes(msg.Text); 
server.SendTo(data, iep); 
server.Close(); 
msg.Clear(); 
msg.Focus(); 
} 
catch(Exception){}}} 
 
VB.NET: 
Private Sub msg_KeyPress(ByVal sender As Object, ByVal e As 
System.Windows.Forms.KeyPressEventArgs) 
    If e.KeyChar = Microsoft.VisualBasic.Chr(13) Then 
        Try 
            Dim server As Socket = New Socket(AddressFamily.InterNetwork, 
SocketType.Dgram, ProtocolType.Udp) 
            Dim iep As IPEndPoint = New 
IPEndPoint(IPAddress.Parse(txt_host.Text), 5020) 
            Dim data As Byte() = Encoding.ASCII.GetBytes(msg.Text) 
            server.SendTo(data, iep) 
            server.Close() 
            msg.Clear() 
            msg.Focus() 
        Catch generatedExceptionVariable0 As Exception 
        End Try 
    End If 
End Sub 

 
�) ا�/س",&-) �#+��ل ح�¬ #".+ض ا&,"#eا (�-/.� (���"�و#1ف �س"!�م ا�/�1tد ا

 ghlist BoxصS!* :  
:#C  

public void server() 
{ 
try 
{ 
UdpClient sock = new UdpClient(5020);  
sock.JoinMulticastGroup(IPAddress.Parse(txt_host.Text), 50); 
IPEndPoint iep = new IPEndPoint(IPAddress.Any, 0);  
 
byte[] data = sock.Receive(ref iep); 
string stringData = Encoding.ASCII.GetString(data, 0, data.Length); 
listBox1.Items.Add(iep.Address.ToString() +" :_  "+stringData ); 
sock.Close(); 
listBox1.Focus(); 
msg.Focus(); 
myth.Abort(); 
}catch(Exception){}} 
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VB.NET: 
Public Sub server() 
    Try 
        Dim sock As UdpClient = New UdpClient(5020) 
        sock.JoinMulticastGroup(IPAddress.Parse(txt_host.Text), 50) 
        Dim iep As IPEndPoint = New IPEndPoint(IPAddress.Any, 0) 
        Dim data As Byte() = sock.Receive(iep) 
        Dim stringData As String = Encoding.ASCII.GetString(data, 0, 
data.Length) 
        listBox1.Items.Add(iep.Address.ToString + " :_ " + stringData) 
        sock.Close() 
        listBox1.Focus() 
        msg.Focus() 
        myth.Abort() 
    Catch generatedExceptionVariable0 As Exception 
    End Try 
End Sub 
 

� B* �$e ا#"!�ام ال i��K�"#eوThreading ،  D/.$ 39Timer ه ال�h gK�"#وا 
method ام ال�!"#�$ (,$� : وآ/� ;-Threadg ا�س

 
:#C 

Thread myth;  
myth= new Thread  (new System.Threading .ThreadStart(server)); 
myth.Start (); 
 
VB.NET: 
Dim myth As Thread 
myth = New Thread(New System.Threading.ThreadStart(server))  
myth.Start 
 

�ل $�#"!�ام Timer#1ف �'�D ال SPeزر ا <-K >��� K timer1.Enabled = true:� ا
�ءر وgh زiل إ��SPeاg��"��h) ا�%1د اk $ 39 : 

  
:#C 

timer1.Enabled = false; 
txt_host.ReadOnly = false; 
msg.Enabled=false; 
 try 
 { 
 Socket server = new Socket(AddressFamily.InterNetwork, 
 SocketType.Dgram, ProtocolType.Udp); 
IPEndPoint iep = new IPEndPoint(IPAddress.Parse(txt_host.Text), 5020); 
  byte[] data = Encoding.ASCII.GetBytes("has Left the Room"); 
 
server.SendTo(data, iep); 
server.Close(); 
msg.Clear(); 
msg.Focus();  
 } 
catch(Exception){} 
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VB.NET: 
timer1.Enabled = False  
txt_host.ReadOnly = False  
msg.Enabled = False  
Try  
Dim server As Socket = New Socket(AddressFamily.InterNetwork, 
SocketType.Dgram, ProtocolType.Udp) 
Dim iep As IPEndPoint = New IPEndPoint(IPAddress.Parse(txt_host.Text), 
5020) 
Dim data As Byte() = Encoding.ASCII.GetBytes("has Left the Room") 
 server.SendTo(data, iep)  
 server.Close  
 msg.Clear  
 msg.Focus  
Catch generatedExceptionVariable0 As Exception  
End Try 
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Dot Net Networks & TCP/IP Programming 

Chapter 5  
Application Layer Programming 

 
Application Layer Programming 
  

A. DNS Programming 
B. SMTP Programming 
C. POP3 Programming 
D. HTTP Programming 
E. Web Services & XML Programming 
F. FTP Programming 
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�\ ا] ا��<
[ ا��<�\ �  
  

5.1 :DNS Programming :  
  

 (*�j +&".PDNS"�sا gh س"!�مP g"��ت ا*�!��ت  واح�ة *B أه3 ا%&'�+�� وا
�مK D%'$ ، (Tو�� +S"!PوDNS ال (/H+P (�-/.$ م��,��$ Domain Name <� إ
Domain IP وداتw* B* ا�H آ&�+ة (K1/)* لoj B* C� B* DNS وإ�> ا�.%س و;"3 ذ

� آh D"+ة *.�:)( i$ (ص�!��ت ا���&�P&�أ ه�7 ا�./-�) ، ) وا�"P g,1م $"ح�;¬ 9��Kة ا
�م ال�,$A Clientال �-O$  Domain ل��ص $!��ل Client B اjد $ C�  Domain Name وذ

�ص $ه !��9�م ال - ا ��ص) Client B ح�¬ 3P *س&,!��ت ا���&�9��Kة ا gh سهT� �;+."$ 
�و;B ال Client  آ/�  ;ح"1ي آDNS Server - Dب :K <-K ح"1يP ت���9��Kة $� <-K 

Domains ل��&ح¬ $�اlocal DNS -j  وPس/> $�� K <-K:1ان   ح�¬ ;,1م $iDomain 
 h DNS Server ذا �3 ;(�� ;,1م $K �-O:1ان ا��و*�B* B ال oj B*Domain Nameل 

 و;,1م $�ور� $"!Client B;w $ ر#�ل ا�.:1ان إ�> ال DNS Serverو$.� إ;(�د� ;,1م ال 
 gh 1ان:.��ص $ه Local DNSا!��g،   ا�"�  :ا�^+ إ�> ا�'%D ا

  
 

 
  
 

�*gh I* D ا��وت ��� ;/%::� ا."�DNS ام�!"#�$ Name Space System.Net g"� وا
�ص) ب Methods وا�"P gح"1ي K-> آD ال PClasses DNSح"1ي I�/H <-K ال !� ا

DNS B*اw"* B�/9س <� و Synchronous Methods +�d وP,س3 ه�7 ا�/�1tدس إ
 B*اw"*Asynchronous Methodsg-; �  : وهg آ/

  
  :   وهchronous MethodsSyn gأوe ا�/�1tدس ا�/"wا*:)  

 GetHostName (/�9 1دt�/� Stringوا�"P gس"!�م �(-� ا#3 ا�1i#� وIH+P ه�7 ا
 و7jGP e ه�7 ا�/�1tد أي $�را*�"+ات و;/%PComputer Name Bح"1ي K-> ال 

 g-; �� آ/i*ا#"!�ا:  
:#C  

string hostname = Dns.GetHostName(); 
 
VB.NET: 
Private hostname As String = Dns.GetHostName 
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� آ/� ;-GetHostByAddressg و ا�/�1tد GetHostByNameا�/�1tد i:* Dس"!�م آPو  :  
  

:#C  
IPHostEntry host_ip = Dns.GetHostByName(Computer_Name); //  1ان:.��(-� ا
3#eام ا�!"#�$ 
IPHostEntry host_name = Dns.GetHostByAddress(IP_Address); //  3#eا �-)�
�#"!�ام ا�.:1ان$ 
 
VB.NET: 
Private host_ip As IPHostEntry = Dns.GetHostByName(Computer_Name) 
Private host_name As IPHostEntry = Dns.GetHostByAddress(IP_Address) 

  
� Host Name ح�¬ Overloaded Method IH+P وهResolve gا�/�1tد i� إذا أر#-� 

IP Address  IH+PوHost Address �i� gh  IPHostEntry ال Host Name إذا أر#-� 
 (,$�� BK ا#"!�ام ا�/�1tدس ا�سi*ا#"!�ا �-"!; eو.  

 �i*ا#"!�ا (,;+m B�&; ل�t/�  :وه7ا ا
  

:#C  
using System; 
using System.Net; 
 
class FMO_DNS 
{ 
 public static void Main() 
 { 
IPHostEntry IPHost = Dns.Resolve("www.yahoo.com"); //  �;+� 7ي�ا��و*�B ا
�ص $ه!� *.+h) ا2ي $g ا
Console.WriteLine(IPHost.HostName); // D*�%��$ B�*و�� H-� ا#3 ا
 
IPAddress[] addr = IPHost.AddressList; //  (h1TS* gh B;و�:.�9��/) ا Ikو 
  
  for(int i= 0; i < addr.Length ; i++) //  (K�&m(h1TS/��ص+ ا:K  
  {Console.WriteLine(addr[i]);}}}  
VB.NET: 
Imports System 
Imports System.Net 
 
Class FMO_DNS 
 
    Public Shared Sub Main() 
        Dim IPHost As IPHostEntry = Dns.Resolve("www.yahoo.com") 
        Console.WriteLine(IPHost.HostName) 
        Dim addr As IPAddress() = IPHost.AddressList 
        Dim i As Integer = 0 
        While i < addr.Length 
            Console.WriteLine(addr(i)) 
            System.Math.Min(System.Threading.Interlocked.Increment(i), i - 1) 
        End While 
    End Sub 
End Class 
0 
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� ا�/�1tدس �d+ ا�/"wا*:) ���uAsynchronous Methods:   
�دة $%-/) K أ�&PوBegin أو End  �i�-K (-t*2ا B*و :  

BeginGetHostByName و BeginResolve و EndGetHostByName و EndResolve      
� P!"-� $%1ن ا�ه e ;'"+ط i:%�� آ/� ه1 ا�ح�ل gh ا�/�1tدس ا�/"wا*:) i-/K (.�&m

:P (���t��ل إ�> ا�!1Oة ا,"�Á$ �/سP e B*اw"/��*� gh ح�B ا�+&�7�Tه� sآ/�ل D/K ا
� وP �9س&� ه�7 ا�س�») $!�T ا�&+;1Tر*��س i-/K ء�i"ا� (���*� إgh e ح�+&�gh ا
 ��#"!�ام ا�O+;,) ا���+ *"wا*:) وPس"!�م آ/$ �S:; C�7� �*��+&��م gh اK D%'$

 g-; :Begin___ 
public static IAsyncResult BeginResolve(string hostname, 
    AsyncCallback requestCallback, object stateObject) 

 
 gh 3�� �#1i���g ;.+ف  �hه ال *�"+ور�ا�& ا2ول و *�"+ور�ا�&ح�¬ ;"3 وIk اt� ا

delegate eت إoj�* +;+/"$ C� : آ/� ;-End____ gو;س"!�م  ، delegate وPس/� 
  

public static IPHostEntry EndResolve(IasyncResult ar) 
 

 I�/H �-)$ و $س�< ;,1م D*�V ل�t* � ا�/1H1دة K-> ا�'&%) ح�¬ IP’sال وه:
�ص�) H <-K D/.;host names B* ProcessStartInfo-� ال !� *oj Bل ا
StandardOutput <� *oj Bل ا�/�1tد host name  ح�¬ ;"P 3ح1;-ه إ

GetMachineNamesFromProcessOutput gh �i:;w!P 3u Collicaion D;1حP 3"; 3u 
�و;oj B* Bل ا�/�1tد :K <�� ;"3 ا#"!�ام ال  .. Dns.Resolveا#2/�ء إ.&m

StreamReader اءة+,��ص $�ل collection ال !��ل ProcessStartInfo اt/� :  وه7ا ه1 ا
  

:#C  
 using System; 

using System.IO; 
using System.Diagnostics; 
using System.Net; 
using System.Collections.Specialized; 
 
namespace NetworkIPs 
{ 
 public class Names 
 
 {  
  public StringCollection GetNames() 
 
  { 
ProcessStartInfo _startInfo = new ProcessStartInfo("net","view"); 
   _startInfo.CreateNoWindow = true; 
   _startInfo.UseShellExecute = false; 
   _startInfo.RedirectStandardOutput = true; 
   Process _process = Process.Start(_startInfo); 
   StreamReader _reader = _process.StandardOutput; 
   StringCollection _machineNames = 
GetMachineNamesFromProcessOutput(_reader.ReadToEnd()); 
   StringCollection _machineIPs = new StringCollection(); 
   foreach(string machine in _machineNames) 
   { 
    _machineIPs.Add(IPAddresses(machine)); 
   } 
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   return _machineIPs; 
  } 
  private static string IPAddresses(string server)  
  { 
   try  
   { 
System.Text.ASCIIEncoding ASCII = new System.Text.ASCIIEncoding(); 
    // Get server related information. 
    IPHostEntry heserver = Dns.Resolve(server); 
    //assumin the machine has only one IP address 
    return heserver.AddressList[0].ToString(); 
   } 
   catch  
   { 
return "Address Retrieval error for " + server; 
   } 
  } 
  //string manipulations 
  private StringCollection 
GetMachineNamesFromProcessOutput(string processOutput) 
  { 
string _allMachines = processOutput.Substring( processOutput.IndexOf("\\")); 
   StringCollection _machines= new StringCollection();  
while(_allMachines.IndexOf("\\") != -1 ) 
   { 
_machines.Add(_allMachines.Substring(_allMachines.IndexOf("\\"), 
_allMachines.IndexOf(" ",_allMachines.IndexOf("\\")) - 
_allMachines.IndexOf("\\")).Replace("\\",String.Empty)); 
_allMachines = _allMachines.Substring(_allMachines.IndexOf(" 
",_allMachines.IndexOf("\\") + 1)); 
   } 
   return _machines; 
  } 
 } 
 
 public class Runner 
 { 
  static void Main() 
  { 
   Names _names = new Names(); 
   StringCollection names = _names.GetNames(); 
   foreach(string name in names) 
   Console.WriteLine(name); 
   Console.ReadLine(); 
  } 
 } 
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:NET.VB 
Imports System 
Imports System.IO 
Imports System.Diagnostics 
Imports System.Net 
Imports System.Collections.Specialized 
 
 
Public Class Names 
 
    Public Function GetNames() As StringCollection 
 
        Dim _startInfo As ProcessStartInfo = New ProcessStartInfo("net", 
"view") 
        _startInfo.CreateNoWindow = True 
        _startInfo.UseShellExecute = False 
        _startInfo.RedirectStandardOutput = True 
        Dim _process As Process = Process.Start(_startInfo) 
        Dim _reader As StreamReader = _process.StandardOutput 
        Dim _machineNames As StringCollection = 
GetMachineNamesFromProcessOutput(_reader.ReadToEnd()) 
        Dim _machineIPs As StringCollection = New StringCollection 
        For Each machine As String In _machineNames 
            _machineIPs.Add(IPAddresses(machine)) 
        Next machine 
        Return _machineIPs 
    End Function 
    Private Shared Function IPAddresses(ByVal server As String) As String 
        Try 
            Dim ASCII As System.Text.ASCIIEncoding = New 
System.Text.ASCIIEncoding 
            ' Get server related information. 
            Dim heserver As IPHostEntry = Dns.Resolve(server) 
            'assumin the machine has only one IP address 
            Return heserver.AddressList(0).ToString() 
        Catch 
            Return "Address Retrieval error for " & server 
        End Try 
    End Function 
    'string manipulations 
    Private Function GetMachineNamesFromProcessOutput(ByVal 
processOutput As String) As StringCollection 
        Dim _allMachines As String = 
processOutput.Substring(processOutput.IndexOf("\")) 
        Dim _machines As StringCollection = New StringCollection 
        Do While _allMachines.IndexOf("\") <> -1 
            _machines.Add(_allMachines.Substring(_allMachines.IndexOf("\"), 
_allMachines.IndexOf(" ", _allMachines.IndexOf("\")) - 
_allMachines.IndexOf("\")).Replace("\", String.Empty)) 
            _allMachines = _allMachines.Substring(_allMachines.IndexOf(" ", 
_allMachines.IndexOf("\") + 1)) 
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        Loop 
        Return _machines 
    End Function 
End Class 
 
Public Class Runner 
    Shared Sub Main() 
        Dim _names As Names = New Names 
        Dim names As StringCollection = _names.GetNames() 
        For Each name As String In names 
            Console.WriteLine(name) 
        Next name 
        Console.ReadLine() 
    End Sub 
End Class 
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5.2 : Programming3POP& SMTP  
�:uح�P gh ءw)� وا�/س»1ل DNS (/H+P (�-/K BK ا�س�$¨ 1P+$ ()*+$ BKآ1ل ا

Domain <��ق  إO� 3#ا B* IP g# gh (�-/.��م $�7i ا�,��.%س و$�:� آ��T) ا� و$
�رب V ، ه7ا ghءw)� #1ف �"ح�ث BK $+*() $.� ا�&+و1Pآe1ت اj2+ى �O&,) ال ا

Application Layer ال ���K D&+ ا�&+;�  وا�/س»1ل BK إرSMTP وه/� ه:#+��ل ا#
�%"+و�g و ال sاPOP3 D/K لoj B* 1ن$w��) إ�> ا�#+� وا�/س»1ل 1P (�-/K BKص�D ا

Download ال B* �i� Mail  Server ghء  وw)� HTTP ا�oح¨ #1ف �"ح�ث BK ال ا
Programming ال �TSP gh g#�*I ا�.-3 ا�ه  ،  Web وا�7ي ;س"!�م $'%D أ#

�tت آe11آPو+$ �H1; (H�� K:� ا�حiح+V <-K gPÀ ة #1ف+..  
  

  Simple Mail Transfer Protocol Programming–SMTP : ا�	2ء ا�ول
�ت  إر#�ل و ا#",&�ل ا�&+;� B*Mail Server ا�/.+وف أن ال �-/K (�w)"$ 1م,; 

 g��"��%"+و�K g&+ ا�s"+�� إ�> uou) أwHاء وهg آ/� gh ا�'%D اsا:  

  
MTA – Message Transfer Agent ل� وا�"1ص�Outgoing D وا�/س»1ل BK اsر#

IncomingD��#+-�   
MDA- Message Delivery Agent ت ال��-/K BK س»1ل/�وا�"Gآ� *filtering  B  و ا

(��#+�    وص1ل ا
MUA- Message User Agent gh (��#+�  وا�/س»1ل K BK/-�) 9+اءة و B;w!P ا

Database D&,"س/���ى ا Client 3"P1آ1ل  وPام $+و�!"#�$ (�-/.� POP - Postه�7 ا
Office Protocol g��"�  : ا�^+ إ�> ا�'%D ا

  
  

 $'%D أ#�#gh g ال SMTP Simple Mail Transfer Protocolو ;س"!�م $+1Pآ1ل ال 
MTA ل��ت إر#�-/K أي Outgoing D1ص�Pو Incoming D��#+�  .  ا

  



 106

�"O&�¨ ;(� أوe ا�"Gآ� *B أ�C-/P C حس�ب SMTP ال B* Internet Provider ص�!� ا
�ص $oj B* Cل $+��*� ال P  C$Accountس"P I�O(+$) ال !� Outlook Express ا

�*� *SMTP B إذا آ:� C-/P e حس�ب Windowsا�/1H1د *I ال �+&� Pس"P I�O(+$) ا
� *m BK IIS B+;¨ ال ojVirtual SMTP Serverل إ�'�ء i"�&t"$ C� Control:   وذ

Panel >> Add/Remove Programs ال B* Dآ D�.TP B* آ�GP IIS وال SMTP gh � آ/
 g��"�  :ا�'%D ا

  
  

�B* IIS g ال 3uServer إ�Kاد ال�"�  :  آ/� gh ا�'%D ا
  

  
  

 oj B* Name Spaceل 3K�P SMTP ا��وت ��� ا#"!�ام $+و1Pآ1ل ال 
System.Web.Mail  سo%�� �س"!�م  وا�"SmtpMailoj B* g و Pح"1ي K-> اi�

�) K&+ الSend ا�/�1tد �#+� ا�/!Sص Port وه1 الPort 25وا�"P gس"!�م sر#�ل ا
�&+و1Pآ1ل SMTP 1دt�/�ح�¬ �K 7jGPة  " Send " overloaded Method  و P."&+ ا

� *I  $+ا*�"+ واح� إ�> أر$.) $�را*�"+ات i*ا#"!�ا C���ل إذ $ *%%Vأ ،  gkا+"hا D%'$و
��) �س"!�م ا�&+ا*"+ات �"�  : ا

SmtpMail.Send(string from, string to, string subject, string body)  
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���h Ik1; gه K:1ان ا�/+#D إ��ه و t�ا�&+ا*�"+ ا2ول ;�h Ik1ه K:1ان ا�/+#D وا
 (��#+��:ص ا I$ا+��) وا�#+��.:1ان ا ¬��t�  .   ا�&+ا*�"+ ا

  
39 gو�+"%�sا �;+&��*� ;,1م $ ر#�ل ا�+$ D/.��ء و'� $ New Form D%'� آ/� gh ا

g��"�  :ا

  
 (h�k $ 39 3uName Space System.Web.Mail ،  ) C;�� +i^P 3� 39 $ دراج Mail.إذا 
Name Space System.Web ال <��References (  g إ�"��$) ا�%1د ا"%$ 3 39u:  

  
 (h�kس> إ:P eName Space�*��+&�  ه7ا gh $�ا;) ا

:#C  
using System.Web.Mail;  
  
VB.NET: 
imports System.Web.Mail;  
  

 3u آ"�$) ا�%1د ه7ا gh زر اsر#�ل
:#C  

try 
{ 
string from = textBox1.Text; 
string to = textBox2.Text; 
string subject = textBox3.Text; 
string body = textBox4.Text; 
SmtpMail.SmtpServer = textBox5.Text; 
SmtpMail.Send(from, to, subject, body); 
} 

   catch (Exception ex) {MessageBox.Show(ex.Message);} 
 

VB.NET: 
Try  
Dim from As String = textBox1.Text 
 Dim to As String = textBox2.Text  
Dim subject As String = textBox3.Text 
Dim body As String = textBox4.Text 
 SmtpMail.SmtpServer = textBox5.Text  
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 SmtpMail.Send(from, to, subject, body)  
Catch ex As Exception  
Msgbox(ex.Message)  
End Try  

  :*�<�� ه�*� �دا 
��H D%'$ D/.; 1د%� آ/� ذآ+ B* IIS ال eSMTPآB ;(� ا�"Gآ� *D�.TP B ال ، ه7ا ا

 Ik1$ 39و ¨$��ص ب ال ghIP ا�س!� T;+SMTPه *س&,� gh وا�7ي SMTP) .P 3P ا
Virtual Server(  ل�$Textbox  SMTP Server ،  ال B* � SMTP Server;(� ا�"Gآ� أ;�

  (&"%/���;3K�; C ا#"!�ام ا CDO2 - Microsoft Collaboration Data Objects 
Version 2 <-K DSحP 1ف# eوإ Exception <� ;!&+ك $�Gه e ;س"I�O ا�1ص1ل إ

CDO2 Object ، ا gh I* �i*�!"#دة ;"3 ا�.�Windows XP و Windows 2000 D/.Pو 
 Microsoft Exchange  أو *D%'$SMTP Virtual Server I اh"+اtP �:K gk&�� ال 

Server2003 س"!�مP �:إذا آ � hس1ف PحK DS->  5.5 أو  Exchange Version 5  أ*
  .  ا�س�$¨ ا�7آ+ Exceptionال 
  

  anced ProgrammingSMTP Adv: ا�(wء ا2آP +t,�م
 +&K D���ل $س�< sر#�ل ر#t* ¨$��ل ا�سt/��#"!�ام SMTP;."&+ ا$ CDO2 ،  ghو

�*� ال �+$ Dt* �*ء $+ا��دة K:� إ�'.� HTML Format ;"3 ا#"!�ام ال Outlookا
 �;+&��رات sر#�ل  و ا#",&�ل ا�j ة�K C�O.; �.&mت و��h) إe إ*%���) إر#�ل *-ح,ks�$

�%"+و�g هsام ال ا�!"#�$ DHTTP أو ال POP3 ...  �*�وه:� #1ف �,1م $ �'�ء $+�
�#"!�ام ال $ gو�+"%�sا �;+&� $:س&) POP3 و SMTP$س�< ;,1م $ ر#�ل وا#",&�ل ا

��;C حس�ب ePOP3#"!�ام ال  +h1"; أن �)�h POP3 ال B* ISP أو أن C$ ص�!� ا
  ��&t"$ 1م,PMicrosoft Exchange Server2003iH <-K  اد� $ح�¬ ;س"!�م�Kزك وإ�

�ز و Domain Controller إذ K:�ه� #1ف Pح"�ج �1H1د POP3ال i)� *K �&t-> ا
Windows 2003 Serverال ��&tP <��h) إks�$ Active Directoryه�-K  .  

�ز e#"!�ام ه�7 ا�!1اص وذ�oj B* Cل "/* 3Kوت ��� د�� �9Name Space*� ا
System.Web.Mail%���3K ال oMailMessageس  و$�#"!�ام ا  HTML Format و 

�&+*() ال MailAttachmentا�%oس  Bآeو (��#+���3K إ*%���) إر#�ل *-ح,�ت *I ا 
POP3 م ا#"!�امw-; Name Space System.Net.Sockets و System.Net و 

System.IO D/K 3"; ¬ح� Sessionال I* ص�j Server 1دHحص وTP (�-/.$ م��,-� 
;�H D��� gh ر#i"«&."$ 1م,; ��) و1Hده� حس� ا�ح�Treelist (H أو �List Boxة وgh ح

�) *B ال Client D/.$ DownloadوK:� ا���< K-> إح�اه� ;,1م ال �#+� Mail Server 
 D/.�  B* MailMessage ا�%oس Advanced SMTP eMail Sender 7jG$  39 Objectو

 g-; �  :آ/
:#C  

using System.Web.Mail;   
 
try 
{ 
 MailMessage mm = new MailMessage(); 
  

¨$��g وآ/� gh ا�س�"��h) ا�%1د اk3 إu  
   mm.From = textBox1.Text; 
      mm.To = textBox2.Text; 
  // mm.Cc = (H� eح¶ ا�ه ;/%:B* C اsر#�ل 2آV B* +t!ص ه�7 حس� ا�ح
  // mm.Bcc =  
   mm.Subject = textBox3.Text; 
   mm.Headers.Add("Reply-To", "fadi822000@yahoo.com"); //  Ik1��ت أيh�kإ 
(��#+�  P+;�ه� *I ا
   mm.Headers.Add("Comments", "This is a test HTML message"); 
   mm.Priority = MailPriority.High; // (��#+��رات أه/�) ا�j Ikو C:%/; 
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   mm.BodyFormat = MailFormat.Html; // س"!�م/� �1ع ا�1Tر*�ت ا
   mm.Body = "<html><body><h1>" + textBox4.Text + "</h1></html>"; 
   SmtpMail.Send(mm); 
} 
catch (Exception ex) {MessageBox.Show(ex.Message);} 
 
VB.NET: 
imports System.Web.Mail;   
 
Try  
Dim mm As MailMessage = New MailMessage 
 mm.From = textBox1.Text  
 mm.To = textBox2.Text  
 mm.Subject = textBox3.Text  
 mm.Headers.Add("Reply-To", "fadi822000@yahoo.com")  
 mm.Headers.Add("Comments", "This is a test HTML message")  
 mm.Priority = MailPriority.High  
 mm.BodyFormat = MailFormat.Html  
 mm.Body = "<html><body><h1>" + textBox4.Text + "</h1></html>"  
 SmtpMail.Send(mm)  
Catch ex As Exception  
Msgbox(ex.Message)  
End Try 
 

�) ;س"!�م آ1د ال �#+�  وه7ا ;/%:B* C وIk أي �1ن أو ح(eHTML 3ح¶ أن Hس3 ا
�/:"�ى �".+ف HTMLراIH 9س3 ال  (HTMLأو أي gVء ;/%K B/-ه $�#"!�ام ال �$ 

9�در K-> إر#�ل *-ح,�ت ;(� ، ) K-> ه�7 ا�-�) ا�س%+$"�) ا�+ا�.) �*��+&�و�(.D ا
�%1د MailAttachmentا#"!�ام ا�%oس �$ g-; � : وإدراج ا#3 ا�/-� �hه وآ/

:#C  
MailAttachment myattach =  
new MailAttachment("Your_Attached_File_path.extension", 
MailEncoding.Base64); 
 

�*� ال �+$ D/K B* �:�i"�9 ا� �� K/-�) ال،  $'%D آ�*SMTP Dوه:.&mDesign   
�*+&/�  .و�d+ه� K �/".P-> حس� ذوق وذآ�ء وj&+ة ا

 
VB.NET: 
Dim myattach As MailAttachment = New 
MailAttachment("Your_Attached_File_path.extension", MailEncoding.Base64) 
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 ����k :Programming 3  Post Office Protocol Version -3POP  
  

� h ن و��1P+$ (Tآ1ل ال ,$�# �:uح�P � MUA - Mail وا�7ي ;./wH gh Dء ال POP3آ/
User Agent <-K Port 110 1آ1ل الP+$ B/k TCP BK س»1ل/�  gh B/%P آ�1ه ا

�) إ�> ا�w$1ن �#+�� *B ال oj B*   D/K Downloadل1P (�-/KClientص�D اi� Mail  
Server ال gh D��#+��ز ال Mail Folder ح�¬ PحT¶ اiH gh �#� Client وا�/1H1د أ#

g��"�  :أ�^+ إ�> ا�'%D ا
  

  
 

 D� Dا��&��ه 1P+$ Interactive Mail Access Protocol – IMAPآ1ل POP3و*B اoj B/h 
�ص) $ه وMail  Folder;س"I�O  ا�/س"!�م إ�'�ء j   ال  gh BآeMail server س�� و

�ز ا�w$1ن  وP."&+ هw�* B* �7ات ال iH ghIMAP �91 إذ أن 9+اءة� و#�»�Pه $:Tس ا
�V+ة *oj Bل ال &* 3"P (��#+�� *B أآServer B* +tاiP9+اء I�O"سP ¬ح� Client 

 D��#+��دم اj +;�* 3%حP gه ه�h (-%'/� $ح(Mail Server Administrator 3وeآB ا
�Mail Folder gال �"�� *ح�ودة  أ�^+ إ�> ا�'%D اi".# دة�.�  :   إذ P%1ن gh ا

  
 و;"3 9+اءPه $.� ا�"ح,¨ eMail Folder B/k I,; Mail Serverح¶ أن ال 

Authentication B/%P ن *'%-"ه h �:-9 � *B ا#3 ا�/س"!�م وآ-/) ا�/+ور eآB آ/
�'+آ�ghMail Folder *ح�ود;) #.) ال  �S:; 7ا� آ�1ه POP3ت ا�%&�+ة ا#"!�ام ال  

�7ي ;"حgh 3% ا�س.) ه1 ال �h (.س� Mail Server وe دDj ل �dClient+ *ح�ود ا
Administrator�i$ .  

  
�د ال /"Kا ���D #1ف �&�أ $&+*("ه إذ ;-wم اPOP3 +*2و$/� أ�:� 9+ر�#+��./-�) 9+اءة ا 

 ح�¬ ;"System.IO 3 و System.Net و Name Space System.Net.Socketsا#"!�ام 
 D/KSessionال I* ص�j Server ام ال�!"#�$ Socket 1دHحص وTP (�-/.$ م��,-� 
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 gh �i:;و�:K («&."$ 1م,; ��) و1Hده��ص Treelist أو List Boxر#���H D;�ة وgh حj  
�) *Client D/.$ Download Bحس� ا�ح�H) وK:� ا���< K-> إح�اه� ;,1م ال �#+� 

� Mail Folder gh إ�> ال Mail Serverال ik+K 3u Textbox.  
  
  

�ء '� $ 39 ¨�&O"��New Form gو�"�  : �H;� آ/� ;^gh +i ا�'%D ا
  

  
  

 (h�k $ 39 3uName Spaces (���"�  : ا
:#C 

using System.Net; 
using System.Net.Sockets; 
using System.IO; 
 
VB.NET: 
imports System.Net 
imports System.Net.Sockets 
imports System.IO 
  

�*I* D ال ."��ء Stream وال eSocketح¶ ا�ه ;"3 ا'�s Session ال I* Server 
�#"!�ام $+1Pآ1ل ال $TCP ال B* (��#+�   .POP3 Server و9+اءة ا

  
 �*��+&���) gh $�ا;) ا�"��ر;� ا."��h) اk $ 39 3u) gس��+� –أي $.� P.+;� ا�%oس ا

  ) : O:* ghGlobal Declaration,) ال 
:#C  

public TcpClient Server;// ف�i$ C��ق او$(%� *1P+$ Bآ1ل ا�"g$ g# g وذ,"Vا
 إ�'�ء ا�(-س) 
public NetworkStream NetStrm;// س"!�م/� #1ف �س"!�*ه sر#�ل *.-1*�ت ا
public StreamReader  RdStrm; //  1ب&��ت ا�1اردة *B ا*1-./�3�,+اءة ا Server 
public string Data; //  gh �i*ا�!"#eD��#+�*.+�K (hد ا  
public byte[] szData; //  1ب&��ت ا�1اردة *B ا���&�3�"!B;w ا Server  
public string CRLF = "\r\n";//   �*��+&�� gh اi*ا�!"#e�;�H +O# D/.� ..  
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VB.NET: 
Public Server As TcpClient 
Public NetStrm As NetworkStream 
Public RdStrm As StreamReader 
Public Data As String 
Public szData As Byte() 
Public CRLF As String = "" & Microsoft.VisualBasic.Chr(13) & "" & 
Microsoft.VisualBasic.Chr(10) & "" 
 

�ghConnect Button g ال �"��h) ا�%1د اk $ 39 : 
:#C 

  
// create server POP3 with port 110 
�ء #�'I* B ا�&1ب  //'�sServerال +&K Port 110 ا�/!Sص وه1   
Server = new TcpClient(POPServ.Text,110);      
try 
{ 
// initialization 
NetStrm = Server.GetStream(); 
RdStrm= new StreamReader(Server.GetStream()); 
Status.Items.Add(RdStrm.ReadLine()); 
 
// Login Process 
�ل ا#3 ا�/س"!�م وآ-/) ا�/+ور وP/+;+ه� إ�> ا�&1ب //jإدServer 
Data = "USER "+ User.Text+CRLF;      
szData = System.Text.Encoding.ASCII.GetBytes(Data.ToCharArray()); 
NetStrm.Write(szData,0,szData.Length); 
Status.Items.Add(RdStrm.ReadLine()); 
Data = "PASS "+ Passw.Text+CRLF;     
�ص //!�$.� ا�"Gآ� *B ا#3 ا�/س"!�م وآ-/) ا�/+ور ;"3 9+اءة ص:�وق ا�1ارد ا
�/س"!�م�$ 
szData = System.Text.Encoding.ASCII.GetBytes(Data.ToCharArray()); 
NetStrm.Write(szData,0,szData.Length); 
Status.Items.Add(RdStrm.ReadLine()); 

 
Send STAT command to get information ie: number of mail and size 

 gh 1دةH1/���D ا#+��/.+�K (hد اPOP3 Serverا�!"#� STAT ا2*+ م $
Data = "STAT"+CRLF;     
szData = System.Text.Encoding.ASCII.GetBytes(Data.ToCharArray()); 
NetStrm.Write(szData,0,szData.Length); 
Status.Items.Add(RdStrm.ReadLine()); 
 

�g إ�> ال �"��h) ا�%1د اk $ 39Disconnect Button:   
// Send QUIT command to close session from POP server 
Data = "QUIT"+CRLF;     
szData = System.Text.Encoding.ASCII.GetBytes(Data.ToCharArray()); 
NetStrm.Write(szData,0,szData.Length); 
Status.Items.Add(RdStrm.ReadLine()); 
//close connection 
NetStrm.Close(); 
RdStrm.Close(); 
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VB.NET: 
Server = New TcpClient(POPServ.Text, 110)  
NetStrm = Server.GetStream  
RdStrm = New StreamReader(Server.GetStream)  
Status.Items.Add(RdStrm.ReadLine)  
Data = "USER " + User.Text + CRLF  
szData = System.Text.Encoding.ASCII.GetBytes(Data.ToCharArray)  
NetStrm.Write(szData, 0, szData.Length)  
Status.Items.Add(RdStrm.ReadLine)  
Data = "PASS " + Passw.Text + CRLF  
szData = System.Text.Encoding.ASCII.GetBytes(Data.ToCharArray)  
NetStrm.Write(szData, 0, szData.Length)  
Status.Items.Add(RdStrm.ReadLine)  
Data = "STAT" + CRLF  
szData = System.Text.Encoding.ASCII.GetBytes(Data.ToCharArray)  
NetStrm.Write(szData, 0, szData.Length)  
Status.Items.Add(RdStrm.ReadLine)  
Data = "QUIT" + CRLF  
szData = System.Text.Encoding.ASCII.GetBytes(Data.ToCharArray)  
NetStrm.Write(szData, 0, szData.Length)  
Status.Items.Add(RdStrm.ReadLine)  
NetStrm.Close  
RdStrm.Close 
 

��B* D ص:�وق ا�1ارد#+��) ا�j2+ة $'%D اh"+اgk #�"3 9+اءة ( و�,+اءة ا�#+�39 ) ا
�g إ�> ال �"��h) ا�%1د اk $Read Last Come Email Button:  

:#C 
string szTemp;       
Message.Clear(); 
try 
 { 
 
// retrieve mail with number mail parameter 
Data = "RETR 1"+CRLF; // �iPاد 9+اء+/��) ا�#+��"ح�;� ر39 ا   
  
szData = System.Text.Encoding.ASCII.GetBytes(Data.ToCharArray()); 
NetStrm.Write(szData,0,szData.Length);     
szTemp = RdStrm.ReadLine(); // �i"K�&m 3"; <"�9 حa* D%'$ (��#+� B;w!P ا
 if(szTemp[0]!='-')  
 { 
 while(szTemp!=".") 
  { 
 Message.Text += szTemp+CRLF; 
 szTemp = RdStrm.ReadLine(); 
 } 
  } 
 else 
 {Status.Items.Add(szTemp);} 
 } 
catch(InvalidOperationException err){Status.Items.Add("Error: 
"+err.ToString());} 
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 VB.NET: 
Dim szTemp As String 
Message.Clear  
Try  
 Data = "RETR 1" + CRLF  
 szData = System.Text.Encoding.ASCII.GetBytes(Data.ToCharArray)  
 NetStrm.Write(szData, 0, szData.Length)  
 szTemp = RdStrm.ReadLine  
 If Not (szTemp(0) = "-"C) Then  
   While Not (szTemp = ".")  
     Message.Text += szTemp + CRLF  
     szTemp = RdStrm.ReadLine  
   End While  
 Else  
   Status.Items.Add(szTemp)  
 End If  
Catch err As InvalidOperationException  
 Status.Items.Add("Error: " + err.ToString)  
End Try 

 
�ل $س�< 3وه:� �9 9/� $'+ح آ�D/K (�T ا�&1ب t* وت �� وه7ا�� و$+*("ه gh ا

�ص $/�%+و�h1# ح�¬POutlookس"I�O ا�&�ء *:ه �./D *'+وع آ�*V D&�ه $�ل !�  ا
��D ا�1اردة $�PDLL eس"I�O ا#"!�ام *-� ال #+��ص $��s"+�� إآس&-1رر �.+ض ا!� ا

 D%V <-K �ik+K B*HTML Code D/K I�O"سP ���Tree List D آ/#+��Ik1 ا 
 �iPاء+,� ¨$��) رP 39س-س-g ;"3 وk.ه gh ا�%1د ا�س�ا�1اردة ح�¬ ;%1ن �%D ر#

 39+��) ا�j2+ة ا�1اردة 1م  $'%D اh"+اgk وا�7ي ;,1ح�¬ ا#"!�*� ا�#+�    ، $,+اءة ا
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5.3 : Hyper Text Transfer Protocol Programming–HTTP    
  

�م K-> ا�ه ا�&+1Pآ1ل ا�/س"!�م �"1ص�PHTTP �-m D"-!ص و��T) ال K D%'$ 
3 �9�م ال Server إ�> ا�User Request �;1ا�/س"!�م u web server<-K د+�� ال  $
Request 7ي ;س/> ب��ل ال Server Response وا%Vأ I�/H D,� I�O"سP آ��G"$و 

)Multimedia ( �+�d1 و;��h ص وص1رة و ص1ت و:� إ�> ال B*Web Server ال .. *B  ا
Client Application ام�!"#�$ Byte Stream object.   
ا#"!�ا*ه $'%D  وه7ا ;.:K Application Layer  g-> ال 1P+$ D/.; HTTPآ1ل ال 

 gh ل��B* +V واiH) ا�/س"!�م آ/� ه1 ا�ح&*DNS,SMTP,POP3,FTP <� ا�^+ إ
g��"�  : ا�'%D ا

  
  

 vأو :Downloading From Web Server  
�*I* D ال ."��#"!�ام ا�%oس  gh ا��وت ��� �Web Serverس"I�O ا$WebClient  

 gh 1دH1/�� Name Space System.Net �/Hا:��ت �"1ص�m D-�   إذ P,�م ���%*sا I
 WebClient Class و3K�P ال User Request & Server Responseا�w$1ن و ا�+د K-�ه

 (uouMethods ال B* ت����&��"ح/�D ا Web Servergوه  :  
  
1- DownloadData  ال B* ت����&�� H-� اi"Tوو��Web Server gh �i:;w!Pو Byte 

Array D%V <-K ض+.Pو HTML CodePل  و�t/آ g-; �  :س"!�م آ/
:#C  

using System; 
using System.Net; 
using System.Text; 
class DownloadData_Method 
{ 

 public static void Main () 
 { 

  WebClient wc = new WebClient(); 
  byte[] response = 

wc.DownloadData("http://www.google.com"); 
  Console.WriteLine(Encoding.ASCII.GetString(response)); 

 } 
} 
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VB.NET: 
Imports System 
Imports System.Net 
Imports System.Text 
 
Class DownloadData_Method 
 
    Public Shared Sub Main() 
        Dim wc As WebClient = New WebClient 
        Dim response As Byte() = wc.DownloadData("http://www.google.com") 
        Console.WriteLine(Encoding.ASCII.GetString(response)) 
    End Sub 
End Class 
 

2- DownloadFile ال B*  �* �-* D,� �i"Tوو��Web Server gh ة+V�&* �i:;w!Pو 
Local Computer �-/� وهDi# 1 اe#"!�ام �Hا إذ *� C�-K #1ا I91* +;+/P ا

�ن %/��ل واt/آ g-; � :ا�7ي B;w!P �;+P ا�/-� �hه و;س"!�م آ/
:#C  

using System; 
using System.Net; 

 
class DownloadFile_Method 
{ 

 public static void Main () 
 { 
WebClient wc = new WebClient(); 
string filename = "C:\\ra.zip"; 
 
Console.WriteLine("Download in Progress Please Waite..."); 
 
wc.DownloadFile("http://www.personalmicrocosms.com/zip/ra.zip", filename); 
 
Console.WriteLine("file downloaded"); 
 } 
} 
 
VB.NET: 
Imports System 
Imports System.Net 
Imports System.Text 
 
Class DownloadData_Method 
 
    Public Shared Sub Main() 
        Dim wc As WebClient = New WebClient 
        Dim response As Byte() = wc.DownloadData("http://www.google.com") 
        Console.WriteLine(Encoding.ASCII.GetString(response)) 
    End Sub 
End Class 
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3- OpenRead  ء�� إ�'i"Tوو��Read Only Stream 1ن$w��(-� Serverوال $�B ا 
 B* ت����$URL gh ه:;w!Pح�د و* Stream Object ال +;+/P �.$ URL �;+P 7ي��-/I91 ا 

�ت ا�/!gh (�w ال k+KReadLineه و$�#"!�ام ا�/�1tد ���&� Stream  �س"K I�O+ض ا
Object D%V <-K HTML Code .   

�;) ال PPeekس"!�م  ا�/�1tد : *oح^) i� (h+./� Stream Object.   
:#C   

using System; 
using System.IO; 
using System.Net; 
 
class OpenRead_Method 
{ 

 public static void Main () 
 { 

  WebClient wc = new WebClient(); 
  string response; 

 
  Stream strm = wc.OpenRead("http://www.google.com"); 

  StreamReader sr = new StreamReader(strm); 
 

  while(sr.Peek() > -1) 
  { 

   response = sr.ReadLine(); 
   Console.WriteLine(response); 

  } 
  sr.Close(); 

 } 
} 
 
VB.NET: 
Imports System 
Imports System.IO 
Imports System.Net 
 
Class OpenRead_Method 
 
    Public Shared Sub Main() 
        Dim wc As WebClient = New WebClient 
        Dim response As String 
        Dim strm As Stream = wc.OpenRead("http://www.google.com") 
        Dim sr As StreamReader = New StreamReader(strm) 
        While sr.Peek > -1 
            response = sr.ReadLine 
            Console.WriteLine(response) 
        End While 
        sr.Close() 
    End Sub 
End Class 
 

 وا�"P gس"!�م B* (K1/)* <-KProperties ال  WebClient Classو;ح"1ي ال 
�ت BK ال *1-.* �-)�Web HostDt* property  ResponseHeaders 7ي ;س"!�م� وا
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�ت ه�*) BK ال *1-.* �-)�web hostK Dt*  د ال�Headers و�1ع ال cash control 
�*)Encoding  و �1ع ال Serverوا#3 ال i��ت ا*1-./�،  ا�/س"!�م و�d+ه� *B ا

�لt/آ g-; � : و;س"!�م آ/
:#C  

using System; 
using System.Net; 
 
class ResponseHeaders_property 
{ 

 public static void Main () 
 { 

  WebClient wc = new WebClient(); 
  byte[] response = 

wc.DownloadData("http://www.google.com"); 
  WebHeaderCollection whc = wc.ResponseHeaders; 

  Console.WriteLine("header count = {0}", whc.Count); 
  for (int i = 0; i < whc.Count; i++) 

  { 
  Console.WriteLine(whc.GetKey(i) + " = " + whc.Get(i)); 

  } 
 } 
} 
 
VB.NET: 
Imports System 
Imports System.Net 
 
Class ResponseHeaders_property 
 
    Public Shared Sub Main() 
        Dim wc As WebClient = New WebClient 
        Dim response As Byte() = wc.DownloadData("http://www.google.com") 
        Dim whc As WebHeaderCollection = wc.ResponseHeaders 
        Console.WriteLine("header count = {0}", whc.Count) 
        Dim i As Integer = 0 
        While i < whc.Count 
            Console.WriteLine(whc.GetKey(i) + " = " + whc.Get(i)) 
            System.Math.Min(System.Threading.Interlocked.Increment(i), i - 1) 
        End While 
    End Sub 
End Class 
  

:Output// 
//header count = 6 
//Cache-Control = private 
//Content-Type = text/html 
//Set-Cookie = PREF=ID=6ae22f44980c5d78… 
//7JRA; expires=Sun, 17-Jan-2038 19:14: 
//Server = GWS/2.1 
//Transfer-Encoding = chunked 
//Date = Wed, 23 Nov 2005 10:10:58 GMT 
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 ����k :Uploading to Web Server   
�ت إ�> ال Methods أر$.) 3K�;WebClient ال ���&��"ح/�D ا Web Server gوه :  

1- OpenWrite  ل�ذ�C $.�  وWeb Server إ�> ال Stream Dataو;س"!�م sر#
�-/-� وا�:ص ا�7ي �+;� آ"�$"ه K-> ال K +;+/PURL:1ان ال  Web Page أن �); �.&m 

�ل t/آ g-; �7�C و;س"!�م آ/� :C-/P ا�oSح��ت 
:#C  

using System; 
using System.IO; 
using System.Net; 

class OpenWrite_method 
{ 

 public static void Main () 
  {  

  WebClient wc = new WebClient(); 
  string data = "<h1>Welcome to My Page</h1>"; 
  Stream strm = wc.OpenWrite("C:\\mypage.html"); 

  StreamWriter sw = new StreamWriter(strm); 
  sw.WriteLine(data); 

  sw.Close(); 
  strm.Close(); 

 }  
} 
  
VB.NET: 
Imports System 
Imports System.IO 
Imports System.Net 
 
Class OpenWrite_method 
 
    Public Shared Sub Main() 
        Dim wc As WebClient = New WebClient 
        Dim data As String = "<h1>Welcome to My Page</h1>" 
        Dim strm As Stream = wc.OpenWrite("C:\mypage.html") 
        Dim sw As StreamWriter = New StreamWriter(strm) 
        sw.WriteLine(data) 
        sw.Close() 
        strm.Close() 
    End Sub 
End Class 
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2 – UploadData 1ع:� Web إ�> ال Byte و;س"!�م �:,D *ح"1;�ت *B* (h1TS ا
Server أي �1ع Ihر �i�oj B* I�O"سP Cا� g:.; 1ر  وه7اS��ت *Dt ا�:ص ا���&�*B ا

� إ�> web serverا���T;1 و�d+� إ�> ال i-;1حP �.$ Byte Array g-; � و;س"!�م آ/
�ل t/آ :  

  
:#C  

using System; 
using System.Net; 
using System.Text; 
 

class UploadData_Method 
{ 

 public static void Main () 
 { 

 WebClient wc = new WebClient(); 
 string data = "This is The Text Before Converted it to Byte"; 

 byte[] dataarray = Encoding.ASCII.GetBytes(data); 
 wc.UploadData("C:\\mydata.txt", dataarray); 

 } 
} 
 
VB.NET: 
Imports System 
Imports System.Net 
Imports System.Text 
 
Class UploadData_Method 
 
    Public Shared Sub Main() 
        Dim wc As WebClient = New WebClient 
        Dim data As String = "This is The Text Before Converted it to Byte" 
        Dim dataarray As Byte() = Encoding.ASCII.GetBytes(data) 
        wc.UploadData("C:\mydata.txt", dataarray) 
    End Sub 
End Class 
 

3- UploadFile  ال B* �-* Ih+� إ�> ال Local ComputerوPس"!�م ه�7 ا�/�1tد 
Web Host  ل�t/آ g-; �  : وهg $سO) اe#"!�ام �Hا وPس"!�م آ/

:#C  
using System; 
using System.Net; 
 
class UploadFile_Method 
{ 

 public static void Main () 
 {  

WebClient wc = new WebClient(); 
wc.UploadFile("http://www.yoursite.com", "C:\\myfile.html"); 

 }  
} 
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VB.NET: 
Imports System 
Imports System.Net 
 
Class UploadFile_Method 
 
    Public Shared Sub Main() 
        Dim wc As WebClient = New WebClient 
        wc.UploadFile("http://www.yoursite.com", "C:\myfile.html") 
    End Sub 
End Class 
  

4- UploadValues Ih+��ت  Collection وPس"!�م ���&�� valuesوال  *B اi$ (ص�!� ا
 �;1� و�".+;� Byte Arrayإ�>  Collection  وذ�P �.$ CحD;1 ال Serverإ�> ا

Collection سo%� Name Space  ا�/1H1د NameValueCollection gh �س"!�م ا
System.Collections.Specialized 1دt�/��h) ال add و$.� T;+.Pه �س"!�م اks Collection 

�;�H .. ل�t/آ g-; �  : وPس"!�م آ/
:#C  

 
using System; 
using System.Collections.Specialized; 
using System.Net; 
using System.Text;  
 
class UploadValues_Method 
{ 
 

 public static void Main () 
 { 

  WebClient wc = new WebClient(); 
  NameValueCollection nvc = new NameValueCollection(); 

  nvc.Add("firstname", "Fadi"); 
  nvc.Add("lastname", "Abdel-qader"); 

  byte[] response = 
wc.UploadValues("http://localhost/mypage.aspx", nvc); 

  Console.WriteLine(Encoding.ASCII.GetString(response)); 
 } 
} 

 
VB.NET: 
Imports System 
Imports System.Collections.Specialized 
Imports System.Net 
Imports System.Text 
 
Class UploadValues_Method 
 
    Public Shared Sub Main() 
        Dim wc As WebClient = New WebClient 
        Dim nvc As NameValueCollection = New NameValueCollection 
        nvc.Add("firstname", "Fadi") 
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        nvc.Add("lastname", "Abdel-qader") 
        Dim response As Byte() = 
wc.UploadValues("http://localhost/mypage.aspx", nvc) 
        Console.WriteLine(Encoding.ASCII.GetString(response)) 
    End Sub 
End Class 

  
 �3��k: ا�7> ا�آ�3 ' د*� �� ال.
  :HTTP Programmingا�

  
�ت ,�&OP ()*+$ gh اءwH2أه3 ا B* ءw)� وا�7ي Web Client Applications;."&+ ه7ا ا

 و ال HttpWebRequest Class#1ف �"ح�ث �hه BK ا#"!�ام آB* D ال 
HttpWebResponse Class:  

  
   : HttpWebRequest Class ا��pدام  -1

 وا�"P gس"!�م $'%D أ#�#Properties g;ح"1ي ه7ا ا�%oس B* (K1/)* <-K ال 
�ت ال ,�&OP ghWeb Client Applications Dt* ء�'�s :  

�ص�) ال -1j  ا#"!�ام Web Proxy : :K �i�h ر+/� g"� ور1Proxy Server 39ان ال وا
�*I* D ال Portال."� أو HTTP Web Requests �-j B*Proxy Server ح"> �س"I�O ا

Firewall ال �;+.P 3";و  Proxy Server Prosperity ل�t/آ g-; � :  آ/
:#C  

using System; 
using System.Net;  
 
class ProxyServer_Property 
{ 
 

 public static void Main () 
 {  

  HttpWebRequest hwr = (HttpWebRequest)WebRequest.Create( 
  "http://www.google.com"); 

 
  WebProxy proxysrv = new 

WebProxy("http://proxy1.server.net:8080"); 
  hwr.Proxy = proxysrv; 

 }  
} 
 
VB.NET: 
Imports System 
Imports System.Net 
 
Class ProxyServer_Property 
 
    Public Shared Sub Main() 
        Dim hwr As HttpWebRequest = 
CType(WebRequest.Create("http://www.google.com"), HttpWebRequest) 
        Dim proxysrv As WebProxy = New 
WebProxy("http://proxy1.server.net:8080") 
        hwr.Proxy = proxysrv 
    End Sub 
End Class 
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 *3u WebProxy Object B �.+ف �HttpWebRequest Object.+ف gh ا�&�ا;) ال 
  و$.� ذ�C �س"Port I�O ور39 الProxy Server و�س:� �ه K:1ان ال webProxyا�%oس 

�ص�) !��دة Proxy  I�/H ghإ#:�د� إ�> أي او$(%� $�#"!�ام اK 1دةH1* 1ن%P g"� ا
HttpWebRequest Objects ..  

  
�ت  إ�> ا�s  �;1ر#�ل HttpWebrequest ا#"!�ام ال -2���$Server ام ال�!"#�$ 

Streams ل�t/آ g-; � : وPس"!�م آ/
:#C  
HttpWebrequest hwr = 
(HttpWebRequest)WebRequest.Create("http://localhost"); 
Stream strm = hwr.GetRequestStream(); 
StreamWriter sw = new StreamWriter(strm); 
sw.WriteLine(data); 

 
VB.NET: 
Dim hwr As HttpWebrequest = CType(WebRequest.Create("http://localhost"), 
HttpWebRequest) 
Dim strm As Stream = hwr.GetRequestStream 
Dim sw As StreamWriter = New StreamWriter(strm) 
sw.WriteLine(data) 
  

 و�س:� �ه ال Stream Object �,1م $".+;� P �.$HttpWebRequest Object.+;� ال 
Request Stream 1دt�/�   .oj B* GetRequestStreamل ا

  
  : HttpWebResponse Class ا��pدام - 2
  

�ت *B ا�P HttpWebResponse Object �;1س"!�م  ال ���ع $�Hرs Server ال <� إ
Client 1دt�/��BeginGetResponse �7iو ا�/�1tد   GetResponse ح�¬ �س"!�م ا 

 BeginGetResponseا�./-�) وh �H1; e+ق gh و��T) ه�7 ا�/�1tدس #1ى أن 
 +&".Pasynchronous Method.   

  
  

  : وه�K <-K  Properties gد *B ال  HttpWebResponse Object;ح"1ي ال 
   
1- CharacterSet :  ح�;� �1ع ال"�  Character SetوPس"!�م 
2- ContentEncoding :  ال (�-/.�  encodingوPس"!�م 
3- ContentLength : �  /.+h) ح(3 ا�+دوPس"!�م 
4- ContentType :  ح�;� �1ع ال"�Respone  
5- Cookies :  ال I* D*�."�Cookies �-* ء�� ;(� أوe إ�'i*س"!�ا��رغ Cookie وh 

�ل t/آ g-; �  :وT;+.Pه آ/
 

:#C  
HttpWebRequest hwr = 
(HttpWebRequest)WebRequest.Create(http://www.amazon.com); 
hwr.CookieContainer = new CookieContainer(); 

  : 3u �س:�� إ��ه آ/� ;-HTTP Request gوذ�D&9 C ال 
HttpWebResponse hwrsp = (HttpWebResponse)hwr.GetResponse(); 
hwrsp.Cookies = hwr.CookieContainer.GetCookies(hwr.RequestUri); 
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VB.NET: 
Dim hwr As HttpWebRequest = 
CType(WebRequest.Create("http://www.amazon.com"), HttpWebRequest) 
hwr.CookieContainer = New CookieContainer 
 
Dim hwrsp As HttpWebResponse = CType(hwr.GetResponse, 
HttpWebResponse) 
hwrsp.Cookies = hwr.CookieContainer.GetCookies(hwr.RequestUri) 
 

  
6- Headers :  ال (h+./�HTTP Headers   
7- LastModified :  D;�.P +jأ Ú;ر�Pه و�9 و�h IH+;  
8- Method :  ال gh س"!�مP g"��/.+h) ا�/�1tد واHTTP Response 
9 – ProtocolVersion : (h+./�  HTTP Version ال 
10 – ResponseUri :  الURLص ب�!�  Server ا
11 – Server : ا#3 ال (h+./�Server  
12 – StatusCode :  1ع ال� (h+./�Codingا*س"!�م   
13 – StatusDescription :  ع�HرsText ال (��   HTTP ;ح"1ي K-> ح
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.45 :mmingWeb Services Progra  
  

 gh �:uح�Pءw)��B�$ DK ال HTTP ا�س�$¨ BK $+*() ال اT"� web و$�:� �hه آ��T) ا
server وال client ء و;."&+ ه7اw)��ا,$�� K:ه #:uح�P �/� D/%*  ،  (Tص و��!-"P

�دة *B ال web servicesا#"!�ام ال T"#eا (���%* $  Methods ل� web ا�/1H1دة $
server$w��*� ا�+$ Dj1آ1ل ال   داP+$ ام�!"#��ر ل   1SOAPن و$S"jوه1 ا Simple 

Object Access Protocol ال D,� 3"; Result ال B* web Services server ال <� إ
Client ال <�� إi-;1حP �.$ XML - extensible Markup Language +&K D,:P ¬ح�  

�ز ا�w$1ن وا��iف *B ا#"!�ا*ه هP 1س1P+$HTTP�iآ1ل ال iH <� DData وص1ل ال  إ
�ت ا�/!"-T) إذ أن oj B* firewalls I�/Hل ال Client إ�> ال B*web server ال «�&� وا

�ت 1P+$ 3K�Pآ1ل ال %&'��ت ا«�$HTTPال <-K D/.; 7ي���)  . Port 80 وا �-"!P eو
 وهHTML B* (K1/)* g إذ Pس"!�م �Tس ا�,1اgh �K ال BK HTML ال XMLال 
� > <> /< *Dt ال Attributes  وال  Elementsالi�-K ل�t/و�) اآ&+ وآ+/$ w�/"P Bآe:  

  
  <myStuff> 
  <myName>FADI Abdel-qader</myName>  
  <myTelephone>+962796...</myTelephone>  
  <myEmail>fadi822000@yahoo.com</myEmail>  
  <myAge>23</myAge>  
  <mySex>M</mySex>  
  </myStuff> 

  
� gh ا��وت ��� $�#"!�ام  و;"3 i��K�"#اName Spaces System.xml 3"; ¬ح� 

�#"!�ام ا�/�1tد $ �iP9+اءLoadال gh 1دH1/�  : آ/� ;-XmlDocument Class g   ا
 

:#C  
using System.Xml; 
// Then you can Read any XML File as Below:  
XmlDocument xDoc = new XmlDocument(); 
xDoc.Load(@"C:\myinfo.xml");  
XmlNodeList name = xDoc.GetElementsByTagName("myName"); 
XmlNodeList telephone = xDoc.GetElementsByTagName("myTelephone"); 
XmlNodeList email = xDoc.GetElementsByTagName("myEmail"); 
XmlNodeList age = xDoc.GetElementsByTagName("myAge"); 
XmlNodeList sex = xDoc.GetElementsByTagName("mySex"); 
 
MessageBox.Show( 

 "Name: " + name[0].InnerText +"\n"+ 
 "Telephone: " + telephone[0].InnerText +"\n"+ 

 "Email: "+ email[0].InnerText +"\n"+ 
 "Age: "+ age[0].InnerText +"\n"+ 

 "sex: "+ sex[0].InnerText +"\n"  
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VB.NET: 
Dim xDoc As XmlDocument = New XmlDocument 
xDoc.Load("C:\myinfo.xml")  
Dim name As XmlNodeList = xDoc.GetElementsByTagName("myName") 
Dim telephone As XmlNodeList = 
xDoc.GetElementsByTagName("myTelephone") 
Dim email As XmlNodeList = xDoc.GetElementsByTagName("myEmail") 
Dim age As XmlNodeList = xDoc.GetElementsByTagName("myAge") 
Dim sex As XmlNodeList = xDoc.GetElementsByTagName("mySex") 
Msgbox("Name: " + name(0).InnerText + "" & Microsoft.VisualBasic.Chr(10) 
& "" + "Telephone: " + telephone(0).InnerText + "" & 
Microsoft.VisualBasic.Chr(10) & "" + "Email: " + email(0).InnerText + "" & 
Microsoft.VisualBasic.Chr(10) & "" + "Age: " + age(0).InnerText + "" & 
Microsoft.VisualBasic.Chr(10) & "" + "sex: " + sex(0).InnerText + "" & 
Microsoft.VisualBasic.Chr(10) & "") 
 

  : $uot) *+احD وهK +/Pweb services g/-�) ا#"!�ام  ال 
1- The web service server :  +&K ت����&��ه إر#�ل وا#",&�ل اoj B* 3"; 7ي�وا

�#"!�ام  ال 1P+$SOAPآ1ل ال $ IIS وال ASP.NET.   
2-   The proxy object :  D��ت *B وإ�>  $ ر#�ل و ا#",&�ل ا�&Clientوا�7ي ;س/� ���

 *oj Bل HttpWebRequest ح�¬ ;"T;+.P 3ه gh ال web Services Serverال 
  .  ا�س�$¨ا�(wءوه1 *� $�:"ه WebProxy   ghا�%oس 

3- The client application :  ل�$ �iO$3 ر"; g"��ص) $w$1ن وا!� Webوه1 ا�1اiH) ا
Services Server   

 g��"�  :آ/� gh ا�'%D ا
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�ء  '�sوweb services serverوع+'* D/.$ 1م,� Web Services  ASP.NET �;�H 
 gK�"و�سName Spaces System.Web.Services سo%� 3u �,1م $"1ر;¬ ا
WebService ل�t/آ g-; ��-/'+وع وآ/ gس��+��-%oس ا:  

:#C  
using System; 
using System.Web; 
using System.Web.Services; 
using System.Web.Services.Protocols; 
 
[WebService(Namespace = "http://my_url.com/")] 
[WebServiceBinding(ConformsTo = WsiProfiles.BasicProfile1_1)] 
public class Service : System.Web.Services.WebService 
{ 
    public Service () {} 
    [WebMethod] 
  public int Add(int a, int b) 
  { 
   return a + b; 
  } 
  
    } 
 
VB.NET: 
Imports System 
Imports System.Web 
Imports System.Web.Services 
Imports System.Web.Services.Protocols 
 
<WebService(Namespace="http://my_url.com/")> _  
<WebServiceBinding(ConformsTo=WsiProfiles.BasicProfile1_1)> _  
Public Class Service  
    Inherits System.Web.Services.WebService 
 
    Public Sub New() 
    End Sub 
 
    <WebMethod()> _ 
    Public Function Add(ByVal a As Integer, ByVal b As Integer) As Integer 
        Return a + b 
    End Function 
End Class 
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 B�"/�9 ل��ع ��I/H �P ا�,�/) ا2و�> *B I و Aح�¬ ;"3 ا#",&H1م $ ر,; C�  و$.� ذ
���) إ�> ال t��#"!�ام $+1Pآ1ل ال  ClientD%V <-K XMLا�,�/) ا$ SOAP +i^; � وآ/
 g��"�  : gh ا�'%D ا

  

 
 

�ء $+��*� ال '�sوClient <��9ه $�ل  و إرDll File ;(� أوP eحD;1 ا�%oس ا�س�$¨ إh
Client Resources g-; �  : و;"3 ا#"!�ا*ه آ/

:#C  
using System; 
class Client_side 
{ 
    public static void Main(string[] argv) 
    { 
        My_main_class mm = new My_main_class(); 
        int x = Convert.ToInt16(argv[0]); 
        int y = Convert.ToInt16(argv[1]); 
        int sum = mm.Add(x, y); 
        Console.WriteLine(sum); 
    } 
}  
} 
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VB.NET: 
Class Client_side 
 
    Public Shared Sub Main(ByVal argv As String()) 
        Dim mm As My_main_class = New My_main_class 
        Dim x As Integer = Convert.ToInt16(argv(0)) 
        Dim y As Integer = Convert.ToInt16(argv(1)) 
        Dim sum As Integer = mm.Add(x, y) 
        Console.WriteLine(sum) 
    End Sub 
End Class 
 
 

�ت gh ال �#��ص�gh D ا�:س!)  Web servicesوه%7ا $�:� ا#2T"�و#1ف P(� آ�h) ا
 B* (�91ر��با"%�  ...ا
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5.5  File Transfer Protocol Programming–FTP :   
  

 وه1P+$ 1آ1ل ال Application Layer#1ف �&�أ ه:� $'+ح $+1Pآ1ل أ1P+$ B* +jآe1ت ال 
FTP D;w:P (�-/K gh g#�و رdownloading  Ih وا�7ي ;س"!�م $'%D أ#

uploading  و B* ت�T-/��ت FTP Server إ�> ال ا%&'��ت ا�)*+$ �-dا gh دة�.��  وآ
 K �:S"$ Port-> الServer ح�¬ ;,1م الClient/Serverو ا�"K �/".P g-> و1Hد 

 D��#"!�ام ال Port 21 وه1 الFTPا�/!Sص $ TCP Connection Oriented 
Protocolح�¬ ;&,> الServer ال B* �-m 1رود��ر  ^"�eا Ik1$ Client� $   ء�'
Session ¨,ح"��ت ا�-/K اء+Hه و$.� إ.*  Authentication 3"; ت� وا�"Gآ� *B ا�oSح�

�(-س) ح�¬ ;"P 3ح�;� ر39 ال�  وا�7ي #1ف ;"3 ا#",&�ل Portا�/1اK (,h-> ا�&�ء $
�ز ا�w$1ن K&+ الiH <��ه و;"3 اsر#�ل إoj B* ت����&� وgh Server ��"P الPort 20ا

�g ه�7 ا�./-�) آ/� gh ا�"��'%D ا :  
  

  
  
 
 
 

�"�j D�.T*) ال :*�<�� FTP زك ك�iH D/.; ¬ح�$ C;�� FTP Server eأو �);  
��;I* C ال FTP Servicesا�"Gآ� *B أن ال  ("&t* IIS g��"�  :  و آ/� ;^gh +i ا�'%D ا
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� ب i-�.TP B*  آ�G"� Services B* Control Panel 3u Administrative Toolsو*3u B ا
u 3Services g��"�  : وآ/� ;^gh +i ا�'%D ا
  

  
  

�3uIIS g ا�"Gآ� *:ه gh ال �"�  : $ح�¬ ;^i+ آ/� gh ا�'%D ا
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 vأو  :FTP Commands   
 D��ل و اe#"!�ام SPeا (�-/K ه&'PFTP ال (�-/K Telnet 3K�; ¬ح� آ&�+ ح� <� إ

� 1P+$FTP/Kآ1ل ال i�oj B* 3"; g"��B* (K1/)*  I* �m ا2وا*+ وا!"�-�) ا
�Remote Host g أو *I ال Serverال�"�  :  و��P ه�7 ا�./-�) آ/� gh ا�'%D ا
  

  
  
  

  :Commands FTPوه:� V+ح 2ه3 ال 
  

USER <username> & PASS 
<password>  

�ء ا�(-س) '�s ¨,ح"��./-�) ا ($1-O*  

RECV أو RETR <filename>  ال B* �-* D;w:"� $.� Serverو;س"!�م 
  �;� ا#3 ا�/-�Pح

 SEND أو STOR <filename>  ال <� $.� Serverو;س"!�م �+Ih ا�/-� إ
�-/�  Pح�;� ا#3 ا

TYPE <type indicator>   3"; g"��ت ا���&��"ح�;� m&�.) أو ه�») ا
 g-; �� وآ/i-,�:  

-a ASCII –e EBCDIC – I for Binary 
Data      - L<Byte Size> 3"�# 7ي�وا
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 �,-ه
PASV  "� أو Passiveح�;� �1ع ا�(-س) #1اء 

Active ال (�� ;"Passive 3 إذ ا�ه gh ح
 Ihورود أو ر (���ل gh >,h حSPeا D�.TP

   .Serverأي *-� *B و إ�> ال
 Status أو STAT   ل و�SPeا (���Tحص حuploading & 

Downloading 
Delete , cd , mkdir , rename … ��*D وهg آ/� ه1 *".�رف K-�ه gh ا."

�م  ال ^� gh ات�-)/��ت و اT-/�*I ا
DOS  

 Close  أو QUIT   ال I* (س-)��ء  اi�sRemote Host  
  

 ����k : ال <* o*ا��ع�FTP دام��p�� ��� ا�دوت �� COM Components:    
 وهwH 1ء 3K�PFTP +&K ITC – Internet Transfer Control ا��وت ��� ا#"!�ام ال 

 New Windows Application و�-&�ء 39 $ �'�ء B*COM Components Controls ال 
 g��"�  :آ/� gh ا�'%D ا

  

  
  

 (h�k $ 39 3uName Spaces (���"�  : ا
:#C  

using System.IO; 
using System.Reflection; 

  
  

VB.NET: 
imports System.IO 
imports System.Reflection 
  

  
�g إ�> ال �"��h) ا�%1د اk3 إuUpload Button:   

:#C  
private void button1_Click(object sender, System.EventArgs e) 
 { 

 FileInfo thisFile = new FileInfo(tbFile.Text); 
 Type ITC;  

 object[] parameter= new object[2]; 
 object ITCObject; 

 ITC = Type.GetTypeFromProgID("InetCtls.Inet"); 
 ITCObject = Activator.CreateInstance(ITC); 

 parameter[0] = (string)tbServer.Text; 
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parameter[1] = (string)"PUT " + thisFile.FullName + " /" + 
thisFile.Name; 
ITC.InvokeMember("execute", BindingFlags.InvokeMethod,null, ITCObject, 
parameter);} 
 
VB.NET: 
Private Sub button1_Click(ByVal sender As Object, ByVal e As 
System.EventArgs) 
    Dim thisFile As FileInfo = New FileInfo(tbFile.Text) 
    Dim ITC As Type 
    Dim parameter(2) As Object 
    Dim ITCObject As Object 
    ITC = Type.GetTypeFromProgID("InetCtls.Inet") 
    ITCObject = Activator.CreateInstance(ITC) 
    parameter(0) = CType(tbServer.Text, String) 
    parameter(1) = CType("PUT ", String) + thisFile.FullName + " /" + 
thisFile.Name 
    ITC.InvokeMember("execute", BindingFlags.InvokeMethod, Nothing, 
ITCObject, parameter) 
End Sub 
 

 Name Space وا�/1H1د oj B* Type Class B/kل ال gh 3PITC ا�&�ا;) P.+;� ال 
System.Reflection �:h+K 3u Array 1ع:�� B* Object +;+/P gh اi*ا�!"#e C� وذ
 ITC وا�/1H1دة B/k ال InvokeMember إ�> ا�/�1tد FTP Serverا#3 ا�/-� و ال 
Control Object  ...   
�-/� : ا�7ي #�"3 رh.ه gh ا�/(-� #1ف P(� ا

C:\Inetpub\ftproot 
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 �3��k : ال <* o*ا��ع�FTPدام��p�� ��� ال   �� ا�دوت Web Class   :   
�#"!�ام B%/;FTP $+*() ال $  web Class B/k 1دةH1/� Name Spaces وا

System.NetD*�."��*D *.ه آ/� gh ا."� و ال  I* WebRequest ال وP'&ه K/-�) ا
webResponse  Classes  ال و ()*+$ gh �i.* �:-*�.P g"�  ح�¬ ;/%::� HTTPا

�*I* D ال ."� �i:* دة�T"#eاFTP Protocol  g-; �  :  وهg آ/
  
- WebClient 3K3 دP إذ dot net Framework 2 سo%� وا�7ي WebClient  ا#"!�ام ا

�*I* D ال ."���ه *B  وا�7ي ;"3K�;FTP اK�"#3 اName Spaces System.Net 3";و 
 g-; �  :T;+.Pه آ/

   :#C  
using System; 
using System.Net; 
 
namespace Web_Client 
{ 
    class Program 
    { 
        public static void Main(string[] args) 
        { 
            string filename = "ftp://ms.com/files/dotnetfx.exe"; 
            WebClient client = new WebClient(); 
            client.DownloadFile(filename, "dotnetfx.exe"); 
 
        } 
 
    } 
} 
 
VB.NET: 
Imports System 
Imports System.Net 
Namespace Web_Client 
 
    Class Program 
 
        Public Shared Sub Main(ByVal args As String()) 
            Dim filename As String = "ftp://ms.com/files/dotnetfx.exe" 
            Dim client As WebClient = New WebClient 
            client.DownloadFile(filename, "dotnetfx.exe") 
        End Sub 
    End Class 
End Namespace 
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- FtpRequestCreator ال  و;س"!�م I* D/.��"س(�D و$�أ اFTP g-; � : و;.+ف آ/
 

:#C  
using System; 
using System.Net; 
 
namespace FTP  
{ 
    public class FtpRequestCreator : IWebRequestCreate 
    { 
        public FtpRequestCreator() 
        { 
        } 
 
        public System.Net.WebRequest Create(System.Uri uri) 
        { 
            return new FtpWebRequest(uri); 
        } 
    } 
} 
 
VB.NET: 
Imports System 
Imports System.Net 
Namespace FTP 
 
    Public Class FtpRequestCreator 
        Implements IWebRequestCreate 
 
        Public Sub New() 
        End Sub 
 
        Public Function Create(ByVal uri As System.Uri) As 
System.Net.WebRequest 
            Return New FtpWebRequest(uri) 
        End Function 
    End Class 
End Namespace 
 

- FtpWebRequest D/.� download or upload a file on an FTP server و;س"!�م 
 g-; �� آ/iT;+.P 3";و:  

 
:#C  

using System; 
using System.Net; 
 
namespace FTP 
{ 
    public class FtpWebRequest : WebRequest 
    { 
        private string username = "Fadi"; 
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        internal string password = "fff"; 
        private Uri uri; 
        private bool binaryMode = true; 
        private string method = "GET"; 
 
        internal FtpWebRequest(Uri uri) 
        { 
            this.uri = uri; 
        } 
 
        public string Username 
        { 
            get { return username; } 
            set { username = value; } 
        } 
 
        public string Password 
        { 
            set { password = value; } 
        } 
 
        public bool BinaryMode 
        { 
            get { return binaryMode; } 
            set { binaryMode = value; } 
        } 
 
        public override System.Uri RequestUri 
        { 
            get { return uri; } 
        } 
 
        public override string Method 
        { 
            get { return method; } 
            set { method = value; } 
        } 
 
        public override System.Net.WebResponse GetResponse() 
        { 
            FtpWebResponse response = new FtpWebResponse(this); 
            return response; 
        } 
    }  
}  
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VB.NET: 
Imports System 
Imports System.Net 
Namespace FTP 
 
    Public Class FtpWebRequest 
        Inherits WebRequest 
        Private username As String = "Fadi" 
        Friend password As String = "fff" 
        Private uri As Uri 
        Private binaryMode As Boolean = True 
        Private method As String = "GET" 
 
        Friend Sub New(ByVal uri As Uri) 
            Me.uri = uri 
        End Sub 
 
        Public Property Username() As String 
            Get 
                Return username 
            End Get 
            Set(ByVal value As String) 
                username = value 
            End Set 
        End Property 
 
        Public WriteOnly Property Password() As String 
            Set(ByVal value As String) 
                password = value 
            End Set 
        End Property 
 
        Public Property BinaryMode() As Boolean 
            Get 
                Return binaryMode 
            End Get 
            Set(ByVal value As Boolean) 
                binaryMode = value 
            End Set 
        End Property 
 
        Public Overloads Overrides ReadOnly Property RequestUri() As 
System.Uri 
            Get 
                Return uri 
            End Get 
        End Property 
 
        Public Overloads Overrides Property Method() As String 
            Get 
                Return method 
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            End Get 
            Set(ByVal value As String) 
                method = value 
            End Set 
        End Property 
 
        Public Overloads Overrides Function GetResponse() As 
System.Net.WebResponse 
            Dim response As FtpWebResponse = New FtpWebResponse(Me) 
            Return response 
        End Function 
    End Class 
End Namespace 
 

- FtpWebResponseال D&9 B* د+�� آ/� ;-Server g و;س"!�م �./-�) اiT;+.P 3";و : 
 

:#C 
using System;  
using System.IO;  
using System.Net;  
using System.Net.Sockets; 
 
namespace FTP 
{ 
    public class FtpWebResponse : WebResponse 
    { 
        private FtpWebRequest request; 
        private FtpClient client; 
 
        internal FtpWebResponse(FtpWebRequest request) 
        { 
            this.request = request; 
        } 
    } 
}  
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VB.NET: 
Imports System 
Imports System.IO 
Imports System.Net 
Imports System.Net.Sockets 
Namespace FTP 
 
    Public Class FtpWebResponse 
        Inherits WebResponse 
        Private request As FtpWebRequest 
        Private client As FtpClient 
 
        Friend Sub New(ByVal request As FtpWebRequest) 
            Me.request = request 
        End Sub 
    End Class 
End Namespace 
 

- FtpWebStream ال �;+."� وا�7ي #1ف ;س"!�م �./-�) ا�:,Stream D و;س"!�م 
 g-; � :و;.+ف $'%g��&* D آ/

  
:#C 

using System;  
using System.IO;  
using System.Net.Sockets; 
 
namespace FTP 
{ 
    internal class FtpWebStream : Stream 
    { 
        private FtpWebResponse response; 
        private NetworkStream dataStream; 
 
 public FtpWebStream(NetworkStream dataStream, FtpWebResponse 
response) 
        { 
            this.dataStream = dataStream; 
            this.response = response; 
        } 
    } 
} 
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VB.NET: 
Imports System 
Imports System.IO 
Imports System.Net.Sockets 
Namespace FTP 
 
    Friend Class FtpWebStream 
        Inherits Stream 
        Private response As FtpWebResponse 
        Private dataStream As NetworkStream 
 
        Public Sub New(ByVal dataStream As NetworkStream, ByVal response 
As FtpWebResponse) 
            Me.dataStream = dataStream 
            Me.response = response 
        End Sub 
    End Class 
End Namespace 
  
 

 ����pدام Server إ��C� 5ز Client*�3ل '?"� � ���> *�% *[ ��Cز : �ع� را
  :  Socket وال Streamال 
  

 B�)*� Stream و$".�*I* D ال ghClient / Server ه7ا ا�(wء #1ف �,1م $ �'�ء $+�
Library <��ه K&+ ال Byte Array #1ف �,1م $"حD;1 ا�/-� إ� Stream و إر#

�#"!�ام ال $Socket و  TCP Connection ،  ل أو ال��ص $�sر#!�و�&+*() ا�(wء ا
Client�;�H ء *'+وع�'� $ 39   g��"�  :آ/� gh ا�'%D ا

  

  
  

��) Name Spaces#1ف �س"!�م �"� : ا
:#C  

using System.IO; 
using System.Net; 
using System.Net.Sockets; 
using System.Text; 
 
VB.NET: 
imports System.IO 
imports System.Net 
imports System.Net.Sockets 
imports System.Text 
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�ghSend Button g ال �"��$) ا�%1د ا"%$ 39 : 
:#C  

try 
{ 
Stream fileStream = File.OpenRead(textBox1.Text); 
// Alocate memory space for the file 
byte[] fileBuffer = new byte[fileStream.Length]; 
fileStream.Read(fileBuffer, 0, (int)fileStream.Length); 
// Open a TCP Connection and send the data 
TcpClient clientSocket = new TcpClient(textBox2.Text,8880); 
NetworkStream networkStream = clientSocket.GetStream(); 
networkStream.Write(fileBuffer,0,fileBuffer.GetLength(0)); 
networkStream.Close(); 
} 
catch (Exception ex){MessageBox.Show(ex.Message);} 
 
VB.NET: 
Try  
Dim fileStream As Stream = File.OpenRead(textBox1.Text) 
Dim fileBuffer(fileStream.Length) As Byte 
 fileStream.Read(fileBuffer, 0, CType(fileStream.Length, Integer))  
Dim clientSocket As TcpClient = New TcpClient(textBox2.Text, 8880) 
Dim networkStream As NetworkStream = clientSocket.GetStream 
 networkStream.Write(fileBuffer, 0, fileBuffer.GetLength(0))  
 networkStream.Close  
Catch ex As Exception  
Msgbox(ex.Message)  
End Try 

 
�ه وw!P;:ه ب �� gh ا�&�ا;) $,+اءة ا�/-� ا�7ي �1د إر#:/9Stream Object <"وح 

�ه K&+ ال � و9/:� P B* �$e Byteح1;-ه إ�> *B* (h1TS ا�:1ع �Socketس"I�O إر#
 وا�/1H1دة P 3u Read B/k.&»"ه $�#"!�ام ا�/�1tد fileBuffer$"س/�"ه ب   
fileStreamC��ل *I ال  و$.� ذSPء ا�'� $ �:/9 Server ام ال�!"#�$ TCP Connection 

�#"!�ام  Server إ�> ال fileBufferح�¬ 3P إر#�ل *ح"1;�ت ال $ NetworkStream 
Class...        

  
 وه1 ا�/س»1ل BK ا#",&�ل ا�/-� وw!P;:ه 39 $ �'�ء *'+وع Serverو�&+*() wHء 

 g��"�  :�H;� آ/� ;^gh +i ا�'%D ا
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��) Name Spaces#1ف �س"!�م �"� : ا
:#C  

using System.Threading; 
using System.Net; 
using System.Net.Sockets; 
using System.Text; 
using System.IO;  
 
VB.NET: 
imports System.Threading 
imports System.Net 
imports System.Net.Sockets 
imports System.Text 
imports System.IO 
  

 3u ال (h�kإMethod  (���"�� اi/#ا B%�� :وآ/� ;-handlerThread g و
:#C  

public void handlerThread() 
{ 
Socket handlerSocket = (Socket)alSockets[alSockets.Count-1]; 
NetworkStream networkStream = new 

    NetworkStream(handlerSocket); 
int thisRead=0; 
int blockSize=1024; 
Byte[] dataByte = new Byte[blockSize]; 
lock(this) 
{ 
// Only one process can access 
// the same file at any given time 
Stream fileStream = File.OpenWrite(@"c:\upload"); 
 
while(true) 

  { 
thisRead=networkStream.Read(dataByte,0,blockSize); 
fileStream.Write(dataByte,0,thisRead); 
if (thisRead==0) break; 
fileStream.Close(); 

  } 
   lbConnections.Items.Add("File Written"); 

   handlerSocket = null; 
  } 
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VB.NET: 
Public Sub handlerThread() 
    Dim handlerSocket As Socket = CType(alSockets(alSockets.Count - 1), 
Socket) 
    Dim networkStream As NetworkStream = New 
NetworkStream(handlerSocket) 
    Dim thisRead As Integer = 0 
    Dim blockSize As Integer = 1024 
    Dim dataByte(blockSize) As Byte 
    SyncLock Me 
        Dim fileStream As Stream = File.OpenWrite("c:\upload") 
        While True 
            thisRead = networkStream.Read(dataByte, 0, blockSize) 
            fileStream.Write(dataByte, 0, thisRead) 
            If thisRead = 0 Then 
                ' break  
            End If 
            fileStream.Close() 
        End While 
        lbConnections.Items.Add("File Written") 
        handlerSocket = Nothing 
    End SyncLock 
End Sub 
 

  �"T� C��$) *�1tد أj+ى �H;�ة  وذ"%$ 3 39uTCP Connectionال <-K Port 8880 
 �i�-K �:S"�� وه1 اh"+اgk واi/#ا B%��  :وآ/� ;-listenerThread g و

 
:#C  

public void listenerThread() 
{ 

 TcpListener tcpListener = new TcpListener(8880); 
 tcpListener.Start(); 

 while(true) 
 { 

 Socket handlerSocket = tcpListener.AcceptSocket(); 
 if (handlerSocket.Connected) 

  { 
 lbConnections.Items.Add(handlerSocket.RemoteEndPoint.ToString() + 

" connected."); 
 lock (this) 

  { 
  alSockets.Add(handlerSocket); 

  } 
ThreadStart thdstHandler = new 

   ThreadStart(handlerThread); 
Thread thdHandler = new Thread(thdstHandler); 
thdHandler.Start(); 

  } 
 } 
}  
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VB.NET: 
Public Sub listenerThread() 
    Dim tcpListener As TcpListener = New TcpListener(8880) 
    tcpListener.Start() 
    While True 
        Dim handlerSocket As Socket = tcpListener.AcceptSocket 
        If handlerSocket.Connected Then 
            lbConnections.Items.Add(handlerSocket.RemoteEndPoint.ToString + 
" connected.") 
            SyncLock Me 
                alSockets.Add(handlerSocket) 
            End SyncLock 
            Dim thdstHandler As ThreadStart = New ThreadStart(handlerThread) 
            Dim thdHandler As Thread = New Thread(thdstHandler) 
            thdHandler.Start() 
        End If 
    End While 
End Sub  
  

 �*��+&��g إ�> ح�ث $�أ 'P��D ا�"��h) ا�%1د اk $ 39 3uForm Load:   
  
 

:#C  
private void Form1_Load(object sender, System.EventArgs e) 
{ 
IPHostEntry IPHost = Dns.GetHostByName(Dns.GetHostName()); 
 
lbConnections.Text = "My IP address is " + 
IPHost.AddressList[0].ToString(); 
 
alSockets = new ArrayList(); 
 
Thread thdListener = new Thread(new ThreadStart(listenerThread)); 
thdListener.Start();}  
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VB.NET: 
Private Sub Form1_Load(ByVal sender As Object, ByVal e As 
System.EventArgs) 
    Dim IPHost As IPHostEntry = Dns.GetHostByName(Dns.GetHostName) 
    lbConnections.Text = "My IP address is " + IPHost.AddressList(0).ToString 
    alSockets = New ArrayList 
    Dim thdListener As Thread = New Thread(New 
ThreadStart(listenerThread)) 
    thdListener.Start() 
End Sub 
  
  
 

�#"!�ام  ال $Thread  7 ال�T:P 3P listenerThread Method �;+."$ �i�h �:/9 g"� وا
B* gP ال   ح�¬ #�"3 9&1ل أي Port 8880G; �-m وTP.�-ه K-> الtcpListenerال 

Clientه7ا ال <-K Port 1دt�/��ء اK�"#ا C�� handlerThread و$.� ذi�h 3"�# g"� وا
� Stream Data ghا#",&�ل ال i:;w!Pو Byte Array ن�%/�� gh اi:;w!Pو �iP3 9+اءu 

�ه ال fileStream.Writeا�/ح�د و$�#"!�ام ال  � وا�7ي ;ح"1ي Stream <-K ح�¬ *+ر�
 �-/�  ... dataByte Array  وال thisReadا#3 ا
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�\ ا] ا��<
[ ا��<�\� 
  

.16 :  Network Security Programming: 
  

�ت *B ا��1jل d&+ ا�/!1ل ���&� Punauthorized"-!ص ا�T%+ة *B اB*2 $ح/�;) ا
Access 

 �i/وأه �����#"!�ام �Kة أ#$:  
  

- Data Encryption & Decryption+�T'"�  ا�"'�T+ وCh ا
- Authentications (;1ه B* ¨,ح"��) ا�#+� ا�'!ص *+#D ا
- Set Policies & Permissions ت��ت و ا�oSح�#�  Pح�;� و7�T:P ا�س�

  
 I�/H ��� وت���دgh �/K ا,$�# ���� ا�ح/�;) ا�"g ذآ+��ه��#"!�ام ال أ#$ 

Security Namespaces  (�K+T��ت ا&"%/�وا�"P gح"1ي B* (/!k (K1/)* <-K ا
g��"�  وهg آ/� gh ا�'%D ا

  
 

  
 

 vأو: Overview  NamespaceryptographyC :  
  

NET.Cryptography in :  Chو +�T'P ت��-/K ص!; �* D%$ 3"iP g"�وهg ا�/%"&) ا
 B* ت����&��.%س Cipher Text إ�> �T'PClear Text+ ا�وPس"!�م $'%D أ#�#g  و$

�ت K D&9/-�) اsر#�ل و�T'P Ch+ه� K:� اo"#eم ���&�و�س"P I�O,س�3 ، �"'�T+ ا
� إ�> uou) أ9س�م ر��س�) هmg+قi�h +�T'"�  : ا

  
A - Symmetric algorithms:  Du�/"/��ح ا�س+ي ذاPه ا2#-1ب ا"T/�و�hه ;س"!�م ا

 +�T'"��./-�) ا�"'�T+ وCh ا�"'�T+ وهHs (.;+# (,;+m g+اء K/-�) ا�"'�T+ وCh ا
 +�T'"��u-) ودK/� ا��وت ��� ا/"/���س� À*:) آO+;,) ا���+ ا �i:آ e Du�/"/�ا

  : وهB* (K1/)/$Classes Algorithmsg ال 
  
�#"!�ام ال-$ +�T'"�    :  DES-Data Encryption Standard ا�%oس ا�7ي ;�3K ا

DESCryptoServiceProvider  
- 3K�; 7ي�  RC2 Algorithms : RC2CryptoServiceProvider ا�%oس ا
-3K�; 7ي�  Algorithms Rijndael Managed : RijndaelManaged  ا�%oس ا
  

 +&K �i���) وإر#�#+��Du ه�T'P g+ ا/"/��2#-1ب ا$ +�T'"��دة gh ا"./�ا�O+;,) ا
��) �Hا و�9 �K 1ن%P �9 g"��#"!�ام ه�7 ا�h (,;+O ن �س&) ا�!GO ا$ Bآe (%&'�ا

�ت �-/K �i�-K ى+)Pس+ق وP �9 أو (��#+��ت */� ;aدي إ�> h,� ا���&��T,� $.� ه�7 ا
��D ا�"P �9 gح(B* �w ال �/ح�و�) Ch اi��'�T+ة ��ه�BK C ا�ح(3 اNetwork 
Bandwidth..  س"1ى ال* <-K 3"P  +�T'"�و3P حD ه�7 ا�/'%-) $(�-/K D.) ا

Stream ال (�-/.�ح�¬ ;"T� CryptoStream Class  3سه و;س"!�م ��7i ا
 +�T'"��ح ا"T* +�T'"� Bح��"T* ا#"!�امEncryption KayT'"��ح �CT ا"T*و  +�IV 

Installation Victor Decryption (�-/K gh Bح��"T/� و;'"+ط ا#"!�ام �Tس ا
 أو MemoryStreamا�"'�T+ وCh ا�"'�T+ و;س"!�م ا�%oس ا�س�$¨ *I ال 

FileStream ه ال�أو  TripleDES أو DES و�1ع ا�"'�T+ #1اء Stream Data ح�¬ �/+ر 
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RC2 ،  ل #1ف �س"!�م ال�t/وآTripleDES );إذ B* Bح��"T/� �16 أن ;"%1ن آo ا
Bits...  
  

Symmetric Stream Encryption Example: 
 

:#C 
byte[] Key = {0x01, 0x02, 0x03, 0x04, 0x05, 0x06, 0x07, 0x08, 0x09,0x10, 
0x11, 0x12, 0x13, 0x14, 0x15, 0x16}; 
byte[] IV =  {0x01, 0x02, 0x03, 0x04, 0x05, 0x06, 0x07, 0x08, 0x09,0x10, 
0x11, 0x12, 0x13, 0x14, 0x15, 0x16}; 
 
string phrase = msg.Text; 
MemoryStream ms = new MemoryStream(); 
    
TripleDESCryptoServiceProvider tdes = new 
TripleDESCryptoServiceProvider(); 
CryptoStream csw = new CryptoStream(ms,tdes.CreateEncryptor(Key, IV), 
CryptoStreamMode.Write); 
 
csw.Write(Encoding.ASCII.GetBytes(phrase), 0, phrase.Length); 
csw.FlushFinalBlock(); 
 
byte[] cryptdata = ms.GetBuffer(); 
 
textBox1.Text=Encoding.ASCII.GetString(cryptdata, 0, (int)ms.Length);    
 
VB.NET: 
Dim Key As Byte() = {&H1, &H2, &H3, &H4, &H5, &H6, &H7, &H8, &H9, 
&H10, &H11, &H12, &H13, &H14, &H15, &H16} 
Dim IV As Byte() = {&H1, &H2, &H3, &H4, &H5, &H6, &H7, &H8, &H9, &H10, 
&H11, &H12, &H13, &H14, &H15, &H16} 
 
Dim phrase As String = msg.Text 
Dim ms As MemoryStream = New MemoryStream() 
 
Dim tdes As TripleDESCryptoServiceProvider = New 
TripleDESCryptoServiceProvider() 
Dim csw As CryptoStream = New CryptoStream(ms, 
tdes.CreateEncryptor(Key, IV), CryptoStreamMode.Write) 
 
csw.Write(Encoding.ASCII.GetBytes(phrase), 0, phrase.Length) 
csw.FlushFinalBlock() 
 
Dim cryptdata As Byte() = ms.GetBuffer() 
 
textBox1.Text=Encoding.ASCII.GetString(cryptdata, 0, CInt(ms.Length)) 
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Symmetric Stream Decryption Example: 
 

:#C 
byte[] Keyy = {0x01, 0x02, 0x03, 0x04, 0x05, 0x06, 0x07, 0x08, 0x09,0x10, 
0x11, 0x12, 0x13, 0x14, 0x15, 0x16}; 
byte[] IVv =  {0x01, 0x02, 0x03, 0x04, 0x05, 0x06, 0x07, 0x08, 0x09,0x10, 
0x11, 0x12, 0x13, 0x14, 0x15, 0x16}; 
ms.Position = 0; 
byte[] data = new byte[1024]; 
CryptoStream csr = new CryptoStream(ms,tdes.CreateDecryptor(Keyy, 
IVv),CryptoStreamMode.Read); 
int recv = csr.Read(data, 0, data.Length); 
string newphrase = Encoding.ASCII.GetString(data, 0, recv); 

    textBox1.Text=newphrase; 
 
VB.NET: 
Dim Keyy As Byte() = {&H1, &H2, &H3, &H4, &H5, &H6, &H7, &H8, &H9, 
&H10, &H11, &H12, &H13, &H14, &H15, &H16} 
Dim IVv As Byte() = {&H1, &H2, &H3, &H4, &H5, &H6, &H7, &H8, &H9, 
&H10, &H11, &H12, &H13, &H14, &H15, &H16} 
ms.Position = 0 
Dim data As Byte() = New Byte(1023) {} 
Dim csr As CryptoStream = New CryptoStream(ms, 
tdes.CreateDecryptor(Keyy, IVv), CryptoStreamMode.Read) 
Dim recv As Integer = csr.Read(data, 0, data.Length) 
Dim newphrase As String = Encoding.ASCII.GetString(data, 0, recv) 
textBox1.Text=newphrase  
  

�#"!�ام$ (-#+/��ت ا���&��ت �,1م gh ا�&�ا;) $"'�T+ ا%&'��ت ا�)*+$ gh B* أي 
 <��ت ا�/'T+ة إ���&��"'3u +�T �ح1ل ا (,$���� ا�س�� K&+ ال Streamا#2i�� sر#

Socket ام ال�!"#�$ Network Stream ،  (��#+��ل ا&,"#�$ D&,"س/�3u ;,1م ا�O+ف ا
�#"!�ام ال $Network Stream ال +&K Socket ،  gه �Ch (�-/K ا�"'P +�T%1ن آ/

P 3u (*�!"س/��) إ�> ال ا�!1ارز*�) ا�#+� Byte وw!Pن memory stream ghح/D ا
Arrayg��"��) *+ة أj+ى وآ/� gh ا�'%D ا�  :   K:�ه� ;/%B أن Pح1ل  إ�> ر#
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B- Asymmetric algorithms:  ا2#-1ب B* ����Du وه1 أآt+ أ*/"* +���ا2#-1ب ا
�م K ح�"T* ام�!"#��ت $���&��Du إذ T'P+ ا/"/��"'�T+ ;س"!�م  و�CT اPublic Kayا

�ص j ح�"T*Private Kay  و;س"!�م Bح��"T/� Bits 128و;%1ن ه:�ك B�$ (9oK ا
 Du�/"* +����ت ودK/� ا��وت ��� ا�"'�T+ ا���&-� +�T'"���� ا��"'�T+ وه1 أD�h أ#

�ص !��ح ا"T/��#"!�ام Private Kayوا�7ي ;��T'P 3K+ ا$ Tow Algorithms Classes 
gوه: 

1- DSACryptoServiceProvider for Digital Signature Algorithm 
 

 (�/9+�� :ا�"1اI�9 اi:* ف�i��)وا�#+��ل ;,1م ا�"ح,¨ *B ه1;) ا�'!ص *+#D اt/وآ 
�#"!�ام ال$ (��#+�1��� *-!ص "$ D#+/� و$.� ذ�C ;,1م $"'Hash Function +�Tا

�ص وا�7ي #�س"!�م!��ح ا"T/��"B;1% ا ����1P 3P 7ي��) ا�#+� آ"I�91 رg/9 *-!ص ا
(��#+��م *I ا.��ح ا"T/��-/+#D#+; 3u D ا  ، CT$ 1م,�h 3-"س/��$ ¨-."; �/$ �أ*

�#"!�ام �Tس ا�!1ارز*�) $ C��م و;(� أن ;"3 ذ.��ح ا"T/��T'P+ ا�/-!ص $�#"!�ام ا
� ا�/+#�T'P gh D+ ا�/-!صi.&Pا g"��) ا�"g و��ه� ، ا�#+�h ذا آ�ن *-!ص ا

� ا�"g وiسT� gس"-3 ه/���ه� ا�/+#K D:�ه� ;"ح,¨ *B أن ا�'!ص *+#D ا
�) هT� 1سه �#+�  .ا
�ح B* DSACryptoServiceProvider ال ghÐ':� instance ا�&�ا;) #1ف "T/�1��� ا"� 

�ص !��م وا.� و�TحSه �1�� Byte Array و�!�wه 3uHash sign Value gh �%1ن ال ا
hash sign value$��س�� ¨ �H;� و�,�ر�ه $i$�'P ذا h  سهT� 1ص ه!'�K:�ه� �,+ر أن ا

g-; ��) ا�/+#-) وآ/�#+� :ص�ح� ا
:#C  

using System; 
using System.Security.Cryptography; 
 
class DSACSPSample 
{ 
         
 static void Main() 
 { 
  try 
  { 
//Create a new instance of DSACryptoServiceProvider to generate 
//a new key pair. 
DSACryptoServiceProvider DSA = new DSACryptoServiceProvider(); 
 
//The hash value to sign. 
byte[] HashValue = 
{59,4,248,102,77,97,142,201,210,12,224,93,25,41,100,197,213,134,130,135}
; 
//The value to hold the signed value. 
byte[] SignedHashValue = DSASignHash(HashValue, 
DSA.ExportParameters(true), "SHA1"); 
 
//Verify the hash and display the results. 
if(DSAVerifyHash(HashValue, SignedHashValue, DSA.ExportParameters(false), 
"SHA1")) 
{Console.WriteLine("The hash value was verified.");} 
else 
{Console.WriteLine("The hash value was not verified.");}} 
catch(ArgumentNullException e) 
{Console.WriteLine(e.Message);} 
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} 
public static byte[] DSASignHash(byte[] HashToSign, DSAParameters 
DSAKeyInfo, string HashAlg) 
{ 
 try 
 { 
//Create a new instance of DSACryptoServiceProvider. 
DSACryptoServiceProvider DSA = new DSACryptoServiceProvider(); 
 
//Import the key information.    
DSA.ImportParameters(DSAKeyInfo); 
 
//Create an DSASignatureFormatter object and pass it the  
//DSACryptoServiceProvider to transfer the private key. 
DSASignatureFormatter DSAFormatter = new DSASignatureFormatter(DSA); 
 
//Set the hash algorithm to the passed value. 
DSAFormatter.SetHashAlgorithm(HashAlg); 
 
//Create a signature for HashValue and return it. 
return DSAFormatter.CreateSignature(HashToSign); 
} 
catch(CryptographicException e) 
{Console.WriteLine(e.Message);return null;} 
} 
 
VB.NET: 
Imports System 
Imports System.Security.Cryptography 
 
Friend Class DSACSPSample 
 
    Shared Sub Main() 
        Try 
            'Create a new instance of DSACryptoServiceProvider to generate 
            'a new key pair. 
            Dim DSA As DSACryptoServiceProvider = New 
DSACryptoServiceProvider() 
 
            'The hash value to sign. 
            Dim HashValue As Byte() = {59, 4, 248, 102, 77, 97, 142, 201, 210, 
12, 224, 93, 25, 41, 100, 197, 213, 134, 130, 135} 
            'The value to hold the signed value. 
            Dim SignedHashValue As Byte() = DSASignHash(HashValue, 
DSA.ExportParameters(True), "SHA1") 
 
            'Verify the hash and display the results. 
            If DSAVerifyHash(HashValue, SignedHashValue, 
DSA.ExportParameters(False), "SHA1") Then 
                Console.WriteLine("The hash value was verified.") 
            Else 
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                Console.WriteLine("The hash value was not verified.") 
            End If 
        Catch e As ArgumentNullException 
            Console.WriteLine(e.Message) 
        End Try 
    End Sub 
    Public Shared Function DSASignHash(ByVal HashToSign As Byte(), ByVal 
DSAKeyInfo As DSAParameters, ByVal HashAlg As String) As Byte() 
        Try 
            'Create a new instance of DSACryptoServiceProvider. 
            Dim DSA As DSACryptoServiceProvider = New 
DSACryptoServiceProvider() 
 
            'Import the key information.    
            DSA.ImportParameters(DSAKeyInfo) 
 
            'Create an DSASignatureFormatter object and pass it the  
            'DSACryptoServiceProvider to transfer the private key. 
            Dim DSAFormatter As DSASignatureFormatter = New 
DSASignatureFormatter(DSA) 
 
            'Set the hash algorithm to the passed value. 
            DSAFormatter.SetHashAlgorithm(HashAlg) 
 
            'Create a signature for HashValue and return it. 
            Return DSAFormatter.CreateSignature(HashToSign) 
        Catch e As CryptographicException 
            Console.WriteLine(e.Message) 
            Return Nothing 
        End Try 
    End Function 
 

 
:#C 

public static bool DSAVerifyHash(byte[] HashValue, byte[] SignedHashValue, 
DSAParameters DSAKeyInfo, string HashAlg) 
{ 

try 
{ 

//Create a new instance of DSACryptoServiceProvider. 
DSACryptoServiceProvider DSA = new DSACryptoServiceProvider(); 
 
//Import the key information.  
DSA.ImportParameters(DSAKeyInfo); 
 
//Create an DSASignatureDeformatter object and pass it the  
//DSACryptoServiceProvider to transfer the private key. 
DSASignatureDeformatter DSADeformatter = new 
DSASignatureDeformatter(DSA); 
                 
//Set the hash algorithm to the passed value. 
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DSADeformatter.SetHashAlgorithm(HashAlg); 
 
//Verify signature and return the result.  
return DSADeformatter.VerifySignature(HashValue, SignedHashValue); 
 } 
catch(CryptographicException e){Console.WriteLine(e.Message);return 
false;}}} 
 
VB.NET: 
Public Shared Function DSAVerifyHash)ByVal HashValue As Byte () ، ByVal 
SignedHashValue As Byte () ، ByVal DSAKeyInfo As DSAParameters ،ByVal 
HashAlg As String (As Boolean 
Try 
'Create a new instance of DSACryptoServiceProvider. 
Dim DSA As DSACryptoServiceProvider = New DSACryptoServiceProvider() 
 
'Import the key information . 
DSA.ImportParameters(DSAKeyInfo( 
 
'Create an DSASignatureDeformatter object and pass it the  
'DSACryptoServiceProvider to transfer the private key. 
Dim DSADeformatter As DSASignatureDeformatter = New 
DSASignatureDeformatter(DSA( 
 
'Set the hash algorithm to the passed value. 
DSADeformatter.SetHashAlgorithm(HashAlg( 
 
'Verify signature and return the result . 
Return DSADeformatter.VerifySignature(HashValue, SignedHashValue( 
Catch e As CryptographicException 
 Console.WriteLine(e.Message( 
 Return False 
End Try 
End Function 
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2- RSACryptoServiceProvider 
+Hإ gh وه1 و;س"!�م Du�/"* +���non inherited Class  ghاء ا�"'�T+ وCh ا�"'�T+ ا

1��� B* RSACryptoServiceProvider الÐ':� instance  �;�Hا�&�ا;) #1ف "� C� وذ
 CT$ 3-"س/��) و*3u B ;,1م ا�#+��م *I ا.��ح ا"T/��ص و�+h¨ ا!��م وا.��ح ا"T/�ا

 gh ��ص وP"3 آ/!��ح ا"T/��#"!�ام ا$ (��#+��gا�"� : ا�'%D ا
  

  
 

�#"!�ام ال $ +�T'"��O+;,) ا�"'�T+ وCh ا gح�k1P ل�t* �  : RSA Algorithmوه:
:#C  

using System; 
using System.Security.Cryptography; 
using System.Text; 
 
class RSACSPSample 
{ 
 
 static void Main() 
 { 
  try 
  { 
//Create a UnicodeEncoder to convert between byte array and string. 
UnicodeEncoding ByteConverter = new UnicodeEncoding(); 
 
//Create byte arrays to hold original, encrypted, and decrypted data. 
 byte[] dataToEncrypt = ByteConverter.GetBytes("Data to Encrypt"); 
 byte[] encryptedData; 
 byte[] decryptedData; 
             
//Create a new instance of RSACryptoServiceProvider to generate 
//public and private key data. 
 RSACryptoServiceProvider RSA = new RSACryptoServiceProvider(); 
 
//Pass the data to ENCRYPT, the public key information  
//(using RSACryptoServiceProvider.ExportParameters(false), 
//and a boolean flag specifying no OAEP padding. 
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encryptedData = RSAEncrypt(dataToEncrypt,RSA.ExportParameters(false), 
false); 
 
//Pass the data to DECRYPT, the private key information  
//(using RSACryptoServiceProvider.ExportParameters(true), 
//and a boolean flag specifying no OAEP padding. 
decryptedData = RSADecrypt(encryptedData,RSA.ExportParameters(true), 
false); 
 
//Display the decrypted plaintext to the console.  
Console.WriteLine("Decrypted plaintext: {0}", 
ByteConverter.GetString(decryptedData)); 
 } 
catch(ArgumentNullException) {Console.WriteLine("Encryption failed.");} 
 } 
 
VB.NET: 
Imports System 
Imports System.Security.Cryptography 
Imports System.Text 
 
Friend Class RSACSPSample 
 
    Shared Sub Main() 
        Try 
            'Create a UnicodeEncoder to convert between byte array and string. 
            Dim ByteConverter As UnicodeEncoding = New UnicodeEncoding() 
 
            'Create byte arrays to hold original, encrypted, and decrypted data. 
            Dim dataToEncrypt As Byte() = ByteConverter.GetBytes("Data to 
Encrypt") 
            Dim encryptedData As Byte() 
            Dim decryptedData As Byte() 
 
            'Create a new instance of RSACryptoServiceProvider to generate 
            'public and private key data. 
            Dim RSA As RSACryptoServiceProvider = New 
RSACryptoServiceProvider() 
 
            'Pass the data to ENCRYPT, the public key information  
            '(using RSACryptoServiceProvider.ExportParameters(false), 
            'and a boolean flag specifying no OAEP padding. 
            encryptedData = RSAEncrypt(dataToEncrypt, 
RSA.ExportParameters(False), False) 
 
            'Pass the data to DECRYPT, the private key information  
            '(using RSACryptoServiceProvider.ExportParameters(true), 
            'and a boolean flag specifying no OAEP padding. 
            decryptedData = RSADecrypt(encryptedData, 
RSA.ExportParameters(True), False) 
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            'Display the decrypted plaintext to the console.  
            Console.WriteLine("Decrypted plaintext: {0}", 
ByteConverter.GetString(decryptedData)) 
        Catch e1 As ArgumentNullException 
            Console.WriteLine("Encryption failed.") 
        End Try 
    End Sub 
 

�=© ا�
�3.د ا��� �p .م ��=��0 ����pا��:  
:#C  

static public byte[] RSAEncrypt(byte[] DataToEncrypt, RSAParameters 
RSAKeyInfo, bool DoOAEPPadding) 
{ 
 try{     
//Create a new instance of RSACryptoServiceProvider. 
RSACryptoServiceProvider RSA = new RSACryptoServiceProvider(); 
 
//Import the RSA Key information. This only needs 
//to include the public key information. 
RSA.ImportParameters(RSAKeyInfo); 
 
//Encrypt the passed byte array and specify OAEP padding.   
//OAEP padding is only available on Microsoft Windows XP or 
//later.   
return RSA.Encrypt(DataToEncrypt, DoOAEPPadding); 
  } 
//Catch and display a CryptographicException   
//to the console. 
catch(CryptographicException e){Console.WriteLine(e.Message);return null;} 
} 
 
VB.NET: 
Shared Public Function RSAEncrypt)ByVal DataToEncrypt As Byte () ، ByVal 
RSAKeyInfo As RSAParameters ،ByVal DoOAEPPadding As Boolean (As Byte() 
 Try 
'Create a new instance of RSACryptoServiceProvider. 
Dim RSA As RSACryptoServiceProvider = New RSACryptoServiceProvider() 
'Import the RSA Key information. This only needs 
'to include the public key information. 
RSA.ImportParameters(RSAKeyInfo( 
'Encrypt the passed byte array and specify OAEP padding  . 
'OAEP padding is only available on Microsoft Windows XP or 
'later  . 
Return RSA.Encrypt(DataToEncrypt, DoOAEPPadding( 
'Catch and display a CryptographicException   
'to the console. 
Catch e As CryptographicException 
 Console.WriteLine(e.Message( 
 Return Nothing 
End Try 
End Function 
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��0 �0 ��=© ا�
�3.د ا��� �p .م �='���pا��:  

  
:#C 

static public byte[] RSADecrypt(byte[] DataToDecrypt, RSAParameters 
RSAKeyInfo,bool DoOAEPPadding) 
{ 
try 
{ 
//Create a new instance of RSACryptoServiceProvider. 
RSACryptoServiceProvider RSA = new RSACryptoServiceProvider(); 
//Import the RSA Key information. This needs 
//to include the private key information. 
RSA.ImportParameters(RSAKeyInfo); 
 
//Decrypt the passed byte array and specify OAEP padding.   
//OAEP padding is only available on Microsoft Windows XP or 
//later.   
return RSA.Decrypt(DataToDecrypt, DoOAEPPadding); 
  } 
//Catch and display a CryptographicException   
//to the console. 
catch(CryptographicException e){Console.WriteLine(e.ToString());return null;} 
}} 
 
VB.NET: 
Shared Public Function RSADecrypt)ByVal DataToDecrypt As Byte () ، ByVal 
RSAKeyInfo As RSAParameters ،ByVal DoOAEPPadding As Boolean (As Byte() 
Try 
'Create a new instance of RSACryptoServiceProvider. 
Dim RSA As RSACryptoServiceProvider = New RSACryptoServiceProvider() 
'Import the RSA Key information. This needs 
'to include the private key information. 
RSA.ImportParameters(RSAKeyInfo( 
 
'Decrypt the passed byte array and specify OAEP padding  . 
'OAEP padding is only available on Microsoft Windows XP or 
'later  . 
Return RSA.Decrypt(DataToDecrypt, DoOAEPPadding( 
'Catch and display a CryptographicException   
'to the console. 
Catch e As CryptographicException 
 Console.WriteLine(e.ToString(() 
 Return Nothing 
End Try 
End Function 
 
 
 
 
 



 159

C- Hashing algorithms: 1ت إذ وه����&��"'�T+ ا (�)*+&���� ا� أ19ى ا#2
�#"!�ام B* e�$128 bits آح� أalgorithm 512 bits  <S9;س"!�م �hه $ Message 

Digest Algorithms MAC<�� إiK�Hوإر (��#+��P Bس"�T'P Ch I�O+ ا ��  وه:i"�� ح
1��� ال "� g#�1��� ا�"1اI�9 ا�+Passwords (�/9ا�س�$,) و;س"!�م $'%D أ#P ghو 

Digital Signature ور+/� gh ال Password وgh اd-� ا�ح�eت Pس"!�م �"!B;w آ-/) ا
DatabaseB*ا D%'$ .  

وال  SHA384Managed  والSHA256Managed و ال SHA1Managed و;س"!�م ال
SHA512Managed � �;+."Hash Object و*:ه �س"!�م ال ComputeHash Method 

���1"��ل وآ/� ;-byte Arrayg وw!P;:ه hash code gh ال t/آ :  
 :#C 

SHA1Managed shaM1 = new SHA1Managed (); 
byte[] my_kay1= ASCIIEncoding.ASCII.GetBytes("convert this text to hash 
code"); 
byte[] hashed_kay1 = shaM1.ComputeHash(my_kay1); 
MessageBox.Show(ASCIIEncoding.ASCII.GetString(hashed_kay1)); 
 
SHA256Managed shaM2 = new SHA256Managed(); 
byte[] my_kay2= ASCIIEncoding.ASCII.GetBytes("convert this text to hash 
code"); 
byte[] hashed_kay2 = shaM2.ComputeHash(my_kay2); 
MessageBox.Show(ASCIIEncoding.ASCII.GetString(hashed_kay2)); 
 
SHA384Managed shaM3 = new SHA384Managed (); 
byte[] my_kay3= ASCIIEncoding.ASCII.GetBytes("convert this text to hash 
code"); 
byte[] hashed_kay3 = shaM3.ComputeHash(my_kay3); 
MessageBox.Show(ASCIIEncoding.ASCII.GetString(hashed_kay3)); 
 
SHA512Managed shaM4 = new SHA512Managed (); 
byte[] my_kay4= ASCIIEncoding.ASCII.GetBytes("convert this text to hash 
code"); 
byte[] hashed_kay4 = shaM4.ComputeHash(my_kay4); 

 MessageBox.Show(ASCIIEncoding.ASCII.GetString(hashed_kay4));  
 
 
VB.NET: 
Dim shaM1 As SHA1Managed = New SHA1Managed 
Dim my_kay1 As Byte() = ASCIIEncoding.ASCII.GetBytes("convert this text to 
hash code") 
Dim hashed_kay1 As Byte() = shaM1.ComputeHash(my_kay1) 
Msgbox(ASCIIEncoding.ASCII.GetString(hashed_kay1))  
Dim shaM2 As SHA256Managed = New SHA256Managed 
Dim my_kay2 As Byte() = ASCIIEncoding.ASCII.GetBytes("convert this text to 
hash code") 
Dim hashed_kay2 As Byte() = shaM2.ComputeHash(my_kay2) 
Msgbox(ASCIIEncoding.ASCII.GetString(hashed_kay2))  
Dim shaM3 As SHA384Managed = New SHA384Managed 
Dim my_kay3 As Byte() = ASCIIEncoding.ASCII.GetBytes("convert this text to 
hash code") 
Dim hashed_kay3 As Byte() = shaM3.ComputeHash(my_kay3) 
Msgbox(ASCIIEncoding.ASCII.GetString(hashed_kay3))  
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Dim shaM4 As SHA512Managed = New SHA512Managed 
Dim my_kay4 As Byte() = ASCIIEncoding.ASCII.GetBytes("convert this text to 
hash code") 
Dim hashed_kay4 As Byte() = shaM4.ComputeHash(my_kay4) 
Msgbox(ASCIIEncoding.ASCII.GetString(hashed_kay4)) 

  
����k:  Overview NamespacePermission  :  

  
 gh ا��وت ��� uou) أ�1اع *B ا�oSح��ت وهg ال Permission Namespaceو3K�P ال 

Socket permissions وال Identity Permissions وال Role- based permissions ...  
  

Socket Permission: ت ا#"!�ام ال و� P B* C:%/PSocket ghح�;� صoح�
�ت $�#"!�ام %&'��ت ا�)*+$SocketPermission و SocketPermissionAttribute B/k 

�ل �س"System.Security.Permissions Namespaces I�O وال System.Netال t/وآ 
 I:*Client Host Address ال I* ل�SPeا B* B�.* Listener Application ،  C�و;"3 ذ

 �;+."$Attribute SocketPermission وال (�-/.�� �1ع اi�h ح�د� Access Kind  1ان:K و
 #1اء Transport و�1ع ال Port ور39 ال Permission ا�7ي #�K ¨&O-�ه ال Hostال 

  .  UDP أو H1*TCPه أو H1* +�dه 
  

�لt/��ل ال �+;� gh ه7ا اSPا I:*127.0.0.1 Address loopback ل�$ Socket I�/H +&K 
 .  ا�/س"!�مSocket و$�� ا�:^+ BK �1ع ال Portsال 
  

 [SocketPermission(SecurityAction.Deny, Access="Connect", 
Host="127.0.0.1",Port="All", Transport="All")] 

 
 

� ال::%/;object  SecurityActiong-; �  : *P Bح�;� �1ع ا�./-�) ا�"g �+;�ه� وآ/
  

  
  

Assert : ح�   *.�B* B إH+اء K/-�) *ح�دةClient Hostوg:.P ا�س/
Demand : g:.Pال و I�/H <-K ت� ا�"O:* gh I,P g,) ال OPClasses&�¨ ا�oSح�

Stack ال <-Kأ Defined Abstract  
Deny : ال I:* g:.PوClient Host(:�.* (�-/K اء+Hإ B* .  

InheritanceDemand :  ال <-K ت�� OP&¨ ا�oSح�i�hوClass 7ي #�+ث ال� ا
Classg��  . ا�ح

PermitOnly : ال I�/H I:/; ه�hوAccess ا ال�K Client Userح�د/�  . ا
...  
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�ر;B ه/�  Access propertyوgh ال�j 7jGPح و�  : �ح�د �1ع K/-�) ا�/:I أو ا�س/
  

Accept ح ل��/:I أو ا�س/ Client Socket D/K B* Binding ال I* IP Address و ال 
Portح�د/�  . ا

 Connect  ح ل��/:I أو ا�س/Client Socket D/K B* connect  ال I*Remote Host 
  .ا�/ح�د

  
 و رPermission 39 ا�7ي #�K ¨&O-�ه ال Host �ح�د K:1ان ال Port وال ghHost ال 

� Portال i$ DS"; g"��) �all <-Kس"P I�O/+;+ آ-/)  ghPort property ال (  اe�� 
   )OPPorts&�¨ ا�oSح�) I�/H <-K ال 

  
� �1ع ال  وا�"Transport property# gوأ�j+ا �ح�د ال i�h ف+.:Socket س"!�م/� ا

(���"��رات ا�!�  :و7jGP ا
All ح�;� �1ع الP ون�$ Socket ه�7 ال ¨&OP إذ Permession ال I�/H <-K Socket 

Types.  
Connectionless  ال ����ل P  Datagram Protocolsس"!�م Socketإذا آt/وآ 

  .UDP$+و1Pآ1ل 
ConnectionOriented ال ����ل P Oriented Protocolsس"!�م Socket إذا آt/وآ 

  .TCP$+و1Pآ1ل 
TCP I�O"سP ة إذ+V�  .Pح�;�� *&
UDP ة+V�  .إذ Pس"P I�Oح�;�� *&

 
  

 و� �� ال pPermission Namespace.ف �&'� #�5 ��ح آ��� '�0ص�o ال 
Security Namespacesا�.ر��1 *[ ا����ب ����  . �� ا�
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س
ف �'� ا����� �� ا����0ت وا��
ا��� 
��دد أ)�ا �� ، ا�'�ی�ة �� ا���� ا�
ر��� � ;

�I)!J...  
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