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TokenRing 2

(ool ¥ Junall L4aly) BRI

Interfaces p, 1 Jds

: syond) gy 3 COMmunication :
: Wan I

ISDN psd g pdge o> Lo ddue sag BRI »
serialy 1 1S Jod dis 29 :COM )
:LAN .II
e O jw sy 1S s2y :Fast Ethernet »
o253l 9 48y 81 g2y :Ethernet »
aludl &9 yud 5 :Management ports .Y
eyl g 8ok gl J1 Olslus) Jodd gl J il WS> 0 oS5 (31 WU a5 console. ]
COM lds po ! d) il J5 i o8
I g3 9 5l WS Jean a8 WSl die AUXCTT
. axy s Telnet J »ull: VTY III

e
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Switch

Telnet g,k oo s ) wisiust 4 J

= 4

Dos CMD->RUN ———__I Jgul )
Fy) Olge sy Telnet 192.168.2.1 s ¥

{ BEX C:\windows\system32\cmd.exe

C:\>telnet 192.178.2.1

-~

l:’n@l-e&-q

(s &S Ly Console diws e J it LhPassword =t Jsa) Gk ¥

user mode xz Ul J5u pdl LS Jiss) a8

Privilege Mode s j,User Mode svjyop G 41

Jdl ks iy Erase y Show g as Joladly lslasit S s A 0 oS5 Privilege mode a2

- el pusdl a g ggd Sy ) AdST Jls) a1 1A

(Router) <. s jli=

show Version [ i alusceat W)y coisius) of ed o g 230 pusand) a5 58 User Mode Ui

Enable _xs1privilege mode () user mode . i ol 5

Exit S} gal) pisind] 51yl 85k ¢ o )y @
End 945205&‘§Tcp<ﬁpﬂ\e¢ﬁ;wwﬂ J il

User Access

Password:

Bouter conl is now available.
FPress BETURN to get started.

Verification

Fouter> -
Fouter>enable
Password:

FEouter# -+
Fouter#disable
Fouter:>
Fouter>exit

pobluall gudg douga

Splaiatl o3 pudgll daga

S
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:jj)\cne.\ﬁwél\ }A\)iﬂ\u'a.’.g
Tab zui ds aally J541 G o3 48 o S S 0 O o 8 J5f as” andlarSla

A Ay A

O3l (65 a gl J 5l Router> enable or Router > en

S e cu i B Slkealt Jony Router# Show History
Ao il Router# Show clock

S8 S 2 g Router> Show Flash

94 Jlasyh jlas Router# Ping 192.168.0.1
Faf ol ke Je Jus

Router>enable

Router#configure terminal
Router(config)#hostname Ali
Ali(config)#interface serial 0

Ali(config-if)#ip address 192.168.0.1 255.255.255.0
Ali(config)#enable Password 123
Ali(config-if)#no shutdown

b

:L;la\.oSTelnet 850 Gl G Y Jgkuy &
Control Panel — Programs — Turn Windows features on or off
sz N O Ay e )y

> | Y
[ Windows Features ’ﬂla—hj

Turn Windows features on or off (7]

To turn a feature on, select its check box. To turn a feature off, clear its
check box. A filled box means that only part of the feature is turned on.

|| .. Simple TCPIP services (i.e. echo, daytime etc) -

[F2§%) Tablet PC Components

[¥] | Telnet Client

F Telnet Server -
OK || Cancel

S
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VPN

:VPN(Virtual Private Network, &ws! %1 i)

o Ll ST g JWl o B B9 o adl g e 3001 g g B day ) o i ASCty das pp Bl oYL K 2

f
| L |
1 =~ o
Client = ( . )
A cetiin & optional t
3 @ g o | exchange server ,__‘;i office two
.A Ml ) s

- pdds e UL OF o o Y1 3K e Jlasy)

Client

v
N [nternet »

Gt d

( Fu-e‘-‘{a” B/

’ ’ y optional
- internet gateway ..
VPN i o o

M&Mem‘_}gu\"a\é’ﬁ A

2y Blerd] O£ g 85T LY

IP Cob 0l ao oo Yl 8y Jo 0 VPN a3l Y
VPN &4 0 pdsand gl OV 8 579 )

I8
o

2N
i

PPTP Point to point Tunneling Protocol) .
o Yt s gl Ol ULl pdicy p sk 529
L2TP(Layer Two Tunneling Protocol) .Y
o @Y IS e Bluyl s SULl Bl 2Bl Oled IPSEC S g 0 i 58

A4

S =
— ol
@ g Create a WP ({1 —

Type the Internet address to connect to

“our network administrator can give youw this address.

Internet address: [Example:CDr‘ltDsD.cDm or 157.54.0.1 or 3ffe:l234:1111]

Destination name: WPMN Connection

[] Use a srmart card

@ ] Allow other people to use this connection

This cpticon allows anyone with access to this computer to use this connection.

[ Den't connect now: just set it up so I can connect later

N
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IP v4 ﬁfﬂ\ﬁ&

o TY 2y I e 8V gl 2

S S <o A <o A

Byte =8 bit
Octet =byte=8bit
oS it et 3 Able ded o JST OS5 Y 5 0 Ll el

Iy paal) el OB
VYA 1€ Yy 1 A ¢ Y )
) . . . ) ) , 0 ‘YA
\ \ . . . . . . AR A
\ \ ) . . . , 0 Yvy¢
\ \ \ \ . . . . Yéo
\ \ ) \ \ . , 0 YEA
\ \ \ \ \ \ ’ . Yoy
\ \ ) \ \ \ ) 0 Yot
\ \ \ \ \ \ ) \ Yoo

IPV 4 cwwyw t\js\‘

1. Class A
Network Host Host Host
01111111 <o A Ca A KN

g (vl v aed 055 0 WY I Ot e il Il e o Jaf T 0 geeall H 3
Yy i 01111111,

(AR THRIRVIFLINEIPRE SR PINIPEIFRE IR RENPRE SN PR ANCaN

Y ol OB pme——— Y al (ST Jo it )8 4 el OLide 127.0.0.0 Loop back address
27—2‘5;& \YYV j}é..oe.\:'m\ Y @gj&m VYA gs vV éiﬁqé\,}\j 4l ol g Cu
Yl Cuh Bl IS Sl = e il ) Y =K s O !
16.777.214=Y—v""= JSI sush 0 5T Y00 i o 01 gl putsias ¥ 1Sy

10.0.0.0(Network address)
10.255.255.255Broadcast address)

2. Class B
Network Network Host Host
10111111 <o A Ca A <o A

-
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Sl o 5 AW Joadlh ) . . P
- ‘59.’4..( .......)‘:g\\MU}Q'O\.u’ﬂz\g.,.ﬂ\O\}.&w@'b‘jj\wu‘jj\u\ow\)} L
191 A0y o T Wity v 065 OF Comd )
191 11128 o ins =

A+ o Ve Wl coldl G ea Ay ot Buy oW ol G ol ey ¥ s

\

Yl Coh Bl S U228 Y1 34616.382=y ¥ =i al sus
65.534=y—¥""= A sualt OF (5T Y00 51 o O goall pusians ¥ S

3. Class C
Network Network Network Host
11011111 Ca A <o A <o A

YAY sm (VY v e vl ) aad 065 0T WY 330 01 g (0 gl Jgl o o 39 o Jof OF O goedlt , 3
Yy el 11011111060+ aned O 5SS OF Comd SIW ot Wl
YYP AINAY iy m
(AHA+e) S cald @ cu A d‘-—“ ol ea Ay cu e gpj P [RCRRIIE JUTALNCNR SN
Yos=Y—¥"=55xY 5062.097.152=y -y "= s sus
4. Class D(224-239)
YYE=ANVeanae o
\AAEARRERRR RN
For multi cast
5. Class E(240-254,
AR R Y
\RRR R R RIS

Experimental; used for research

PHIRE SRV g e
Routers cigrp |8 o adseay 0.0.0.0

I S e 85w B oL Jloy) o & auseas | 255.255.255.255

ks Jlil LY dndiin jigs) 127.0.0.1

Subnet mask

Class Format Subnet mask

A Network Host. Host. Host 255.0.0.0

B Network. Network Host.Host 255.255.0.0
C Network. Network. Network Host 255.255.255.0
]
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IP V6 s"U}::J\ e\h.»

(e sl s d O b (P V 4 iéir‘oﬁ}h.?f"-s;.'d\j o @Y IS g o0 W ) sa
Network Address TranslationINAT) auswy dx- &3ty el dls public IP o sua) covnl

G gls o 0 g2
Lgpe JBlgesls .Y
IPV6 ot

S i gt sl g folad) d ggu Y

5ia7 ) oy ety Bt it gl e 5 Su Y B Ol e Jsad 8 Y ahinus TP V6 alusualy Y

Bt o 5 w5 )

IPV6 o\l
D e gl )l 8 85k s IS 81l A () deds s YY Wdus g Hexadecimal — als IPV6 puseny
&Y Lgous (S @ op bt Bl 8305 oK JWug Jadd o Y ausing [P V4 Ly <y Y YA ausey icolon
DS Oy

Jle

O gpalt Jgb jlaassy by yliwl J2 J;éTwo colons
FE80:0:0:0:2AA :FF:FE9A:4CA2 Nead
Sz S
FE80::2AA :FF.FE9A:4CA2
dpB) o glial) j2my
Loopback IP <1 (127bin0sandal) |127.00.1
Unknown IP 2 (all bin 0s) 0.0.0.0

U Local Area Connection Properties RS 1
Networking | Sharing Internet Protocel Version & (TCP/IPvE) Properties |ilﬂ_hj
Connect using: General

l‘-'lf Realtek PCle FE Family Controller

‘You can get IPv6 settings assigned automatically if your network supports this capability.
Otherwise, you need to ask your network administrator for the appropriate IPv6 settings.
This connection uses the following items

98 Cliart for Microsoft Networks @ Obtain an IPv6 address automatically
EQOS Packet Scheduler ") Use the following IPve address:
BFII& and Printer Sharing for Microsoft Networks

=& |ntemet Protocol Version & {TCP/IPvE)

& |ntemet Protocol Version 4 {TCP/IPv4)

& Link-Layer Topology Discovery Mapper /0 Driver
& Link-Layer Topology Discovery Responder

@ Obtain DNS server address automatically

Install Uninsta ") Use the following DMNS server addresses:

Description

TCP/IP version &. The latest version of the intemet protocal
that provides communication across diverse interconnected
networks

Validate settings upon exit

[ G |

KN
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Voice over Internet Protocol

Voice Over IP i iy,

IS Fap pioand IH g1 g 5f IR g Mgl U fayy T S EW IS Sy g ) B EE 2
e Il sl Pl Jl Jalsy dm o8 Bl O E R wie w0 SO b sagInternet Protocol oy
ki Y Lasy) A

Voice Over IP i& Jos i b

Digital Signal i3, oi,ls 1) Analog Signal & salt O iy 1 Y

Packets a3 1) 8,1y 0da gouds .Y

) s o Ol jlns Bt § 2 0da Juoyl G TP o it J 58 g9 p alise) ¥

Blojly 21 000 Bige 1 BB 0 851030 Lsfy ol o (S lgaed Sl il ) o331 0da Jpog e
ol ¢ b ous ¥ 3> Real Time i cddh g uia S &us o

SCCP Sww I8 555 sSkype  gmslip Joo jiall adlil) aclsty @
H.323 SIP, J 5 5y, Joo el i sill il @

Voice Over IPii jo & sall J& luse

O el WA an oole s ol by g a4 29 ATAAnalog Telephone Adaptor LG ol Js2 .
Jo e sVl pasd 525 g p p < #

i gl Oy aY e a g Rj—45 s ddny Rj-11 Lisla die Je ¢ 54 25V 0ice over IP
Digital signali.d, o\, 1| Analog Signal
IP Phone .¥

Wy CrIP i OV e d g Firm ware dols ag p dos (o 51 Olas 09y i) duds 4S8 Ll g2
ﬁ.\.:é P il S 5 of ;;g&) IP J)L';G\;“MDHCP SCI’VGI’-:J.&QDHCP Client a3

.Jﬁ\..o)\j 0P LS c;\.iﬁj
_” 4y
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Soft Phone iz, st 1. v
S g by ¥SKype gl p s pasidl ol jler e co b ) IP Phone s Y RE SN
Oy Sy Dol y g
VOIP iz 556 oyl

Skype jus g p b de i mY1 o ol )l 0 )

Aol Q) IS g0 plls o s I 8 99 ) I g2 (25 Gateway aiy plisiealy i J) ol 4 .Y

Internet / VPN / WAN

Voice sent as TCP/IP data
via the
Internet / VPN / WAN

TCP/IP TCP/IP
~e~vor-<-m-- --m-uewk
Internet Internet

Gateway
iplP Phone IpIP Phone
(in City A) (in City B)

phone Adaptor aluswal o w5 @b oo Bl J) e 0 ¥

Internet Cable/DSL Router —_
Modem

Phone Telephone
Adapter

1 G IS P g ) BB O
sl e A pd g Y
dadd) (65950 oo AU g Y
IP o dosn 68 06 Y th s 5 00 ol @ UKL Jldizat hSad B9 A1 Y
8 gons b a1 83459 IS G a5 LS) 6
s d g .0

AESPRI RUI PR JYWS PRCTPWA I RUII - PRI
i S IS Fap o 0 B LS O
S o o B o o @ Bl ) oS5 s B s g ) e Y
IP Address Js a4 Juasy) B Wd dysao Y
O pall pl i ansy pU Y
Ol g gl g B W ol g

SN
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IS 6151 ks
FCORA NN ad L S }n\)i

Ping .\
il a3y o J pad! & sl Gl 0 JU U 2 g HOSE b Chias JLasl p g5 o JLast) s 3151 2
Ping ali : jg& oot by I

ping 127.0.0.1 : Juay idkes jlat 11
B C\windows\system32\cmd.exe =

C:\>ping 127.8.0.1

[Pinging 127.8.0.1 with 32 hytes of data:

Reply From 127. by time{ims TTL=128
[Reply from 127, time<ims TTL=128
Reply from 127, time{ims TTL=128
Reply from 127.8 time{ims TTL=128

[Ping statistics for 127.0.8.1:
Pac

kets: Sent = 4, Received = 4, Lost = B <Bx loss),
Approximate round trip times in milli-seconds:
Minimum = Bms, Maximum = Bms. Average = Bns

GzN>

IP _Jy syt I

[ <

Bl Chwindows\systern32\cmd.exe

g 192 ._.168 .1 .1

m | »

oft UVirtual WiFi Miniport Adapter

3—14—B2—FF—F9

IP i, ipconfig .2

me ; A 35 IP 3 ol Winipcfg .v

Kl oy o3t MAC Address @ 2 pduiay ATP . ¢

Ol g @ 559 0L 4B 8 jme g o i) iCd o dal gy &) sl (u M1 o 3o Wond pusens tracert. o
Destination . ) J el Al 8 5

tracert WWW.CISCO.com

i y Olb SN J) a3V ) ul o tracert oYU adlaal fus s gl gl Oladl Caiasg
oY) Jis O @ dr g S e ag o sy BB a5 IXP (Internet Exchange Points) b .y

B STl s o el e Wl S WS 830 88,1 S gd £ el S 1] b b ghs e A A5 pun
RPNt PRA PRES LY RO

e N el S 8,00 o Y ISP(Internet service Provider) isud\ &t h s dib .Y
iy 1

P REIRCRJE [RUILGE o
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netstat -n.6
Coud F B B, el Co Y Al Gl S 13 Hlghl @ uslugg oydlally adi I YL ad Hlgbl a sk
ULl ods G £ Y ol Wbl gt ¢ 13) 8 e s e £ bYL 5 Ports

>:\Documents and Settings\user netstat —an

Active Connections

Local Address!
9.9.0.9:135
8.8, 1445
127. :1833
127. :1863
:1064
:1065

Proto
TCP
TCP
TCP
ICP

9.1:19008

Microsoft Windows [Ver

C:\Userssyhnetstat -a

Active Connections

Proto
TCP

Local Address

@

o e®

Address
=)

9
H )
.1:1064
-1:1063
.1:1866
.1:1865
-0

00000 ®

9.0.0.0:0
?4.125.230.144:80
174.37.166.5:80
188.161.245.147:80
188.161.245.147:80

T

32
31
32 %
W3

-
sion 6.1.7680]1
Copyright (c) 2889 Microsoft Corporation.

All rights reserved.

State
LISTENING
LISTENING
LISTENING
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
LISTENING
LISTENING
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED

netstat —a

TCP Jiat d> ,gby

| »

State

LISTENING
LISTENING
LISTENING
LISTENING
LISTENING

B oz ¥ e e 05 FTP il g s Seed POt ds I35 0 o5 301 j g8l o aous IS

Protocol /:

Hostname

. Port

an

o sn U gl > kel pny i) oy
HTTP < J' L
FIP o o 5 o ;L@J,-I T www.yahoo.com
< -~

SA gt J13 L1 1l

| ,
HTTP tlp S350 hezidl 5] @3 4ll el | OY oyl pay il hia
A FTP ) Bt 0558 | ":L‘J;M‘
IS5 Il ol o ol S S Sl S5
e
Http:// .Yahoo.com:80
e, =

Syl Oy sl LS 8B ek
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13gr Mo e Ol S g7y ST S
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Sl g pdll g ) Sl o8 2GSTN sl p Alal

J573 8 )b M Jos Gr b o8 5 Sl eedl (00 Bled) ISy ) lile (8 iSO sl Tl

1BV Yy el Sl 8 S sl gl g kil
Norton internet security .

Zone Alarm .¥
MacAfee Firewall .v

TSl Ay )
msconfig 4 daw »
1) shad
Startedy y3 Je &1 .
System Configuration siéu &bl g & s msconfiglu »¥ Run Jeid) & 3 o8 Y
Utility
Start up cuss g ¥
I Johds sy e B il o) T B el pIY o a5 Bls ) pglic-
5L WL o \gR gt Sl o5 Ay b ol p 3 g S OBy i sl ) B b
Q}éfﬁjd\ &A\J‘A\dﬁé_ﬂ.é j\;wu}\ cﬁ\);&“J—Q& &&3)?.\3&-\4 (Jjg:é \.é‘_}.g\.fﬂ.\ el cul\; 3}%\.&3\
T agy ol
Registry :alad) Loeus cils daui g
1) shad
Startedy 5 e &1 .
Regedit Ju »% Run fasd s @ <81 .Y
Registery EAitor (i ¢ oo @) coo i) Ol md) ¥
- HKEY_LOCAL_MACHINE
- Software
- Microsoft
- Windows
- Current Version
- Run
Aos o waliaw do pdll AaL2JL 8BUY (8 J1 it Registry Editor aladt foews 8006 o0 . ¢
U ke Data adl @ ekl y Jeadt sy il e Joas @) ol sieiNames
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g sl

e g

e i el b B ol Data by O e iy il S 5 OB e ol B>y-
3 PU e OV s A e 3
Delete ¢ 8, g3 )31 Jo haiiall aw alkd-

[ Registy Editar I e acn e |
File Edit View Favorites Help
> Installe « || Name Type Data
pol Inteme | o) Default) REG_SZ f
i_ : x:;a‘ 35100TCrdMain REG EXPAND ST %ProgramFiles%\TOSHIBANFlashCards\TCrdMain....
L mpe || @HetkeysCmds  REG SZ Chwindows\system32\hkemd.exe
MssHe || 2HSON REG EXPAND ST %ProgramFiles%\TOSHIBA\TES\HSON.exe
| OMIn || RlafeTray REG ST Chwindows\system32Nightray. eve
| ooBE 28] IntelWireless REG S "CiAProgram Files\Common FilesInte\WirelessCo...
)l Optime || ®Persistence REG S Chwindows\system32\igixpers.exe
o Parentz || 2bIRtHDVEg REG_SZ C:\Pragram Files!\Realtek\Audio\ HDA\RAVB g6d.ex.
. Personi || 2b]REHDVCpI REG_SZ C:\Pragram Files\Realtek\ Audio\HDA\RAVCpI6d.c...
».) PhotoP || 2V|SmartFaceVWat.. REGEXPANDSZ  %ProgramFiles%\Toshiba\SmartFace\SmartFace..
bl PnPSys | | 2E]SmoothView REG_EXPAND_SZ g T
bl Policier || 28] SynTPERh REG_EXPANDSZ  %ProgramFilesse\Synaptics\SynTP\SynTPEnh exe
Previev (| 25 Teco REG_EXPANDSZ  "%ProgramFiles\TOSHIBA\TECO\Teco.exe” /r
b Froper\5| 28] ThpsSre REG_SZ Cwindows\system32\thpsrv flogon
p -y Refiabill || ab)TosnC REG_EXPAND_SZ %ProgramFilesd\Toshiba\BulletinBoard'\ TosNcCo..
>l Renam || a8 TosReelTimeMo... REGEXPANDSZ — SProgramFiles3\TOSHIBA\ReelTime\ TesReelTim.
fun, a5 TosSENotify REG_EXPAND SZ  C:\Program Files\TOSHIBA\TOSHIBA HDD SSD Ale...
FunCn aF| TosVolRegulator  REG_SZ C:\Program Files\TOSHIBA\TosVolRegulator\TosV..
>~ Setup 3] TosWaitSry REGEXPAND SZ  %ProgramFiles3\TOSHIBA\TPHIN TosWaitSrv.exe
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@ |E5| Create a Dial-up Connection

Type the information from your Internet service provider (ISP)
Dial-up phene number: 07770555
User name: Ali Hassan

Password: [Password your ISP gave you]

[ Show characters
[ Remember this password

ol el ikl g ol

Connection name:

‘S‘ [] Allow other people to use this connection

This option allows anyene with access to this computer to use this connection.

Idon't have an ISP

Dialing Rules

4

Jlay) sLid) dhes C\$ 88U gl |V

@ || Create a Dial-up Connection

(=] ]

The connection to the Internet is ready to use

To connect to the Internet next time, left-click the network icon in
the taskbar and click the connection you just created.

Close
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New Connection Wizard

Welcome to the New Connection
Wizard

This wizard helps you:
* Connect to the Internet.

* Connect to a private network, such as your workplace
network.

* Set up a home or small office network.

To continue, click Next.

Network Connection Type
‘What do you want to do?

®f

Connect to the Intemet so you can browse the Web and read email

(O Connect to the network at my workplace
Connect to a business network (using dial-up or YPN) so you can work from home,
a field office, or another location.

() Set up a home or small office network
Connect to an existing home or small office network o set up a new one.

(O Set up an advanced connection

Connect directly to another computer using your serial, parallel, or infrared port, or
set up this computer so that other computers can connect ta it.

[ < Back I[ Next > J[ Cancel ]

nection Wizard
Getting Ready
The wizard is preparing to set up your Intemet connection.

How do you want to connect to the Intemet?

O Choose from a list of Interet service providers (ISPs)

AN CC " he
For a dial-up connection, you will need your account name, password, and a

phone number for your ISP. For a broadband account, you won't need a phone
number.

O Use the CD | got from an ISP

[ <Back J[_New> | [ Cancel |

New. nection Wizard
Internet Connection
How do you want to connect to the Intemet?

This type of connection uses a modem and a regular or ISDN phane line.

(O Connect using a broadband connection that requires a user name and
password
This is a high-speed connection using either a DSL or cable modem. Your ISP may
refer to this type of connection as PPPoE.

(O Connect using a broadband connection that is always on

This is a high-speed connection using either a cable modem, DSL or LAN
connection. Itis always active, and doesn't require you to sign in.

[ <Back [ New> | [ cancel |
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11. HTTP:Hyper text transfer protocol
12. FTP:File Transfer Protocol
13. SMTP:Simple Mail Transfer Protocol
14. TFTP:Trivial File Transfer Protocol
15. Bootp:Bootstrap Protocol
16. IMAP:Internet Message Access Protocol
17. POP3:Post Office Protocol
18. SNMP: Simple Network Management Protocol
19. ICMP: Internet Control Message Protocol
20. PPP:Point to Point Protocol
21. SLIP:Serial Line Internet Protocol
22. OSPF;:Open Shortest Path First
23. FDDI: Fiber Distributed Data Interface
24. CCTV:Closed Circuit Television
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